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UH 7 msgr2 = 2 £ vjelg = Ceph Monltor AMH| A2 A A1 ZHSE 3 v2 FAE 4] 7] A &g
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33} eHSl == ¥35l= = Red Hat Ceph Storage 2] 2E = A 3 v 22 CPU &7 A}
fi}% a8 oF gy 13}-

Hol w = x}12-2 & A Red Hat Enterprise Linux 8. 2°]]/~1 CephFS ¥ jenkinsfiled ¢}
z+e Ceph A2 ZefolglEo) A AR el e ALg < OpenStack Nova,
Glance 2 Cinders} 7+ librbd £ A}-2-35l= Ceph Za}o] ‘?1_5011*1 A a8t

A 27 A

[
213) %<l Red Hat Ceph Storage 5 22 2~ H.

w3iu o A TCP X E 33002 gYth

Ceph R UE xSo] U3 £E 53 A2

N

#HAgsle] A Ceph 4 71 (7127 o = /etc/ceph/ceph.conf )& Gt}

[global] A X T-&-& Al Aol F7Hg o

I ms_bind_msgr2 = true

a.
X ez o 7 Ceph b3} Ceph o] E 4 g
£ @ ststed Ceph 74 1 9| [global] 44l o

Ho rfd
)
Lo
Z
2ol
2
fo
1-)
o)
2
2
s
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foi
o

[global]
ms_cluster_mode=secure
ms_service _mode=secure
ms_client_mode=secure
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3.
Ceph 74 m}do| M7 A& AZg
4.
¢elo]E¥ Ceph 4 322 Red Hat Ceph Storage 22| ~H ] 2 E =0 EAgt}.
5.
msgr2 T2 €23 A3
I [root@mon ~]# ceph mon enable-msgr2
6.

7} Ceph Monitor :==9] 4] Ceph Monitor A 8] =& T} A] A] &3 ).

I [root@mon ~]J# systemctl restart ceph-mon.target

i)
>
to

msgr2 2 € Z o] d] g A 3 U8 Ceph on-wire ¢/5 3] & =3}

3.4. REST<] ¢t=s 3}

Red Hat Ceph Storagex= t}3-3 42 2 714 Alyg 204 453t XA

Ceph Storage Cluster: Ceph Storage Cluster= Ceph OSD<] Linux Unified Key Setup
% LUKS ¢339 sl A, vlg] 2£7] 21, vigte ol g dlolgu o] 22 X A3t o] A
Lt2] 2914 Cephi= Z@to] AE 7L Ceph 2= 3], Ceph 59 A 28] %= librados o 738
AH8AF A A o ZE] A o] AAA 9 AAgle] BE HolHE ¢Esign.

Ceph Object Gateway: Ceph 2 E @ %] S 8|2HE ZZo|AdE 2B A E 9353E XA
t}. Ceph Object Gateway”} 7] A & ¢+ 5 3}51H Red Hat Ceph Storage 2| ~H<9} S HF o
2 d33tg Yt =3 A49 do]g = Ceph Object Gateway¢} Ceph Storage Cluster 719]
a8 FAAY

Ceph Storage &2 2H ¢33}

Ceph 2E 32 A] Z&]2H+= Ceph OSDo|

49 dlo|g ¢3352 A AP th. Red Hat Ceph
Storage— dmcerypt 2 N A sle] =2 8B5S 4353}
o5

g = Ut £, ceph-volume 9] 93] E& 5+
sy}, E%jzs} OSD 7] & AMg-3to] #He] A= 7
or5 315l LA S o] FAH YL
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3
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Ytk 215 712 A9 3kA 2o Ceph F4NA 1% 7] 4AL AHgated 9% 718 Favinh
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Ceph Storage 59| #¥ 7}o/= & FX3AHA L. B} FAF O 2= Ceph 915 742 ZF=3HA A 2.

4.2. CEPH OBJECT GATEWAY A}-8-2} o A 2

Ceph Object Gateway+= RESTful ol Z 2] Alo] A ZZ 2 2 E 5 o] ~(API) A H] 20| A&} €] o]
Blg ¥ 33k S3 2 Swift APlo) Al 23t e S QAZ 53 AFS Rolahis Al AHg A el g AT
. sS gses FAEAEYH
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Red Hat Ceph Storage 5 H] o] €] ¥ ¢t & 733} 7}o| =

AA S NG AHEA e B el x Abe A A S BRI A L.

4.3. CEPH OBJECT GATEWAY LDAP === AD 1<%

Red Hat Ceph Storage+= Ceph Object Gateway A& x} & 215 35}7] 93] Light-weight Directory
Access Protocol(LDAP) A | = =] 93] t}. LDAP == AD(Active Directory)=S A1 &35 A slA
Ceph Object Gateway”} LDAP A # = X] =] o] Ceph Object Gateway A-8-#5 153}

Ceph Object Gateway:= LDAP A8 o -5 Ao P}, 2ejy FA=H AHE-AE 215 3= LDAP
A gy

Ceph Object Gateway<} LDAP A H] 7+ 5418 R 5312 H LDAP Secure === LDAPSE A}-8-314
TAS W Est= Aol EFUTL

rgw_ldap_secret = PATH_TO_SECRET_FILE A 3.3 3} 9]

LDAPS 418512 733 rgw_
x| gl g th.

o g A A =7F b 3

ALA) 8 U] 82 Red Hat Ceph Storage Object Gateway 7} o] =<] LDAP % Ceph Object
Gateway7¥ AL F=x3HA 2.

Z}A) 3 U] -8-2 Red Hat Ceph Storage Object Gateway 7} o] = <] Active Directory &
Ceph Object Gateway{i/H AMAS ZFZIAHA L.

4.4. CEPH OBJECT GATEWAY OPENSTACK KEYSTONE 213

Red Hat Ceph Storaget= OpenStack Keystone& A}-8-3}a] Ceph Object Gateway Swift APl A&
ZE S35 == 2 A} Ceph Object Gateway+= Keystone EZS 481313 A& A E Q5352
3l Ceph Object Gateway A8} & w5 4 I &Yt Keystoned| A EZ-S 753 1 Ceph Object

Gateway+= Q15 AHEAHS 28 o).

Ceph Object Gateway+ <159l OpenStack Keystone S A8 3] o1 = AojFuUt}. 181} 74
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47%. 1D 9 AA 2 A

= A2 AE 215 51= OpenStack Keystone A 8] ¢ ¢}

Keystoneol| A z}'535l== Ceph Object GatewayS 4] 312l H Keystonedl Al nssdb d 2oz @
S AASHE o A3 OpenSSL Q154 2 W 8hsf of gt}

ZA ¢ Ul 82 Red Hat Ceph Storage Object Gateway ~} o] =<] Ceph Object Gateway ¥
OpenStack Keystone A& ZZ 34 A L.
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o] 7lo]l=29] ¥ 9]+= Red Hat Ceph Storage¢} 1 t}. =221} 2] A 3l Red Hat Ceph Storage ®.<t A 8
o= a3 22 AR &7 AHRE arEalof gyt

51. Abd 27 A%

Red Hat Enterprise Linux 8 Security Hardening Guide.

SELinux 7}o] =& A}-& 5}o] Red Hat Enterprise Linux 82 7 £t}

5.2. #32

Red Hat Ceph Storage 22l 2H # &= 9HE 52 AgdoF gth CLI Eol&= Z8)2Hd o
gk A2 A AA A Aol g g AR 717 2 2 7123 o % Cephe #2] 7 71 £ /etc/ceph ] &)
2o 23} 712 59 o] &2 ceph.client.admin.keyring U th. S 2E o) & A A AT
o] A= AHEARE Q15 F1o AM AT = A F A5 7|5 BId= GAE F3d -

53. U E9Y = 54l

Red Hat Ceph Storage= o+ + 7HA] M EIZE AT}

o}n.l

S U EAAAYL.
ZY2gH v EYIYYL

38 vl =9 20] o4

Ceph E"E_'. ol Ceph ELg].o] 0]] EE]X/ o”’{-]/A ﬂol’ g%"’l’ oE_'_lk!‘?_
F e 2E Y| EQ]F o] A5}

LealoF 5411, Wil OSD Wt Coph e/ 8] 119} 9919 2129
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Request ————p
— 4--------- Response ----------4
Client
Public Cluster
Network Network
CEPH MONITOR NODE md—b
<+---p
CEPH MANAGER NODE m<—>
<+---»
CEPH MDS NODE m<—>
<+---p
CEPH OSD NODE X3 +—>
<+---p
4+——Fr
i e et >

Ceph 74 o = public_network 2 cluster_network A A o] £3g1t}. 43 = 94l CIDR Z71H <
AHE-Ste] IP F49t Yivk2a 5 APt S 2FHe o8 ABuleo] A= A H4EE FEHAIPFA
9 YlulAF FES o ) ARZ I

public_network = <public-network/netmask>[,<public-network/netmask>]
cluster_network = <cluster-network/netmask>[,<cluster-network/netmask>]

Z}HA g N 8-2 Red Hat Ceph Storage 4 7}o] =2] Ceph Y] E¢/ = 774 AAL FZ4HA L.

54. Y EQ A Au| X st

Al =€l #2] 2= Red Hat Enterprise Linux 8 Serverel] Red Hat Ceph Storage 22 2~ H = u] £ g
t}h. SELinuxe= 7| 28 02 &4 35tH o] o W& SSH A X~ X E 22 £ A|9J¢ R E QAuleE E
HH S AASA T G E RIFHA X XTEVHEH IAY B 83 AU EE AHESIES dloF o
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Red Hat Ceph Storage 5 t] o] ] ® 2 & 7133} 7lo] =

7t qu mEdl A Bee AT

firewalld X H]| =5 A& 5t3 B9 A AP H =5 B33 v5 43 TUA SAdUG

# systemctl enable firewalld
# systemctl start firewalld
# systemctl status firewalld

48 e BE XE IWNEH S 7HAF Y.
I # firewall-cmd --list-all

Al A X]o] A sources: AAL 5EW3] I Q= LEV}F ASS YR = vlo] Qojof P,
services A A o] = SSH A v] 2(¥ x E 22)% dhcpv6-client 7} &4 315 YS2 JeER = ssh
7} E A 5 ofoF g},

sources:
services: ssh dhcpv6-client

SELinux7t 4§ Fo|aL 74 25384 SA g

# getenforce
Enforcing

SELinux7} 3] & <1 7% o] = Enforcing 22 A& ).
I # setenforce 1

SELinux7} 23 Fo] ojd A9 A sshy . zHAI 3 W8-S Red Hat Enterprise Linux 8
Using SELinux Guide & ZZ34 A1 L

z} Ceph o &2 3l o] 42l ZEE A1-g-35lo] Red Hat Ceph Storage 22 2¥ 9] O£ vl &3 541§
1,]1:} So w2t 7|2 X E AAH S HAT = dFU L gubd o 2 A x+= Ceph Object Gateway =
= ceph radosgw Bl o 2 7| ¥ X Eq Y73

¥ 5.1.Ceph X E
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TCP/UDP Port o & AR &M

6789, 3300 ceph-mon ElRCE e

6800-7300 ceph-osd ms_bind_port_min to
ms_bind_port_max

6800-7300 ceph-mgr ms_bind_port_min to
ms_bind_port_max

6800 ceph-mds AT =

8080 ceph-radosgw rgw_frontends

Ceph Storage Cluster d] 29| = ceph mon,ceph-mgr, ceph-osd 7} £3gUt}. o] 23t gl & 2 3
T ZX2EE Ceph 28 2H B S FATUT o] 42 43t B3 o7 AA HHY S AHE-3lof
.

Ceph Zg}o] A E o= ceph-radosgw,ceph-mds,ceph-fuse, Iibcephfs rbd,librbd, librados 7} =3}
AUt oldd U= @ g SAEE 2Eg R A A Bt JAdS LA} o] Ao A5 Ao
2 A M EY S AHgsof Fch,

Ceph Storage Cluster i 4 2] 3 2~ EJj| 4] Ceph Zelo]HEE A3 3= T 2E v A 3}5lo Ceph
Storage Cluster t] #o]] 94 A3+= Aol =HF UL o S o] &3 25Ut

# firewall-cmd --zone=<zone-name> --add-rich-rule="rule family="ipv4" \
source address="<ip-address>/<netmask>" port protocol="tcp" \
port="<port-number>" accept"

< zone-name>2 Qg o]Eo0 7, < ipaddress SEIPF4E,< netmask >2 CIDR %719 A By
A3 2 < port-number>E XE W5 == HYZ vy ALY 3 WA Algo] fFAHES --
permanent Z2)| 1& ARS8t Z2AAE UYL A & S 43 2Eyoh

# firewall-cmd --zone=<zone-name> --add-rich-rule="rule family="ipv4" \
source address="<ip-address>/<netmask>" port protocol="tcp" \
port="<port-number>" accept” --permanent

5.5. REPORTING

Red Hat Ceph Storage+= ceph-mgr €| & Z 2| 121, = RESTful API, djA]| ®. = 2 Prometheus %
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Red Hat Ceph Storage 5 t] o] ] ® 2 & 7133} 7lo] =

NetNamespace<} 722 7€} S8 293 37 712 A|2dl R UHFY 9 B35 AF . Cephe
collectd 2! 2715 AHg-3te] A, FA AR FAH 2 5A AR E A= v o]l R E I

A 2e FEAE 71 A 2E 57 9oe I8 Y LE @ A4S 77 32525 IP-Tables £+
Conn NetNamespace &2 191 74 5 23t #4l] 3] collectd & R us = AT = dHFU.

N2R) B A Au A 74 S ANT FE Yth @59 4] Ceph 74 1o & kA
o

5.6. 4t Bel & 2

N 2R 1k 8@ WL FHLHAN Bl 49U F715 02 ZAbshs 29U o Red Hat

Ceph Storage:= /var/log/ceph/ceph.audit.log 312 o] &&=} 2] WAL A A3}

7 2ol gool TFEU.

[ ]
timestamp: g o] A3 H A]7] 5 Yephd .
[ ]
2UYH F4: 39 2UHE AEdUY
[ ]
ZeoldE k= A S A FEE FEo|dE =8 AT
[ ]
AEE: MF L S5 AHEAES AEPgUT
[ ]

A& 5ol A= #2 A7 nodown Z# 25 AA st A4 s AlsHA A =20 vl AIEY
t}.

2021-08-13 21:50:28.723876 mon.reesi003 mon.2 172.21.2.203:6789/0 2404194 : audit [INF]
from="client.? 172.21.6.108:0/4077431892' entity="client.admin' cmd=[{"prefix": "osd set", "key":
"nodown"}]: dispatch

2021-08-13 21:50:28.727176 mon.reesi001 mon.0 172.21.2.201:6789/0 2097902 : audit [INF]
from="client.348389421 -' entity="client.admin’' cmd=[{"prefix": "osd set", "key": "nodown"}]: dispatch
2021-08-13 21:50:28.872992 mon.reesi001 mon.0 172.21.2.201:6789/0 2097904 : audit [INF]
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54. 1=z 1t

from='client.348389421 -' entity="client.admin' cmd="[{"prefix": "osd set", "key": "nodown"}]': finished
2021-08-13 21:50:31.197036 mon.mira070 mon.5 172.21.6.108:6789/0 413980 : audit [INF]
from="client.? 172.21.6.108:0/675792299' entity="client.admin' cmd=[{"prefix": "osd unset", "key":
"nodown"}]: dispatch

2021-08-13 21:50:31.252225 mon.reesi001 mon.0 172.21.2.201:6789/0 2097906 : audit [INF]
from="client.347227865 -' entity="client.admin’' cmd=[{"prefix": "osd unset", "key": "nodown"}]: dispatch
2021-08-13 21:50:31.887555 mon.reesi001 mon.0 172.21.2.201:6789/0 2097909 : audit [INF]
from="client.347227865 -' entity="client.admin’' cmd="[{"prefix": "osd unset", "key": "nodown"}]": finished

Cephs} 7+-& ¥24 Al 2'lo) A= & AE 204 AL A sl Fe2He| gE xEw Avd 5
AL 2elol AHE 21t Hadx 9 Yy, Aol FREW 2a: dud Ao ¥
Agy.

o : entity="client.admin’ & A}-£2}7} admin A&z} & Yebd Yo emd=[{"prefix": "osd set":
"key": "nodown"}] d & -& admin A}-8-2}7} ceph osd set nodown & 23 3 3S JEPH YT
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Red Hat Ceph Storage= A8 7} Hlo|EH| = A Z3slA| 2 Atz o 7 71 A ¢l vhal o 2 2] Ay
7] dlo]g HZo]= Red Hat OpenStack Platform} 7+-& ot & of Z 2] o])q o] 3}

mk&

6.1. CEPH STORAGE &2 2£H

AFE 4 ,JJ“ Autonomic Distributed Object Store T+= RADOSzE} 1 3} Ceph Storage Cluster
£ HlolHE Z U /A= A g & o] 749 o]g]3t @ WA E = Ceph Block Device ©] 1] #],
Ceph Ob|ect Gateway 7l Al === Ceph Filesystem 7} ¥ 3} 712 Zo|A E Ho|HE Ue = A &
A9y 22 librados 9ol W =¥ A8} A A of E|Alo] A& Fol viRIFG H AL dlo|H = A F3
4 olsrych

organizations= ¢ BHA E do|E & A&t Fol di g AAZE Al o] Pt 28] Ceph Storage
Cluster A}-8-2t= ¥ uka 0 g ALE-271 opd Ceph S0 A EYU T n2hA| AubA o7 AL g2 =
Ceph Storage &8 2¥ Zox Ad 2BAEES 74, 97] =& A& 4 &Y

6.2. CEPH 2= 33

RADOS &= A% == RBDe}aLx 3= Ceph &5 3] <1H 7 o] 22l Red Hat Ceph StorageE 7}
& @ol AHgstH g B, oV A B AR JAEHEAE YA S Ul b9 LA ER AFUY
th. Ceph+= o] 2|3 QA E S vl 2] 570 &35t S22 AA o)A OSDo oA #2492 v £ &
= WA

Ceph £5 X g o] 25 AHE-3t= o ZE Al o] Aol what dyba] © 2 Red Hat OpenStack
Platform2 25 2 o|v|A & AA, T4, AT + dFU Cephe 7 S HAE A, A, ¢
o|E & A Z S AP

F 2L ol A AASA B2 5 9 B0 AT o uAET} AR P 2elt B9 dol g
FEIME & o) #7] A7 AEeA drelol A% AT 4 e ch Ea dlolE e dhelol
oF 92 4 AUk

6.3. CEPH 3} A] 2=l

Ceph File System <1Ejsl o] 2= 7b4 5hel 4| 292 A4 ste] E o] Ao eBAE= AFEY]
t}. Cephi o] & & o BAE S wlx] 5ol FFsta F2l 26 AR 0|4 OSDo] | AF Fah9] = vl E &=
S EEEES
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6%4.dlo|H BE
dutH o 2 Ceph oY A 26L& 0 7l 9] 22 ATt

metadata : v €} &) o] % 2utz o 7 inode= T4 A Ceph W gt o] €] A ¥ (MDS)2] d]
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6.4. CEPH OBJECT GATEWAY
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#enabling-fips-mode-in-a-container_using-the-system-wide-cryptographic-policies
https://access.redhat.com/articles/2918071
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