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MAKING OPEN SOURCE MORE INCLUSIVE

Red Hat is committed to replacing problematic language in our code, documentation, and web
properties. We are beginning with these four terms: master, slave, blacklist, and whitelist. Because of the
enormity of this endeavor, these changes will be implemented gradually over several upcoming releases.
For more details, see our CTO Chris Wright's message.


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

CHAPTER 1. INTRODUCTION TO DIRECTOR

CHAPTER 1. INTRODUCTION TO DIRECTOR

The Red Hat OpenStack Platform (RHOSP) director is a toolset for installing and managing a complete
RHOSP environment. Director is based primarily on the OpenStack project TripleO. With director you
can install a fully-operational, lean, and robust RHOSP environment that can provision and control bare
metal systems to use as OpenStack nodes.

Director uses two main concepts: an undercloud and an overcloud. First you install the undercloud, and
then use the undercloud as a tool to install and configure the overcloud.

OVERCLOUD (pepioyed Cloud)

CONTROLLER COMPUTE STORAGE
NODES NODES NODES

Deploy, configure
& manage nodes

et .

UNDERCLOUD (pirecton

1.1. UNDERSTANDING THE UNDERCLOUD

The undercloud is the main management node that contains the Red Hat OpenStack Platform director
toolset. It is a single-system OpenStack installation that includes components for provisioning and
managing the OpenStack nodes that form your OpenStack environment (the overcloud). The
components that form the undercloud have multiple functions:

Environment planning

The undercloud includes planning functions that you can use to create and assign certain node roles.
The undercloud includes a default set of node roles that you can assign to specific nodes: Compute,
Controller, and various Storage roles. You can also design custom roles. Additionally, you can select
which Red Hat OpenStack Platform services to include on each node role, which provides a method
to model new node types or isolate certain components on their own host.

Bare metal system control

The undercloud uses the out-of-band management interface, usually Intelligent Platform
Management Interface (IPMI), of each node for power management control and a PXE-based
service to discover hardware attributes and install OpenStack on each node. You can use this feature
to provision bare metal systems as OpenStack nodes. For a full list of power management drivers,
see Chapter 30, Power management drivers.

Orchestration

The undercloud contains a set of YAML templates that represent a set of plans for your environment.
The undercloud imports these plans and follows their instructions to create the resulting OpenStack
environment. The plans also include hooks that you can use to incorporate your own customizations
as certain points in the environment creation process.

Undercloud components
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The undercloud uses OpenStack components as its base tool set. Each component operates within a
separate container on the undercloud:

® OpenStack Identity (keystone) - Provides authentication and authorization for the director
components.

® OpenStack Bare Metal (ironic) and OpenStack Compute (nova) - Manages bare metal
nodes.

® OpenStack Networking (neutron) and Open vSwitch - Control networking for bare metal
nodes.

® OpenStack Image Service (glance) - Stores images that director writes to bare metal
machines.

® OpenStack Orchestration (heat) and Puppet - Provides orchestration of nodes and
configuration of nodes after director writes the overcloud image to disk.

® OpenStack Workflow Service (mistral) - Provides a set of workflows for certain director-
specific actions, such as importing and deploying plans.

® OpenStack Messaging Service (zaqar) - Provides a messaging service for the OpenStack
Workflow Service.

® OpenStack Object Storage (swift) - Provides object storage for various OpenStack
Platform components, including:

o Image storage for OpenStack Image Service
o Introspection data for OpenStack Bare Metal

o Deployment plans for OpenStack Workflow Service

1.2. UNDERSTANDING THE OVERCLOUD

The overcloud is the resulting Red Hat OpenStack Platform (RHOSP) environment that the undercloud
creates. The overcloud consists of multiple nodes with different roles that you define based on the
OpenStack Platform environment that you want to create. The undercloud includes a default set of
overcloud node roles:

Controller

Controller nodes provide administration, networking, and high availability for the OpenStack
environment. A recommended OpenStack environment contains three Controller nodes together in
a high availability cluster.
A default Controller node role supports the following components. Not all of these services are
enabled by default. Some of these components require custom or pre-packaged environment files to
enable:

® OpenStack Dashboard (horizon)

® OpenStack Identity (keystone)

® OpenStack Compute (nova) API

® OpenStack Networking (neutron)

10
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OpenStack Image Service (glance)

OpenStack Block Storage (cinder)

OpenStack Object Storage (swift)

OpenStack Orchestration (heat)

OpenStack Shared File Systems (manila)
OpenStack Bare Metal (ironic)

OpenStack Load Balancing-as-a-Service (octavia)
OpenStack Key Manager (barbican)

MariaDB

Open vSwitch

Pacemaker and Galera for high availability services.

Compute nodes provide computing resources for the OpenStack environment. You can add more
Compute nodes to scale out your environment over time. A default Compute node contains the
following components:

Storage

OpenStack Compute (nova)
KVM/QEMU
OpenStack Telemetry (ceilometer) agent

Open vSwitch

Storage nodes provide storage for the OpenStack environment. The following list contains
information about the various types of Storage node in RHOSP:

Ceph Storage nodes - Used to form storage clusters. Each node contains a Ceph Object
Storage Daemon (OSD). Additionally, director installs Ceph Monitor onto the Controller
nodes in situations where you deploy Ceph Storage nodes as part of your environment.

Block storage (cinder) - Used as external block storage for highly available Controller nodes.
This node contains the following components:

o OpenStack Block Storage (cinder) volume

o OpenStack Telemetry agents

o  Open vSwitch.

Object storage (swift) - These nodes provide an external storage layer for OpenStack Swift.

The Controller nodes access object storage nodes through the Swift proxy. Object storage
nodes contain the following components:

o OpenStack Object Storage (swift) storage

1
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o OpenStack Telemetry agents

o Open vSwitch.

1.3. UNDERSTANDING HIGH AVAILABILITY IN RED HAT OPENSTACK
PLATFORM

The Red Hat OpenStack Platform (RHOSP) director uses a Controller node cluster to provide highly
available services to your OpenStack Platform environment. For each service, director installs the same
components on all Controller nodes and manages the Controller nodes together as a single service. This
type of cluster configuration provides a fallback in the event of operational failures on a single Controller
node. This provides OpenStack users with a certain degree of continuous operation.

The OpenStack Platform director uses some key pieces of software to manage components on the
Controller node:

® Pacemaker - Pacemaker is a cluster resource manager. Pacemaker manages and monitors the
availability of OpenStack components across all nodes in the cluster.

® HAProxy - Provides load balancing and proxy services to the cluster.
® Galera - Replicates the RHOSP database across the cluster.

® Memcached - Provides database caching.

NOTE

® From version 13 and later, you can use director to deploy High Availability for
Compute Instances (Instance HA). With Instance HA you can automate
evacuating instances from a Compute node when the Compute node fails.

1.4. UNDERSTANDING CONTAINERIZATION IN RED HAT OPENSTACK
PLATFORM

Each OpenStack Platform service on the undercloud and overcloud runs inside an individual Linux
container on their respective node. This containerization provides a method to isolate services, maintain
the environment, and upgrade Red Hat OpenStack Platform (RHOSP).

Red Hat OpenStack Platform 16.2 supports installation on the Red Hat Enterprise Linux 8.4 operating
system. Red Hat Enterprise Linux 8.4 no longer includes Docker and provides a new set of tools to
replace the Docker ecosystem. This means OpenStack Platform 16.2 replaces Docker with these new
tools for OpenStack Platform deployment and upgrades.

Podman

Pod Manager (Podman) is a container management tool. It implements almost all Docker CLI
commands, not including commands related to Docker Swarm. Podman manages pods, containers,
and container images. One of the major differences between Podman and Docker is that Podman
can manage resources without a daemon running in the background.

For more information about Podman, see the Podman website.

Buildah

Buildah specializes in building Open Containers Initiative (OCI) images, which you use in conjunction
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with Podman. Buildah commands replicate the contents of a Dockerfile. Buildah also provides a
lower-level coreutils interface to build container images, so that you do not require a Dockerfile to
build containers. Buildah also uses other scripting languages to build container images without
requiring a daemon.

For more information about Buildah, see the Buildah website.

Skopeo

Skopeo provides operators with a method to inspect remote container images, which helps director
collect data when it pulls images. Additional features include copying container images from one
registry to another and deleting images from registries.

Red Hat supports the following methods for managing container images for your overcloud:

e Pulling container images from the Red Hat Container Catalog to the image-serve registry on
the undercloud and then pulling the images from the image-serve registry. When you pull
images to the undercloud first, you avoid multiple overcloud nodes simultaneously pulling
container images over an external connection.

e Pulling container images from your Satellite 6 server. You can pull these images directly from
the Satellite because the network traffic is internal.

This guide contains information about configuring your container image registry details and performing
basic container operations.

1.5. WORKING WITH CEPH STORAGE IN RED HAT OPENSTACK
PLATFORM

It is common for large organizations that use Red Hat OpenStack Platform (RHOSP) to serve thousands
of clients or more. Each OpenStack client is likely to have their own unique needs when consuming block
storage resources. Deploying glance (images), cinder (volumes), and nova (Compute) on a single node
can become impossible to manage in large deployments with thousands of clients. Scaling OpenStack
externally resolves this challenge.

However, there is also a practical requirement to virtualize the storage layer with a solution like Red Hat
Ceph Storage so that you can scale the RHOSP storage layer from tens of terabytes to petabytes, or
even exabytes of storage. Red Hat Ceph Storage provides this storage virtualization layer with high
availability and high performance while running on commodity hardware. While virtualization might seem
like it comes with a performance penalty, Ceph stripes block device images as objects across the cluster,
meaning that large Ceph Block Device images have better performance than a standalone disk. Ceph
Block devices also support caching, copy-on-write cloning, and copy-on-read cloning for enhanced
performance.

For more information about Red Hat Ceph Storage, see Red Hat Ceph Storage..

NOTE

For multi-architecture clouds, Red Hat supports only pre-installed or external Ceph
implementation. For more information, see Integrating an Overcloud with an Existing Red
Hat Ceph Cluster and Configuring the CPU architecture for the overcloud.

-
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CHAPTER 2. PLANNING YOUR UNDERCLOUD

Before you configure and install director on the undercloud, you must plan your undercloud host to
ensure it meets certain requirements.

2.1. CONTAINERIZED UNDERCLOUD

The undercloud is the node that controls the configuration, installation, and management of your final
Red Hat OpenStack Platform (RHOSP) environment, which is called the overcloud. The undercloud runs
each RHOSP component service as a container. The undercloud uses these containerized services to
create a toolset named director, which you use to create and manage your overcloud.

Since both the undercloud and overcloud use containers, both use the same architecture to pull,
configure, and run containers. This architecture is based on the OpenStack Orchestration service (heat)
for provisioning nodes and uses Ansible to configure services and containers. It is useful to have some
familiarity with heat and Ansible to help you troubleshoot issues that you might encounter.

2.2. PREPARING YOUR UNDERCLOUD NETWORKING

The undercloud requires access to two main networks:

® The Provisioning or Control Plane network which is the network that director uses to provision
your nodes and access them over SSH when executing Ansible configuration. This network also
enables SSH access from the undercloud to overcloud nodes. The undercloud contains DHCP
services for introspection and provisioning other nodes on this network, which means that no
other DHCP services should exist on this network. The director configures the interface for this
network.

® The External network, which enables access to OpenStack Platform repositories, container
image sources, and other servers such as DNS servers or NTP servers. Use this network for
standard access the undercloud from your workstation. You must manually configure an
interface on the undercloud to access the external network.

The undercloud requires a minimum of 2 x 1 Gbps Network Interface Cards: one for the Provisioning or
Control Plane network and one for the External network

When you plan your network, review the following guidelines:

® Red Hat recommends using one network for provisioning and the control plane and another
network for the data plane. Do not create provisioning and the control plane networks on top of
an OVS bridge.

® The provisioning and control plane network can be configured on top of a Linux bond or on
individual interfaces. If you use a Linux bond, configure it as an active-backup bond type.

o On non-controller nodes, the amount of traffic is relatively low on provisioning and control
plane networks, and they do not require high bandwidth or load balancing.

o On Controllers, the provisioning and control plane networks need additional bandwidth. The
reason for increased bandwidth is that Controllers serve many nodes in other roles. More
bandwidth is also required when frequent changes are made to the environment.

For best performance, Controllers with more than 50 compute nodes—or if more than four
bare metal nodes are provisioned simultaneously—should have 4-10 times the bandwidth
than the interfaces on the non-controller nodes.
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® The undercloud should have a higher bandwidth connection to the provisioning network when
more than 50 overcloud nodes are provisioned.

® Do not use the same Provisioning or Control Plane NIC as the one that you use to access the
director machine from your workstation. The director installation creates a bridge by using the
Provisioning NIC, which drops any remote connections. Use the External NIC for remote
connections to the director system.

® The Provisioning network requires an IP range that fits your environment size. Use the following
guidelines to determine the total number of IP addresses to include in this range:

o Include at least one temporary IP address for each node that connects to the Provisioning
network during introspection.

o Include at least one permanent IP address for each node that connects to the Provisioning
network during deployment.

o Include an extra IP address for the virtual IP of the overcloud high availability cluster on the
Provisioning network.

o Include additional IP addresses within this range for scaling the environment.

® To prevent a Controller node network card or network switch failure disrupting overcloud
services availability, ensure that the keystone admin endpoint is located on a network that uses
bonded network cards or networking hardware redundancy. If you move the keystone endpoint
to a different network, such as internal_api, ensure that the undercloud can reach the VLAN or
subnet. For more information, see the Red Hat Knowledgebase solution How to migrate
Keystone Admin Endpoint to internal_api network.

2.3. DETERMINING ENVIRONMENT SCALE

Before you install the undercloud, determine the scale of your environment. Include the following factors
when you plan your environment:

How many nodes do you want to deploy in your overcloud?

The undercloud manages each node within an overcloud. Provisioning overcloud nodes consumes
resources on the undercloud. You must provide your undercloud with enough resources to
adequately provision and control all of your overcloud nodes.

How many simultaneous operations do you want the undercloud to perform?

Most OpenStack services on the undercloud use a set of workers. Each worker performs an

operation specific to that service. Multiple workers provide simultaneous operations. The default
number of workers on the undercloud is determined by halving the total CPU thread count on the
undercloud. In this instance, thread count refers to the number of CPU cores multiplied by the hyper-
threading value. For example, if your undercloud has a CPU with 16 threads, then the director services
spawn 8 workers by default. Director also uses a set of minimum and maximum caps by default:

Service Minimum Maximum
OpenStack Orchestration (heat) 4 24
All other service 2 12

The undercloud has the following minimum CPU and memory requirements:
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® An 8-thread 64-bit x86 processor with support for the Intel 64 or AMD64 CPU extensions. This
provides 4 workers for each undercloud service.

® A minimum of 24 GB of RAM.

o The ceph-ansible playbook consumes 1 GB resident set size (RSS) for every 10 hosts that
the undercloud deploys. If you want to use a new or existing Ceph cluster in your
deployment, you must provision the undercloud RAM accordingly.

To use a larger number of workers, increase the vCPUs and memory of your undercloud using the
following recommendations:

® Minimum: Use 1.5 GB of memory for each thread. For example, a machine with 48 threads
requires 72 GB of RAM to provide the minimum coverage for 24 heat workers and 12 workers for
other services.

® Recommended: Use 3 GB of memory for each thread. For example, a machine with 48 threads

requires 144 GB of RAM to provide the recommended coverage for 24 heat workers and 12
workers for other services.

2.4. UNDERCLOUD DISK SIZING
The recommended minimum undercloud disk size is 100 GB of available disk space on the root disk:
® 20 GB for container images

® 10 GB to accommodate QCOW?2 image conversion and caching during the node provisioning
process

e 70 GB+ for general usage, logging, metrics, and growth

2.5. VIRTUALIZATION SUPPORT

Red Hat only supports a virtualized undercloud on the following platforms:

Platform Notes

Kernel-based Virtual Machine (KVM) Hosted by Red Hat Enterprise Linux 8.4, as listed on
certified hypervisors.

Red Hat Virtualization Hosted by Red Hat Virtualization 4.x, as listed on
certified hypervisors.

Microsoft Hyper-V Hosted by versions of Hyper-V as listed on the Red
Hat Customer Portal Certification Catalogue.

VMware ESX and ESXi Hosted by versions of ESX and ESXi as listed on the
Red Hat Customer Portal Certification Catalogue

IMPORTANT

Ensure that your hypervisor supports Red Hat Enterprise Linux 8.4 guests.

16


https://access.redhat.com/ecosystem/search/#/ecosystem/Red Hat OpenStack Platform
https://access.redhat.com/ecosystem/search/#/ecosystem/Red Hat OpenStack Platform

CHAPTER 2. PLANNING YOUR UNDERCLOUD

Virtual machine requirements

Resource requirements for a virtual undercloud are similar to those of a bare-metal undercloud.
Consider the various tuning options when provisioning such as network model, guest CPU capabilities,
storage backend, storage format, and caching mode.

Network considerations

Power management

The undercloud virtual machine (VM) requires access to the overcloud nodes' power management
devices. This is the IP address set for the pm_addr parameter when registering nodes.

Provisioning network

The NIC used for the provisioning network, ctlplane, requires the ability to broadcast and serve
DHCP requests to the NICs of the overcloud'’s bare-metal nodes. Create a bridge that connects the
VM'’s NIC to the same network as the bare metal NICs.

Allow traffic from an unknown address

You must configure your virtual undercloud hypervisor to prevent the hypervisor blocking the
undercloud from transmitting traffic from an unknown address. The configuration depends on the
platform you are using for your virtual undercloud:

® Red Hat Enterprise Virtualization: Disable the anti-mac-spoofing parameter.
® VMware ESX or ESXi:
o On IPv4 ctlplane network: Allow forged transmits.

o On IPv6 ctlplane network: Allow forged transmits, MAC address changes, and
promiscuous mode operation.

For more information about how to configure VMware ESX or ESXi, see Securing
vSphere Standard Switches on the VMware docs website.

You must power off and on the director VM after you apply these settings. Rebooting the VM is not
sufficient.

2.6. CHARACTER ENCODING CONFIGURATION

Red Hat OpenStack Platform has special character encoding requirements as part of the locale settings:

® Use UTF-8 encoding on all nodes. Ensure the LANG environment variable is set to en_US.UTF-
8 on all nodes.

® Avoid using non-ASCII characters if you use Red Hat Ansible Tower to automate the creation of
Red Hat OpenStack Platform resources.

2.7. CONSIDERATIONS WHEN RUNNING THE UNDERCLOUD WITH A
PROXY

Running the undercloud with a proxy has certain limitations, and Red Hat recommends that you use Red
Hat Satellite for registry and package management.

However, if your environment uses a proxy, review these considerations to best understand the different

configuration methods of integrating parts of Red Hat OpenStack Platform with a proxy and the
limitations of each method.
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System-wide proxy configuration

Use this method to configure proxy communication for all network traffic on the undercloud. To
configure the proxy settings, edit the /etc/environment file and set the following environment variables:

http_proxy

The proxy that you want to use for standard HTTP requests.
https_proxy

The proxy that you want to use for HTTPs requests.
no_proxy

A comma-separated list of domains that you want to exclude from proxy communications.
The system-wide proxy method has the following limitations:

® The maximum length of no_proxy is 1024 characters due to a fixed size buffer in the pam_env
PAM module.

® Some containers bind and parse the environment variables in /etc/environments incorrectly,
which causes problems when running these services. For more information, see BZ#1916070 -
proxy configuration updates in /etc/environment files are not being picked up in containers
correctly and BZ#1918408 - mistral_executor container fails to properly set no_proxy
environment parameter.

dnf proxy configuration

Use this method to configure dnf to run all traffic through a proxy. To configure the proxy settings, edit
the /etc/dnf/dnf.conf file and set the following parameters:

proxy

The URL of the proxy server.
proxy_username

The username that you want to use to connect to the proxy server.
proxy_password

The password that you want to use to connect to the proxy server.
proxy_auth_method

The authentication method used by the proxy server.
For more information about these options, run man dnf.conf.
The dnf proxy method has the following limitations:
® This method provides proxy support only for dnf.

® The dnf proxy method does not include an option to exclude certain hosts from proxy
communication.

Red Hat Subscription Manager proxy

Use this method to configure Red Hat Subscription Manager to run all traffic through a proxy. To
configure the proxy settings, edit the /etc/rhsm/rhsm.conf file and set the following parameters:

proxy_hostname

Host for the proxy.
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proxy_scheme

The scheme for the proxy when writing out the proxy to repo definitions.
proxy_port

The port for the proxy.
proxy_username

The username that you want to use to connect to the proxy server.
proxy_password

The password to use for connecting to the proxy server.
no_proxy

A comma-separated list of hostname suffixes for specific hosts that you want to exclude from proxy
communication.

For more information about these options, run man rhsm.conf.
The Red Hat Subscription Manager proxy method has the following limitations:
® This method provides proxy support only for Red Hat Subscription Manager.

® The values for the Red Hat Subscription Manager proxy configuration override any values set
for the system-wide environment variables.

Transparent proxy

If your network uses a transparent proxy to manage application layer traffic, you do not need to
configure the undercloud itself to interact with the proxy because proxy management occurs
automatically. A transparent proxy can help overcome limitations associated with client-based proxy
configuration in Red Hat OpenStack Platform.

2.8. UNDERCLOUD REPOSITORIES

RHOSP (RHOSP) 16.2 runs on Red Hat Enterprise Linux (RHEL) 8.4. As a result, you must lock the
content from these repositories to the respective RHEL version.

NOTE

e |f you synchronize repositories by using Red Hat Satellite, you can enable specific
versions of the RHEL repositories. However, the repository label remains the
same despite the version you choose. For example, if you enable the 8.4 version
of the BaseOS repository, the repository name includes the specific version that
you enabled, but the repository label is still rhel-8-for-x86_64-baseos-eus-rpms.

® The advanced-virt-for-rhel-8-x86_64-rpms and advanced-virt-for-rhel-8-
x86_64-eus-rpms repositories are no longer required. To disable these
repositories, see the Red Hat Knowledgebase solution advanced-virt-for-rhel-8-
x86_64-rpms are no longer required in OSP 16.2.
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' WARNING
A Any repositories outside the ones specified here are not supported. Unless

recommended, do not enable any other products or repositories outside the ones
listed in the following tables or else you might encounter package dependency
issues. Do not enable Extra Packages for Enterprise Linux (EPEL).

Core repositories

The following table lists core repositories for installing the undercloud.

Repository Description of requirement

Red Hat Enterprise Linux 8 for rhel-8-for-x86_64-baseos- Base operating system repository
x86_64 - BaseOS (RPMs) eus-rpms for x86_64 systems.
Extended Update Support (EUS)

Red Hat Enterprise Linux 8 for rhel-8-for-x86_64-appstream-  Contains RHOSP dependencies.

x86_64 - AppStream (RPMs) eus-rpms

Red Hat Enterprise Linux 8 for rhel-8-for-x86_64- High availability tools for RHEL.

x86_64 - High Availability (RPMs) highavailability-eus-rpms Used for Controller node high

Extended Update Support (EUS) availability.

Red Hat Ansible Engine 2.9 for ansible-2.9-for-rhel-8- Ansible Engine for RHEL. Used to

RHEL 8 x86_64 (RPMs) x86_64-rpms provide the latest version of
Ansible.

RHOSP 16.2 for RHEL 8 (RPMs) openstack-16.2-for-rhel-8- Core RHOSP repository, which

x86_64-rpms contains packages for RHOSP

director.

Red Hat Fast Datapath for RHEL fast-datapath-for-rhel-8- Provides Open vSwitch (OVS)

8 (RPMS) x86_64-rpms packages for OpenStack
Platform.

Ceph repositories

The following table lists Ceph Storage related repositories for the undercloud.

Repository Description of Requirement
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Repository Description of Requirement

Red Hat Ceph Storage Tools 4 for ~ rhceph-4-tools-for-rhel-8- Provides tools for nodes to

RHEL 8 x86_64 (RPMs) x86_64-rpms communicate with the Ceph
Storage cluster. The undercloud
requires the ceph-ansible
package from this repository if
you plan to use Ceph Storage in
your overcloud or if you want to
integrate with an existing Ceph
Storage cluster.

IBM POWER repositories

The following table contains a list of repositories for RHOSP on POWER PC architecture. Use these
repositories in place of equivalents in the Core repositories.

Repository Description of requirement

Red Hat Enterprise Linux for IBM rhel-8-for-ppc64le-baseos- Base operating system repository
Power, little endian - BaseOS rpms for ppc64le systems.

(RPMs)

Red Hat Enterprise Linux 8 for rhel-8-for-ppc64le- Contains RHOSP dependencies.
IBM Power, little endian - appstream-rpms

AppStream (RPMs)

Red Hat Enterprise Linux 8 for rhel-8-for-ppc64le- High availability tools for RHEL.

IBM Power, little endian - High highavailability-rpms Used for Controller node high

Availability (RPMs) availability.

Red Hat Fast Datapath for RHEL fast-datapath-for-rhel-8- Provides Open vSwitch (OVS)

8 IBM Power, little endian (RPMS)  ppc64le-rpms packages for OpenStack
Platform.

Red Hat Ansible Engine 2.9 for ansible-2.9-for-rhel-8- Ansible Engine for RHEL. Provides

RHEL 8 IBM Power, little endian ppc64le-rpms the latest version of Ansible.

(RPMs)

Red Hat OpenStack Platform16.2 ~ openstack-16.2-for-rhel-8- Core RHOSP repository for

for RHEL 8 (RPMs) ppc64le-rpms ppc64le systems.
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CHAPTER 3. PREPARING FOR DIRECTOR INSTALLATION

To install and configure director, you must complete some preparation tasks to ensure you have
registered the undercloud to the Red Hat Customer Portal or a Red Hat Satellite server, you have
installed the director packages, and you have configured a container image source for the director to
pull container images during installation.

3.1. PREPARING THE UNDERCLOUD

Before you can install director, you must complete some basic configuration on the host machine.

Procedure

22

1. Login to your undercloud as the root user.

2. Create the stack user:

I [root@director ~]# useradd stack

. Set a password for the user:

I [root@director ~]# passwd stack

. Disable password requirements when using sudo:

[root@director ~]# echo "stack ALL=(root) NOPASSWD:ALL" | tee -a /etc/sudoers.d/stack
[root@director ~]# chmod 0440 /etc/sudoers.d/stack

. Switch to the new stack user:

[root@director ~]# su - stack
[stack@director ~]$

. Create directories for system images and heat templates:

[stack@director ~]$ mkdir ~/images
[stack@director ~]$ mkdir ~/templates

Director uses system images and heat templates to create the overcloud environment. Red Hat
recommends creating these directories to help you organize your local file system.

. Check the base and full hostname of the undercloud:

[stack@director ~]$ hostname
[stack@director ~]$ hostname -f

If either of the previous commands do not report the correct fully-qualified hostname or report
an error, use hostnamectl to set a hostname:

[stack@director ~]$ sudo hostnamectl set-hostname undercloud.example.com
[stack@director ~]$ sudo hostnamectl set-hostname --transient undercloud.example.com
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If you are not using a DNS server that can resolve the fully qualified domain name (FQDN) of
the undercloud host, edit the /etc/hosts and include an entry for the system hostname. The IP
address in /etc/hosts must match the address that you plan to use for your undercloud public
API. For example, if the system uses undercloud.example.com as the FQDN and uses 10.0.0.1
forits IP address, add the following line to the /etc/hosts file:

I 10.0.0.1 undercloud.example.com undercloud

If you plan for the Red Hat OpenStack Platform director to be on a separate domain than the
overcloud or its identity provider, then you must add the additional domains to /etc/resolv.conf:

I search overcloud.com idp.overcloud.com

IMPORTANT

You must enable the DNS domain for ports extension (dns_domain_ports) for
DNS to internally resolve names for ports in your RHOSP environment. Using the
NeutronDnsDomain default value, openstacklocal, means that the Networking
service does not internally resolve port names for DNS. For more information,
see Specifying the name that DNS assigns to ports in Networking Guide.

3.2. REGISTERING THE UNDERCLOUD AND ATTACHING
SUBSCRIPTIONS

Before you can install director, you must run subscription-manager to register the undercloud and
attach a valid Red Hat OpenStack Platform subscription.

Procedure

1.

2.

Log in to your undercloud as the stack user.

Register your system either with the Red Hat Content Delivery Network or with a Red Hat
Satellite. For example, run the following command to register the system to the Content
Delivery Network. Enter your Customer Portal user name and password when prompted:

I [stack@director ~]$ sudo subscription-manager register
Find the entitlement pool ID for Red Hat OpenStack Platform (RHOSP) director:

[stack@director ~]$ sudo subscription-manager list --available --all --matches="Red Hat

OpenStack”
Subscription Name: Name of SKU
Provides: Red Hat Single Sign-On
Red Hat Enterprise Linux Workstation
Red Hat CloudForms
Red Hat OpenStack
Red Hat Software Collections (for RHEL Workstation)
Red Hat Virtualization
SKU: SKU-Number
Contract: Contract-Number
Pool ID: Valid-Pool-Number-123456
Provides Management: Yes
Available: 1
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Suggested: 1

Service Level: Support-level
Service Type: Service-Type
Subscription Type: Sub-type
Ends: End-date
System Type: Physical

4. Locate the Pool ID value and attach the Red Hat OpenStack Platform 16.2 entitlement:

I [stack@director ~]$ sudo subscription-manager attach --pool=Valid-Pool-Number-123456

5. Lock the undercloud to Red Hat Enterprise Linux 8.4:

I $ sudo subscription-manager release --set=8.4

3.3. ENABLING REPOSITORIES FOR THE UNDERCLOUD

Enable the repositories that are required for the undercloud, and update the system packages to the
latest versions.

Procedure

1. Login to your undercloud as the stack user.

2. Disable all default repositories, and enable the required Red Hat Enterprise Linux repositories:

[stack@director ~]$ sudo subscription-manager repos --disable=*
[stack@director ~]$ sudo subscription-manager repos \
--enable=rhel-8-for-x86_64-baseos-tus-rpms \
--enable=rhel-8-for-x86_64-appstream-tus-rpms \
--enable=rhel-8-for-x86_64-highavailability-tus-rpms \
--enable=ansible-2.9-for-rhel-8-x86_64-rpms \
--enable=openstack-16.2-for-rhel-8-x86_64-rpms \
--enable=fast-datapath-for-rhel-8-x86_64-rpms

These repositories contain packages that the director installation requires.

3. Set the container-tools repository module to version 3.0:

[stack@director ~]$ sudo dnf module reset container-tools
[stack@director ~]$ sudo dnf module enable -y container-tools:3.0

4. Perform an update on your system to ensure that you have the latest base system packages:

[stack@director ~]$ sudo dnf update -y
[stack@director ~]$ sudo reboot

3.4.INSTALLING DIRECTOR PACKAGES

Install packages relevant to Red Hat OpenStack Platform director.

Procedure
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1. Install the command line tools for director installation and configuration:

I [stack@director ~]$ sudo dnf install -y python3-tripleoclient

3.5.INSTALLING CEPH-ANSIBLE

The ceph-ansible package is required when you use Ceph Storage with Red Hat OpenStack Platform.

Procedure

1. Enable the Ceph Tools repository:

[stack@director ~]$ sudo subscription-manager repos --enable=rhceph-4-tools-for-rhel-8-
x86_64-rpms

2. Install the ceph-ansible package:

I [stack@director ~]$ sudo dnf install -y ceph-ansible

3.6. PREPARING CONTAINER IMAGES

The undercloud installation requires an environment file to determine where to obtain container images
and how to store them. Generate and customize this environment file that you can use to prepare your
container images.

-

NOTE

If you need to configure specific container image versions for your undercloud, you must
pin the images to a specific version. For more information, see Pinning container images
for the undercloud.

Procedure

1. Login to your undercloud host as the stack user.

2. Generate the default container image preparation file:

$ sudo openstack tripleo container image prepare default \
--local-push-destination \
--output-env-file containers-prepare-parameter.yaml

This command includes the following additional options:

e --Jocal-push-destination sets the registry on the undercloud as the location for container
images. This means that director pulls the necessary images from the Red Hat Container
Catalog and pushes them to the registry on the undercloud. Director uses this registry as
the container image source. To pull directly from the Red Hat Container Catalog, omit this
option.

e --output-env-file is an environment file name. The contents of this file include the

parameters for preparing your container images. In this case