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https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/17.1/html/creating_and_managing_instances/index#adding-a-security-group-to-a-port_instances
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https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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2. 5 H3E FYste A A HolAE FUTh
https://issues.redhat.com/secure/CreatelssueDetailslinit.jspa?
pid=12336920&summary=Documentation%20feedback:%20%3CAdd%20summary%20here%3E&i:
<Include+the+documentation+URL,+the%20chapter+or+sectiontnumber,+and+a+detailed+descrif
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12336920&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&description=<Include+the+documentation+URL,+the chapter+or+section+number,+and+a+detailed+description+of+the+issue.>&components=12391143&priority=10300
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Red Hat OpenStack Platform directorE A x]s}H 2] 42 21 F FH(RC) Hdo] A5o = A H YT

# Clear any old environment that may conflict.
for key in $( set | awk -F="/"OS_/ {print $1}" ); do unset "${key}" ; done
export OS_CLOUD=undercloud
# Add OS_CLOUDNAME to PS1
if [ -z "${CLOUDPROMPT_ENABLED:-}" ]; then
export PS1=${PS1:-""}
export PS1=\${OS_CLOUD:+"(\$OS_CLOUD)"}\ $PS1
export CLOUDPROMPT_ENABLED=1
fi
export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true SSLContext object is not
available"

stackrc 19 & 24l A= AR ARE A s o2 PR YY) o] 2 E35 =24 Red Hat OpenStack
Platform director APIo|| Tj oH RS AYT T AFHH

SHEFTE AX] T *g HRC 3 9] o] 52 'rc' Hu|AL7F vl 2 H 28] 9] o] § Y YT 2 of A&
2} A A o] &S XA A gom 28 overcloud # o] Eo] 24 FH Ut} RC 3 -& overcloudre &} =
ooz AHdFEYL

# Clear any old environment that may conflict.

for key in $( set | awk {FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=admin

export OS_PROJECT_NAME=admin

export OS_USER_DOMAIN_NAME=Default

export OS_PROJECT_DOMAIN_NAME=Default

export OS_NO_CACHE=True

export OS_CLOUDNAME=overcloud

export no_proxy=10.0.0.145,192.168.24.27

export PYTHONWARNINGS='ignore:Certificate has no, ignore:A true SSLContext object is not
available'
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export OS_AUTH_TYPE=password

export OS_PASSWORD=mpW1t4y0Qhc9oTdACisp4wgo7F
export OS_AUTH_URL=http://10.0.0.145:5000

export OS_IDENTITY_API_VERSION=3

export OS_COMPUTE_API_VERSION=2.latest

export OS_IMAGE_API_VERSION=2

export OS_VOLUME_API_VERSION=3

export OS_REGION_NAME=regionOne

# Add OS_CLOUDNAME to PS1

if [ -z "${CLOUDPROMPT_ENABLED:-}" ]; then
export PS1=${PS1:-""}
export PS1=\${0OS_CLOUDNAME:+"(\$OS_CLOUDNAME)"}\ $PS1
export CLOUDPROMPT_ENABLED=1

fi

SHETFE=RC A2 2 A o] Eol FA glo] ¥4l 4 overcloudre 23§ t}. overcloudrc
g A o Al F Al F @E%% Ao Z YRWUL o] 2 E3] oHZeoE FeAEH AEE =
g el APlo) tj &l &Ytk A5 o 2 A4 = overcloudre <! -& admin A} &322
admin X~ 2 A E o tho] S5 FHFAVEN T = Z2HAE A I S =2l #e
ol Ty

1.2. OPENSTACK & #

-2 OpenStack #j £ o] U th 7t 2] Aol = AA APIIEZJIE YEHA Y HFE oss
EZgrsto] 2kA] OpenStack Wl Z7} Q)5 Utk h& 2 ]"/]'-/] ID A 1] 2= (keystone) 2 EHA]EE A1) 2
(horlzon) MHE| 25 Ffate] QA2 Ao 9§ IH 7 o] 2 & A ¥ vk Red Hat OpenStack Platform

Sad A A M Eg UG 7| EH s en k= F/H‘i«l °] &< regionOne 3} 4 . Red Hat
OpenStack Platformol| 4] 7] 2] o] < WA T 5 &

Z2A 2

e parameter_defaults o /] KeystoneRegion nj 7] H =& 7 2] gt}

parameter_defaults:
KeystoneRegion: '<sample_region>'

e &lt;sample_region >& €] st 2] o] 5o 2 vl Ut}
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RHOSP(Red Hat OpenStack Platform)= & & 714k e Al 2 ) o] (RBAC) ™| A Y & & AH8-3Fof 2] =20
He gk 72 2 F 7k Abd
gelE Age] syt
o ZIRAEN AZL W LYY}

o WA AT AL BT YRS e B A AT
e

ID A H] 2= (keystone) = 9 & E-=of Z A]= reader & &S 5713 5 Ut} Secure RBACE
4 815k 7 9-ofl vt reader & &S AHE- U oL

rlot

733 BAE SR AH 4TS AT FE AFU

R4

3.1. RED HAT OPENSTACK PLATFORM #2] 2} & & o] 3|

AHg-Atoll Al admin 9 &8 et o] AbE A RE ZR2AEC] ZAans 39, WA, A B AMA
& e Aol SlF YT o] AFEAbE TN AH &2 ARS 7hs @ Glance o] P A] = A W E 9 A9
ol ZEAE JA A A2 5 3le Tf 2 anE A 5 AUtk 3 admin & o] 9= A
A= AREAE AR S AY A Al St e A S sy T

admin & &5 A8 Aol Al E el T2 A E= openstack Wi o] AP HE 7| Z2AEQJYTL A E

S0} development 2} &= = 2 4 E o] admin A}-&%}7} t} &S 23311 development = 2 4] E o
internal-network 2 = Y E 371 A U}

I openstack network create internal-network

[K

admin A} 82} = --project v 7| H =5 AL-&-35to] e Z 2 A E oA internal-network £ A & = A&

U,

I openstack network create internal-network --project testing

3.2.CLIZE A}&5l] a8 1 7]
ZYA= 7= Y AR FJRE & F AdFYHh
A=t
L AR Aol e YL Py
$ openstack role list
+ + +
| 1D | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

10
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| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |
| ef3d3f510a474d6c860b4098ad658a29 | service |
+ + +

AAE G QB FRE AT
I $ openstack role show admin
o A

$ openstack role show admin

+ + +
| Field | Value |
+ + +

| domain_id | None |
|id | 01d92614cd224a589bdf3b171afc5488 |
| name | admin |

+ + +
= 1
7t Aty AAE W3] 3 AT ARE Ao zH APl T ) F AA A5 A}
) oF Ttk AA 3 W2 APl 9 A = 1AL ES Fxs4 Al 2

3.3.CLIE A} &3} 9 A A 9 &bt

#E A= v B E M E 9} 7 Identity A1 H] 2~ (keystone) FEFo] A EE A5l o &5 A A 3taL ]
3k 4= 25Ut} 7t Red Hat OpenStack Platform vl 3 of| = s}u} o] 24 2] MEZJ E, AF8-AF &l sl o

Fo] Az o] glofof Fith

T o)l e E AgAE FFE 5 AFUTh AL AES o8] ZRAE St E 4T A
A G A2 A E o] S oS

=77

olf EE IDE AME SO A4 9B EE TRAES AH T S AHU T

new-role & -2 A A 3 o}

A g AE TYSE W WA T BH L AEShe] A8, Y, LRAE o] & E D

® OpenStack A} &2} &=
® OpenStack 9& &=
® OpenStack Z2AHE &=

Mg ZRAE e 9 8e FFIY T
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https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/17.1/html/hardening_red_hat_openstack_platform/assembly_policies_security_and_hardening#auditing-api-access_policies
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I $ openstack role add <role_name> --user <user_name> --project <project_name>
t}S o Al of| 4 & demo 3 2 4] E o] admin AH-g-#}o] 4] admin o &2 33 o)
I $ openstack role add admin --user admin --project demo

4. A&} admin o] o & g5 Sl gy

I $ openstack role assignment list --user <user_name> --project <project_name> --names

ohg- o 7 o 4 = admin 21§77} admin &} @] 9= demo =21 Eo] S Qe el FY]
=

$ openstack role assignment list --user admin --project demo --names

+ + + + + + + +

| Role | User | Group | Project | Domain | System | Inherited |

+ + + + + + + +

| admin | admin@Default | | demo@Default | | | False |

+ + + + + + + +

3.4. A A 5 A A

o

ID A1) 2 (keystone) i AH8 7L 54 o @oll FEAEA S e A2 Aol S A& ID A

MaE A A S TFL ARG A AE BAR R AT BEelE S AEAE RO
7} OﬂfMﬂ g3 = AdHFY ok Red Hat OpenStack PIatformoJW 712 A H TS E S dS5Y
T},
$ openstack implied role list
+ + + + +
| Prior Role ID | Prior Role Name | Implied Role ID | Implied Role Name |
+ + + + +
| 54454217f38247e522131¢8a47138d32 | admin | b59703369e194123b5¢c77dad60d11a25 |
member |
| b59703369e194123b5c77dad60d11a25 | member | 382761de4a9c4414b6f8950f8580897¢ |
reader |
+ + + + +
- 23

ID A} ¥] 2= (keystone) = o] & 2 =0 %A H reader & &S *7}8) %51 t}. Secure RBACE
24 515 7 9o vt reader & &S A& ¢t

Aol e o He Aol AL 93 A48 A T 519 A1 g4 °—ﬁ‘§°ﬂ*ﬂ admin &
mermber o] v] 5}.3, = reader o)l v 14 o 4 Abgebe Abg kel 2 Gl 4 4
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Az}
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$ openstack implied role create manager --implied-role poweruser
+ + +
| Field | Value |
+ + +
| implies | ab0b966e0e5e411f8d8b0cc6ec26fefd |
| prior_role | 880761f64bff4e4a8923efda73923b7a |
+ + +
q4s
o ANAQ BE QT JAF T

$ openstack implied role list

+ + + + +

| Prior Role ID | Prior Role Name | Implied Role ID | Implied Role Name
|

+ + + +

| 54454217f38247e522131¢8a47138d32 | admin |
b59703369e194123b5c77dad60d11a25 | member |
| 880761f64bff4e4a8923efda73923b7a | manager |
ab0b966e0e5e411f8d8b0cc6c26fefd1 | poweruser |

| b59703369e194123b5c77dad60d11a25 | member |
382761de4a9c4414b6f8950f8580897¢ | reader |

+ + + + +

S F7H A

r

A5 WA MG A2 5 A&

I openstack implied role delete manager --implied-role poweruser

13


https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/17.1/html/hardening_red_hat_openstack_platform/assembly_policies_security_and_hardening#using-policy-files-for-access-control_policies
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1. grp-Auditors: 25 & A4 U o)

$ openstack group create grp-Auditors

+ + +

| Field | Value |

+ + +

| description | |

| domain_id | default |

| id | 2a4856fc242142a4aa7c02d28edfdfff |
| name | grp-Auditors |

+ + +

2. keystone 1§ EE2S glgyr}

$ openstack group list --long

+ + + +
| ID | Name

+

+ + + +

+

| Domain ID | Description |

| 2a4856fc242142a4aa7c02d28edfdfff | grp-Auditors | default |

+ + + +

3. member & &2 A}1-835l= F<9F grp-Auditors —25-¢] demo = & A E o] o A 2~

B gt

+

I $ openstack role add member --group grp-Auditors --project demo

4. 71 Abg-#} userl & grp-Auditors 250 718 ok

$ openstack group add user grp-Auditors user1
user1 added to group grp-Auditors

5. user1 o] grp-Auditors: 2] = 1] <1 %] &<l gt}

$ openstack group contains user grp-Auditors user1
user1 in group grp-Auditors

6. userl o] &% 533 WIS AET YT

$ openstack role assignment list --effective --user user1

+ + + +
-+ + +

| Role | User | Group | Project
Inherited |

+ + + +

| Domain |

14
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| 9fe2ff9ee4384b1894a90878d3e92bab | 3fefe5b4f6c948e6959d1feaef482212 | |
0ce36252e2fb4ea8983bed2a568fa832 | | False |

+ + + +

-+ + +

4.2. YA HE=EE ALE3l] 25 T4

=2 AHg-3ho] keystone 1E 9] W42 Fel @ 5 AgUth 21U B E S ALE sl F ol
o Agg ealor GTh AM B UL CLIZ Alesle] 25 7AS FRaAA 2.

4.21. 215 A4
1 #e Aol deE ASAZ A R E 2add YT

2. ldentity > GroupsE A & gt}

4.2.2. 75 WA e

WA E =S ARS-3he] keystone 250 I A 2 A2 2 b5yt
1L #e Ao deE AR A R E 2add YT
2. ldentity > GroupsE A& gt}
3. AFstH = 2F B A E S Ik

4. A4gA F7E ALG S TF O] AHEAE

A7} A A S 2 o,

G AHEALE A A S E ST

4
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>
Q‘L
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A B ol 7] 227t S
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e At 22AES] A FS At AT F dsUH 7
w IR A E ALG-2L A o] 2 3}13] S T Ae
AENA MZe] At g AonE WafehA] Gl dd &
A) o]_u:] i SFotEF ;gﬁlo] }\]_x—] ?‘H%L]E} g El:o]]JE_ =
%5 IP2] oFo] XYt} I HS Z 24 E 9} project-user =0l A 25 —4% ‘E‘ T AFUT WA B
TE ARSI A TEAE @ 7] 2z 24 E o s Compute 2 Block Storage &g #8 A A st AY
AL F dFUT AA T HEL 224 E dhe] 5 FEsH A Q.

5.1. A}-&-#}2] COMPUTE &9 & X 7]

e BYe A stel ALG A Gl A TFF @

o

g

A7
I $ nova quota-show --user [USER-ID] --tenant [TENANT-ID]
o Al

$ nova quota-show --user 3b9763e4753843529db15085874b1e84 --tenant
a4ee0cbb97e749dcabde584c0b1568a6

+ + +
| Quota | Limit |

+ + +

| instances |10 |

| cores |20 |

| ram | 51200 |

| floating_ips |5 |

| fixed_ips -1 |

| metadata_items | 128 |
| injected_files |5 |

| injected_file_content_bytes | 10240 |
| injected_file_path_bytes | 255 |

| key_pairs | 100 |

| security_groups |10 |

| security_group_rules |20 |

| server_groups |10 |

| server_group_members |10 |
+ + +

$ nova quota-update --user [USER-ID] --[QUOTA_NAME] [QUOTA_VALUE] [TENANT-ID]
$ nova quota-show --user [USER-ID] --tenant [TENANT-ID]

o A
$ nova quota-update --user 3b9763e4753843529db15085874b1e84 --floating-ips 10

adee0cbb97e749dcab6de584c0b1568a6

16



$ nova quota-show --user 3b9763e4753843529db15085874b1e84 --tenant
a4eeOcbb97e749dcabde584c0b1568a6

+ + +
| Quota | Limit |
+ + +
| instances |10 |
| cores |20 |
| ram | 51200 |
| floating_ips |10 |
[ ... | |
+ + +
- -
quota-update §H o] 4 55S HeW oS AP
I $ nova help quota-update
5.3. 4187k o HAE ~EeA) FFF A
LHAE 2R S FS o 7ML E S/ F AFUS
o by ¥FL- v Ao|ve] AT 5 Yt F A/ (WO E) T QHAE £ ARY

o AlA k- A& 217} Object Storage A H] 20| A AFE-E 5= Q1= & A7 (¥lo] E)E A 3HgHY

ey T == AL T
<] [pipeline:main] 4] 4 ol 7
ook gy ot

5
}

[pipeline:main]
pipeline = catch_errors [...] tempauth container-quotas \
account-quotas slo dlo proxy-logging proxy-server

[filter:account_quotas]
use = egg:swift#account_quotas

[filter:container_quotas]
use = egg:swift#container_quotas

ohE % AH8-5ko] Object Storage @9 & B3 Yulo| EFh TR Eof e R E A
TRAEN M XE dFFL B iUt T2 A ENA QEAE ~E A SFTS JuolE
I 2 A E o A ResellerAdmm o go| glojof g th
AR dFFE R oS T3 Y oh

# swift stat

Account: AUTH_b36ed2d326034beba0a9dd1fb19b70f9
Containers: 0

Objects: 0

Bytes: 0

2S5 4 3le W Object Storage 2 A] A v o|| proxy-server.conf 32!
7}¥ container_quotas =+ account_quotas (== = t}) w7 7T Q)
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Meta Quota-Bytes: 214748364800
X-Timestamp: 1351050521.29419
Content-Type: text/plain; charset=utf-8
Accept-Ranges: bytes

g FS duolEstdd =S AT

# swift post -m quota-bytes:<BYTES>

o & o] Al 5GB &7 FS i A st ¥ th

i

ey

I # swift post -m quota-bytes:5368709120

18
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6%4. T2 A E %)

e s B ZRAES AN BT F YEYth T2 A EE OpenStack AHE A 2 18 &
Sdd e T M A T 7 ZRAEA F& 7MY Bl S AT T AE
‘4‘4 /d?-_-‘ﬂ i’]—@f g‘l ‘ﬂii% HOL‘SH ?‘5]—X] &F = Red Hat OpenStack Platformo. & 0;] E{ —LE_Z—] E=S /\g A3 sk
2 Q)& UTH AL A E E o] 4] T2 A ES AAT 4 &Lt 2 AL Ao A e SE 7} ;EEZ_LE_OH
tisl o go] dg= oo} FYTh
6.1. 22 A E A A
Te2AES A ZRAEY U E e 0 ZRAEY B ha A TS A I

1. &g gdlo] Y= AL AE YA B Eo] E 2218t}

2. Identity > ProjectsZ& A & g1t}

4. ZRAE JH HYoj|x ZZA
2A9gY

Eo gigtol& ¥ 4% S dH It Enabled Sl 7] 22 2

5. mzAE gy P REAER BSo] A 2 g 280

ZRAEE AL o) F EE AP L WASAL, BHS T QAo B FAAY, TR
W E Quo|ET 4 A& Th

1 &g dgho] e AFSAR A K=o 220 g
2. ldentity > Projects= A & g} t}.

3 meAE el oA 5a

=5
Ll
g
1w
Q‘L
=
[k
t
™
m
i)
™
tllo
g
1w
%

4 ZAERY P LRAES
A QA A o= vl B B 5 9

¥ |

5. Z2AE g o)A T2 Eo] WS FlshAt B ao] whek A A g o

6. AF< 2Lt

N
R

Enabled &
Enabled &
B g o

] &7 3} 5l

ZEHAES o=
1A std Z2AE S 2743}t H Enabled €

e
o

T
o
[R= s

fd

AL
N

o
W
[
ul
i)
[t
2

r
AL
)
r

o] Y& AFRALE A =0 22913 YTh
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2. Identity > Projects& 41 8] gt t}.
3. AAT Z2AES HAYFY
4. Delete Projects & &9 34
5. Delete Projects & &3 slo] 2 & &l g}

Z2AE 7} 2 A H 31 B E AL =} o]

e
i)
-
2
ol
v
v

6.4. T2 A E g ol E

FgFe 2= YonE A58 96 7 L2AE go] A eF ABYYTh Z2AE 7
227t G §lol A HA $ES GG FL AAT S ST T2HAES TIAE 5 R T
T A4 5 dEFyTh

—_

e Aste] e AFEAR A B =0 2 20§ T

2. ldentity > ProjectsZ 419 gt

<
®

w
[kl

2 A E ZQ dolA sHEEE FYsta dF T4 S UYL

4. B9 ue} Quota Wl A A E FFFL £ G

5. Agg 2
A3
A FHE TP by ANHA gFUh BebM TEAE 8 59 2 Eof s
G2 e E o2 whels)of Fvh

65 34 Z2AE ¥MH

AR EZ ALE&lo] Z2AEQ QB AES 4T 283 & S TeAdez A3}
Uth Z2de8 84 ZeAez 4458 d T2 E gwofol Fuith & A& A7} F ) o] e =
2 A E o] gl v o] of 511 Set as Active Project 54 & g4 s}alloF gy ch v & ste 22 A E S thA|
B4 3lelA] G o A AEHE AA T ¢ LUtk

1L #e Aol deE AR A R E 22 dd YT

2. Identity > ProjectsZ 2 9] g} t}.

3. Z2AE ¢ doA] AR S 22313 Setas Active Project & =2 3t}
€

22 T2 A E Z¢] doj| A Setas Active Project £ 28] slo] g o] 7]

6.6. 22 E A5
sUTh RE HdAE

)

Identity 4] B] 2~(keystone)o| A B E] HIW A S AL-&3}o] = -
ALt oF9 ZRAEVL A ZEAEA 9T @GS AET T AdFHH

661 A=4 T2 AHAE U 519 TZAHE XA

keystone =W 9] ¥ 2 2 A E 2 2183} Hierarchical Multitenancy(HMT) & & & 4= 9l &Y th WA A)

20



64. T2AE e

keystoneol| 4] AF&-3l= HMT 2+ A thA| X Eof A = A 5]
A=}t
1. corp 2t= A keystone =w| €18 A8 A g T}

$ openstack domain create corp

+ + +

| Field | Value |

+ + +

| description | |

| enabled | True |

|id | 69436408fdcb44ab9e111691f8e9216d |
| name | corp |

+ + +

2. corp =u|elo] A9 = = A E (private-cloud) = A A $Hu o)

$ openstack project create private-cloud --domain corp

+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

| id | c50d5cf4fe2e4929b98af5abdec3fd64 |

| is_domain | False |

| name | private-cloud |

| parent_id | 69436408fdcb44ab9e111691f8e9216d |
+ + +

3. corp =H| ¢l = %] 4 5l = F<F private-cloud 9] Z 24 E Yo 51 =24 E(dev)E A A TY

t}.
$ openstack project create dev --parent private-cloud --domain corp
+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

| id | 11fccd8369824baa9fc87c¢f01023fd87 |

| is_domain | False |

| name | dev |

| parent_id | c50d5cf4fe2e4929b98af5abdec3fd64 |

+ + +

4. qadte= o E ] Z2AEES YA EYh
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$ openstack project create qa --parent private-cloud --domain corp

+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

| id | b4f1d6f59ddf413fa040f062a0234871 |
| is_domain | False |
| name | qa |
| parent_id | c50d5cf4fe2e4929b98af5abdec3fd64 |
+ + +
ZFa1
Identity APIZ A}-&-3lo] Z2HE AFS & ¢ AdFUth AA S &S

https://developer.openstack.org/ap|—ref/|dent|ty/v3/index.html?expanded=show—
project-details-detail | A -z 314 Al &

P g 2] S UTh A Z2 A E 98 S TS
AENA F9 T2 BN FFE AR FEHHES
ﬂiﬂmﬂ&ﬂﬂ“ﬂﬂﬂ*iﬂﬂ%tﬂﬁﬂ a9l ==

o
ﬁ-ﬁrw

AHE Aol A A 2= A K

I EeA s ggE 7)€ A% A
I $ openstack role assignment list --project private-cloud
2. 71E A ge FAF T

$ openstack role list

+ + +
|ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034€4620ed3d45969dfe8992af001514 | member |

| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

3. A&} Al A userl o private-cloud 2 4] E of] ] 3F N A 2~ HES Hof gy},
I $ openstack role add --user user1 --user-domain corp --project private-cloud member

Ak

—inherited &2 75 AFE-5to] o] B R S O AU A o= userl 2 AT DS A

2:%} private-cloud &} 9] = 2 A E o] ! MM 28 = Y FHTH

o

22
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64 . Z2AE

i
o

$ openstack role add --user user1 --user-domain corp --project private-cloud member --
inherited
A

FduolE A% E AEFU

$ openstack role assignment list --effective --user user1 --user-domain corp

+ + + +

-+ + +

| Role | User | Group | Project | Domain |
Inherited |

+ + + +

+ + +

| 034e4620ed3d45969dfe8992af001514 | 10bSb34df21d485ca044433818d134be | |

c50d5cf4fe2e4929b98afSabdec3fd64 | | False |
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
11fccd8369824baa9fc87cf01023fd87 | | True |
| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
b4f1d6f59ddf413fa040f062a0234871 | | True |
+ + + +
=T + h
useri Al&21= gqa 2 dev Z 2 A Eof tf 3k A A 2~ oS S5 S5} ok --mherlted = Eﬂlﬂ- 219

LA E HEEgon g user! & Lol A EH & 519

[kl
i
2
|
-
)
o
5
>,
b
},
z
9L
i
g

ALg o] oA 2= A 7
WAA 9 g AR WER Al s of FTh

1 BAH oz I oM ALEAE A AFTY T
I $ openstack role remove --user user1 --project private-cloud member
2. WA ALEe] A3 E AES UL AL @eke o d3] &2 o)

$ openstack role assignment list --effective --user user1 --user-domain corp

+ + + +

-+ + +

| Role | User | Group | Project | Domain |
Inherited |

+ + + +

+ + +

| 034e4620ed3d45969dfe8992af001514 | 10bSb34df21d485ca044433818d134be | |

11fccd8369824baa9fc87cf01023fd87 | | True |

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
b4f1d6f59ddf413fa040f062a0234871 | | True |

+ + + +

-+ + +

3. Z&d Ags A AT YL
I $ openstack role remove --user user1 --project private-cloud member --inherited
H

A Ardel A% E AEFUTh A5E Ado] AAFUoR 23k 2o o] YUt
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I $ openstack role assignment list --effective --user user1 --user-domain corp

6.63.g]Ade 22 AE /)

Zag radee BEE v A% T2 %
R N R R RO
e the 3t o] T = vhrl ol A 94t

2|z o] 144

YA (AL e o 7o A E H|erarch|cal Multitenancy(HMT) 2] &3-d Uttt Al52 Z 24 & U 519
iiﬂ‘E A7 o] A o = keystone = H] Q12 A w o] Ej W] o] 2= W ql = of] 3-8 B o] B2 AFE-3Fe] A&
Y 22 A EF At AH YR AAHAFUCH A3A 02 =l oA Z}A| " o] Eof ¢ o]
AR gon 22 A E Ho| gl W AFY

1 rl
lo
e
e
il
2,
e
=
o
fr
P
i
H
_nli
e
4
32
)y
L
)

o wul2 oAl is_domain S 212 FREE Z2HE FIF YTt

E

o Tue ZRAEAZ PE AN LRAES BT 2l S ZRAE AS o

® projects &9 A Z = A&-8to] Ew| 1S YA AL A S == APIZE QHl o] EF YU T
o is_domain Z ¢ 27} trueE2 AAH ZRAE S A5 A =W elS AT

o domain:is_domain 7 2] v} 7/} HEE E35le] TRAEE 74U

6.7. Z2 A E H <t ¥z

| O oA 2 YU EYT AAMAE AHs= P EE
%ﬂﬁﬁmﬂﬂwfﬂl*%iiﬂ | wel EU T Z2AE g 2ot 2Fl e /B S
4+ o

ARSI A 72 NEE F713

BEZ2AEME 7|t A olE Bk aFo] fle /v S e HE 7R Bel 2ol Ayt 718
s MASHA B o] B AF2 Solve BE B g S AR IEH A Yrhs B vt
58y
A2V AE A e THEEAY FAJSH L] TE Bl 2FS A4 482+ FUr
=7
A" g A st & RBAC(] & 71N A 2= A of) & f Bk 15S Q1= 2o 4
H AL T glayrh 2’20 RBAC-3f Bt 258 A &stefd A xES W=
A, F B AE S slE REC A 83 T s LEE QIR 2ol ddsfof gyt
T BHeF 2F TS FESHAIA
o9 FAL s 8ske 25 S YA FaL 7R Bl AF S AAISHA] v A 2. o & Eo] A2’ A
o ] DHCP % ®| e}t o] B & AMg-3h= 49 91228l 2=0] DHCP A v} % v el o] H ol o] HE R $A1 3 5=
S B IE qrHol Ba gy

=S Heh 2FS WEYL & 5ol ICMP E2) 9 B4 8314 HTTP 2.3

l

2 v egse &9
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6%4. T2 A E )

1. Al H = A Project > Compute > Access & Security=S A1 &) gt}

2. Security Groups ®] o] 4] Create Security Group & =2 %]

+

3. g et o5 ¥ 4

1
ol
filo
o,
A8
o
ol

3 Create Security Group < 22 3t}

6.7.2. Hor 18 3 =7}

NeHOo T A 2F FHE WA A4 2% A FFUTh Fot A 2 E A FSh | A 75 2 F b of

.
=p

1. thA] ¥ =) A Project > Compute > Access & Security= A & g o}
Y

2. BekaF Yol A B net 2 e FA BEE 2SI
3. Add Rule & 83t A} 13 & F7Fg Yok
4. 3 S AAS AL F7E FHEUH
be FH BEe 2R
Rule
TFH 9. 7% BEL (e SSH) sa g BEst Aoz AP U
o TCP:dwtd o2 A|2H Zhof Ho]E & W23LaL FF AFE-AF TAlo A& Yt

e UDP:dutx oz A 2d] 53] cfEg 7ol d ol A HolH & wgshe ol AHg-g Yt

¢

o |ICMP:admA o g g} 9E e 2o UEY A AXNA 2F WA A S B AU WA A &

b

Ingress(inbound) %=+ Egress(outbound).

XE ¥7]
TCPEE=UDP #39 A FTET=FTEH (GY TEFE=FTE HYE FYUY
o YTE M9 AL FromPortZ ToPort 2t XE Z& JaEdyot
o T YE AL FTEHE o XE 7S AHI

3

ICMP % %8 & 1255 % 910 glojoF gt}
EASS

ICMP 2] o] o) & 5= &= -1255' W 9ol 210} oF FhLy e,
27

o] #H o) Ee) 3 Ao

® CIDR(Classless Inter-Domain Routing): &2 1 ] IPo]] tf & A 4] =2 A &+&t = IP 5= 4
S=9Yrh &2 F=o CIDRE A4 F o
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o HAIFIAFY RERESHAIIGE 27 A" 2o A2
TEAY -
6.7.3. H ol 1F 137 24|
o] o] F e shA & Bt 25 S AAF U

Azt
1. thA] B =9l 4 Project > Compute > Access & SecurityS 1 8] 3} t}.
2. Bt aF WA Bt oo g 3 s 2 Fych
3 HRMIF A S

21 ¥ 5} 32 Delete Rule & =2 gt}

4. Delete Rule & t}A] Z8 34t}
3

A 2 g A2 5 9

o

Y.

6.7.4. Xl 15 AHA|
ol o] FastA 2 Bt 2FS ARl F Y
43

1. thA] B =] 4 Project > Compute > Access & SecurityS 4 € g+

&

2. Bt 2§ ¥oA 28-S A9 stal Delete Security Groups & 28 ¢

3. Delete Security Groups & 22| 3t}
31

A 24 g AT 5 9

o)

Y.
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77 = Q1 #y

ID A ¥] 2~ (keystone) =1 ¢1-& keystoneoﬂ 1 Ay g
S A g st AHEAE OF W ZRAES RS
ERFstEs ol e ErQlS :r“*?% =

234 2.

T e F7Huld 23 o] 2~ Yt} keystone =1 91
T} 2 LDAP 5 &= Active Directory 37 o] A A&7}
AUk A4 g W& 1D AE 2 53 bl =g 3

o

A

=
p=

o

al

ID A 5] 220 = Default 2t= 7] 2 Al & v )l o] 2ekH o] F YT o]
A7 oll Tl A Rt ol oF kA ARG 2E Al G o] el o] =v| Q1S A A st

71 =HQl EE H7|

openstack domain list % & & 1} & 3lo] £ 229 2 5 gl& Ut}

$ openstack domain list

+ + + + +

| ID | Name | Enabled | Description |

+ + + + +

| 3abefa6f32c14db9a9703bf5ce6863e1 | TestDomain | True | |

| 69436408fdcb44ab9e111691f8e9216d | corp | True | |

| a4f61a8feb8d4253b260054c6aa41adb | federated _domain | True | |
| default | Default | True | The default domain |

+ + + + +

72. 4 =v A A

openstack domain create 5 % & A}-&-3lo] A =W A0S WA E 5 S YT

$ openstack domain create TestDomain

+ + +

| Field | Value |

+ + +

| description | |

| enabled | True |

| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |

+ + +

73. =1 ¢lo Al A H H7

openstack domain show % 2 A} &-51o] =ujele] A% AR E 2 % 9)

ofy
L
)

$ openstack domain show TestDomain

+ + +
| Field | Value |
+ + +
| description | |

| enabled | True |

27
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| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |
+ + +

7.4. = Ql ¥ &4 3}

FaL 2 st = syt

2.7 Abgpol whe} w0l < ¥ 2 5}

ofr

A3}

1. --disable &4 <& A}&

ol

s

H

H1-& B &4 sty T
I $ openstack domain set TestDomain --disable
2. =v o] vigA st A=A gl

$ openstack domain show TestDomain

+ + +

| Field | Value |

+ + +

| description | |

| enabled | False |

| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |

+ + +

3. W4 73 —enable 42 AL§ 5] =u] 9l thA

I $ openstack domain set TestDomain --enable
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8%. fEZeA ol AT B K

JEFe]A oA o5 HRE ALG ] 74 HAo] A A AY A4 FHE EFFHE AL PAL F A&
Utk oAl ALg A B ER A Ed e 919 E A 28 FASIL DHFH AT 1A ) el A
oM A4 2L AT AEAE A8 AR Y ZRAEe] B B ADY FE FY)
T o) & ol ZH AH sl B = B el of ol opd Shube] A = o} o dol sl A 7k o 4] 2
grde A2 DS 92 AT 5 dFUn

o W B2 AF& St AME A A A TS FNEA FALAPIE AHE S F lom o Eej Ao d e X3
ARE2E Q1S A B glol = Keystoneoll )15 & = Ut

N E Ao 91F P uE AHgsho] E2S 445k of Hel7 o] 4 o keystone_authtoken 47 2 74
@ % glEUth o e @ AL Al The A Mo AE Ho] g T

23

of Zel7l o1 A4

= gt Bz &g A4 o] AHAlE A
T TEREAY FH A Dol W AA = Aol BolHU T

8.1 ET AN JIT BRE AFEs EE AA
HEEA ol d AT R A BENA Ax MU A 750 = ARG A7 ARE S 5= dF U T 01 of ) ol
NE AHEATL fEE Al A% R E YA T TS o) & AHg kel B2 A she B
c}.
L HAE Z2AEg AL AR AR S HAEFY T
a. AppCreds = Z 2 A EE A AT T
I $ openstack project create AppCreds
b. AppCredsUser &} = 21222 A A gy o).
I $ openstack user create --project AppCreds --password-prompt AppCredsUser
c. AppCreds > = 2] E o] wl1] o §of] AppCredsUser o 4] 2~ 8-S Fof o).

I $ openstack role add --user AppCredsUser --project AppCreds member

2. thA] B =9 AppCredsUser & 21213}l o Z ] Al o] A 215 A B E w5}
MR - ID-> A EZA A AT AR - + o Z A o)A AT B AA.

23

o EEA ol AA T3 o= HH F S 22 F clouds.yaml 3 U] 82 thA]

2= ¢ eA gl dy

3. CLIEZ A}&-3}¢] /home/stack/.config/openstack/clouds.yaml ¢| 2} = 31 S A A 5H L
clouds.yaml 3} o] &8 oG5}

# This is a clouds.yaml file, which can be used by OpenStack tools as a source
# of configuration on how to connect to a cloud. If this is your only cloud,
# just put this file in ~/.config/openstack/clouds.yaml and tools like
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# python-openstackclient will just work with no further config. (You will need
# to add your password to the auth section)
# If you have more than one cloud account, add the cloud entry to the clouds
# section of your existing file and you can refer to them by name with
# OS_CLOUD=openstack or --os-cloud=openstack
clouds:
openstack:
auth:
auth_url: http://10.0.0.10:5000/v3
application_credential_id: "6d141f23732b498e99db8186136¢611b"
application_credential_secret: "<example secret value>"
region_name: "regionOne"
interface: "public”
identity_api_version: 3
auth_type: "v3applicationcredential”

A3
ol & 7-& vl 2ol e} Bhg U

4. NEelFA o)A A4 F92 ALg ] B2 3 AHe 3 W 54 AR &
#3141 ot o clouds.yaml 519 7 1 3t @l el 2] o] gojoF k.

[stack@undercloud-0 openstack]$ openstack --os-cloud=openstack token issue

+ +

| Field | Value
|

+ +

| expires | 2018-08-29T05:37:29+0000

|

| id | gAAAAABDhIMJ4TxxFITMdsYJpfStsGotPrns0InpvJqg9ILtdi-
NKqisWBeNiJIUXwmnoGQDh2CMyK90eTsuEXnJNmMFfKjxiHWmcQVYzAhMKo6_QMUtu_Qm
6mtpzYYHBrUGboa_Ay0LBuFDtsjtgtvJ-r8G3TsdMowbKF-yo--
O_XLhERU_QQVI3hi8zmMRdmLh_P9Cbhuolt |

| project_id | 1a74eabbf05c41baadd716179bb9e1da

|
| user_id | ef679eeddfd14f8b86becfd7e1dc84f2

+ +

23

init)= A3 2 771 2 A 51 "application_credential_secret'o] 2= 719 = 215427} o
712 R A FolAJNFT BAEEASZATE F AFHUTE NZ L 872 3¢ sudo su -
stack S 23 gt}

8.2. ol Z e Aol Azt o) Tl Aol M Q1% A1 B
off ZFE] Al o] XA F 78S AE-3H] keystoneo] ef ZF A0l S AF T T AFHTE HE& A o] A4

S AL83F= 7 9 keystone_authtoken 4 % & v3applicationcredential & 1= 3 o 2 A183513
S AR AL Z2A L T B2 AF HHE LYY o TS dEH I

o, of\
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8. A Ee Aol H A% Z 1

e application_credential_secret: °j 2] Al o] Q1 F FH A A YU T}
e application_credential_id: off 2] A o] A <15 A X IDY Y}

e (x¥ A}3}) application_credential_name: ID7} o}d o] 0] | HH o] Z]Ao]A AF HRE
A st A5 ol Wi E A S S U

& =¥ v AEU

[keystone_authtoken]

auth_url = http://10.0.0.10:5000/v3

auth_type = v3applicationcredential

application_credential_id = "6cb5fa6a13184e6fab65ba2108adf50c"
application_credential_secret = "<example password>"

83. =g Aol S HE &

FEES AFE St fEE Aol S B RE A

AC)

FaL AbA & = Q5 T

ol

create 5191 W& & AA 2YH AL /WO JEA A A4 F9 L AT o F Sof
admin AHg 42 7HA 2 W) Q1% A0S Y she o 2 Ao H A1F Yo FAG o Fol HelgUh

$ openstack application credential create --description "App Creds - All roles" AppCredsUser

+ + +
| Field | Value |
+ + +

| description | App Creds - All roles |
| expires_at | None |

|id | fc17651c2c114fd6813f86fdbb430053 |

| name | AppCredsUser |

| project_id | 507663d0cfe244f8bc0694e6ed54d886 |
| roles | member reader admin |

| secret | fVnga6l_XeRDDkmQnB5Ix361W1jHtOtw3ci_mf_tOID-09MrPAzkU7mv-
by8ykEhEa1QLPFJLNV4cS2R009I10g |

| unrestricted | False |

+ + +

F9
AA --unrestricted "} 7| H == AL&3H o Z ] Al o)A lF H W I THE o ZE] A o] A

A AR B AZE AL AA D = AFUTE o= FAA =2 AH G F2o|H
7124 o2 Bl &/ 5k o] 915Ut —-unrestricted vi 7} H = ThE A A & A7
A A& F s T

NeHow As g AuAolE A4 29 AR Ao GFE BE S Fo] TFPU 54 T
ok oAl 2 AHE 9P he] AT AW AL A DT F AFU

$ openstack application credential create --description "App Creds - Member" --role member
AppCredsUser

31



Red Hat OpenStack Platform 17.1 OpenStack ID & 4~ 3]

+ + +
| Field | Value |
+ + +

| description | App Creds - Member |

| expires_at | None |

| id | e21e7f4b578240f79814085a169c9a44 |

| name | AppCredsUser |

| project_id | 507663d0cfe244f8bc0694e6ed54d886 |
| roles | member |

| secret |
XCLVUTYIreFhpMgLVB5XXovs_z9JdoZWpdwrkaG1qi5GQcmBMUFG7cN2htzMIFe5T5mdPsnf5JMNb
uOlh-4aCgq |

| unrestricted | False |

+ + +

= Al AF A RE A st =S T3 Tk

$ openstack application credential delete AppCredsUser
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4. oA old fEeAeld AT AR E AAFUT FHE /Aol o AA &2 o =
2] s 2

clouds.yamloj| 4] 7] o] Z ] A o] A 215 A W WA

clouds.yaml o A A} 83}= of Z 2] Al o] A <15 H B E wA & o OpenStack AF& A} €15 A B S A3}
of WA A S Ao FUTH 7|2 A 02 o E] Aol AA T8 & AHESte] ThE o E7] A ©]
AQFE AR ANEE AT 4 gl& Ut openstack application credential create ™7 & &2 24 H

Al
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AE 7oz fEgAod AT A LS A Y

L 98" AF A4 282 A2 A4S OpenStack AL 212 AZ 3T o & S0 o Z2] A o] A
AT AR E AN St B2 A4 sk DAkE A8 @ 2 5 AppCredsUser = thA] 2 1213 of
o

2. AppCred2 =}= o S 2|7 o] A4 T 5 W HE} o] #+¢] & OpenStack YA H.E FE=

openstack CLI ¢1 B 5 o] 22 A}-&-3}o] =30 &F 5= A5 T}

openstack application credential create --description "App Creds 2 - Member" --role member
AppCred2
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. clouds.yaml& Al&-3le] EES Al ste] Q15 A W7t o4 =2 2

8. A Ee Aol H A% Z 1

o] 24 id 2 secret v} 7] ¥ =S AL g o secret i WS ghe A A 2@

. ${HOMEY}/.config/openstack/clouds.yaml 3} ¥ ©] application_credential_id 2

application_credential_ secret v 7] 5= 7HS B AL A 33 9 id gt 2 vl U o

F5eA AU oS 3
SEEDE

T 2 B 2ol 9)o]

s
2]
FE A d w 54 AR AR 2 s A = <F =7 clouds.yaml v}

oF Pt}

=

I [stack@undercloud-0 openstack]$ openstack --os-cloud=openstack token issue

=9 d:
+ +
| Field | Value
|
+ +

| expires | 2018-08-29T05:37:29+0000

|

| id | gAAAAABDhIMJ4TxxFITMdsYJpfStsGotPrns0InpvJqg9ILtdi-
NKqisWBeNiJIUXwmnoGQDh2CMyK90eTsuEXnJNmFfKjxiHWmcQVYzAhMKo6_QMUtu_Qm
6mtpzYYHBrUGboa_Ay0LBuFDtsjtgtvJ-r8G3TsdJMowbKF-yo--
O_XLhERU_QQVI3hI8zmMRdmLh_P9Cbhuolt |

| project_id | 1a74eabbf05c41baadd716179bb9e1da

|
| user_id | ef679eeddfd14f8b86becfd7e1dc84f2

+ +
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