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2% Y

=g
Ansible ZH =29 R E 7|5 & A8

Ansible Engine 8] £ X £ 2] &= RHEL 8.6;9| 4] A4 A1 &8 4 T4 el ET AF
=

=2 ¢F o RHEL 8.6 o]/ 3% Ansible #2153}

<
Z g Fo] FA Ay REO g F7F A ¥S 2o 8 Ansible Automation Platform A B~ =1
o

® RHELO9|A] Ansible Coredl o3t 2] 1 ¥ £

3.2. ANSIBLE ENGINE®]] <] ANSIBLE CORE = n}o] 18| o] A

RHEL 8.6 o]} v] 71 o]l A Ansible Core+= Ansible Engineg t A § 4 t}. Ansible Enginei] 4] Ansible Core
2 wpo] 19| o] 4 5l Red Hat A %) 4] Ansible z}-5 3} Zdl =& &/ 35132 RHEL 8.6 & 2] 2= 4] A ¢
%= RHEL Ansible 28l =] Z 0 3 ® & 7] 55 7HA Y o

A 27 Ab

® RHEL A| 28] o
3k

B st ol o] #E/F =xof ek QA

o

g

o
s
4
ox
o
i)
rr
>
1>

® Red Hat Ansible Engine¢] T} & A 28l S 1A 5l A| 28]l o] = =of thal a2 9 Al
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https://docs.ansible.com/ansible-core/2.12/collections/ansible/builtin/index.html
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Red Hat Enterprise Linux 8 RHELo| A A] 2=l &} &8 A3 ] D 74 2]

i)

i

Aol mEoq Theg e g

° RHEL 8.6 IL= o] & v o] A x5 o] ¢)& Ut} cat /etc/redhat-release = & & A}-& 3o RHEL
WA AT = dFY T

e rhel-system-roles = 7] %] 7} A 2] = o] & T}

o el =EE Ut duEe

1. Ansible Engine A %] #| #:
I # yum remove ansible
2. ansible-2-for-rhel-8-x86_64-rpms ] Z x| £ 2] & v] & 5} o}
I # subscription-manager repos --disable ansible-2-for-rhel-8-x86_64-rpms
3. RHEL 8 AppStream 2] XL X] E 2] o] A A}8& 4= 9l += Ansible Core & A X] g4 t}.

I # yum install ansible-core

o
ol

e 1] ~® 4 ansible-core | 7] X 7} 9 =x%] 8¢l 3 o}
I # yum info ansible-core

ansible-core =) 71 x| 7} A A 2 A 28 Qe A HH =H e
RS EIAFY

£

714 ol &, WA, del &, A7) Toll e

Available Packages

Name : ansible-core

Version :2.12.2

Release  :1.fc34

Architecture : noarch

Size 124 M

Source : ansible-core-2.12.2-1.fc34.src.rpm
Repository : updates

Summary  : A radically simple IT automation system
URL : http://ansible.com
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4.1. ANSIBLE Z & A7)

Ansible Z &l 4 & 253} = W
913 7o o7 83 9 An5|ble —’T’—E

e E
[
I=)
>~
>
oo
ol
rr
=
fu
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o%
¥
iR
mC
v
el
&
o
:qm
12
et
td
et
)
[
i)

Ansible A8 A& 7]& RHEL A] 28] 8k & 4] ¢] &A1t} Ansible A 8 A & 2] o) A RHEL A 28] o g
S AHE3tE A2 71 RHEL Al 28] 9 & & 2] o] A AL8-3F= A 3 A < %E HHE}. z}Fo] 7 & Ansible 2
g d o] Y| 2 o] 2 ¢} %E‘”‘;‘ o]0 % FAH Atstd %E“’E ol (FN)Y 7d & AH&-tth= A ¢
Yt} . ALEstE dld 28 o] 2 = redhat o] Z A o] 22 rhel_system_roles ¢ Ut} uletA Ad A
A o ol tf 3F 7] RHEL A] 2=¥] o & & 2] o] rhel-system-roles.kernel_settings = % A 5 x| 7k 74
A o) el AF3tE AAA o] 5L A8 31 redhat.rhel_system_roles.kernel_settings.

RJR

g Lsol & of 2 o]F& ¢t LEAEV I FF Ut B3 = glo] Ansible 2843 gl Ul ]
L o] Aol A QEAES FHT F AFHT

F7tEas

® Automation Hub of ol 4] 2~ &} o] Red Hat Certified Collections& A}-&3}2l @ Ansible Automation
Platform(AAP A B2~ =31 3] A ) o] Qlojof gt}

42. 2943 Fx
A4 e Ansible 8= 9] 77]% P4 YUtk o8] TxE the ZHUTh

® Documentation/: J &o] 245 A Fot= 4+ AEdol v 22 A4 (e £3)

Galaxy.yml: Ansible Z & A 5 7] %] o] 332 MANIFEST json2] 22 H] o] ]
® playbooks/: & o] 52 A8 4= JHF Y
o tasks/:include_tasks/import_tasks AF-8-2 9] 3 'task list files'E ¥ 33 o}

® plugins/: B Ansible 2221 9 X 55 o] 7] A AHEE 4= 2l 0w 7t ak9] H g E e AF

=8

o modules/: Ansible &

ot

o modules_utils/: = E& /| &sl7] $13 ¥5 =

o lookup/: Z& 22l A

o ITH/:Jinja2 Z§ F& 12l

i)

fo

o connection/: 7] 23k& AH&-8HAl = A9 A4 S22
® roles/: Ansible & go] t] gl g

e tests/: A AU E HIE

AYPe SeolR, 4, vE U 582202 TFY 5 i Ansible Zelz o] W x @A QU
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https://console.redhat.com/ansible/automation-hub/repo/published/redhat/rhel_system_roles/docs
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rr
T
i)
o
2
i
oft
:(‘)g
k=
rr
ol
ol
N
o
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ofo
o
2
i)
i)
2
filo
(2
@
+
¥o,
o))
v
v

Ansible Galaxy & =3l &=

A 27 Ab
o Sh}olael 2 E =z v A2 % A

* Red Hat Ansible Core7} 718} 4] 25 & 4 8= A1 2291 4] 3= 4 2 W 41§ A%
Ao} =l A thg-g ST T

o ansible-core 2! rhel-system-roles || 7] *] 7} A4 %] f 1] t}.
o el =g dshe AWz s
4
* RPM 714 S3) A< 423
I # yum install rhel-system-roles

A=) 7F E ™ o -2 redhat.rhel_system_roles.<role_name> © 2 A}-8-8 4= 9l &t} Lok
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_name>/R
EADME.md ol 4 7} o &of gt A & S & AdFH

A5 a7
AY o] JFa oz A H A=A &2t | localhostel kernel_settingsE 2 & & &= dF Yot

1. tests_default.yml = st = =] o g g g o] AR o}

$cp
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings

ests_default.yml .

2. 39S HA o] "hosts: all'S "hosts: localhost" & th A alo] Zg| o] Eo] 27 A] 2l of A 5k 2 3
HEs gy
3. A3 R =M ansible-playbook& A& gt o] & A sh A| ~dl o] A o] HAHA FFU T

I $ ansible-playbook --check tests_default.yml
o] ¥ = 2 failed=0 t2 wHeHg o}
F7tEas

e ansible-playbook =& 5| o] A].

4.4. AUTOMATION HUBOl| A B &l A A 3

Automation Hub & A}-8- 3= 79 Automation Hubol] &2~ €8l @ RHEL A] 28] &1& Aa S A X

Huth

ek

o
S|

A 27 AbR

o Sh}olael 2§ =z v A2 D A
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i)
~
el
oo

e Red Hat Ansible Core7} 71 €} A] 281 & 1A &} A| 2E] 0] o] == ol | 2~ 2 A& A3,
Aol wed A &S S8 g

o ansible-core 2! rhel-system-roles || 7] %] 7} A4 %] f 1] t}.

o el =EE st duEe %

1. Red Hat Automation HubZ- ansible.cfg -4 u}&l
718 A~ 2~ 2 Red Hat Automation Hub 24 & %5141 Al 9.

2. Automation Hubel 4| redhat.rhel_system_roles Z @ A< A x| gt o}
I # ansible-galaxy collection install redhat.rhel_system_roles

A=) 71 &E ™ o e redhat.rhel_system_roles.<role_name> © 2 A}-8-& &= Q)& Ut &=
§—_]_,
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_n
ame>/README.md ol A 7} & &of gt A A & S & AdFHh

As A
Aol AFA oz A= A=A Felst# W localhoste] kernel_settings & 4§ 4 35U th
1. tests_default.yml = st = =] o g g g o] AR o}
$cp
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings
ests_default.yml .
2. 39S A3t "hosts: all"S "hosts: localhost" = ) 2] 3} o] S8 o] B-o] 2 A] 28l o] A 5 2 5)
SR
3. A7 R0l A ansible-playbook 2@ Fjch. o] @A shwl Al 28 o] A o] WA H A T

I $ ansible-playbook --check tests_default.yml
]

o] failed=0 Zt 0. = WS = AS AT F AU

o))

Y.

F7tEas

e ansible-playbook =& & 3 o] #].

45 A& AHgate] 2H 2P A 29 AT A&
TS AYML Mg ate] ME A28 A B A 27 &ML P4 3HE Ansible E¥] 0] %2 F1] U
4 g5 o gy,

A 27 Abg

e Galaxy A g o] X &0 3l

o))

Y,

Az
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https://access.redhat.com/documentation/en-us/red_hat_ansible_automation_platform/1.2/html/getting_started_with_red_hat_ansible_automation_hub/proc-configure-automation-hub-server
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ol}l

a. Al YAML 52 446l 7 g 28 @R 71014 Utk 68 59 ohe Py

- name: Deploying basics input and implicit files output
hosts: all
roles:
- redhat.rhel_system_roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. 54 il Ealo] A Fuo|Bg A g

# ansible-playbook -i inventory-file logging-playbook.ym|

o534 Z2EFUTh
® inventory-file & AW Ez] 3t 2] o] FJYth

® Jogging-playbook.yml & A& 38l Z# o] B Yt}

A

1. /etc/rsyslog.conf ¢ o] 7 & HIZEQ .
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config

/etc/rsyslog.conf
rsyslogd: End of config validation run. Bye.

2. Al 2H o] 270 WA A2 AL at=x] 2ol

a. HHEE vAIX & A5

I # logger test

rulru
fo
rO
i
i
)
2
il
il
)
)
alle
X
.
)4
i
a

b. /var/log/messages = 1

# cat /var/log/messages
Aug 5 13:48:31 hostname root[6778]: test



hostname & Z&}o| A E A28l o] T 2E o] FYUth =19 logger ¥ %
o] AF&-2} o] F(©] 73 % root )o] A H Y}
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Red Hat Enterprise Linux 8 RHEL || A A] =&l & &+ A}-8-3 74 Z4d

al

rJ
M=)

5%. RHEL <] ANSIBLE IPMI = &

5.1. RHEL_TEKTON Z &l 4

IPMlI(Intelligent Platform Management Interface)+= BMC(Baseboard Management Controller) 7 ] <}
EAG AFZZ2EZ AEYUGIPMI 2 E& A4 st=9o] B A53E SA3tst L A9 5
QYT IPMI 252 Th& o A AR 8 4 &y th

o rhel_team Z @A, 37 %] o] &< ansible-collection-redhat-rhel_tekton ¢} t}.

e RHEL 8 AppStream-2 A 2 ¢ ansible-collection-redhat-rhel_ tekton =} 7] %] ] d 2. & A}-&-%
Yt

o2 IPMI 252 rhel_tekton Z @) A o) A A}&-3F 5= 95U Tt

e ipmi_boot: F- & FX] &4 ]

)

® ipmi_power: W2l 2] A &
IPMI 2 &) AH-g 5= o s e 53 25Ut

® ipmi_boot 1jj 7] ¥ =

2E o+ A
name BMCe 3 2E o]E =P F4
Sl BMCel A2 & 4=
bootdev ohe 28 A AL B
*UEY=A
*
*HD
* Optical
* %
* default
AHg 7 BMCo A& A7 o] &

® ipmi_power uj 7] HH 4=

RE 9|

name BMC &2 E o]

ali]
e
rr
T
N
B>
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57%. RHEL<] ANSIBLE IPMI & &

2E o+ A
% BMColl 48 ¢t
user BMCol A2 T AL§-4 o] &
Ch N z=Elo] 5l el eA FAFch
*On
*AA
e
L
* 1)

5.2. CLIZ A} & 3}o] RHEL Z &) A A %]

W # %9 A}-851o] rhel_team Collectiong 4 X 3 4= 9l & th
AFA @ T AL

e ansible-core = 7] ] 7} A x| 5] o] 9] &1t}
Az}

* RPM 714 53] A< 45

I # yum install ansible-collection-redhat-rhel_mgmt

l

A X7} &5 5 H IPMI 2 &2 redhat.rhel_ octets Ansible A @ A o A A}8-& 4= &5 Tt

F7tEas

e ansible-playbook =& % | o] 7.

5.3.IPMI_BOOT = & A}-& 4
O dl Al = Sl ol HellA ipmi_boot 252 AHE-ste] s BE S A% B Y AAE A= WHE S

o] &0l A
HojF Utk 2 s] Zaf o Al ol A = Ansible Al o] 3 2~E Bl
Yol dYHE TLdF T LEN RES AP IYTh

AP 2 AL
e rhel_tekton Z @ A o] A x50 Y&
® python3- pyghmi s}l 7] 2] 2] pyghmi 2}-0] 221 2] 7} th5 913 5 shitell A A1 g .
o ZHolug dIyste TrEYYTH
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Red Hat Enterprise Linux 8 RHELo| A A] 2=l &} &8 A3 ] D 74 2]

pid

o #Z U z2EYrth localhostE #e] EAEZ ALE-3h= 749 Al Zd ol &5 & 43
= 3 2 E o python3-pyghmi = 7] 2] & A %] g t}.

Q‘L

L xﬂoié‘]‘ﬁ‘:f‘|PM| BMC E}]O]:q— /\]tig o]—“‘ STAE = -"]'FL] EH
localhostE AH&31A] b= A A MEYAS E.OH o | 2 8F 2= 9)
TR Y EZTLEE IUH O E IPMI 22 EF S AHESl Y E
n2 2Eo] A s = 3 2E(Ansible & i:‘:E)Q} I=R=aBh=

rE(DE BrER
Yt} mE4 BMCE
932 23 BMCol 423}

_4

o A FEe] YAl 2 A AHE3ho] BMCol 94 28l o sh 915 w7} AT

1 U5 FHI=E AFE-ste] A playbookyml 3 & A4 Sttt

- name: Sets which boot device will be used on next boot
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_boot:
name: bmc.host.example.com
user: admin_user
password: basics
bootdev: hd

. localhostel] tj & Z o] &< A8 gt
I # ansible-playbook playbook.yml

AzH oz Z8L "success” g W g T

5.4.IPMI_POWER & & A}& 9

o] of o A= Ed o] Foll A ipmi_boot &S AL-&3le] Al 2wlo] A o] Q=3 glst= WHE Ko
ZUieh 7rere] wa) o Ao AL Ansible Ao EAE W Phe] EAES EA G 5AES ALE L= Ea)

ojfo]l At FYH TAEN BES AP

AP 8 AL
e rhel_tekton Z @ A o] A X 5o Y&
® python3- pyghmi =} 7] x| ¢] pyghmi 2}o] B2 2] 7} th& 91 4] 5= shifel] A Ag Yo
o ZHolEg d¥yste T2EYYTH

o #7 YA E2E YUt localhostE #He] SAER AL 3HE A9 Al g o] &S A3}
= 3 2 E o python3-pyghmi = 7] 2] & A x] g t}.

o Aojsle = IPMIBMCE ZH ol E2 Al S 2E = A U S 2E(HY T 2ER
localhost& AM8-314] & 745 )oﬂ/ﬂ HEIE &8l A2+ AFHTH ZEA BMCE

TS Y E TLEE UuH o2 IPMI Z2EZ S ALE-3)

o YEQ 2 3 BMCol <3}
22 REo A3 E= S 2E(Ansible #2] & 2E)e} thF YT

o A FEe] a2 A AHE3ho] BMCol 94 28l o sh 915 w7t g Th



57%. RHEL<] ANSIBLE IPMI & &

= TR =S ARS8 ko] Al playbook.yml L 2 A2 g o

(=
- name: Turn the host on
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_power:
name: bmc.host.example.com
user: admin_user
password: basics
state: on

2. PlaybookS- 48 gt}
I # ansible-playbook playbook.yml

292 "true’ g wETIT
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Red Hat Enterprise Linux 8 RHEL S| A A] =¥l & &g A5t ] & 74 2]
6. ANSIBLE & && A18-3to] A w7 HF o F+ FA

Red Hat Ansibled]] t] 3+ x| 4] o] &= & HH ALE-
ol A W) M RE A

o o rEZE ) HEE T AR FATHT

Ao} Bl A AA B AashE Ad AT B A 2gle] SA A8 H AR A A%
g,

RHEL z1d S 53] Al 3%+ RHEL A] =¥ of &2 7] & AppStream 2] E A E 2] 2] RPM o]
71X 2 RHEL 3274 o] AF-&8 &= 9154 vl RHEL A 22H] o &2 Ansible Automation Hub=
£ Ansible 4 B2 AL AFg el 2o @ AP 2E 1§ 5 AxYTh

6.1. AG AA 9 A7)

RHEL A| =% &2 o A28l S AACE AT FAESF daE A AEH | 2E AT =9T
It

RHEL A| 28] ke 7Ad A Al 2d] 93-S Abgato] Ad AF A4S A8 =Y = A5t rhel-
system-roles 3| 7| ] o] = o] A ¥l &3} Hx FAE 2 YL

AEshE WA 0 & st o] o] Aladlof] Ad miHFE A &ete W FY ol FolA AE g g i F
3}1% olF A A A JES A FUTH Fdl ol HS Abgto] Y& 5 o YAML g2 o2 A4
H alif o] o] Eglo] 5 Y th

A A & AR B A E T AFHHH
o kernel_settings_sysctl & 3 W45 Al8-3t= 79 v/ S

® kernel _settings_sysfs &3 W5 AHg-sl= b g3k A a9 A &H], st=dlof 2] g9l 43

=zfolH

o systemd A H] 2~ #E] %] CPU A5 = 2 kernel_settings_systemd_cpu_affinity & & H+=
Abg3te] £33 A g

o 7 v 3} Al 2"l kernel_settings_transparent _hugepages %
kernel_settings_transparent_hugepages _defrag < & W 4= A} 83} o] hugepagesE F 4 5}
A Yo

F7tEas

e /usr/share/doc/rhel-system-roles/kernel_settings/ t] @ =z] 2] README.md %
README.html 3} <

o Telol® A
o AnE FHHE P
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https://docs.ansible.com/ansible/latest/user_guide/playbooks.html
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html

6. ANSIBLE o] 32 A-g-3te] A'd w7 W5 7 7%

6.2. 719 A% B2 Agako] Auls A oA HS A 4
& ©A ol w2} Ansible Z# o] 52 F=H| 3FL A &-5to] of 2] HE] = A A v A= FFS FA5HA
Ad i) Hre Aoz AT
AHA 8 AR
e root @sto] HH T

e RHEL ME A3 HAME E3) Ao A]2=H 9 ansible-core %! rhel-system-roles 3 7] x| & A %] g}
F4th

o g T2ERIMEZE Ao] A|2H] 2191 Ansible2 0|23t S2E o] A4S AFHTH

T8

RHEL 8.0 - 8.5%& Ansible 7]t 21531 = 9] &} Ansible Engine 2.97} 39 ¥ &= 2] Ansible
Y EAE G 3 AA == A ¥ 35 Yt} Ansible Engine ol &= ansible ansible-
playbook; docker 2 podman =} 7+-& AW g, T2 12 B 2 &9 A A A <} 2
= TEEE 7 28E o A HFY T Ansible EngineS 714 2 51 A %] 8F= WH of] T
gk ] 82 Red Hat Ansible Engine & th &2 =513l A X sl= WS FZ2HY A L.

ek
Z}A

°
T
gt

RHEL 8.6 ¥ 9.0 4 = Ansible 8 = e gl 8, ¥ & B &F 59 7] A3 Ansible &2
19 Al EE ¥3}5}= Ansible Core( ansible-core RPME A )2 = 54U th
AppStream ] Zx E 2] = A 39 9 ¥ $) 71 9J = ansible-core = A Z 3t} RHEL 9
AppStreamel 22 %+4 ansible-core 3 7] Z] o] t gt x| & H 9| & A E3te] A g &S &
A & AFYTh

L e A4 ad HHozuED] Hd S HEIY L

# cat /home/jdoe/<ansible_project_name>/inventory
[testingservers]

pdoe@192.168.122.98

fdoe@192.168.122.226

[db-servers]
db1.example.com
db2.example.com

[webservers]
web1.example.com
web2.example.com
192.0.2.42

-2 [testingservers] 25 9 7€} 25 S Fo)FUth o] & F3 54 A28 FFol vyl
AnsibleS ] @37 o7 A3 5= glH Ut

=

a. Al YAML ¢ A48t m o) 22 B 714 GUth 8 W e 2y

I # vi /home/jdoe/<ansible_project_name>/ansible.cfg
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b. Th o the g2 AF I g o,

[defaults]
inventory = ./inventory

[privilege_escalation]
become = true
become_method = sudo
become_user = root
become_ask_pass = true

[defaults] ¥ 4 -& 2] T2

j&

AW Ee 7o) F2E A Yo
[privilege_escalation] ~| 43% AGH HAe] TRENA ALEAF HES root= A== 4
oyt Ad w7l S ATAom A ste W o] 2ol d ettt Ansible 2 o] &
o] 4P = AL} S5 = WAIA T AAHUTH AME AL B SAE AT §
sudo £ 53 A5 2= root & A3}

3. 7Y 4% 982 AHg3he Ansible Felo] % 44 gt

o] Sl e Zelo] e e v Auta o

1 — A= R |
el AP e Fao/Btis st A EE A 552 G Th

b. Th o The g2 AF I g T,

hosts: testingservers
name: "Configure kernel settings"
roles:
- rhel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- name: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

name 7]+ A8 AUt Qoo B d Sy o] S HolER A% Yol & %
283Utk Zgole hosts 7)== ZH 0| E AP T T 2EE XA o] 7]19] 3 = 3
] SEEYINEH o] GO Z A FHAUYRJWMER] ol JoJH SAE 1FO R xﬂ%
& 4 A FYtoh

rlo

|

th

vars A4 A A vl o) WS ol B3 A sl ok St e ERSE WE BE S ey

U,

roles 7] = vars Ao Agd w7 W 9 S 745 Aol S A 2H 928 AA

gy
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67. ANSIBLE 9 &2 Abg-ake] A'd v/ W% 97 74

N
R

<)

ol gA ZH el ol Ad vizi et g S 8 E F AFH T

e Ag ol ol SutEA gy o
# ansible-playbook --syntax-check kernel-roles.ymi
playbook: kernel-roles.yml
ol = ZH ol H 4 HFH FgelE HAAFY
CEdelE S Ay

# ansible-playbook kernel-roles.yml

BECOME password:

PLAY [Configure kernel settings]

hhkkkkkkkkkkhkkhhhkkkhkhkhkhhhhkhkhkhhhhhhkhhhhhhhhhkhhhhhhhhhhhhhhhhhhhdhhhhddhhhhhhkhkhhddhhrxx

PLAY RECAP

hhkkkkkkkkkkhhhhkkkhkhkhhhhhkhkhkhhhhhkhhhhhhhhhkhhhhhhhhkhhhhhhhhhhhhhhhhhdhhhhhhhhhdhhhdhhrdhhhhhkhhhdhhhrrrhhhhhrkx

fdoe@192.168.122.226 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0
pdoe@192.168.122.98 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0

Ansibleo] Z# o] H& A& st7] deol & A& stets HA A7 A H AL ] g TRE
AbE-AL 7} root Wi ) WSS 2 8tE o] F Qstroot 2 W3S 5 LT

recap Al dol = ZH o7 RE #eE] S 2EC tha)] 4 F A oz s (failed=0)= 51 47 9] 71E v
M 7E 285 95 2ol Ytk (changed=4).

3y 5

a1t

EPN

RHEL A] =¥l Qﬂl Sk A ;g'_é.]_ﬂ

/usr/share/doc/rhel-system-roles/kernel_settings/ t] 2@ & 2] 2] README.html 2
README.md 3}

AW EZ] A=

Ansible -4

ikl

gl o] & 2

s

&

s
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https://docs.ansible.com/ansible/latest/network/getting_started/first_inventory.html
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https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html
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77%.RHEL A] 28] o &2 ALg she] | =512 44 T4

Wl =917 RHEL Al 289 o &S %3 Ansble g A1-8 sto] VI E )2 #a 74 8 2] 24¢]
[e]

7.0 Q15 o] 2= o] §.0. 2 RHEL A 28 9 &2 Ahg-3he] A4 o|d Yl A4
&

o

A

,?_

o] A}l A = Ansible Z# o] 52 A a8t th5 A4 o= enp7s0 1B o] 0] th 3 o]l A S

o 72 F7tete vl IE9 % RHEL A &8 -3 A8 o= WS A gyt
o A |Pv4 F2-192.0.2.1 o)) /24 Bl v} =
o A |Pv6 F24 -2001:db8:1::1 o] /64 A H Yl np2~=
e |Pv4 7] E Alo]E 9 o] -192.0.2.254
e |Pv6 7] & Alo] E 9 o] -2001:db8:1::fffe
e |Pv4 DNS A1 -192.0.2.200
e |Pv6 DNS A 1] -2001:db8:1::ffbb
e DNS 7 A vl - example.com

Ansible A o] == 0| A] o] A= A8 T}

A 27 Abg

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0]] A x| gt}

o S o]5g AT uf root o ThE YA ALEALE AME- B A - o] AMEAME #E] ==l o
435k sudo @ o] FY T
e % ~E = NetworkManagerE AH-&3to] VI EY IS 74 T oh

1 ZHolEoAM HHE S AP T AETL o} 2] YA H R Fe -0 TAEQIPE
/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 2713 o

rr
o
i
o

I node.example.com

2. TS el = E AL8-5lo] ~/ethernet-static-IP.yml Z g o] &2 A A 34 o

- name: Configure an Ethernet connection with static IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network _connections:

ol

T

¢
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- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

address:

-192.0.2.1/24

- 2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1::ffbb
dns_search:

- example.com

state: up

3. Egol%g Ay gtk
o rootAtg 4z el B Adstew ohee 9Fdy

H

I # ansible-playbook -u root ~/ethernet-static-IP.ymi
o AR BE) BaEY A4 S T
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-static-IP.yml

--ask-become-pass 3412 A1-4-317 ansible-playbook % & ol A} -u user_name -/ | 4
o) 9 ALg-#19] sudo ¢tE = Y F 3t WA A S FAF o

-u user_name -5 A4 51#] ¢k S W ansible-playbook o] &) A o] == of 21213k ALE-%}
2 AP EAE A4 ¥

F7tEas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md

e ansible-playbook(1) =& % 7] 0] %]

7.2. %3 327} 9 RHEL A1 29 4 22 Ahg-3e] § 4 o tul A 74

o] Azafo| A= Ansible 8| o] HS Al st 54 x| 2o dAst= G| a2 IP F249F &7 olH
Y AZdS QA0 2 271eE o] RHEL A 28 o &S A}&-al= v S A sty o).

g BH e A Stel 43 ARE AEY 5 Aeyh

o] & x}ef 4] &= PCI D 0000:00:0[1-3].0 3 & 2] 9} ¢ x| 5}= 4= = tha 474 2 443145 0000:00:02.0
& obgduth

o HH |Pv4 F2 -192.0.2.1 o] /24 4B v A=

o & IPv6 T4 -2001:db8:1::1 o] /64 A B\ v}~z
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e |Pv4 7] E Alo]E 9 o] -192.0.2.254

e |Pv6 7] & Alo] E 9 o] -2001:db8:1::fffe

e |Pv4 DNS A1 -192.0.2.200

e |Pv6 DNS A1 -2001:db8:1::ffbb

e DNS 7 A w2l - example.com
Ansible A o] k== o A] o] Ax}E APt}
AR 8 7 AL

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0]] A x| gt}

ot

o] 55 AP o root o thE YA ALEAE ALESE A o] AFEAbE BE] == o
A3k sudo Aol &Y T

e % ~E = NetworkManagerE AH-&3to] V EY IS 74 oh

1 ZHolEoAM HHE S AP S AETF o} 2] YRR Fe o] TAEQIPE
/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 2713 o)

rr
o
i
fijo

I node.example.com

2. T el =5 ALE-5lo] ~/ethernet-dynamic-IP.yml = g o] &2 7+ )

- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &Ipci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
- 2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:0b8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
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dns_search:
- example.com
state: up

o] o #| ] match v} 7]} *H 4== Ansiblee] PCIID 0000:00:0[1-3].0 2} & X]3}+= & x| o] Z&| o] &
2§31 2] ¥ 0000:00:00 :02.00] o}l G o] Edo] & A g3 s P FUTh AHET = U

= 2= 2=

E4 AR 9 o d =71z 9 ] gk #}A| ¢ ] -8 /usr/share/ansible/roles/rhel-system-
roles.network/README.md =} Y ol| 4 L X 3}+= w7l A S 2JFZ34 A 2

3 ZHolHS AYdYh
o rootAl842 #e FAEd AdsdE S JE P
I # ansible-playbook -u root ~/ethernet-dynamic-IP.ymi

* ANgAE AP SAE AAstH W S dg Iy

I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.yml

--ask-become-pass 3412 214317 ansible-playbook % & o A} -u user_name -/ | 4
o) 9 ALg-#19] sudo ¢tE = Y F et WA A S FAF o

-u user_name -5 A4 51#] ¢k 2 W ansible-playbook o] &) A o] == of 21213 ALE-%}
Z AP E2E A4 P

F7tE A=
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] 0] %]

7.3. Q1 5] 0] 2 0] .0 2 RHEL A 28] o &2 Abg3le] F2 ol 912 7

h 2N

%
o] A x}o A= Ansible & o] 55 A 8 3te] enp7s0 1 E| # o] 2of 3l T4 o] A S dASZE F
7}sh= ol RHEL Al 28] &8 Alg-ole WS AW Ut o] 44 S }%6}% Y E 9= 4] DHCP
Ao A o] AA thgHIP A S 2 AT Ansible Al o] l== o)A o] AAE A3 h
AHA 8T AL

¢ DHCP A¥ =W EL AN AMEE 4 AFH

e ansible 2 rhel-system-roles = 7] x| &= A o] == A X gt}

o =Y o|5S Ay uf root o ThE YA ALEAE AFEBHE T o] AFEAE #E] =2 gl g

Z A 3 sudo @ 3ol HUth.

e 3 E = NetworkManagerE Alg-3lo] Y EQ IS 74 U Th
A=}

L ZHolRA HHE S AYT S2ET A AYHA 2 0] S2EIPEE ]S

/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 2713 o).
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node.example.com

2. L el = E ALE-5lo] ~/ethernet-dynamic-IP.yml = g o] &2 7+ )

o}
- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

3. Egol%g Ay gtk
o rootAtg 4z el B Adstev ohee 9F Iy

H

I # ansible-playbook -u root ~/ethernet-dynamic-IP.ymi
o AR BE) BaEY A4 oS T
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.yml

--ask-become-pass 3412 A}-4-317 ansible-playbook & & ol A} -u user_name -/l 4
o) 9 ALg-#1e] sudo &= Y F el WA A S FAF o

-u user_name -5 A4 51#] ¢k o W ansible-playbook o] & A o] == of 21213k AFE-%}
2 HY SAE A4 dY

F7teas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] ] %]

7.4. %3 27k & RHEL Al 28 9 3 Abg31e] 52 ool A4 4
o A x}el A = Ansible Ee o] & A she] 54 43 A2k A sk FA ol e 4 oW AAL
A7 02 F7beh v RHEL A1 28 9 @2 AHgshe i< A9 gy oh 54

= 7 0] DHCP A il 4] o] 7] th &t IP 442 23 F1ich Ansible Ao} == o 4] o] A1 AW G
Yot

g BH e A Sl 43 ARE AEY 5 AeUh
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i

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

APd @ AHgF
o DHCP AMH = U EHYIANAM AL 4= A FYTh
e ansible 2 rhel-system-roles 3 7] ] &= #| o] = =0f] A 2] g1t}

15& AP df root o thE LA AHEAE AMESHE 7 o] AHE A E #E] == o
g sudo @ gho] FH

(A=)
(o]
ot

U

[ J
}0{1

2~ E = NetworkManager& Al&-3lo] Y EQ I E AT YT

1o Eeol ol BY S UYL SAES}ob] A EA e A o BAEL P

/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 3713 o)

rr
o
i
o

I node.example.com

2. t}g el == ALg-5lo] ~/ethernet-dynamic-IP.yml =& o] &-& 754 th

- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

o] o #| ] match v} 7]} *H 4== Ansibleo] PCIID 0000:00:0[1-3].0 2} & X]3}+= & x| o] S| o] &
#) 314 7 0000:00:00 :02.00] b G Fd|o] 2 2§ =Z A FUTh AL T 5 A=

= 2~ =

54 AR 9 od =71= 9 gl gk #}A| ¢k 8- /usr/share/ansible/roles/rhel-system-
roles.network/README.md Z} Y ol| 4 L X 3}+= w7l A S R34 A 2

3 ZHel S AT

o rootAl§ A #e] EaEd AdsE o A gy

I # ansible-playbook -u root ~/ethernet-dynamic-IP.ymi
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o AEAE AT SAE AW S JE T
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.ymi

--ask-become-pass 412 A1-8-31'H ansible-playbook ™ % ol 4] -u user_name -4 ] 4
o) 9 ALg-#1e] sudo &= Y F et WA A S FAFY o

-u user_name -5 A4 51#] ¢k 2 W ansible-playbook o] & A o] == of 21213 AFE-%}
23 S2E A4

F7tEas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] 0] %]

7.5.RHEL A] 28] & &2 Al8-35}of VLAN B 2 X7 4

Networking RHEL A] 228l 91 8F-8 A}-8-31o] VLAN Bl 25 24 & = & th o] Axlo A& o] o]yl
?j_é )\o]'?_]'oﬂ ID7]‘10?1V|_A J,]— ]E‘]Lj\ OZ]QE —-[—7]-0}‘——- tﬂ-lﬂ%/\ Ug 1—]/]]-4_ O]"l’] X]'Z]E_VLAN oﬂ_@oﬂ‘_
IP, 7] Al o] E ¢ o] & DNS +4 o] 35t}

g7 ol wheh 2ol whe} a0l g 2 PUT o2 S &3

<]
.
o))

Y

¥

o By e vE dde TEE VLANS AFg5He H ip
< AP P

JF)

B Qs 59 TN P 7Y

o VLANo|A €, E] 2o A5 AFg3lE H VLANO A AL X E o] interface_name

A Ee
2 type 42 =4t

ofo
oft
ol
ﬂr

APA @ AHgF
e ansible 2 rhel-system-roles = 7] x| &= A o] == A x] gt}

0158 49U 0 oot f e H ALS AL NS IE AT o) AT Bel el Y
29 sudo A 5ol 9151 o,

U

1 ZHolEoAM HHE S HAYPT T AETF o} 2] YA E R Fe o] TAEQIPE
/etc/ansible/hosts Ansible ¢14l & 2] 3} o] 3713 o)

rr
o
i
o

I node.example.com

2. e FEHl = E ALE-5lo] ~/vlan-ethernet.yml = g o] &-& A A &t}

- name: Configure a VLAN that uses an Ethernet connection
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network
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vars:
network _connections:
# Add an Ethernet profile for the underlying device of the VLAN
- name: enp1s0
type: ethernet
interface_name: enp1s0
autoconnect: yes
state: up
ip:
dhcp4: no
auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vlan
ip:
address:

-"192.0.2.1/24"

- "2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1:ffbb
dns_search:

- example.com

vlan_id: 10
parent: enp1s0
state: up

VLAN Z 29 ] 49] £742 enp1s0 &3] Fetol 4 258t % = VLANS 74 g o).

o H

i

3. Zgo]ug A vk
* root /&A% #e] e AZshel W the-g 9

H

I # ansible-playbook -u root ~/vlan-ethernet.yml
o AEAE AP SAE AW S JH T

I # ansible-playbook -u user_name --ask-become-pass ~/vlan-ethernet.yml

--ask-become-pass 12 2143511 ansible-playbook ™ & o 4] -u user_name -3/ || 4
o) 9 ALg-#12] sudo ¢tE = Y F el WA A S FAF o

-u user_name -5 A4 51#] ¢k 2 W ansible-playbook o] & A o] == of 21213k ALE-%}
23 SEE A4

F7tEas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =< 3 o] #|
7.6.RHEL A =] o1 3hg ALg-81of W E 9] He] x| 74
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U E 97 RHEL A| 28] o &3 AFg-ste] Linux BEjA & 7+ 2 91 FUT ths ARl A = 5 7] €] o

Yl FAE AHGet= M EY A BRI & FA AL IPv4 B IPV6 5242, 712 Alo] E 9 o] 9 DNS 4 &
Axete e ARy
=7

A Linux B8] 2] ¢] £E gl Be|x o IP 74L& 44 Fh

A 27 A

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0]] A x| gt}

b
[
2
=
ot

1. Zg oo HHEHL 23 T AE T} o} YA R &
/etc/ansible/hosts Ansible 91Wl £ 2] 3} of] F 713 o)

I node.example.com

2. g el == ALg-3lo] ~/bridge-ethernet.yml Z ) o] & & w514t}

- name: Configure a network bridge that uses two Ethernet ports
hosts: node.example.com

become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Define the bridge profile
- name: bridge0
type: bridge
interface_name: bridge0
ip:
address:
-"192.0.2.1/24"
- "2001:db8:1::1/64"
gateway4: 192.0.2.254

gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200
- 2001:db8:1::ffbb
dns_search:

- example.com
state: up

# Add an Ethernet profile to the bridge
- name: bridge0-port1
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interface_name: enp7s0
type: ethernet
controller: bridge0
port_type: bridge
state: up
# Add a second Ethernet profile to the bridge
- name: bridge0-port2
interface_name: enp8s0
type: ethernet
controller: bridge0
port_type: bridge
state: up

3. Fdel 5 Ad gy
® root A&t el SAEC A5t S dE Y
I # ansible-playbook -u root ~/bridge-ethernet.yml
® ANgAE A SAE AAstH W S dg Iy
I # ansible-playbook -u user_name --ask-become-pass ~/bridge-ethernet.yml

--ask-become-pass 12 2143517 ansible-playbook ™ & o 4] -u user_name -/ || 4
o) 9 ALg-#19] sudo ¢tE = Y F 3t WA A= FAF o

-u user_name -5 A4 51#] ¢k 2 W ansible-playbook o] &) A o] == of 21213 AFE-%}
2 AP EAE A4 ¥

F7tE A=
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] ] %]

7.7.RHEL | 28] 1@ Abg-sto] Y E9 2 89 74

Networking RHEL A] 28l 98-8 Abg-sto] M E A 29 & F4 S F AFUTE o3 Aatoll A = F 1
Ol AAE ALE31aL IPv4 9L IPV6 F 24, 7] & Alo] E o] 9 DNS 4 & A A dl+= active- backup
2 EGS A= S AYEEY E}.

=
Linux &9 ZEC 7} ozt £ oA IP 742 28 Tk

A 27 Abg

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0]] A x| gt}

o

gol &S A3 33‘ o root o} T} 2 YA AFEALE ALE-SFE A $ o] A A= #El == b
43t sudo #Hgto] JlFY ).

o AMujo] F 7| o] AA e /P M EAZ AA T A A H A5
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Azt
. Zgo)lBor HES A8E 3 A2ET ol AAEA] & AL o] 5 IPEEES
/etc/ansible/hosts Ansible 1l E 7] 21 of] 7134 T}
I node.example.com
2. T ZE =22 A3l ~/bond-ethernet.yml = o] 25 A A $hu o}

- name: Configure a network bond that uses two Ethernet ports
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:

-"192.0.2.1/24"

- "2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1::ffbb
dns_search:

- example.com

bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond
- name: bond0-port1
interface_name: enp7s0
type: ethernet
controller: bond0
state: up

# Add a second Ethernet profile to the bond
- name: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

3 ZHelES AYdnt

o rootAHg A # ELEN ddsteE thee 9ETUTh
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I # ansible-playbook -u root ~/bond-ethernet.yml
o A gAE AT FxEd AAsH Y TS dY P
I # ansible-playbook -u user_name --ask-become-pass ~/bond-ethernet.yml

--ask-become-pass &4 S Al-435H ansible-playbook ™ & o A -u user_name &3 ol &
ol A7t sudo 95 & ¢ et WA X 2 FA g

-u user_name 3-S5 x| 4 3% ¢k o™ ansible-playbook ©] &4 A o] = =of 21913k AFE-A}
Z AP EAE A4 ¥

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] 0] %]

7.8.RHEL A] 28] & &2 ALg-5ho] 802X W EH =1 2120 = A o]yl &

A 74
MIES 4 RHEL A 226) o @& A8 30 B021X 58 & A8 5fof Sefolmg Q138 ol 912 4
& AEste 5 lyth o] A Abel A & Ansible gaﬂ o &g A ste] thE A4 o = enpls0 < E 0]
2o gt oty AL 9402 Frhste S Ay

o A |IPv4 F4-192.0.2.1 9] /24 A B ] v}

o & IPv6 T4 -2001:db8:1::1 ¢ /64 A H. ] w}~=
e |Pv4 7] & Alo]E o] -192.0.2.254

e |Pv6 7] & Al o] E ¢ o] - 2001:db8:1::fffe

e |Pv4 DNS A1 ¥ -192.0.2.200

® |Pv6 DNS A1 H -2001:db8:1::ffbb

e DNS H4 =u <l - example.com

e TLS EAP(Extensible Authentication Protocol) & A}-&3F 802 Ix Y EY A A=
Ansible Al o] == A o] A} E A3 g}
AR 8 AL
e ansible 2 rhel-system-roles = 7] x| &= A o] :==0f] A x| gt}
o Z#o|5S AT o root o ThE A A ALEAE AME St 75 #E =t tig 2 -3 sudo

15
Agto] glojof gt
e YEYIE8O2IXYEYZ =L 1 Y3t}
e 3z == NetworkManagerZ A& o}

® TLSRATA ot tha 2 Alo] ==o sy
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77 RHEL A1 28] 9 &2 Abg-sle] EQ = A7 74

o ZZ}o|dE 7]+ /srv/data/client.key 1} o] A =5 U o}
o Z#}o|dd E Q=4 = /srv/data/client.crt 3} o] # 5 Yt}

o CA(91= 713) ¢1&5 4 &= /srv/data/ca.crt o+ o] A =5 U o}

rr
o
i
o

Lo Eelol ol By e AP E2ETob s YA HA B AG o] BAES P

/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 3713 o).

I node.example.com

2. TS Zel =2 AL 3lo] ~/enable-802.1x.yml = | o] E-2 A A Yt}

- name: Configure an Ethernet connection with 802.1X authentication

hosts: node.example.com
become: true

tasks:
- name: Copy client key for 802.1X authentication

copy:
src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"
mode: 0600

- name: Copy client certificate for 802.1X authentication
copy:
src: "/srv/data/client.crt”
dest: "/etc/pki/tls/certs/client.crt”

- name: Copy CA certificate for 802.1X authentication
copy:
src: "/srv/data/ca.crt"
dest: "/etc/pki/ca-trust/source/anchors/ca.crt"

- include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enpis0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
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eap: tls
private_key: "/etc/pki/tls/private/client.key"
private_key_password: "password"
client_cert: "/etc/pki/tls/certs/client.crt”
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt"
domain_suffix_match: example.com

state: up

3. Fdel 5 Ag gy
® root A8t el SAE A5t S JH U
I # ansible-playbook -u root ~/enable-802.1x.yml
o AEAE AT SAE AW S JH I
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-static-IP.yml

--ask-become-pass &2 218311 ansible-playbook ™ & o 4] -u user_name &/ ol A
o) 9 ALg-#12] sudo ¢t &= Y F el WA A S FAF o

-u user_name -5 A4 51#] ¢k o W ansible-playbook o] & A o] == of 21213 ALE-%}
2 3E SAE A4 dY o

F7tEas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] ] %]

7.9. Al 2=H/l A5 AbGshe] 7] A2 A 7 E Aol Edl o]l AF

Networking RHEL A] =8 o &3 ALg-sle] 7] B Ao Egol& AT = AsU

T8

Networking RHEL A] 28] & &8 A}§-31= Zd| ol & A3 3t
A A A = A5 Al 2=E
ZA o E So] IP A o] o]H] 9
AE G AZIUS 284 &

o] A7} olu] EAl bR of ol e} v A4 0 2 enpls0 A2 =2 & A4 a7 el ol 3]
=8

o & IPv4 34 -198.51.100.20 ¢ /24 A B w} 2~ =
o A& IPv6 T4 -2001:db8:1::1 ¢ /64 A B\ w}~=
® [Pv4 7] Alo] E 4l o] -198.51.100.254

® |Pv6 7] Al o] E ¢ o] - 2001:db8:1::fffe
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e |Pv4 DNS A1+ 198.51.100.200
® |Pv6 DNS A1 H -2001:db8:1::ffbb

e DNS A4 =u <l - example.com

AP @ AHsr
e ansible 2 rhel-system-roles = 7] x| &= A o] == A x] gt}

gol &S A3 3’53;_ o root ¢} T} 2 A4 AL A S ALE-3HE A $ o] AMgAtE e == U g
A3 sudo ¢ 3slko] 5 th

U

1 ZHolEoAM HHE S APt T AETF o} 2] YRR Fe o] TAEQIPE
/etc/ansible/hosts Ansible ¢14l & 2] 3} o] 3713 o).

rr
o
i
o

I node.example.com

ge s

FlJ

Bl = = A}1-g35}o] ~/ethernet-connection.yml Z | o] & w51t}

- name: Configure an Ethernet connection with static IP and default gateway
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

3. Edo] e Ytk

® root AR el SAE A5t S JE Y
I # ansible-playbook -u root ~/ethernet-connection.yml

o AEAE AP SAE AW S JE T

=
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Red Hat Enterprise Linux 8 RHEL|| 4] X]| 28] &2 x}-8-3 2] @ A4 g

I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-connection.yml

--ask-become-pass 12 214517 ansible-playbook ™ % o 4] -u user_name 3/ || 4
o) 9 ALg-#19] sudo ¢tE = Y F 3t WA A= FAFY o

-u user_name &A1& x| 4 31#] ¢k o™ ansible-playbook ©] & A A o] = =of 21913k AFg-A}
2 HY E2E A4 P

F7tEas

e /ust/share/ansible/roles/rhel-system-roles.network/README.md

e ansible-playbook(1) =& & 7] 0] %]

7.0. RHEL 4| 2] o &2 AL§ 3] A 2 4 2 73

Networking RHEL A1 28] 9 @& Abg-3te] 34 428 348 4 A& th

Networking RHEL A] =8l & 8t8- A}&-31 &= Z 8ol & A st A gho] Z@old A A=
ﬁﬂ“ﬂﬂﬂ%tafﬂéw
A dE So] IP A o] o]H] 9
AL A A Y Th 18R] 9

o] Ax}7} o m] EA et=A] of {of] wpe} th- AP 2 enp7s0 A4 22 S A AY HHl ol EFY

o}

A2 IPv4 =2~ -198.51.100.20 o] /24 A Bl n} 2=
2 IPv6 =4~ - 2001:db8:1::1 of] /64 /] Byl nj~=
IPv4 7] 2 Al o] E ¢l o] - 198.51.100.254

IPv6 7] & 7| o] E ¢ o] - 2001:db8:1::fffe

IPv4 DNS 41 198.51.100.200

IPv6 DNS 4] 1] - 2001:db8:1::ffbb

DNS A4 =2l - example.com

4 A=

o 192.0.2.0/24 Al °] E ¢l o] 198.51.100.1

o 203.0.113.0/24 #| o] E ¢l o] 198.51.100.2

A 27 Avg

44

ansible 2 rhel-system-roles =} 7] x| = | o] ‘== o] A x| gt}

Aol A roots) e A2 ASAE A AF o] A AE B2 sl A
29 sudo 7 go] 9% T,



CZEolBolN BH S AT FAES) o} H APEA B A o] FAES IPE

e s

74.RHEL A 28] 4 82 Al g sl W= A2 7

rr
o
i
o

/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 3713 o)

I node.example.com

FlJ

gl = = A}-83}o] ~/add-static-routes.yml Z )| o] -2 A A4 g+ ¢}

- name: Configure an Ethernet connection with static IP and additional routes
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- hame: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
- 2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
route:
- network: 192.0.2.0
prefix: 24
gateway: 198.51.100.1
- network: 203.0.113.0
prefix: 24
gateway: 198.51.100.2
state: up

3 Zdel RS AYd

® root A8t el SAE A5t e dE Y
I # ansible-playbook -u root ~/add-static-routes.yml
o AEAE AT SAE AAsHHE S JE T
I # ansible-playbook -u user_name --ask-become-pass ~/add-static-routes.yml

--ask-become-pass 12 2}-¢-5}% ansible-playbook ™ % o 4] -u user_name -/ || 4
o) 9 ALg-#19] sudo ¢tE = Y F et WA A S FAF o

3
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ol

-u user_name -2 A4 5+ ¢k o™ ansible-playbook o] & 2| Ao == o 2191

SIAK R

= 7e) E2E0] Ad P,

ol}l

A

o Z¢HHoIE

#ip -4 route

default via 198.51.100.254 dev enp7s0 proto static metric 100
192.0.2.0/24 via 198.51.100.1 dev enp7s0 proto static metric 100
203.0.113.0/24 via 198.51.100.2 dev enp7s0 proto static metric 100

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] ] %]
7.11. RHEL A) 2~d] od 38 A}8&3l] ETHTOOL 7|5 A%
Networking RHEL A] 28] & &2 x}-8-3}o] NetworkManager <174 ¢] ethtool 7158 +4 & 5= &Yt
T8
Networking RHEL A] =8l & st-8- A}&-31 = Z 2ol & A std A gho] S ol A A=
A A A e A ANLE g olFo] FdITE AL RIS oyt o
A IP o] olv] e Aol ol UMEAA A4 Z2Z o] AA #4845 4
AU 287 fow AL o] H3 S 7 Ete®E A4 gy
o] Ax}7} ol m] EAY3I=A] o Hof e}t v AP o Z enpls0 A2 Z2H S A3 AY Aol EFY
=y
e XA IPv4 54 - 198.51.100.20 ¢ /24 4| B\ v}~
o 7 IPv6 F4- - 2001:db8:1::1 o] /64 A Bl njA~=
e |Pv4 7] E Aol E o] - 198.51.100.254
o [Pv6 7] Alo]E ¢ o] - 2001:db8:1::fffe
e [Pv4 DNS A1 198.51.100.200
e [Pv6 DNS A1 - 2001:db8:1::ffbb
e DNS A4 =u <l - example.com
e ethtool 7|5

o GRO(Generic receive offload): H]

27d 5t
o GSO(Generic segmentation offload): &4 3}

~EZ
- =

o TXSCTP( Ao de 22 EF) B v &g}
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3.

77%.RHEL A]| 28] a3to

A 27 A

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0f] A x| gt}

W

rﬁl‘é

o4& DY 0 rootsl e A2 AL ALSHE A5 ol A8 el
sudo 7 o] 9l Th.

L ZdolRolA HE S AP TRET b A A &

oo A9 o] ZAES] P&
/etc/ansible/hosts Ansible 1l E 7] 5} of] 7134t}

I node.example.com

o2 el = E A18351o] ~/configure-ethernet-device-with-ethtool-features.yml = @ o] & &
Eia= =

- name: Configure an Ethernet connection with ethtool features
hosts: node.example.com

become: true
tasks:

- include_role:

name: rhel-system-roles.network

vars:

network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:

- example.com
ethtool:

features:
gro: "no"
gso: "yes"

tx_sctp_segmentation: "no"
state: up

TeolES AF Tk

o rootA}§ A #e] EaEd AdsE o A gy

I # ansible-playbook -u root ~/configure-ethernet-device-with-ethtool-features.ymi

o AMEAR FE] TAEM AdAsH W vggS dE I
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# ansible-playbook -u user_name --ask-become-pass ~/configure-ethernet-device-
with-ethtool-features.yml

--ask-become-pass 12 214511 ansible-playbook ™ & o 4] -u user_name 3/ || 4
o) 9 ALg-#19] sudo ¢t &= Y F et WA A S FAF o

-u user_name -5 A4 51#] ¢k S W ansible-playbook o] & ] A o] == of 21213k AFE-%}
Z AP E2E A4 P

F7teas
e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

e ansible-playbook(1) =& % 7] 0] %]

7.12. RHEL A 2=®) 91 &4 A}-g-5le] ETHTOOL COALESCE 44 44

sk

==
Networking RHEL A] 2~¥] o] &S A}-83}o] NetworkManager <1 2 ¢] ethtool BIOSesce A4 & +A
AFYH

=
T

T8

Networking RHEL A] 28] & &8 A}§-31= Zd| ol & A3 3t
A XA &= A
A IP 2 o] o]w] 9}
AR FUTE 287 &

o] A7} oln] EAlshE A of ol whel T 5o % enplsd A7 2B S A4 AL o] 3]
=8

o 7 |Pv4 F4-198.51.100.20 ©f| /24 A B Yl n} A~ =
o 47 |Pv6 F4 -2001:db8:1::1 of] /64 A H ]l nf =
o |Pv4 7] H Aol E ¢ o] -198.51.100.254
e |Pv6 7] & Alo] E 9 o] -2001:db8:1::fffe
e |Pv4 DNS A1 198.51.100.200
e |Pv6 DNS A 1] -2001:db8:1::ffbb
e DNS 7 A w2l - example.com
e ethtool Coesce 2%
o RX 3 ¢:128

o TX=#<U:128

A 27 AV

e ansible 2 rhel-system-roles = 7] ] = A o] :==0]] A X gt}
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o =ZfouS 4 3’53;_ W roote} TFE A A} L2 AL S E A o] AFR A E FE] = g3 3
g sudo A gt FH T
A=

1 ZHolEoAM WS APt S AETL o} 2] YRR FS o] TAEIPEEOFS
/etc/ansible/hosts Ansible ¢14l & 2] 1} o] 3713 o)

I node.example.com

A}14-3}of ~/configure-ethernet-device-with-ethtoolcoalesce-settings.yml = 2|

- name: Configure an Ethernet connection with ethtool coalesce settings
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
coalesce:
rx_frames: 128
tx_frames: 128
state: up

3 ZdelEE AYdnt

e root tg Az el E2ES Adste W oS PPy

# ansible-playbook -u root ~/configure-ethernet-device-with-ethtoolcoalesce-
settings.yml

o Al8x7 I TAE AAsHH S22 JdE Y

# ansible-playbook -u user_name --ask-become-pass ~/configure-ethernet-device-
with-ethtoolcoalesce-settings.yml
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--ask-become-pass /12 2143511 ansible-playbook ™ % o 4] -u user_name -/ | 4
o) 9 ALg-#1e] sudo ¢tE = Y F et WA A= FAF o

-u user_name -5 A4 51#] ¢k 2 W ansible-playbook o] &) A o] == of 21213 AFE-%}
2 3E SAE A4 dY o

F7tEas

e /ust/share/ansible/roles/rhel-system-roles.network/README.md

e ansible-playbook(1) =& % 7] ] %]
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8. ]~ o] 3to] POSTFIX o} & W4

87¢. Al 2=H] 9o POSTFIX 9 & Wi

Postfix & & H 52 A8 3}H AL-& 2} 7} Postfix W A% o o] A EMTA)E A x|, 24 & A 2H8 4= 9]

U,

o))

e postfix_conf: AP =2 =P
postfix_conf o] = gto] glF U h

For example: "postfix_conf:
relayhost: "example.com"”

® postfix_check: PostfixE ] ztst7] Aol 749 W7 AHS &l sh7] Aol AAE AR H A=A
golgtyrct 7| E ke truey Y ot
I For example: “postfix_check: true’

® postfix_backup: 773 ¢ @ Wi ¢] AR o] G E=A AFE AAFUT 7 EH o=
postfix_backup 7t false 1 t}.

ol Mg dolzed o B E L AP
I cp /etc/postfix/main.cf /etc/postfix/main.cf.backup

postfix_backup 7to] true = H 7 % postfix_backup_multiple 3} = false 2 A 4 3] oF gt}

For example: postfix_backup: true
postfix_backup_multiple: false

e postfix_backup_multiple: & &o] 24 o] B} 2Bl A4 m ¢} A} S WER] o 1

o},

i
i
ox
ot
°

ol wg] AR e fA W e WE e Ay P
I cp /etc/postfix/main.cf /etc/postfix/main.cf.$(date -Isec)

7122 © 2 postfix_backup_multiple 7} true ¢ Y t}. postfix_backup_multiple:true 2 % &
postfix_backup < A A o] §F4 t}. postfix_backup g A& 35} ™ postfix_backup _multiple:false & A

A3l oF g ok
=82
T N HEE AAS F flEFU T Postflx o) 515 41 8] 5} 7] A ol postfix_conf = 2 &
gt e A v W R A A S file RE S A8 51o] /ete/postfix/main.cfE A A ]
o}

8.1. 37} o] &2

e Jusr/share/doc/rhel-system-roles/postfix’yREADME.md
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o SELinux 7%, 7Y Adl2E TE W 2327 AHd 24 A 54 A,

[ J
wn
m
.
5
C
rJ
AC)

T 3ol A= SELinux A &8 o oA AR = Sl e Wgrol v ) . & Al e dy T

3 9.1. SELinux A] =¥ &3 W 4=

g3 W A CLI o<t

selinux_policy g Z2A 25 153= 43 4 /ete/selinux/config<]
9=t 2ol RS SELINUXTYPE

selinux_state SELinux = =& dstsh o} /etc/selinux/config ¢

setenforce 2 SELINUX.

selinux_booleans SELinux 52 g4 3} 2 v &4 g} setsebool

selinux_fcontexts SELinux o} A 2~E v d F7} semanage fcontext
T=AA.

selinux_restore_dirs T Al 28 E g o SELinux g ©] restorecon -R
£ B4y

selinux_ports FEo] SELinux glo| &S A4 semanage £ &
Yt

selinux_logins & A& A= SELinux AF&-A) of 3 semanage =191
o=z dAgdYh

selinux_modules SELinux 2 E5& A x|, &A 3}, 0 & semodule

g5t e A AT

rhel -system-roles 3| 7] A o)l A A ] 3} /usr/share/doc/rhel-system-roles/selinux/example-selinux-
playbook.yml ¢ 7] S o] 52 A R =2 o3 A2 S G ste H S RoAFU T B3 o] S ol &
<ol 24 A A 74 A2 48510 /tmp/test_dir/ H g E 2] o] 9 A AES BA g

SELinux & & W 4= tf 3k =} A &+ 3% = rhel-system-roles =) 7] ] & 4 %] 5} 32 /usr/share/doc/rhel-
system-roles/selinux/ t] & & 2] 9] 9= README.md === README.html 3} & & 3 %514 A &
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9% N 29 J &2 AL

o

3la] SELINUX 74

F7tEas

® RHEL A]2=H] 33+ A7) .

9.2. SELINUX 2] 28] &) 3-8 A}g-a}e] o 2] A] 28] o] 4] SELINUX 47 2 &

Al of whe} &1 E SELinux A & 2 Ansible & o] &8 4| 3taL A 8-yt

A 27 AvR

bol 38 A1 22819l Sk o) o] ) o) T & oA 2 % ALg

ol

® SElLinux Al2~8 a3t
H 3k

A+

o

® Red Hat Ansible Core7} 71} A] 28l -& A4 8l = A| 28 Q1 A of == N2 A ALG A3l
Aol wEo A Thee S gy

o ansible-core 2! rhel-system-roles || 7] *] 7} A4 %] H 1] t}.

RHEL 8.0-8.5+= Ansible 7] ¥t 253} = 93] Ansible Engine 2.97} 2§t ¥ = ©] Ansible
] Z X Eg ol U g+ AA =5 A3 5 Yt} Ansible Engineol = ansible , ansi ble

playbook, docker 2 podman I e A Ei o THIN YW RE JJr ZeHEE FE
]ﬂ 7} 22355 o] 2l 5 Yt} Ansible Engine-& 1 8151 A X sh= ¥R o] d] g A

£ Red Hat Ansible Engine x| 2J o] 25 t} 2 =35l31 A X 3= WY A4S ZZR3HHA
[e]

RHEL 8.6 4 9.00 A4l = Ansible & = 22|, & 9 &% 2] 7] Al ¥ Ansible &2

221 Al E 7} E3H Ansible Core( ansible-core 3l 71X 2 #| 3) & = 354 o RHELS

AppStream 2] LA E g & &3l o] 7| A] & Al ¥t A gtE A F & APy =

A 382 RHEL 9 2 RHEL 8.6 o] 4 AppStream 2] 4] E 2] x| 2] u| o] 2o 3}t

Ansible Core 9| 7] ] of] t] gt X 4 F 9 & #2342

# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml my-selinux-
playbook.yml
# vi my-selinux-playbook.ym|

2. Ay Lo 5HA &4 ] ol W &S HMATUT o & 0] b= F&2 A 24 <] selinux-local-

1.pp SELinux @ &< A 5% $4sat=2 Fdh,

selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }

3. WA RS AT 9 aE B /S FRFY

53


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/getting-started-with-rhel-system-roles_administration-and-configuration-tasks-using-system-roles-in-rhel#intro-to-rhel-system-roles_getting-started-with-rhel-system-roles
https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

Red Hat Enterprise Linux 8 RHELo| A A] 2=l &} &8 A3 ] D 74 2]

4. host 1, host2 & host 3 A| Z~E] o] A] Z ¢ o] B-& 23] sh] T},

I # ansible-playbook -i host1,host2,host3 my-selinux-playbook.yml|

F7teas

o A 3k U &2 rhel-system-roles 3| 7] x| & A %] 5} 12 /ust/share/doc/rhel-system-
roles/selinux/ 2 /usr/ share/ansible/roles/rhel-system-roles.selinux/ t] & & 2] & 3% 5}4] A]
(@]

.

54



104, 27 A 2% o & AL

=

A& st RHEL £ 2E S 27 AW E 74 351o] o 2] F2Fo| A E A

S} o] AFo] Al "lo A B A" ASe AL Zgfo/HojA B AL Aoyt Sy o) &
2 st ol el Felo] HEUTh Yol B Abge] & 1 om YAML g4 02 A gy F4
o] Bof tf) &k ZHA] &+ U] &S Ansible A B A of| A] Z o] 2 %

Zdl ol Foll wet st = Al (S odwEe] Yo FolE o] AdFUTH AWM ES B4 2 AL
of ) g+ Z}A §F U] 82 Ansible A Aol A il E2] & M =6f= WH S 234 Al L.
EPEFALAY AP LR 2AE YA YT EAL EH S ATHUH
AE S0 EH AR OF S FAS F AU

o =7 vl

e systemd/journal

o 1 AE T HE ZH A =H
g 2P A2 e e 22 28] S F AFUS

e \var/log ¥ Eg o] 24 9ol A FH 21

® FElasticsearch® A $H 21

o muErE 2y Asygor Addych
EPANEH TS AFESHHE 48 B S AlvE oo BA A F AFUTE A E 5o A 9] ¢
H5 22 o AFste BA EFAS AL F IAT Lo & dgd 2 e 2P A LHOR
Ags s 27 20 9de) Ak

10.2. A 28] o} &k v A W5 27

27 Al &=d A8 Zg o] H o A = logging _inputs v /i W el 9 28 A 9] 3L, logging_ outputs vl 7H
w9l &9, logging_ flows w7l W=9] 91 9 &9 7FAAE F o gt _EJO‘ Al 226l ke o] 2 gk
HEE F7 g AR AYste] 24 Al2dS FAEYLE dastE G435 s

=77
n A 27 Al 27 G oA ALE 7k L g 24 A =82 Rsyslog ¢ U T}

e logging_inputs: 27 &34 9] 8 &=

o name: Y F 9] 373 o] F YUt logging_flows: 913 5= W A A 74 9t o] 59

Rl Abg U T

o type: Y8 249 YU F32 roles/rsyslog/{tasks,vars}/inputs/ 2] t] & E ] o] &
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m 7] % 13k systemd A2 = unix 2719 JHS FAEE LH.
e kernel_message: true= 43 H 7 ¢ imklog & 2 =3 7] 2312 false U ot
e use_imuxsock: imjournal tf 21 imuxsock & A}-8 &t} 7] E L& false Ut}

o ratelimit_burst: ratelimit_interval U o) A W} 2.8 5= 9l &= Hof) W) A #] .

AT

use_imuxsock ©] false¢l 7% 7] #z-& 20000 ) Y t}. use_imuxsock ©] true<l
739 71 8382200 4 Yok

e ratelimit_interval: ratelimit_burst= 3 7}35l+= 704 94Ut} use_imuxsock ©] false
¢l 7ﬂ-r ARCIFA =R GOOiO‘HD} use_imuxsock o] true?l 3¢ 71 E3k2 0994t O

= SE A AA AeS HEFE Y

e persist_state_interval: 114 Jel= =
U t}. use_imuxsock ©] false<l 73 9-9j

£ g AA e FAHY T /1 EGo® 10
9 5 g o,

m 92 oM JF S FAsE 9.
B remote: Y EYIE ESUE 2 A 2EH o & 1A 9.
o state: 74 7t o] el YU t) present == absent 3 Ut} 7] A o & ER
® logging_outputs: 27 &£F4 9] &8 =Y}
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e logging_flows: logging _inputs$} logging_ outputs 7o) A4 S A & 3l= 38 Z=QU )
logging_flows ™ <=l = th+ 7] 7} )l U o

o name: E529| 1f3 o] &
o 43:logging_inputs °] & 7+ &=

o Z9:logging_outputs ©] & 7 ==t}

F7teas

e /usr/share/ansible/ roles/rhel-system-roles.logging/README.html<¢] rhel -system-roless|
71 A 2 AR A

103. 24 27 A| 28 I3 2§

= =

S o whal W] Al 28 | Ed A 27 £249 A5 Ansible S # o] BS 2] 1

He e 9 Hg g
th Al 2Ee 202 247 72U
AR 27 v

o 24 AxR B S E A AR s o] #2F mmo old A R AdYY T

e Red Hat Ansible Core7} 71 €} A] 281 & 1A &} A| 2E] 0] o] == ol ] 2 1 A& A3},
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o ansible-core 2! rhel-system-roles || 7] #] 7} A4 %] 1] t}.

T8

RHEL 8.0-8.5+= Ansible 7] ¥t 253} = 93] Ansible Engine 2.97} 3t ¥ = ©] Ansible
Y EAET o 3t 0"11] 2~ E A ¥ 3 <5t} Ansible Engineol] & ansible , ansible -
playbook, docker % podman A2 AYH, o FH 20 YL B E JJr 22 HEE K
2] 7} £ 3= o 5 Yt Ansible EngineS & 1. 3141 A X 3F= W of] o §F 2} A g W] §
£ Red Hat Ansible Engine | 2] W o] A~ & T} 22 =310 A 2| 5l= W A E FZ34HA
(@]

.

RHEL 8.6 2 9.09 A += Ansible H 3 = e g ¥, B8 2 A2 o 7| & A F Ansible Z &
221 Al E 7} £33 Ansible Core( ansible-core o] 7] X = xa]%’)% =935y RHELS
AppStream 2] LA E & & F3l o] M7 A& Azt A gtd XA A E AFFt A
Al g 8- RHEL 9 @ RHEL 8.6 ] A4 AppStream 2] £ A E 2] A 4] #] o] o] Z3HH
Ansible Core #] 7] A o] th e X ¥ W9 & A 25 A A &
o HE ==& ydste dED 9
=77
ol £ A] A] 28] o Fo] rsyslogE A X st 2 rsyslog 7 7| X & X & B2t glsyh
Azt
L Zad9dS Hoste Sl HS AT U
a. Al YAML #td & A stal gl 2B AR 7| oA Utk & 9 v ZsUt

I # vi logging-playbook.ym|

b. & &S AAd T

- name: Deploying basics input and implicit files output
hosts: all
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. 54 AME AN Seo] B AT

# ansible-playbook -i inventory-file /path/to/file/logging-playbook.yml
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the3 2&yTh

® inventory-file & ¥ E 2] v} JYh

I
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0

e Jogging-playbook.yml & 1} &-3}= Zd o

oY
ol

1. /etc/rsyslog.conf 2} o] 7 & HIZEQ .
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config

/etc/rsyslog.conf
rsyslogd: End of config validation run. Bye.

2. Al&dlo] 2o wMAIAIE dFet=A Feldy

a. HHEE vAIX & A5

I # logger test

)
L
v
2
il
il
)
v
alle
i)
i
)4
L
v

b. /var/log/messages =15 &2l

# cat /var/log/messages
Aug 5 13:48:31 hostname root[6778]: test

ttlo
2
i)
e

o] 714 ‘hostname' & Z2}o|AE A2 o] S 2E o] 5 YUTh Raoll= 27 81
AH-gAF] AFE-AL o] F o] 7 U TH(e] 7 ¢ root ).

104. 24 24 A" S ToA 21 Y

jm

rsyslog &4 7]vt 2

AR 27 AV
st2 LA = Al 2~E el st o)At #Ha]E o ek WA 2~ 9l P U o)

o 2R AsY TR

® Red Hat Ansible Core7} 71 E} Al 2”1 & 24 SF= Al 2®IQI AJof == M| 2 gl A8 H 3t

Ale] mEdAM t5& FH I

o Red Hat Ansible Core A X

=37
Al 2=E] 3o w3 A] rsyslog & A x| 51 7] W Zof rsyslog 3 7] X & A X & I 8 7} 9l
Ytk
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- name: Deploying files input and configured files output
hosts: all
roles:
- linux-system-roles.logging
vars:
logging_inputs:
- name: files_input
type: basics
logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "lcontains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_outputO, files_outputi]

TS AR 2 F FAd o] £3HE . E WA %] 7} /var/log/errors.log l 7] = % 31 7| E}
£ WA A = /var/log/others.log ] 71 =¥ Yt}

I # ansible-playbook --syntax-check playbook.yml
AW EL gdoA S ol ES Ay

# ansible-playbook -i inventory_file /path/to/file/playbook.yml

. letc/rsyslog.conf 3} o] 1+ &

o

HZEgy

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

A zRolN 0 BAGe] 3 W AAE 26 AFetEA B3

RS

o

Relch

a. HEE WAA S dFdYHh
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I # logger error

b. /var/log/errors.log =15 APt o = 51 o} S 25y

# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error

o] 7] hostname & Z2}°|AE A 2H 9] T 2E o] FYUTh 2o 27
ARG AFS] AR o] & Ol 3 Yol 49 root).

ol
o
o
iR
)
2

F7tEas

e /usr/share/ansible/ roles/rhel-system-roles.logging/README.html<¢] rhel -system-roless|
1A 2 AAE =4

10.5. 27 A2 o B2 Al gste] A 27 £7HA 48
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o} @) o) ot} Red Hat Ansible Core Z#| o] &£ &1 9 2
Z g o] Bl A sl o] el ZElo] ol E & systemd-journal ¢ .
411 = remote _rsyslog 2 remote_ files ol 4 92 &€& fr/,ﬂ 33l YA T ARE o|E0 F o]Eo] XA
A OdeEe 24 gdo 225 EE Y h

A 27 Abg

o T A|AH AT LASIEE A AHQ shup o)At ZaF o U sk A A~ 2 Pskey ok
® RedHat Ansible Core7} 71 e} A] 28l S A 1= Al 2ElQl Aof == A2 9 AFE A3t

Aol mEoq Theg fa g

=37
Al 22"l g w3 A] rsyslog & A X]517] w9l rsyslog @ 71 A & A& a7t §la
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a. Al YAML 9l & A stal el 2 E A A 7]
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L
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I # vi logging-playbook.ym|

b. Th o The g2 AF I g o,

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
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logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- name: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: forward_outputO
type: forwards
severity: info
target: _host1.example.com_
udp_port: 601
- name: forward_outputi
type: forwards
facility: malil
target: _host1.example.com_
tcp_port: 601
logging_flows:
- name: flows0
inputs: [basic_input]
outputs: [forward_output0, forward_output1]

[basic_input]
[forward_output0, forward_outputi]

o] 714 host1l.example.com & = 7) A ¢} Ut}

L7 Al s Zelol o] mivl s A D 5 3

o))

Y.

61



NE,
-
oX
N
2

Red Hat Enterprise Linux 8 RHEL | A] A] 28l & &+ A}8-3F ¥

<)

al

9/]

N

EF A M H B Feo|AE A 28 9 SELinux 4 F o] 4 2] =
o 1‘%} gt Wl oA @Yt 7] £ SELinux J Aol & X E
514, 6514, 10514, 205147} =3t Ut} o2 Y EE A1 esldd 2
EH *ﬂﬂ A 2= A SELinux B &< 4 3y E}- A 228 o &8

s 7L ol A QEA FHyTh

|

f
[ oE

2k

O1

oft O
r°1' rj', 2

2. At EgoldEE Ydste I ED Y-S AE Y
a. Al A& AAESAL HAE AT Ut o & =1 v ZEU T
I # vi inventory.ini
b. M Ez gLl b5 HE&S Ad U
[servers]
server ansible_host=host1.example.com

[clients]
client ansible_host=host2.example.com

et AU h
e hostl.example.com & 27 A4t}
® host2.example.com & 2 7] Z&fo]AE] Yt}
3. M EFA EH ol &S Ag YTt
I # ansible-playbook -i /path/to/file/inventory.ini /path/to/file/_logging-playbook.yml
et AU h
e inventory.ini = 21l E ] 1} Utk

® Jogging-playbook.yml & A A 3t 9| o] 5 Y t}.

o
ol\

1. Z8oldE W AMu A28 REo) A Jete/rsyslog.conf 31 o] 78S g AE gt}

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2. STl E A &E o] Ao MIAA & AFet=A AT
a. ZEtolAE A LA HAE HAIA & AEF Ut
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I # logger test

b. A Al 2# o A /var/log/messages £ 12 2213 Uth o 2 59 the- 3} 25U o)

Aug 5 13:48:31 host2.example.com root[6778]: test

714 host2.example.com -2 OlAE A2l o] S AE o] FYYTH 2o 2A B

I # cat /var/log/messages
o
%%%éi}QﬂANQﬂlEﬂiﬂ%Hﬂ@%m%WU

F7tEas

® RHEL A28 o} & A 2}3}7]

e /usr/share/ansible/ roles/rhel-system-roles.logging/README.html<¢] rhel -system-roless|
71 A 2 AR A

e RHEL A]2&l o3 KB &4

10.6. TLSO 4] 27 A 228 o & AL

TLS(Transport Layer Security)= # 8 W EH A& §3l] ¢t SAlst== A E a8t
Ptk

[k

EEE

&3 7\}1_ 27 RHEL Al =¥ o g8 A}18-3}o] Red Hat Ansible Automation Platform& A}-&3lo] = 19]

10.6.1. TLSE ZZo|dE &7 +A4

27 A 2Y 4TS ALg ] 2
Welo] TLSE 94 24 A 25

Al 2~dl o] 2 1¢]13}4L Ansible Z#] o] &8 24

o] & 2}o A= Ansible o1 ¥l 2] 9] clients 220 Y= RE T 2AE0A TLSE ZAFYULLTLS T2 EF
SUHEYAE T3l 229 HAd HAEFS 98] vIAA IS dEsg ot
AP 8 A

o TLSE AT Y oA ZHolE5S AT F = ddo] AU

o #y =t Ao = Wl Ee o] I gyt

A3}

& W&o 2 playbook.yml st A8 F1 ot

hosts: clients

roles:

- rhel-system-roles.logging
vars:

=t
- name: Deploying files input and forwards output with certs
logging_pki_files:
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- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem

logging_inputs:

- name: input_name
type: files
input_log_path: /var/log/containers/*.log

logging_outputs:

- name: output_name
type: forwards
target: your target host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’

logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

Zao)Be g ) WaE ALe T

logging_pki_files
o] Wi/ W2 A& 8A TLSS 4 & 4= 21 2w ca_cert_srccert_src, private_key_src vj
MHTE das) o gy Th

ca_cert
CAQZEA ¢ A2E e d Yt 71 2 4 & = Jetc/pki/tls/certs/ca.pem o] 1] 3} o] .2 A}
S27 AA- Y o

cert

elE A o] A 2 E YeEE Y th.Represents the pathto cert. 71 2 A2+
letc/pki/tis/certs/server-cert.pem o], 3} o] & AFE-2}7F A A g o).

private_key
Ml 719 A= E Jeby Ut 71 ¥ 7 2+ /etc/pki/tls/private/server-key.pem o] 1} o]
AR A A Gy o

ca_cert_src
g S2Ed HAlH s 24 CAISA 3+ A2 5 JebW YT ca_cert £ A 54 &3
717k $1A] el ZARE Y o

cert_src
g S 2B HAE = 24 A5A 9td A2 E YeEbyYth cert 7 A E 481D 91 A
of Ay

private_key_src
g Z2E6 BAEE 24 7] 919 422 vebd Y o private_key S 2] 4 5hH 9] X o] &
AFE Y o

2
=
o
N
=
ofy
et
4
s
f
i
v
f
2
&
K
il

I # ansible-playbook --syntax-check playbook.yml
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3. AWEE oA Z ol 5S AT

I # ansible-playbook -i inventory_file playbook.yml

10.6.2. TLSZ M 27 4

Logging System Role& AF-&-3le] RHEL A] ="l of o F 2 1218 £/ & 5= 1 &1 Ansible Zd| o] &S 4
3le] TLSE 94 274 A 2"o 222 528 2= 95Ut

o] xafof| A= Ansible QI E ] & AW 170l = BE S2EA TLSE +A8 ¢ h

rlr
l

A 27 Abg

o TLSE AT &

< W& 2° =2 playbook.yml 5} & A A gt}

. o}
- name: Deploying remote input and remote_files output with certs
hosts: server
roles:
- rhel-system-roles.logging

vars:
logging_pki_files:

- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem

logging_inputs:

- name: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com|]

logging_outputs:

- name: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-

replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

ol %o g v/ M5 E A YT

logging_pki_files
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1 TLSE +4 8 4 9127 ca_cert_srccert_src, private_key_src v
.

OI'

o] wj 7§ ¥
MeFE A

ca_cert
CAClZ=A o] A2 = VJepH Yt 7| 2 7 2 &= /etc/pki/tis/certs/ca.pem o] 1 7Y o] &2 A}
|27 A4 o

cert

o1y o] 4 2 = 1}ebE Y th.Represents the path to cert. 7] & 7
/etc/pki/tls/certs/server-cert.pem o], 3} o] 52 A8 7} A

A8
o

= A
=
]

n:°1'

2=
Ay
private_key
7Nl 719 A 25 e Ut 71 2 7 2 = /ete/pki/tls/private/server-key.pem o] 31} o]
T2 AR A AR Y o
ca_cert_src
g E2E Balsls 22 CAQISA 91U 425 Jebd Yt ca_cert & X4 519 &l 3
717F 1A ol JARE Y o

cert_src
WY S22 BAHE 22 A5A4 %Y A2 E dehiUth cert 7t AF 8 4 S 8D 91
o B Abg U T

private_key_src
g E2Ed BAEE 24 7] 919 422 vebd Y o). private_key S A4 5HH 9] X o] &

AFE Y o}

tls
ol MG E AL SH Y EYIAE B 222 AAGA A4 4 AdS5Yth ot g E
Q51 Z= A9 tls: true E A AT S YL}

I # ansible-playbook --syntax-check playbook.yml
3. WlED BHA A oS AT

I # ansible-playbook -i inventory_file playbook.yml

10.7. RELPO| A & 7] A 2¥] & & A&

RELP(Reliable Event Logging Protocol)=TCP U E9| 25 £3} Hlo]E & mA] X <
ZZEZQUTE oW E HA|x] 2] ot Aol AL B A WA R &AL 585K F= %7;;1
g 5 Az

l'ﬂi
o

RELP @Azt = = 58

=g o
71 Y&l RELP= & =5

]

oﬂl

IR
A

N, ofh

B2 A

17 8

RELP Client2} RELP A1 7ol 94 27 Al 28 S 788 4 94U th RELP Client=s 212 924 27
ARl o2 HE3taL RELP AW = 94 27 Al 2"lo A Bl RE 238 FAIg Y oh

Bl 2 AW 4 TL AEstel 21 GBS AFHOR A5 FAFES 27 A 20 7
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8o 21918} Ansible Z 7| o] 25 A1)

o] Az}l = Ansible 21dl E¢] €] clients 259 = FE 5

>

Eo|A RELPE #+4 g} RELP 4

of| A= TLS(Transport Layer Security) & A1-8-3to] I EQ A E 53] 225 A sHA A 5317] S8l Al
2 A%L b a3
AHA 8T AR
o RELPE 74T #23 =i S o5& AT 5 = Adto] AHYTh

o BYY wmEE Ao o] e BYo] YI g,

e ansible 2 rhel-system-roles = 7] x| &= A o] :==0f] A x] gt}

A3}
1. o2 &2 2 playbook.yml 5} & A A gt}

- name: Deploying basic input and relp output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: _logging.server.com_
port: 20514
tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/client-cert.pem_
private_key: _/etc/pki/tls/private/client-key.pem_
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: _example_flow_
inputs: [basic_input]
outputs: [relp_client]

Playbook& th& 44 & A& Y th

e target: ol= 94 2 A &Flo] A T SX2E o FS A A s Iy v Mgy

o YE: A Y A&Fo] FA 7] Tl XE HE YU T

o tissEYAE B3] 229 HHST AL S HAFYTE Bt ﬂME AbE-shA] g o e | tls
HrE false 2 A4S F AdFUTh 7124 22 tls v/l = RELPE 24 staL

key/certificates ¥ triplets {ca_certprivate_key} 2! /&= {ca_cert _src ,cert_src
Jprivate_key_src}7| Z e gt}
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o {ca_cert_srccert_srcprivate_key_ src} tripleto] A3 H A3 7] & 9%
letc/pki/tis/certs 2! /etc/pki/tls/private ©] xﬂ o] = oA TS ALE o Ha =

o) oo AgHYT o] A% e ol e 2Bl A o5 AT

%]

o {ca_certcertprivate_key} tripleto] A4 H A 27 74 Aoj] g do] 7] E
ojof Fth.

o EEgle] BT AT & Alo] mEo|A H] mEe] 54 AR ASPUTh

® ca_ cert CAJISA Y HA=2E Yepy Yt 71E 7 2+ /etc/pkiltls/certs/ca.pem o] s}
o] F& AR A A A T T

o cert: 21 Z A 9] 7 22 JERY U thRepresents the path to cert. 712 A 2 &=
letc/pkiltls/certs/server-cert.pem ©| ¥, 3} o] Z-& A}-&-2} 7} A o).

e private_key: 7l ¢l 71¢] A 2 & YebH Ut} 7] 2 Z 2= /etc/pkiltls/private/server-key.pem
ol ¥ o] F& ALg- A7} A Tt

e ca_cert_ src: U] 3 AE0 EAlEE 24 CAAZA 91U A2 S Ve Uth ca_certE |
Aat|A el 7] 7F 9 x o) B-A g U}

o cert_src: i 3 2Eo BAlE = 27 54 A A2E YeEbYUth cert7F AAH EH A%
g 9 x| o] B-ALE Y )

e private_key_src: )} s 2~Eo)] BAlE = 24 7] 9 F 2 E YeEPY Yt private_keyE A
Ao 9 R o AR YT

e pki_authmode: 15 Z=5 o] & A& 0= 3 &Y
il

e permitted_servers: =7 oA EVITLSE &3l 21&
Aok
H .

o A=Y YHAA B

o 2827 %Y A 229

# ansible-playbook --syntax-check playbook.yml

3. Fdel 5 Ag gy

# ansible-playbook -i inventory_file playbook.yml

10.7.2. RELP & A}&3ld A 27 F+A4
2 AL 4TS ato] RHEL Al 2=Hl o] A2 27 &

AL Ansible Z#| o] B2 23] 5]
RELPZ 974 27 A 28X 218 F£A18 = S5t

—Ll
O.l.;
ol
_|_4

o] AA}ol| A = Ansible Il E2] o] AW Z1F9 A& BE S 2EA RELPE #4434 th RELP 74 &
HEAAE T8l 229 Bt dFS 91l TLSE AH&-31 Hﬂ 1 A AES HEsIY o

A 27 Ab

o RELPE 74T #2ld wroi Sdjo] 8 48T & it Adto] Auth
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= =

o BYY st Aol sl iz o] YIH Yk

e ansible ¥ rhel-system-roles 3| 7] #] = #| o] :==of A X g Yt}
A3
1. The W&o = playbook.yml 5} - A3 A 3 T,

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: relp_server
type: relp
port: 20514
tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/server-cert.pem_
private_key: _/etc/pki/tls/private/server-key.pem_
pki_authmode: name
permitted_clients:
- ' *example.client.com_'
logging_outputs:
- name: _remote_files_output_
type: _remote_files_
logging_flows:
- name: _example_flow_
inputs: _relp_server_
outputs: _remote_files_output_

Playbook- th& 474 & AF&-3HY oh
o YE: A Y A&glo] FA 7] Fd XE HE YT

o tls: U ELIAE B3| 219 otd3 A4S BAS YT Heot Eﬁ-ﬁ Z A8 3R doEA tls
WL false 2 A S F AdFUTh 7124 02 tis vi7fWl+= RELPE 24 staL
key/certificates ¥ triplets {ca_certprivate_key} 2 /== {ca_cert _src ,cert_src

Jprivate_key_src}7| Z o gt}

1‘_>.i

o J{ca_cert_src.cert_srcprivate_key_src} tripleto] 43 ¥ 7-$ 7] & 9]
letc/pki/tls/certs 2 /etc/pki/tis/private o] #| o] ‘== oA 21U S A%
S o AMEHUTE o] A9 AU o] 52 EES Y dYff o] 5 T

o jca_certcertprivate_key} tripleto] 24 H Z$- 27 A4 Aol gdo] 7] &
ofof gt

o EFZFH BT AAHA U2 Ao mEoA A wuo 5P A2 AEHYTh

o
S~
>
oo
b
N
N
i
o
%
T
Iy}

o cert 215 A9 A =2 E JEFY Y thRepresents the path to cert. 7| 2 A 2=
letc/pki/tis/certs/server-cert.pem o], 3} o] & AFE-2}7F A A g o).
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e private_key: 712l 7] 2 & YEFA UL 7] 7 = /etc/pkiltls/private/server-key.pem
ol ¥ o] Z& ALg- A7} A Pt

e ca_cert_src: |} S2E] HAE = 22 CAJISA 9Y A 2 E HeEbd Ut ca_certE A
5k e 717} 91K o] BALE U T

e cert_src: ]’ S 2E BAE = 24 A5 Id A2 E e U cert7 XA H A ¢
g 9 x| of] BAFE Y}

e private_key_src: )} 3 2~Eo)] BAlE = 24 7] 9 H 2 E YeEPY Yt private_keyE A
A 9 x| o EARE YT

e pki_authmode: 15 Z=5 o]fF =& A& S = & FUth

e permitted_clients: 27 A7} TLSE Eaf A 43l 225 Bl £ U= ZH0|U0E BE
AUt

o 27 dYH A HEYYh

o =27 =Y A HEYYTh

I # ansible-playbook --syntax-check playbook.yml
3. Yol ES Al dh

I # ansible-playbook -i inventory_file playbook.yml

10.8. 7} g4
® RHEL M| o} & A 2}3}7]

e /usr/share/ansible/ roles/rhel-system-roles.logging/README.html<¢] rhel -system-roles =
1A 2 A X d AEA.

® RHEL A]2¥] &3

e ansible-playbook(1) =22 5 o] #].
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117 SSH A] 28] o 3-8 A}8-31e] B ok B4 A
2] A= SSHD AJ =5 & &5 AR8-8hef SSH A1 9f SSH A =8 o o5 -/d 51 o] Red Hat Ansible
Automation Platform< AF-&- o}oq 2= RHEL A| 28] o] A SSH Zalo|d E2 A g A 748 4 945y
o
11.1. SSH SERVER A 28] o] 8t 1 5=

SSH Server A 28] &8 Z g o] BoA &= 7]
o sk = dH Ut

rh
P,
2
b=}
2
rd'
>
00"

Foll wpe} SSH 74 ot o] v 7)) W4E A

i)
r
o

W 4

ol

i
-+

FA ef o Al =g o e RHEL 7123k < %] sh= sshd_config vt & 47 o]

o] %
o},

WE 7 9o Ego] sshd 740]4 yes ¥ no = Lul=A AL AU T B2 AL 8sle] ol & 74
Juo Fold 5 odgUrh % 59 0e3 gt

sshd_ListenAddress:
-0.0.0.0

ezt o] Al o

ListenAddress 0.0.0.0
ListenAddress ::

SSH A 1] A 2] & 3ol Tl & W5
sshd_enable

False = d74 sl o &o] &3] vigdstg Yt 71232 True Ut
sshd_skip_defaults

True = A sl Al &g J o] 7| Hglo] 25X k& th Al sshd dict === sshd _Key H 4=
S ARESte] AA 4 7123 A EE XA U 71 242 False Y 4t}

sshd_manage_service
False 2 474 3} Alu] 27} 2ol 52 o n2 g Al §48k7) ko A8 £E thA] 2 =57
or2=1])t}. Ansible service REo] & x| AIX sl @AFEHR ormz A ol = AIX U Hoj A
AP e = A5 A etal 7] 3k True Yt

sshd_allow_reload

False = A 34d 4 01 H T sshd 7} Al 2 =5A] HFUTh o] = &4 sl 2 =go] E 4
d&syUthWMA"E 1AL }Eﬂ?j sshd & +5 2 thA] E=Y T 7] E30-2 AIXE A ¢ 8oL

sshd _manage_ serwceQ} g3k kYUt o] 71 4] sshd_manage_service 7] £ 712 False o] %]t
sshd_allow_reload ©] 7]3%@3— rue 4ot

sshd_install_service
True = A 3tH &2 sshd A v 2of O g A v 2= 91L& A XY} o] 2 A 8}
8 gdo]l A ggUch F HA QA2H 2 E 454l sshd_service M 4= H7
True 2 A 3A] vy Al 2. 7] 2 71-S False ¢ U t}.
AL o5 HFolA 7t 7= Y & BES o2 ARE g
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sshd_service_template_service (default: templates/sshd.service.j2)
sshd_service_template_at_service (default: templates/sshd@.service.j2)
sshd_service_template_socket (default: templates/sshd.socket.j2)

sshd_service

o]l H4= F WA sshd v = A 2HAE A5 = o 8¢ sshd A ¥ 2 o] 58 HAF YT
sshd
To] LA dictyUth o & SW the 3} 2EU

sshd:
Compression: yes
ListenAddress:
-0.0.0.0

sshd_OptionName
dict th 41 sshd_ 3 F AL} &4
simple ¥ 4=+ sshd dict2] 7t

I sshd_Compression: no

sshd_match andsshd_match_1 tosshd_match_9

dicts &5 H= A A4 9] 75 dicte] =3y o] 213k W= sshd dicte]] F o] & = LA o=
5 A A Btk 23 74 sl BE a7 wbg gy o
SSH A u] A| =6l o ghof] th 3 B M

<
ol# HFE AbE-sto] AW H = 24 T F s Behe 71232 A <

e
o

Y.

PN
T3

sshd_packages
ol Mg AHgte] AAE #7179 7] B2g Yl S YHTh
sshd_config_owner, sshd_config_group, and sshd_config_mode
o] J o)A o] 2 g WFE AHE-Sto] A St openssh 4 9L o] &frd 9 A
SF4th
sshd_config_file
o] & &o] openssh A B o] A A=Yt
sshd_config_namespace

o] W] 71 ¥ e nulldUth 5, o Fo] A28 /| Bghe TPl 74 o AR FU=E G
F2 U FUTh i o] MEE AHgate] SEQ UHE S AUSA g A 2u o) B Se ol %
)=
o

r
filo
ik
oX
e
-+
32

of A= THE JT = o8 XA o] 9T TET F 3 F YTl sshd_skip_defaults 1 4-+=
Al = w o] 739 Al 2=H] 7] & 3ko] AHEE A kF YT

ol g kel o 90] AR E 7% A A v o] 2 0fof ] /1 4 sl 9] 74 2o
of) u) A Gtk Al ike] 2.0 o &S ol 2 Wl 2 galof s A5 7k of B2l ol Aol T8l ThE U] ¢ 23]

o] 28 Aela] o} gt
]

openssh 4 191 o] A3 A1 G A% 2 §HUT o 2 Bo] 74 oo A H A
T wA gARTRRe 74 40 48H YT

L

72



4. SSH A 229 9 &2 AHg-3to] Mt B4 74

NEHOR, Age 7|E 74 Y o] d UA) B AAglo] 4IRS e dX B2g e
A 9 @ 'Matchal' 880 2= 27 Wi Gtk o] & Sl thFd AT 5Fo4 FENA e

sshd_binary
openssh ¢] sshd 43 5} o] 2}

sshd_service
sshd A1) 9] o] YT 7| 24 0 2 o] Hyo & thd TP F A AE-35H= sshd A1) 29 o] &
o] 31_%1-% Yt} =3 o &l A sshd _install_service 152 AL&3t= 3¢ AH&AF A1 A sshd A v~

- =

_g]o] Mx%-GL/\I: 01_1/]1;}

sshd_verify_hostkeys
712352 auto Yyt auto = A st B 7 dhd el = BE SAE 7)) Ur‘ﬁﬂ =7 st
AeER2t BIHAUS EE AT R A LfAE gz 4D o) 5L R E DA
S L APEEe] S WA Aol AN 2SN e QLA delahs d f FE U ol el
SugAsleted o) IFE RN &5 [ o2 A8 g
sshd_hostkey owner, sshd_hostkey_group, sshd_hostkey _mode
ole] et W= Ahg-sho] sshd_verify_hostkeys oA & =E 7)ol oot &f- 2 dehs A FY ok

sshd_sysconfig
RHEL 7] 0k A] =¥l o] A o] M == sshd A H] 2o g 71 Al J B S AU true = A7 3}
W o] &2 TS A4 o wet /ete/sysconfig/sshd 74 o1 & e gty o) 7] 2312 falsed U o}
sshd_sysconfig_override_crypto_policy
RHELOI A true = A st o] M7 Al 28] AA dast A& A egunt 71 232 falsedy
t}.
sshd_sysconfig_use_strong_rng
RHEL 7%k Al &8 o A o] == sshd ol A QI+ A4 @ ulo] E -5 A}-§-3l] openssl 91 H 3
A7 vA A S F AFsUT 712020202, 0 7| 5& v & *é EP?“H th Al 2" o] =4 o] ¢
o s A7 R AT ol kS AR oA e

11.2. SSH A W] A 28] o &5 A8t OPENSSH A1 4

SSH A1} A| 28] o &2 ALG-8Fo] Ansible Z 2l o] 53 A& sto] o2 SSH MW E #4425tk

o

al

F(ol: Identity Management RHEL A] 2~ &)
Iyt HE S HojaA] G s st |
old W) Ex =59 tdE g (RHEL 9)

ol
rr
)
e
>
1>
TR
>’ moll
o

o3 sL)J,} SFA SSH A H
SSH A 18] o go| A Y|
g AkgeheA Sla A C.

SSH @ SSHD 74 & W7 3
Al
Py

I>
i)
b 2
et
o
>
o oo
m U
_{
N

AR 27 AR
o SSHD A2¥) 9@z 4 shel s A 28Ql sht o] o] Bl F o) gt oA 2 2 A g,

e Red Hat Ansible Core7} 71 E} A] 281 & LA 3l A 28 Q] 7o) == oA A 9 ALL @ 3),
Ao} wE ol A The-g 53 g o,

o ansible-core 2! rhel-system-roles || 7] x| 7} A4 %] H 1] t}.
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Red Hat Enterprise Linux 8 RHEL| A] A] =¥ & &8 A}-8-31 # <]

T8

RHEL 8.0-8.5= Ansible 7] vk 215 35 ¢13l Ansible Engine 2.97} £ 8H & &= 2] Ansible
g EZX E g o g A AN =2 A F 35U T Ansible Engineol] &= ansible , ansible -
playbook, docker %! podman I} 7Z+e AN Ei oe] Z a0 Y 2E JJr 7o gy E 8g

2 E] 7} L5 o} AUk Ansible Engine S 815131 A X 5l Wy o o} & AHA| @ W &
2 Red Hat Ansible Engine A2 W] o] 2 & t} -2 =310 A X sl= W A& P2 A
o

RHEL 8.6 % 9.0¢| X = Ansible g% = f+2 2 H, ¥ % 3 &7t 52| 7] Al & Ansible &
221 Al E 7} 34 Ansible Core( ansible-core 9l 71X 2 #| 3) & = &4 o RHELS
AppStream 2| 2] 2] & 5] o] 57171 2 A5 510} A6 A2 W1 A F o 4
A3 8-S RHEL 9 2 RHEL 8.6 o] 4 AppStream 2] £ x| E 2] #| 4] #]| o] o] £3+H
Ansible Core 3} 7] Z] o] t 3+ 2] ¥ H Y= Fx3H A &

AN

1. SSH A Al 228 o ol o 3k o 4] Z2 o] %2 B AMg T,

# cp /usr/share/doc/rhel-system-roles/sshd/example-root-login-playbook.yml path/custom-
playbook.yml

W e 24y

il

2. U2E U7 E ALESe] BAbE Euo) R g dyth o F

# vim path/custom-playbook.yml

- hosts: all
tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
include_role:
name: rhel-system-roles.sshd
vars:
sshd:
# root login and password login is enabled only from a particular subnet
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

Playbook2 th&& Fdst=% 74 ®H SSHAHE #e] =5 FA Y
&

® o3 "root AHE A} Zaclo] H|ZA s o] syt

® % groot AREA 2212 A HYl 192.0.2.0/240 A 7t &/d 3hg Yt}

27 Aol met s AT 5 AFY T A W82 SSH Server Al 28 o w5
= R A

74
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o

ol\

4. SSH A 22§ 9 &2 AHg 5] 1t §A

# ansible-playbook --syntax-check path/custom-playbook.yml
4. AW EF st oA g o]l 5S AT

# ansible-playbook -i inventory _file path/custom-playbook.yml

PLAY RECAP

hhkkkkhhkkkkkkhkkhhhkkkhhkhkhhhhkhkhkhhhhhhkhkhhhkhhhhhkkhkhdhhhkkxkx

localhost : ok=12 changed=2 unreachable=0 failed=0
skipped=10 rescued=0 ignored=0

1. SSH A wj o] &9l g o)
I $ ssh useri@10.1.1.1

o= S YT
o user! -2 SSH AW ] AFE-AF Y Y T}
»

® 10.1.1.1 & SSH A ¥ 2] IP FAYYth

2. SSH A1 w] o 4] sshd_config 3} < 2] W] &2 &<2l3t ).
$ vim /etc/ssh/sshd_config

# Ansible managed
HostKey /etc/ssh/ssh_host_rsa_key
HostKey /etc/ssh/ssh_host_ecdsa_key
HostKey /etc/ssh/ssh_host_ed25519 key
AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE LC_MONETARY
LC_MESSAGES
AcceptEnv LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT
AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE
AcceptEnv XMODIFIERS
AuthorizedKeysFile .ssh/authorized_keys
ChallengeResponseAuthentication no
GSSAPIAuthentication yes
GSSAPICleanupCredentials no
PasswordAuthentication no
PermitRootLogin no
PrintMotd no
Subsystem sftp /usr/libexec/openssh/sftp-server
SyslogFacility AUTHPRIV
UsePAM yes
X11Forwarding yes
Match Address 192.0.2.0/24

PasswordAuthentication yes

PermitRootLogin yes
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3. 192.0.2.0/24 A B Jl o]l A] root= A v|d] A AT 4+ I =X elgr}.

a. IPF42 3P

$ hostname -I
192.0.2.1

P 34271192.0.2.1 - 192.0.2.254 ¥ 9] W o] I &= A+ Ao A4S 5 d 5yt
b. root = Ao AZFt}:

I $ ssh root@10.1.1.1

F7teas
e /usr/share/doc/rhel-system-roles/sshd/README.md file.

e ansible-playbook(1) =22 5 o] #].

%Hiﬂ1L A28 9 g B ol Hol A = 718 8 8 A S Abaol whek ko] Q1= SSH 74 Bl
I

23 WFE P sk o Al Ad e RHEL 7] 233 9 x| sl 2 =4 ssh_config 7+ S 44

wE Ao 320] ssh 7o) 4] yes i no = LUl 2 AGYH UL BES AL of 2] = 74
G228 QT 5 YUtk o2 ST o} gy

- 22 localhost:2222

LocalForward:
- 403 localhost:4003

o

o3} 7ro] @At H ok

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

SSH Zefol & Al 28] o ol v g W

ssh_user
Al &=" o] ARSAPE A& TSt 7IE AR ol = B 7 syt AREAE A2 A
74 ¥ AF-8-712] ~/.sshiconfig o] Xi FHYT 7122 BE ARE ARl Hi et 2 2 S s sk

nulld Y ct.
ssh_skip_defaults

76



117, SSH A] 28 o &

p =4 =

filo

AFgtel met A 7

71E.zke auto YUt} auto & A A sl A28 g ske A~ AA) 4 vt Jetc/ssh/ssh_config
E 23 7)o Ao ® RHEL 7] 232 §A gt} ssh_drop_in_name ©1+E A o sle] =F<1 1A
v S A A sHH ssh_skip_defaults H 7} 2} o 2 1] & stg U}

ssh_drop_in_name

/etc/ssh/ssh_config.d/{ssh_drop_in_name}.conf &) Z 21 o] A =A s 4] u}d S Fx31E U AL
HAUch A 2"o] =20 tHEHEE AR G A9 7B 7k Y @)

1 7o

B g & A Y3 4§ 71 2302 00-ansible 9] U ).

2]
A N 2glo] EEY UAE P& AAstA g A5 o] AL A5 2

2= A S A st S o7t A
A g o
Al ke 212 NN-name 14t} o1 714 NN 2 74 st o] =M & A o= o AHS- 5= 7 28 =
A} o], namee Y o] TRl = = 2fAtel Bl AR o] 234 o] EUYTh
ssh

T g AT gkol g

ssh_OptionName

(it
Q
a
o
T
u)

h!

dict th4l ssh_ HFAF 2 FAH o] F o2 FAE g | E ARt 5 A4S 9T + dFsUnh
simple W <=+ ssh dict9] zH& A1 74 o] gty

ssh_additional_packages

o] &2 714 AukA ¢l A1 Al o & 8 5 openssh 2 openssh-clients 3 7] 2| & 215 0 2 A %]
FU . F7F A 712 & A Al of sh= B -F-(ell: =AE 7]k )15l openssh-keysign ) o] ¥ 5o #]
7(4 sl /\ 01 2= L] 1;}_

ssh_config_file
Aol HAEHE 7+ AL S AFete A=IUnh 7123k

o Azgo] EFQ UAE s} At A 7RG

AT 7o

/etc/ssh/ssh_config.d/{ssh_drop_in_name}.conf &) Z 31 2 o] ¥t}
o Alz=wlo] =F21 YHEE 7 gl oH 7] E7k-2 /etc/ssh/ssh_config ¢ o
e ssh_user <71 4 ol H A 7] 232 ~/.ssh/config ¥ Lot

ssh_config_owner, ssh_config_group, ssh_config_mode

A8 74 st e 2fA, 25 B REQU T 724 02 5t &fAE rootiroot o] M RE=
%M%qqﬁﬁumﬂﬂ@ﬂﬂﬁEE%0m0ﬂ1i%ﬂﬂla_sﬁuma%#ﬂﬂ@gﬂ%
AF o] F ol A 3HAY H Y ot

11.4.SSH Z 2| A E Al 28] &3 AFE-ste] OPENSSH E&tol A E -4

SSH Zglo]dE A A8 <&

= =
F 9%,

i

AH&-5] Ansible e o] & A8 3he] ole] SSH Fetel A ES T4
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s

3

SSH % SSHD 14 & W7 st o & A 2" o gH(of]: Identity Management RHEL A] =¥
A& F7 SSH Z oA E A28 GTE AME T = AFULE FA S 2R B =
shel @ SSH Zekol A E o shol A =89l ] Bl ) (RHEL 8¢] 7] 23S ALg-3h=A] 3
Iy

A 27 Av

78

o SSHZetoldlE A28 o 82 ALgste] LA slE & A 209l s} o] 4e] #e)F = o) o &

o A 2 Bl A7
Red Hat Ansible Core7} 7] €} A] 28] & LA 5l Al 2H Q) Fof == AA| A~ D AL A3
Aol e g AT

o ansible-core 2! rhel-system-roles || 7] %] 7} A4 %] H 1] t}.

T8

RHEL 8.0-8.5%& Ansible 7] ¥+ 21532 ¢4l Ansible Engine 2.97} 3 gH¥ ¥ &= o] Ansible
Y EAE G 3 AA == A &35 Y ) Ansible Engineol] & ansible , ansible -

2Bl 7} 2 95 o] 914Utk Ansible Engine-& S8k 31 4 %) 5= W o o @ 14l 8 ) &

[©)

.

RHEL 8.6 % 9.0°| X = Ansible g% & f+2 2 H, ¥ % 3 &7t 59| 7] Al & Ansible &
7191 Al E7}F 239 Ansible Core( ansible-core 3| 71 %] & Al 3) & =9 35Utk RHELLS
AppStream 2 £A] £ 2 Ed| o] H| 7| %] 2 A Zalr] A 3E A Y W=

A 3 &2 RHEL 9 2 RHEL 8.6 o] 4 AppStream 2] 4] E 2] x| 4] u| o] 2~of 3}t
Ansible Core Z] 7] A of] thal x| 2] H 9= 2254 A] Q.

H

e e 9.

ol
fr

el = Y

S W&o 2 X playbook.yml =+ S 4 gt}
name: rhel-system-roles.ssh
ssh:

o}
- hosts: all
tasks:
- name: "Configure ssh clients"
include_role:
vars:
ssh_user: root
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C

Host:
- Condition: example
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Hostname: example.com
User: usert
ssh_ForwardX11: no

l“ﬂ1%%@%%@%H%ﬂﬂ%ﬂizﬂﬁmMM%ﬂQ$H%ﬂﬂﬁEﬂ%§@
gy

fUl
o

O.L;

o gl=o] A3l Ut
e ControlMaster B E] Z @ 4 o] auto = A A = o] Y5 h
® example .com &= Eoj] dZ35]= of 4] 332 user! 9]t}

° d/Xl/ FAE H3 o] WA H o] example .com &~ E 9} user1 AF& Aol 5] <l o )3t A4
< YERE Y

o Xizgo] mEgsE o] gyt

I # ansible-playbook --syntax-check path/custom-playbook.yml
3. AWEE oA Ze ol 5S AT

I # ansible-playbook -i inventory _file path/custom-playbook.yml

o 2= WP AH SSH Y LS Fof #e] wmof SuE To] YA FAPU T AE E

W o 2y e
I # vi ~root/.ssh/config

Aol EAH oA Zelo] el f BalA o)A e H e ol T4 Aol thg U] &o] E ol
oF g o,

# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example

Hostname example.com

User user1
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® Red Hat Ansible Core7} 71 E} Al 281 & 1A 1= A| 2El Q] o] == A A 2 AL8 A3t

Ao ==X &5 TP T

o ansible-core 3 7] X 7} A x] 5] o] & T}

o g =2 ydslE auED 9.

o THE RHEL A28l o o] &t Za o] YU th AM S W &L 98 482 B4 A

.

Az}
1. sshd_config_namespace =7} 3l& 74 24 3lS Z g o] Eoj 713y
- hosts: all
tasks:
- name: <Configure SSHD to accept some useful environment variables>
include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR
AW E o] Zd o] &S 283t o To| gle 749 /ete/ssh/sshd_config 7} o o} =4 =S
F7ky o
# BEGIN sshd system role managed block: namespace <my-application>
Match all
AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>
a5

o g Apgk

i3

o] ¥ TS el
I # ansible-playbook --syntax-check playbook.yml -i inventory _file
F7tE A=

e /usr/share/doc/rhel-system-roles/sshd/README.md file.

e ansible-playbook(1) =22 5 o] #].
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127¢. VPN RHEL A =8 & &5 ALg-31o IPSECS AF8-3Fo] VPN

S A}8-3}1 Red Hat Ansible Automation Platform2- A}-8-3}o] RHEL A] 28] o] 4 VPN
UFEUTH T 2E 7L U E A 7H VPN 97 A2 A gl WAl 4 & A7 st d A

Adde 74L
& olsyrh
S2E A F A EE o mE 7]E vy M ARE-she] vpn_connections F-=of 9l= 7}
T2EA T VPNE 2SS A4 FUTh 22 UEE BE S2E 7o) 718 vjA] #A4 & =S 74
& AFUT o] T ZXE = T2EQ o] Fo] Ansible 1Ml E2] o] AMg-¥ & S AE L] o] F 3

=1 .
FdstH, olY g o] F & AHE St HE S A S F v 7P Y ok

=
VPN A 28] o &8 Abg-3ted Qi Ee] 5l #
dol e Mol 2E 7 AP S THT 5 AHY
A 8T A

o VPN AW & gg ALgshe] AT A 2w stk o] o] 7
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® Red Hat Ansible Core7} 71 E} Al 281 & 1A 1= A| 2El Q] o] == A A 2 A}8 A3t
Ao mEo M g FAFY

o ansible-core 2! rhel-system-roles || 7] X] 7} A4 %] H 1] t}.

T8

RHEL 8.0-8.5%& Ansible 7] ¥+ 21532 ¢4l Ansible Engine 2.97} 3 g% &= o] Ansible
g EZA EF ol of g A =& A FF 5 Y T} Ansible Enginedll = ansible , ansible -
playbook, docker 2 podman 3} 7+& 7 E, o8] Tz U nE3 e HH = FE
2 7} 2 g = o] F Ut Ansible EngineS 8H 1.3} 51 A X] 8= W o] o gk Z}A gk W &
2 Red Hat Ansible Engine | 2 H o] 2 & T} 2 =301 A X ol= W A& 23 A
]

RHEL 8.6 3! 9.0 4 = Ansible 8 8 & 2 2] E], ¥ & 3 27752 7] & A ¥ Ansible =
221 Al E 7} £33 Ansible Core( ansible-core 9l 71X 2 #| 3) & = 354 o RHELS
AppStream 2] A E 2] & 53l o] s} 71 A & Al 3 st A ghd A HAE AFFUT A
Al st W22 RHEL 9 2 RHEL 8.6 ©]/ AppStream 2] Z X & 2] #] 4] W] o] 2o Z 35
Ansible Core | 7] A of] th gl x| ] H 9] & =234 A] Q.

e e 9.

)

off
fr

g =5 4d

rJ

1. oS W&o = Al playbook.yml =+ S 2473 1t}

I - name: Host to host VPN
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hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- hosts:
managed_nodeT:
managed_nodeZ2:

o] Ze|ol H2 A AF AEE 25 A E 7)o A AP T 7] 1S5S AHE-SHo
managed_node1-to- managed_node2 1 2 & +4 gy t}.

2. A AV T ARG B2E BEo] Frhsle] AWl kel %o UdH A e el &
G Eare o AAs

vpn_connections:

- hosts:
managed_nodeT:
managed_nodeZ2:
external _node:

hostname: 192.0.2.2

a8 F 719 71 A4, = managed_node1-to-external_node = managed_node2-
to-external_node~} % g 1]}

AAE 9% wEs}obd el Y mEo MY P H U

1. 218 A3} vpn_connections W] ©] 571 Al A& AL8-3te] e E & =2 o2 VPN A4S A4
&% A5 THel: AEE Fa9l % Hlole) Fael).

- name: Multiple VPN
hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed_nodeT:
hostname: 192.0.2.0 # IP for the control plane
managed_nodeZ2:
hostname: 192.0.2.1
- name: data_plane_vpn
hosts:
managed_nodeT:
hostname: 10.0.0.1 # IP for the data plane
managed_nodeZ2:
hostname: 10.0.0.2

E o A

2. Al Abel: 3173 A A o] whEt S =g S = 5yt 244 3 ) 82 /usr/share/doc/rhel-
[e)

system-roles/vpn/README.md 3} & 33314 Al
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=

I # ansible-playbook --syntax-check /path/to/file/playbook.yml -i /path/to/file/inventory _file

4. AW EF std oA g o]l HS AT

I # ansible-playbook -i /path/to/file/inventory _file /path/to/file/playbook.yml

a5
L #E Y muoM dAol Ao E BEHA=A] FAd YT

I # ipsec status | grep connection.name

connection.name < ©] ==2] A7 o|F° 2 w3y t}(l: managed_nodei-to-

managed_node 2).
ZFa1
NeHoz ojgre 7t Al 2w Bl A A 2t Al ts) do] L |8
Ay}, 01] = o] managed_node13} managed_node 2 7} AL WA= AS
managed_node 19| 4] o] 9174 o] A o] managed_node 1-to-managed_node2o] x| 7t

" managed_node2 ¢] 7 ¢ 14 ¢] o] &> managed_node2-to-managed_node1 ¢ 1 t}.

L #e2]q 2o Aol Ao m A AHE A=A ey
I # ipsec trafficstatus | grep connection.name

2. AE A Ao Ag o REHA 4 A o B
Utk ol @A ahwl A A A ol # Sk

I # ipsec auto --add connection.name

251

A4S ZESIIL A ZSE B EAI RE QRFE Z20 B ET,
/mewmﬂwﬂﬁ‘ 1&g F syt olgst 21 L%%%ﬁ&ﬂﬂ%ﬂ
o Zo Al T+ EHo| ] R WAAE 7t 7] Y&l S5z A4S F71E

U,

12.2. VPN A 28] & 8+-8 218 3}o] IPSECS %3 OPPORTUNISTIC 1| A]
VPN 472 A4
VPN A] 28] 9 3hg Abg-sle AW Ee] stdo] UHE RE #8) =8 74 Alo] =0l A Ansible &

gol &S A st 152 fal QIS4 E AHE-3k= opportunistic M /\] VPN @4& 4% & st

o= A 2 21 F LS Z¢ o] Eoj 4] auth_method: cert v 7/} W2 A o] 5to] 4 F U th VPN A 28] & &
2 Jetc/ipsec.d T] & E 2] o] & 2] H IPsec Network Security Serwces(NSS) ol 3l folE g E &

ASAM7FEFTEA JATL 7P PG 72X 02 =& o] 2 1F5A] YUl Y O_E-_/‘P*‘l%‘%‘:} o] of o
1= managed_nodel ¢ Ut} 1ul 2] 2] cert_name &4 S Alg3lo] THE Q1 ZA] o] 28 A& 4

A HFY

83



Red Hat Enterprise Linux 8 RHELo| A A] 2=l &} &8 A3 ] D 74 2]

2 ol A A 2}o A= Ansible Z 8| o] & A3 st Al 2" el Ao} ==} A =5(192.0.2.0/24)9 5
FZYseEds = 398 (CIDR) HEE %%;}Uﬂ F2E192027YY ek wEpA Alo] =

CIDR192.0.2.0/244)] 3] A}5 0 2 A== Zafo|Hl A 2 o wE 1t}

Q)
od
=

Z#o] Fol SSHAZ £22 WA 817] $18] Ao m=ol U & H ek g Ho] A2 B2 LIHPL T,
CIDRe] 7| B3k} 1r& A4 B o] 2 o] Q&1 th o= o] Zao] %ol 7] = 2ol 752 214 ol

d
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E %1% =) A fetclipsec.d U] 2 Bl 2] o] NSS v o] Bl | o] Z20] &= 7] 0] Q150 F 2 8
E1FM7F T O] dFUth /| BH o2 = o] 52 AFA Y YO 2 AR HY T

N
—_
}_«

.|_,

® Red Hat Ansible Core7} 71 E} Al 281 & 1A 1= A| 2El Q] o] == ol A 2 A}8 A3t
Aol oA TS %8 gy o).

o ansible-core 2! rhel-system-roles || 7] #] 7} A %] 1] t}.

T8

RHEL 8.0-8.5= Ansible 7] vk 215 3} = ¢13l Ansible Engine 2.97} £ 8H & &= 2] Ansible
2 EZX Eg ol t gk %‘H] = AF 35U ) Ansible Engineol] = ansible , ansible -
playbook, docker %! podman I 7o AVE, o8 T2 W BE JJr Zre mal =
2] E] 7} 235 o] 95 Yt} Ansible EngineS- 81 3131 A X] 51= WH o] off gF z}A &k U] &
£ Red Hat Ansible Engine A] 2j o] 25 t} 2 =363 A X 3= WY EAE ZZR3A
o

RHEL 8.6 & 9.0 4= Ansible §H = -2 2]E], W 2 A9
191 AlE7} 22 3HH Ansible Core( ansible-core =l 7] x| & XJ]%’)% =%
AppStream 2] A E 2] & 3l o] S| 71X & Al 5 stw A gk A H

Al g &S RHEL 9 9 RHEL 8.6 o] 4 AppStream 2] £#] E 2] A 4] ] o
Ansible Core 7| 7] A o] ) 3 ] 4 H 9 & 234 AL

71 % A Z Ansible = 2]
P&yt RHELS
£ AT 2

o E3+H

= S A

T>

ke

g =5 ud
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ol
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lHl &2 whed.

rJ

. TS 8o 2 A playbook.yml 3} S A A g T}

- name: Mesh VPN
hosts: managed_node1, managed_node2, managed_node3
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default

- policy: private-or-clear
cidr: 198.51.100.0/24
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- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32

2. A x}ek 373 Ao wEl WSS AT 4 AU th A4 3 U 82 /usr/share/doc/rhel-
system-roles/vpn/README.md 3} & 32314 A &

3. 49 AL Bdlo] % FE L el gtk

# ansible-playbook --syntax-check playbook.yml
4. AW EE std oA o]l HS AT

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

123. F71 gl &2

® VPN AJZ=E] o ol A5 = v 7H 5= 5l o ehof] v /1 371 74 Kool o g ApA g Wl &2
/usr/share/doc/rhel-system-roles/vpn/README.md 3} & 3}z 3}4] A] Q.

e ansible-playbook ™ & o] tjj &+ z} 4] 3 ) &2 ansible-playbook(1) =& & 3] o] x| & Z % 3}4]
Al @

.
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137 A =8 Aol M AbE-AF g o] Fast g dA

A 2= A28 AA 53 A= RHEL /\] B o &5 183} Red Hat Ansible Automation Platform
L A} g3to] theksk Al o A ALE A} A oS s HANE A&t AR A DA 5 g5y
IR I E PAPS R L R RS

Gt A A 2g] A FHo|HoA = 7|2 A U A S ALE) wet S st A A T 9] ulj )
HEE Fg 5 AdFYth

335 A A2 o gol s A A5
crypto_policies_policy

A2gl o o] Hel it s A g s NS AP bR G Ao T AA
F G A28 A HBH YL BEFYA L

crypto_policies_reload
yes 2 A8t &S e A =(FA ipsecbind B! sshd 4B )7} crypto 4 2 & 4 &3 5 o
Al ZEHUSH 71 252 yes ¢
crypto_policies_reboot_ok

yes 2 A stal A 2~H] o] &o] crypto H A &
crypto_policies_reboot_required = yes = 44 gt} 7]

A5 3} Q2 A28 o ol o) DY A A
crypto_policies_active

A AE g AL Py
crypto_policies_available_policies

A2 A AR THe d R E A =g v Pt

crypto_policies_available_subpolicies

AzRA N A b R E Bk A0S I T

13.2. 453} G A A=) 3G ALE st AMEAE G o dasl A A A
ot5 3 A A 2H TS A5l

Ut

AHA QT A

o Policies A 228 9 &= TA 812 & Al 20Q) shu} ol o] #2] F o) v & ol 2 8l A

ol

e Red Hat Ansible Core7} 7] B} A| 281 & 724 3= A] 28] | o] o tfdF oA 2 2 A3,
Ao} mE ol A The-g 53 g o,

o ansible-core 2! rhel-system-roles || 7] #] 7} A4 %] f 1] t}.
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RHEL 8.0-8.5= Ansible 7] vk 215 3= ¢13l Ansible Engine 2.97} £ 3+H & &= 2] Ansible
2 XA 22 o) 3 A 22 A F %Y} Ansible Enginedl = ansible , ansible -
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221 Al E 7} 33 Ansible Core( ansible-core 3l 71X 2 #| 3) & = 354 o RHELS
AppStream 8] ZA E2] & F3ll o] H7| A & Al FstH Al ghE A H&H% Z3 o 2}
A g W &-& RHEL 9 2 RHEL 8.6 ©] 4} AppStream &) ¥4 E ] x| 2] ] o] 2=0] 35
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. O3 U &2 2 A playbook.yml 5} S Ay 7 g T}

- hosts: all
tasks:
- name: Configure crypto policies
include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

d & E0] FUTURE & A3ste dsst A o2 WA 4 95yt DEFAULTLEGACY ¥
FIPS:OSPP.

ro

crypto_policies_reboot_ok: true 1 =5 AH-&-51H A 28] o oA Fo st A A& W7 F A

2elo] A 38 U o).
AFA 8F W82 Policies Policies System Role variables and facts & 3FZ3}H4 A 2.

2. A9 gk EE el s RS FA g

# ansible-playbook --syntax-check playbook.yml

3. AWl ED oM S ol HS AP It

# ansible-playbook -i inventory_file playbook.yml

o
ol\

1 Ao m=of|A o] Fo] QI & Zd ol 5 (: verify_playbook.yml)S- 44 g1l

- hosts: all
tasks:
- name: Verify active crypto policy
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include_role:
name: rhel-system-roles.crypto_policies

- debug:
var: crypto_policies_active

ol ZHlelH2 Al aH o] FAS WA SHA ol de] ko] S AT Ryt
2. FLF A ED doM ol HS Ay It

# ansible-playbook -i inventory _file verify_playbook.yml
TASK [debug] Fhkkkhkkkhkkkhkkkhkkhhkkhkhhkk
ok: [host] => {

"crypto_policies_active": "FUTURE"
}

"crypto_policies_active": H4E 8] =20 RS B o7 AU

13.3. F7F g A=
e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md 3} <.
e ansible-playbook(1) =22 5 o] #].
® RHEL A &® o Adx] .

° }\]}\Eﬂ g'ﬂ
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g
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o README.html 3} & 2 %3540 A 2

® o E 5o system-roles = d| o] &-& A %] 5} 1L rhel-system-roles =l 7] x| & 4 %] 5} 12
/usr/share/ansible/roles/roles/rhel-system-roles.nbde_server/examples/ t] @ & 2] & &1 3}

U,

® RHEL A| 28] & o o) ¢ 2bAl| & W] 8- RHEL Al 2=/l 98 27 EFZ3MIA 2

=

14.2. o1 2] TANG A ¥ & A 3} = d] CLEVIS A ¥ A] =8l o 3 A}-&

WA o)) uhet Tang A AR o] L3¥ Ansible Z 8| o] &8 FH] &1L 2] &

L

Y.

A 27 Avg

89


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/getting-started-with-rhel-system-roles_administration-and-configuration-tasks-using-system-roles-in-rhel#intro-to-rhel-system-roles_getting-started-with-rhel-system-roles

Red Hat Enterprise Linux 8 RHELo| A A] 2=l &} &8 A3 ] D 74 2]

3.

4.

90

Shup ol o] #Ha/ g == 2l o th gk A A 2 2 A3k (for example, server system role) 2 A} 3} o]

o

¢

Red Hat Ansible Core7} 71EF A 28 & A sl A 2EQl Alo] o thak A A 2 A E
Ao mxo A TS AT
o ansible-core 2! rhel-system-roles || 7] #] 7} A4 %] 1] t}.

=82

RHEL 8.0-8.5= Ansible 7] vk 215 3} = ¢13l Ansible Engine 2.97} £ 3H & &= 2] Ansible

Y EAE G 3 AA =2 A &35 Y ) Ansible Engineol & ansible , ansi ble
playbook, docker 3! podman T e A Ei odg] T2 d = -‘édr ZeHEE FE

]ﬂﬂ' EZ 3 o] A HF Yt Ansible Engme 81 3FaL A X Sh= W ol o) §F 2bA| g U8
£ Red Hat Ansible Engine A 2] W] o] 22 t} 22 =5} 31 A X8l WY XS FZ35H4 A
o

.

RHEL 8.6 2 9.0¢| 4] = Ansible B8 2 g2 g, W8 2 27529 7] 2 A F Ansible =7
221 Al E 7} 34 Ansible Core( ansible-core 3l 71X 2 #| 3) & = 354 o RHELS
AppStream 2] A E 2] & T3l o] 7| A & A gt A ghd A H&H% IR R
Al st W22 RHEL 9 2 RHEL 8.6 ©] % AppStream 2] Z X B8] #] 4] W] o] 2o Z 35
Ansible Core #] 7] A o] th el X ¥ W9 & A 25 A A &

AN

Q)

o] 2] .

Al & 2

a

@ == 8}y

R4

]_

ol
fr

Tang A Hell ti gt G o] LA S ol HS FH FUTH A F7H A &k A
/usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ t] @ g g o] 4] of 2] =]
ol & F tE AHE T F AFHTH

# cp /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/simple_deploy.yml
./my-tang-playbook.ym|
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I # vi my-tang-playbook.ym|
g
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%
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- hosts: all

vars:
nbde_server_rotate_keys: yes

roles:
- rhel-system-roles.nbde_server

AEH ol He H P

I # ansible-playbook -i inventory-file my-tang-playbook.yml
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I # grubby --update-kernel=ALL --args="rd.neednet=1"

e ZA| gk J]-&-2 rhel-system-roles =l 7] x| & A %] 5} 2L /usr/share/doc/rhel-system-
roles/nbde_server/ 2 usr/ share/ansible/roles/rhel-system-roles.nbde_server/ tj g & 2] =
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# cp /usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/high_availability.yml
./my-clevis-playbook.ym|
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- hosts: all

vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://server1.example.com
- http://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- http://server1.example.com
- http://server2.example.com

roles:
- rhel-system-roles.nbde_client

# ansible-playbook -i host1,host2,host3 my-clevis-playbook.yml

=9
Clevis7} A %] /\]Z: g o] A grubby = 7= A}&3lo] Tang 2 W EYA S 27 F 8
T AT F AEE oEH S FA U

I # grubby --update-kernel=ALL --args="rd.neednet=1"
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roles 1| 7] X] £ A %] 3} 3L /usr/share/doc/rhel-system-roles/nbde_client/ ¥ /
usr/share/ansible/rhel-system-roles.nbde_client/ o] & & 2] & F X3P Al &

92



Zx EA 9 o] E A 28] 98-S £ Red Hat Ansible Core & A1-&-3lo] Q154 & sl @ 2] &

y
% ch
o F N The FA1E GEUT

o AN A2Y Y

ot

o AFA AW ATL ATl AR AEE A Q) 4

ofN
fo

A

o Ol=x Al 2w gL A}&3lo] IdM CAS A A 91 =4 &3

15.1. ASA A B JH o] E A 2=F

it}

o3 &}
==

Yo E A 28 o2 212511 Ansible CoreZ A}-&51¢] TLS @ SSL 9124 & wra) o
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Q1] A 9 A1 Al 28 o 3} 37 Ansible Ea o] Bl A Tk M4 S ALE T 4 gL Tk

certificate_wait

zZkd o] RISA 7 aE wf 7b] 7]tk of st=A & A Fu Tk
certificate_requests

gz IS wi) S Ve Y Tk

F7tEas
e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3} & & 323} 4] A] Q.

o RHEL 42§l o8 Al 2tal 7] & Zzatil AL
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[webserver]
server.idm.example.com

dns: "*.example.com"
ca: self-sign

roles:
- rhel-system-roles.certificate

[e=]
1
o}
- hosts: webserver
vars:
certificate_requests:
- name: mycert
I $ ansible-playbook -i inventory.file request-certificate.yml

F7teas

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3} & & 3% 814 A]

)

¢ ansible-playbook(1) mj 74 3 o] 2| & x4 A L.

15.3. Q1A 4] 2 732l A] 28 o 8- A& 3fo] IDM CAS A A Q1A &
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[webserver]
server.idm.example.com

o r}S& ¥l x = certificate_requests W4 E A A

i
i
o

© name mj 7] W5 mycert 9} 7o) Y3k Q54

—4

o]

o= AR

i

o dns "7 HE4E Q1 F A o] £33 = 2l(d]: www.example.com) & 2 A% gt}

o principal v 7]} <2 A A sl Kerberos A (ol
HTTP/www.example.com@EXAMPLE.COM)Z #] 7 g1 t}.

o camj/f W& ipa 2 A P

o stof| A rhel-system-roles.certificate & &8 A 7g 3} .

&e o] Aol Fe ol % APk,

oj
-
o}
‘ - hosts: webserver

vars:
certificate_requests:
- name: mycert
dns: www.example.com
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principal: HTTP/www.example.com@EXAMPLE.COM
ca: ipa

roles:
- rhel-system-roles.certificate

4. A A%

o

U .
5. Zglo| =g A

I $ ansible-playbook -i inventory.file request-certificate.yml

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3} & & 32314 A] Q.

¢ ansible-playbook(1) 7 74 3 o] 2] & x4 4] L.
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.
APA 8 AMgr

® Ansible Core o] 7] x| &= A o] A] 28l o] A 2] g Yt}

gl o] rhel-system-roles =} 7] x| 7} A 2] =] o] &Yt}
T ATE A 83t Wl o g ZA g 82 RHEL Al =8 & &k A] 4}

[webserver]
server.idm.example.com

w
el

o] & 1S A A gy (o request-certificate.yml ):
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o AZXE 9AHFHE TXEEXET FIEE TAEE AAH T webserver).
o r}SS ¥3Elx = certificate_requests WS A4 g o)

© name "7l W& mycert ¢ Zo] d3t= 1S o5 o2 A FY

o dns w7l MG E QS A o] 23T = Ql(d: www.example.com) &2 4% 9t

o QIFAE TF e vl AHE D ca iyl (ol AA AT )E A FY T

AHg
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AZFA 2
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o run_before rj 7| 1 = £ systemctl stop httpd.service ¢} 73o] 21 F A 7} &3] = A1} 7Y
Il

Al 7] ol A3 Foz gy

o o] ol A7 EFEH ALY 7§21 H % systemctl start httpd.service <} 7+o] run_after vj
MHArE AT gdgozm 4AF9dUnh

dns: www.example.com

ca: self-sign

run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service

roles:

[e=]
-
o}
- hosts: webserver
vars:
certificate_requests:
- name: mycert
- rhel-system-roles.certificate

I $ ansible-playbook -i inventory.file request-certificate.yml

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3} & & 3} %8}
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e ansible-playbook(1) v 7 3| o] x| & #2314 Al ©
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kdump_path vmcore 7} 24 = 7 =<1t kdump_target ©]
nulle] o} d A A2 =sld HZ S 7IF o2 &
Uth 28% oy 2 E g A28 o] A 4 Zo]of

g,

F7teas
® makedumpfile(8) =& 3] o] A].
e kdump o] A8 = w75 2 7D Dumps A 28l o kel off $F 2} A gk ] 82
/usr/share/ansible/roles/rhel-system-roles.tlog/README.md 3} & & 3+ %5}
16.3. RHEL A] £ H) o] &8 A8 3l KDUMP 4]
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Ansible Core 3] 7] 2] = A o] A] ~Hl o] A %] H 1t}
Zd ol 5& A3 T Al 2H o rhel-system-roles 3l 7] %] 7} A x| & o lHF Y T}
kdump = v £ A 2" S U d3tE el B w2 o] JHFY

& W-&2=Z A playbook.yml 5+ & 374 9 o}

o}
| - hosts: kdump-test

vars:

kdump_path: /var/crash
roles:

- rhel-system-roles.kdump

& AR

i3

#o) % FE-S el g,

# ansible-playbook --syntax-check playbook.yml

AW E ] 7oA Zg o] RS e gt

# ansible-playbook -i inventory_file /path/to/file/playbook.yml

AN

3ol KDUMP 4

7 @ 8 W) f 3 2pA 3 W) &S /usr/share/doc/rhel-system-roles/kdump T & E] 2]

] README.md E=+= README html 3} & #2314 Al &

A2 T A g FRHYAL

rhel-system-roles 31| 7] %] /usr/share/ansible/roles/rhel-system-
roles.kdump/README.htmlI= A X ¥ ¥4
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o] 17.1. /dev/sdbol] XFSE A A 3t= Z g ol &

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
roles:
- rhel-system-roles.storage

o EF o] E( < barefs)S 3 A ¢ Yt} Storage o &2 disks: &4 ol UEH T~
_-ELXPX]Oﬂ/\ﬂ E.E'_/\]tﬂﬁl—l,]q__
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F7tEas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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o] 17.2. /dev/sdbol] 7Y A] 2~H) S ufQES
- hosts: all
vars:
storage_volumes:
- hame: barefs

type: disk

disks:
- sdb

fs_type: xfs

mount_point: /mnt/data
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roles:
- rhel-system-roles.storage

o]

il

g o] &

rlo
)

o A 28 & fetc/istab 512 o 71813 94 A 28 & S 4] vl B,

e /dev/sdb A% 2o] ua A
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F7tEas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .

17.5. =2 5§ < #2sl= ANSIBLE =3 o] & 9] 4

0] A of| A = Ansible Eﬂ o|Fo] dE AFHUL o] T ELX 2ELA 95 H &35l EF 1§

o 17.3. myvg 2§ 25 mylv =2 252 A4
- hosts: all
vars:
storage_pools:
- name: myvg
disks:
- sda
- sdb
- sdc
volumes:
- name: mylv
size: 2G
fs_type: ext4
mount_point: /mnt
roles:
- rhel-system-roles.storage

ol

]_

rr
e

gol &

® myvg 2§ 1FS e HEAE FAAEYT

o /dev/sda
o /dev/sdb

o /dev/sdc
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e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard
roles:

o 17.4. /mnt/data/dl A &8 &5 AHA) & &4 stsl= S8 ol &
- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
- rhel-system-roles.storage
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- name: barefs

d] 17.5. /dev/sdbol| 4] Ext4Z A A 3131 /mnt/datacl] v} L E 3= Zg|o| &
type: disk

- hosts: all
vars:
storage_volumes:
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disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data
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-
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- rhel-system-roles.storage

roles:
# o] 52 /dev/sdb U] 2~ Fof u}d A] ~Hl-S A 7 o)

il

i3

o o) %-& /mnt/data ©) 4 Bl ) of) 5hed A 28] & 9§ TH 0% wh L= T,

“

J Al 2=dl o] g o] &£ Jabel-name 3} Yt}

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .

17.8. EXT3 3} A| ~H] L A A 5171 v} S E 5= ANSIBLE Z g o] &£ 2] 4

o] AdolM = Ansible F o] 59| o & Al T Th o] S0l 52 Ext3 vt A| =8 & v 4L vh E S}
7] #13ll Storage & &5 A& Fth

O::,

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

i3

g o] 52 /dev/sdb t] =10 whd A AE S A Y ok

[ ]
el

o o) %-& /mnt/data ] 2 Bl 2] of) 5hed A 28] & 9§ 7H 0% wh L= T,

o 1 A 2H 9] g o] o Jabel-name ¢ T}

‘ o] 17.6./dev/sdbol 4] Ext3S A A 5l3 /mnt/data o] v} L ESI= S ol

F7teas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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o] A A o) A= Ansible Z#| o] B 9] of Z A F gt} o] Playbook& B2 %] 9] 7] Ext4 =+ Ext3 1}

o A| 2" o] 7] 2 %A 5t Storage 9 &L A 83T}

- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- /dev/sdb
size: 12 GiB
fs_type: ext4
mount_point: /opt/barefs
roles:

- name: Create a disk device mounted on /opt/barefs
- rhel-system-roles.storage

‘ Ad17.7. 0230 @ EF 2 AASI= S ol

o o] oAl BFo] o]ml Ut A BF A7) E QS vls) WS 7)o tjs) ThE g
§3te] FAG Selol B A oF FUTh o & W ke gE U

- name: Create a disk device mounted on /opt/barefs
- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- /dev/sdb
size: 10 GiB
fs_type: ext4
mount_point: /opt/barefs
roles:
- rhel-system-roles.storage

o HF o]E(d 9 me)e A ¢ oYUt} Storage & 2 disks: A4 olgjo L H 2=

te g Axwe A 27 24 2GS AL % 47 9]t o B & A

Fut.
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e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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- name: Create LVM pool over three disks
incude_role:
name: rhel-system-roles.storage

o 17.9. myvg & Z 594 71 mylvl & myvl2 =3] 9] =7] 3= Zgol

- hosts: all

vars:

storage_pools:

- name: myvg

disks:

- /dev/sda

- /dev/sdb

- /dev/sdc

volumes:

- name: mylv1

size: 10 GiB

fs_type: ext4

mount_point: /opt/mount1

- name: mylv2

size: 50 GiB

fs_type: ext4

mount_point: /opt/mount2

o o] Ty ol S 2L UE R A=Y A7 E AT
o /opt/mount 19] n} 2 EH mylvl 25 2] Ext4 3} A 2d & 10GIB= =4 T o
o /opt/mount 29| v} S E ¥ mylv2 25 o] Ext4 9} A 2d2 50GiB= =3 gt}

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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17.1. 2222 %] RHEL A 28] & @& Abg5ho] 229 )4 & A4 sh
ANSIBLE = | o] & q]

01 A Aol A= Ansible &2 o] 52| o & Al &Yt ©] Efﬂl ol & Storage AdE A &ete] 28 vE A
& A AY, 2 BE Mol e A, ol vl EAlskE S 1R v M5 AL et 85 Ao £
PH ?SLL] t}.
o] 17.10. /dev/sdbdll A 7] & XFSE A A AU =3 5t Zd ol &
- name: Create a disk device with swap
- hosts: all
vars:
storage_volumes:
- hame: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap
roles:
- rhel-system-roles.storage
25 o] E(O%stap_fs S A oA YUTh Storage o &2 disks: £4 oo UE
r%z Aol A 2FS AE Tk

F7tEas

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .
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1. the W&o = A playbook.yml 3+ < A 73 $H Tt

- hosts: all
vars:
storage_safe_mode: false
storage_volumes:
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- name: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present
roles:
- name: rhel-system-roles.storage

SEXS ==
bt 74 -9). makAl ol —é@—%%ﬂ sp71 19} S ol Bol A 59 o)
2ol g A AR geUT

# ansible-playbook --syntax-check playbook.yml

3. AW ED] S F ol HS Ay h
I # ansible-playbook -i inventory.file /path/to/file/playbook.ym|
F7tEas
e RAID Z4].
e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .

17.03. 2B A Al 28 45 ALE-3te] RAIDE LVM & 4
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2B A Al 2" 0%‘?%%* &3
AFE-SH LVM 22 A A H
H T E AFE-31 A AnSI le

d Hat Ansible Automation Platform Ag-3to] RHEL) A RAIDE
= ot o] Aol A= RAIDZ LVM Z& 7 8k Ul AH8- 7hHe 3 v 7)
ZY ol 5 A st= W disl] oty

Lm

AP @ AHgF
® Ansible Core 3] 7] x| &= A o] A] 28 o] A x] Ut}

o ZdolHEs AP A 2H o rhel-system-roles of| 7] 2] 7} A X] & o] 3l F U T

1. the W&o = A playbook.yml 3+ 2 A 73 $H Tt

108


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_storage_devices/managing-raid_managing-storage-devices

174 RHEL A 2% 982 A1gal 22 2B #7

- hosts: all
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool
type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:
- name: my_pool
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
state: present
roles:
- name: rhel-system-roles.storage

3

RAIDE AF&-3lo] LVM &2 A4 3l 9 raid_level v 7)) ¥ 5= 5 A}-&-3}o] RAID
S AA sl oF gy

2. A AV B ol % FEE FAFU T

# ansible-playbook --syntax-check playbook.yml
3. AWEE oA Ze ol 5S AT

I # ansible-playbook -i inventory.file /path/to/file/playbook.ym|

F7teas

e RAID #2].

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3} .

17.14. 2 E 2] 2] RHEL A| 28] o &5 ALg-5lo] LVMe A VDO EF S o535t
3L FE317] ¢33 ANSIBLE = ¢ o] & 4

o] Al = Ansible Z&| o] 59| o & Al T FYT o] F#o]H2 2= A RHEL A| 28] 9 &2 483}
o] VDO(7H4 vl ol 8 # 4 5} =) EF & AH&-sto] o5 3 S5 71 712 LVM(Logical Manager &)<l
A8 5 AdFUrh

hosts: all
roles:
-rhel-system-roles.storage
vars:
storage_pools:

o] 177.1. myvg BF Z2E914 mylvi LVM VDO B2 WA= S ol &
- hame: myvg

‘ - name: Create LVM VDO volume under volume group 'myvg’
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disks:
- /dev/sdb
volumes:
- name: mylv1
compression: true

deduplication: true
vdo_pool_size: 10 GiB

size: 30 GiB

mount_point: /mnt/app/shared
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1. TS W&o = A playbook.yml 51 <& 323 S T}

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
encryption_password: your-password
roles:
- rhel-system-roles.storage

%
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#o) % FE-S el g,

# ansible-playbook --syntax-check playbook.yml
3. AWEE oA Ze o]l 5S AT
I # ansible-playbook -i inventory.file /path/to/file/playbook.yml
F7t e
o | UKSE A1&3te] B= Ax] ¢33}

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md file

ol
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led 2 2F A7 9Ee = 3

o] A4 of 4} &= Ansible Z#| o] 39| o] & A FF 1t} o] Playbook & 2= &) A A 28] oI 88 2 g-3fe] E
o] & A7) ¢ ME& 2 LVM(Logical Manager 2§) 2§ =718 BAZ F A== JUtt
A1712. EF A71E FF 271 (&&= A A5t Sd ol H
- name: Express volume sizes as a percentage of the pool's total size
hosts: all
roles
- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:
- name: data
size: 60%
mount_point: /opt/mount/data

m
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- name: web
size: 30%
mount_point: /opt/mount/web

- name: cache
size: 10%
mount_point: /opt/cache/mount

a7)e) Mgz AFFUT) o2 59 b3 2HU ) "60%". E ot
o]

o] oA =LVM EFo A7 E 2 2
= 7 e S A2 F70(e):M0g" = "50GiB) ] & 2716 Mt g

LVM EF 9] 271 & Aol ¢

AT F= dFHh

1717. 718 A2
e /usr/share/doc/rhel-system-roles/storage/

e /usr/share/ansible/roles/rhel-system-roles.storage/
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A Zr 57138 9 TS ALE S A 2R A NTP Z2 EZ-& & 3l t ntp S=+= chrony & AF8-31=4] o
o} A glo] RHEL 63 E1 A #é&FE 2 E Red Hat Enterprise Linux B ol A 5 U 3 S o] B3 A&
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timesync_ntp_provider =71 G o H x| o A HEH FAT A S FFA
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AP 8 F A
® Ansible Core 3] 7] X = A o] A| 2"l of] A x5 Y}
o ZHo]l&5S AT A | rhel-system-roles 3} 7] %] 7} A %] 24t}

1 oS W&o = A playbook.yml 51 S A3 3 o}

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: 2.rhel.pool.ntp.org

pool: yes
iburst: yes
roles:

- rhel-system-roles.timesync
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il

# ansible-playbook --syntax-check playbook.yml

3. AWl ED oM S ol HS AP It

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

18.3. ZFebo] A= Aol A7k E7]8h A 20 A8 4§

A ZFE 713 9 ARS8t NTP S 2to]| A Eo A U EL A A7 HRKNTS) S 243t 4 dFU
NTP(Network Time Security)= NTP(Network Time Protocol)ol] A/ A ® ¢1= WA ZYUth At &
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1. O W&o = playbook.yml 3} S 2§74 3+ T}

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: ptbtime1.ptb.de
iburst: yes
nts: yes
roles:
- rhel-system-roles.timesync

ptbtimel.ptb.de = & & AW o] YUt} T2 F& AW e XA AHE AFEE F A FY T
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# ansible-playbook --syntax-check playbook.yml

Al e oM S ol HS Ay I

# ansible-playbook -i inventory_file /path/to/file/playbook.yml
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# chronyc -N authdata

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen

ptbtime1.ptb.de NTS 1 15256 157 0 0 8 100
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metrics_monitored_hosts Y SEEqA BT A 52 metrics_monitored_hosts:
E Z2QUrtl o83 T AE = ["webserver.example.com”,
A S2E 7129 WEYo] ) "database.example.com']
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metrics_retention_days AbA) 8L7] Aol A5 Holy HEL metrics_retention_days: 14

metrics_graph_service pcp % grafana = =3 4% "] metrics_graph_service: no
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metrics_query_service redis £ 53 71=d pep A E= metrics_query_service: no
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o 1w 1]E 8T x] 2H | rhel-system-roles = 7] %] 7} A ] =] o] 95t

;

1. eIl Eg ) the ZH =& F7}35}o] /etc/ansible/hosts Ansible ¢4l £2] o] 4| localhost & -4
Eath=3

I localhost ansible_connection=local

2. g W82 2 Ansible Zd o] &S A4 &t

- hosts: localhost
vars:
metrics_graph_service: yes
roles:
- rhel-system-roles.metrics

3. Ansible Z# o] 5& A o}
I # ansible-playbook name_of your playbook.yml
3

metrics_graph_service 7] value="yes"Z A = o] gl o= =2 Grafana = U
OJE] 2 F pep & F7tste] AHE 02 A X H 5L X2 H] A Y U T

»

A =" A = =0 x| E o] Azt E Bl Grafana 9 Ul o Al o)) A = ) & grafana <}
18 o] o] Z~of] A 29 o

19.3. A B A 28 9 &2 AHg-51e] A2 RUE 817 93] E Al 28 A
EEAA
o) AApol M & MBS AHgato] RUE & A2 Al Fwg A7 o= Ul Metrics A 21 o &5 AH- 5}
=N Ay
AP e AR

® Ansible Core 3} 7] ] = Al o] A 28] o] A %] o}

o Zdolus Ak vl AR Al 2=H] o] rhel-system-roles ¥ 7] %] 7} A X = o] Sl T

® SSHAA] =] syt
a4z
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Red Hat Enterprise Linux 8 RHELO| A A] =¥ & &3 A3 ] 9 A

i

2

4

r

CEH o ES I & HE%’/"E’;_ AR o] F EE IPEZSE R AH IF oo =
/etc/ansible/hosts Ansible 19l & ] 3} o] F=7}5HY t}.

[remotes]
webserver.example.com
database.example.com

2. g W82 2 Ansible Zd o] 55 A4 F o

- hosts: remotes
vars:
metrics_retention_days: 0
roles:
- rhel-system-roles.metrics

3. Ansible Z# o] 5-& A o}
I # ansible-playbook name_of your playbook.yml -k

oA71M k= DA A =FHd dAE] A deE =FUT

oll

2R N2 B Y HFH0R A

o] A=} A= Metrics Al 28] o 8 AL8-51o] A]2H S TS A RYUHHSIES 24 W2l A5t
WS 45l grafana & 53 tl ol B ] Al ZtEE Z 26| A Y 5lal redis E 5 oH oIy E F = gy
o}
ARA QT AL

® Ansible Core 3 7] A &= A o] A] 28] o] A x|t}

o = o]&5& st d AHE T Al 2H 9 rhel-system-roles @] 7] %] 7} Ad ] =] of 2] F U T
Az}

1 o W82 = Ansible & o] &S A4 T

- hosts: localhost
vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
metrics_monitored_hosts: ["database.example.com", "webserver.example.com"|
roles:
- rhel-system-roles.metrics

2. Ansible Z g o] &S 23 gt}

I # ansible-playbook name_of your playbook.yml
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olf
td
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2
o

3

metrics_graph_service 2 metrics_query_service &2 value="yes"2 4%
o] ¢l o v & grafana = pcp o] E 7] =] redis o] S1E A H Ho|E AXE F
7he pep H el ol Ao A g U YSER pep A dojE 53
3 wlol el A elol ALEE = AU T

3. A 2B A Foo A £ FQ A E] 2T BAE Bl b olEE # g slelH Grafana €] Ul
N A 2=e] A7 H o) 2 grafana ] € 5 o] 2ol WA 2T o)

19.5. METRICS 4] 2:5] o &8 A}&-5e] A 28] & HU B & sh 59k Q1% 4
3

PCP‘— SASL (Simple Authentication Security Layer) Z & d ¥ 2 & 53 scram -sha-256 <1< W AY &

2] 43 ). Metrics RHEL A] 28] o &2 scram-sha-256 1= ]| ALY Z L A} £-35}¢] 21 =28 A=
‘%?ﬂ% A5 83y o} th A 2}ol| A = Metrics RHEL A| 28] & &8 AF&- 0}0% 1SS A4t He A
o3 o

A 27 A

® Ansible Core 3] 7] x| &= A o] A] 28] o] A x| Yt}

°
il

g o] &S Al g 5l o] AFE-E A] 2 o rhel-system-roles 3] 7] X 7} A X] =] o] ¢l &Yt}

o

0152 A A 5t = Ansible Z g o] Bo & HEE

kel

e

vars:
metrics_username: your_username
metrics_password: your_password

2. Ansible Z gl o] &S 23 gt}

I # ansible-playbook name_of your playbook.yml

ol}l

A

o thesasl +44& &0 FHTh

# pminfo -f -h "pcp://ip_adress?username=your_username" disk.dev.read
Password:

disk.dev.read

inst [0 or "sda"] value 19540

ip_adress &= 3 2E 9] IP F4E WA & of g th

19.6. METRICS 4] 28] oI5} S A} 43}o] SQL SERVERS] U] 3t W =& 7 2 A
< T skaL 48y ok
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gl o] pcp € 3l Microsoft SQL Server

AR 2 7 AHg
® Ansible Core 9| 7] 2] = Al| o] A] 2=&ll o] A ] g Ut}
e RUE Y A 2H o rhel-system-roles 3] 7] %] 7} A 2] =] o] )l o}

® Microsoft SQL Server for Red Hat Enterprise LinuxE A X 313 SQL A ¥ o] "2l E & = =" <
AL FEHH5YE SQL Server A 2] 2 %3131 Red Hatol] vl o] gl v o] 22 wkEU T},

® Red Hat Enterprise Linux& SQL Server& Microsoft ODBC =2}o| ¥ & A %] 3 5 t}. Red Hat
Enterprise Server ¥ Oracle Linux & ZZ 34 Al 2.

1. AW B tS Zel=xE F7}3}9] /etc/ansible/hosts Ansible 13l & 2] 9 4] localhost & -4
Yok

I localhost ansible_connection=local
2. T8 Zel =7} 239 Ansible S8 o] B2 A A Y T}

- hosts: localhost
roles:
- role: rhel-system-roles.metrics
vars:
metrics_from_mssql: yes

3. Ansible Z# o] &S 23 g}

I # ansible-playbook name_of your playbook.yml

® pcp HH S ALE3temssgl(SQL A B PMDA o o] H E)o] 2 =% 31 A8 F21 %] &1t}

# pcp
platform: Linux rhel82-2.local 4.18.0-167.e18.x86_64 #1 SMP Sun Dec 15 01:24:23 UTC
2019 x86_64

hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmcd proc pmproxy xfs linux nfsclient mmv kvm mssq|
jbd2 dm
pmlogger: primary logger: /var/log/pcp/pmlogger/rhel82-2.local/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/rhel82-2.local/pmie.log
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1974 RHEL A] 251 o] 8- A} 8-3t] 4

off

2UEY

® Microsoft SQL Server& Performance Co-Pilot A}-&9] o F 2} Al 8F 1] &-& o] Red Hat
Developers 21 AA & FZ3H4 A Q.
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207 MICROSOFT SQL SERVER ANSIBLE & &-& A}-8-5}¢]
MICROSOFT SQL SERVER 43

2] A= Microsoft SQL Server Ansible & &8 AF-8-3} o] Microsoft SQL Server(SQL Server)E A %], 4+
9 A2 4= 9l %Y o) Microsoft SQL Server Ansible o1 3F2 99 A #) & & 4 3}l SQL Server/]
s W e Fe FAAN YT o] 982 SQL Server JAR=E A ste o] PAEE A S AL&3)
o] RHEL SRES] FAE asstal AF s gy T

20.1. AFd 9 AR
e 2GBRAM

® SQL ServerZ A3 = A8 o st FE A~

o AbA A E Yy
mssql tcp port H4E AF8-8lo] A3 SQL Server TCP L E A A4 & &4 3} ofF gt}
ol IFE Hollr oW 7| Ao F o] 9L TCP LE W35 144302 AR Pt}

0

O

kel

E

i

Fe e o

o
ttlo

7}

O

AHg T

# firewall-cmd --add-port=xxxx/tcp --permanent
# firewall-cmd --reload

xxxx & TCP XLE H3 2 WA ¢ v Wy 3 & A 2 =34t}
o e/ A5 SQL EH R AIA 7L X3HE .sql FAAF LSSt A& wEE o] SQL Serverd]] §]
ERRRh=;

20.2. MICROSOFT SQL SERVER ANSIBLE & & 4 %]

Microsoft SQL Server Ansible ¢} -2 ansible-collection-microsoft-sql =l 7] ] 2] 4 F<J Y}

1. RHEL 8 AppStream ] ZX] & g] o] A] A}-8&& 4= 9l += Ansible Core & 4 %] g4t}
I # yum install ansible-core
2. Microsoft SQL Server Ansible & &< A 2] §1] o}

I # yum install ansible-collection-microsoft-sql

20.3. MICROSOFT SQL SERVER ANSIBLE & & & A}-8-3}<o] SQL SERVER
M) L 7

PN
U

Microsoft SQL Server Ansible & 88 A}-8-31e] SQL AW & A 2] 3} -4

m;'i'
)4

U,
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20%. MICROSOFT SQL SERVER ANSIBLE ¢ &2 A}-8-3}o] MICROSOFT SQL SERVER +4

27 A

® Ansible QIWIE 2] 7} A3 A3 | o}

L.yml 3425 ALE-5te] Y & wHE UL o & £ mssql-server.yml 9 Yt

2. B U2 your.yml 5t o] b3 .

- hosts: all
vars:

mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true

mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1443

roles:
- microsoft.sql.server

<password> E SQL Server &% 2 v} Ut}
3. mssql-server.yml ansible Z & o] &8 48 g o}

I # ansible-playbook mssql-server.yml

20.4. TLS ¥
A% 5% HOKTLS)S TASHE o The W42 A8 + AsUt

e
2:
a
{17
of
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o]
<

st

w4

mssql_tls_enable

mssql_tls_cert

mssql_tls_private_key

mssql_tls_version

mssql_tls_force

20.5. MLSERVICES®| o 3t EULA 4=}

g 9 3 SQL Server M2l 8F<7 A 8] 2 (MLService) S A

8] = E EULAZ 2=2rs) o} 3 o}

(e
)
NS
-
oX
2
2

(27
of

ol M= TLS ¢ stE &3t == v g sty

Microsoft SQL Server Ansible & &-& ¥H =7} true =
ARE A s TS FAFYH

e TLS el=A = SQL Server?]
/etc/pki/tls/certs/ o EA}

e SQL Server?] /etc/pki/tls/private/ o 7)) 21
7] EAL

o TLSSUZA Bl 71 & A&at] A4S ¢
% 3}3l =5 SQL Server 74

¢ i 1

Ansible A o] == o] TLS 912 4] & 7))
¢ Q1 717} o of 3 o

false = 478t TLS ¢+ 55t7} ]| &4 sk Yot o]
AT 7= ASA E AN 7] AL S AASA EF

o
ol WFE el HA TLS AZA o) 428 A
e

o Mg Folstel ™ A 7] ele] B2 E AP
o

o] W42 Aol afo] AF&8 TSL WA & Ae o).

TEELISA B 7] 9t & wAl et o] Wi
£ true = 2434t 3+ & /ete/pkiltls/certs/ 2
letc/ pki/tls/private/ o] g & 2] o] 3] o oF Tt}

7] 2 zk-& falsei Ut}

2 &t ¥ Python B R 9| 71 #] 9] @ & &2~ wf 20

2lol Al 2~ A & /ust/share/doc/mssql-server o 4| 2314 A 2.

3% 20.2. SQL Server Machine Learning Services EULA ¥4~
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st

g W

mssql_accept_microsoft_sqgl_server_standard_eula

A4

o] ¥ 4= mssql-conf 7 7] A & A4 x| 5} 7] ¢ & A} &
S 38 TA AR E A F T

A kg etatel vl o] WS E true = A4 FH o

20.6. MICROSOFT ODBC 179 t}j ¢+ EULA 4~

R E EULAZ 4283l Microsoft OVA(Open Database Connectivity) = 2Fo] B = A X] &l o} g+ t}.

2lol Al 2~ A & /ust/share/doc/msodbesql17/LICENSE.txt 2! /usr/share/doc/mssql-

tools/LICENSE.ixt & # %3514 A ©.

3 20.3. Microsoft ODBC 17 EULA ¥4

g W

mssql_accept_microsoft_odbc_driver_17_for_sql_serv
er_eula

mssql_accept_microsoft_cli_utilities_for_sqgl_server_e
ula

4+ msodbesql17 31 7] 2| S 2 2] 8} 7] 913 A}
& AHE S &LA RS A AT

AHE g Etete | o] WS true = A4 S Th

7] ® zk-& falsei Ut}

o] ¥ 4= mssql-tools 371 x| & 4 x| 5} 7] 9] & AL&
S 38 LA A FE A G

A okEhg etatel vl o] WS E true = 44§ T

7] 2z falsei Ut}
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2174 B d Al 715 RHEL A 28] &5 AFE-8ho] Al d 7] = A

Elrd Al A 712 RHEL A 2=¥] 9 &S 7] =3} Red Hat Ansible Automation Platform<- A}-& &}
RHELIA Huld Al gl 29 Al 2dlS FAE = dF4H

211 Elu)d Al Al 2E 98 7 =2

RHEL Al 2~¥] o &g 7] &3} Terminal Session Recording RHEL System Role& AF-8-3}o] RHEL 9| 4] H
od Al A g 2YS el RHEL A 288 A S 5 5yt

SSSD Av] 28 3] g A i AL 1FWE /1 So] FAFES THE 5 A5k

F7tEas

o RHELS] A4 71 S o] oot A & 8- 75 A4 & Fxa4l Al 0.

212. |12 A4 7] 2 A 28] o

i)
1o
-
o,
ko
DX
NS
=
=
B
i

AR 715 EF e dad e 74 84

L
32,
o))
i
ut

e tlog €z ¥
® SSSD(A|&H] HQF A H] 2 ¥ &)
o ¥ Abgk S F< AEH o] 2

=

Hrod Al 715 RHEL Al 28] 9 o] A8 5= mi7i e o232 25yt

qId W A
tlog_use_sssd (7] 23 yes) NE2FA AR B 28 L FAE Fs 7] 2 W o)
SSSDE Abg-sto] Al 715 73
tlog_scope_sssd (default: none) SSSD 71 = ¥ 9] A A - all / some / none
tlog_users_sssd (default: []) 23 AL R BE
tlog_groups_sssd (default: []) N2 15 22

o tlog o A& 7] W4 9 B A4 7] = A28 o) ko o g b4 3 o
/usr/share/ansible/roles/rhel-system-roles.tlog/README.md 3} ¥ & 3%

21.3. RHEL A =8 & 7| = B r|d A A v &£

ohS &HA o] u}g} systemd A A #H 2 HlolE E 7| 28 = = RHEL A] 28-S 14 3} 3L Ansible =
gl o] 52 &1 a A 83

A 27 Ab
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21 u)d A A 715 RHEL A 2% 9] &2 ALg-3ho] A1 715 A 29 4

|o

o Ao oA HA AT SSHIIE BrE A 715 A A8 988 74T i A 2H

EIRaR]eY

=

i
o

o EHuld MA 7| F Al 2" S A S = Al 2" o] sy o] U T
® Ansible Core 3| 7] 2] &= A o] A] 2~Hl o] A 2] 3 1 t}.

® rhel-system-roles =} 7] 2| = #| o] A] =¥ of] A 2] o},

1. the W&o = A playbook.yml 3+ < A 73 $H Tt

- name: Deploy session recording
hosts: all
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recorded-user

roles:
- rhel-system-roles.tlog

e gy

e tlog_scope_sssd:

o)

o ARME AR &

rr
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o
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S
i
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o
>
op
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i
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i
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AW
v

e

e tlog_users_sssd:

o

recorded-user = A A< 7| 23 A2 E XA U T) o] HH S AL LA S 275 &
T

ST AR AHE 1Y A slok gt

[

N
o
ol
fr

AG EYol% FEL FAFY

# ansible-playbook --syntax-check playbook.yml
3. AWz oA Seol B APt
I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

A#A S & Playbook A& 2F7F A1 A gk Al 28 of] tlog RHEL 4] 24/ o &5 A Xt} o ol = AH&
Zbe] 2320 & &S sh= Huld Al /0 274 =2 1921 tlog-rec-session o] X3 U o} 5 AL
27} R o & AL g Apo} TF o] ALEE 2l SSSD T4 EF 9 A4 P Th SSSDE o] @ AL
4 OFS 75 B4 5L ¢ 3 AF8-AF 4 S tlog-rec-session © 2 w A 34t} =3t cockpit =] 7] ] 7} A
2do] X H A ZgolEe g £ eE o] 2o H35E B =4 o] 4= 2= Cockpit &<
cockpit-session-recording 3| 7] x| = A %] g} o}

A5 2

SSSD 74 EF o] A 2do] A HNEA FASHA b BAE S

ek

U,

1. SSSD 34 =2 yloo] A H Z 2 o] E3h o}
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xvﬂ

I # cd /etc/sssd/conf.d

o

RS

Wge gy,

# cat /etc/sssd/conf.d/sssd-session-recording.conf

o) Edol FollA AA g wi) AFTE 23E o] A S ST 7 AFHTH
21.4. 15 =5 AHE A £ 58 A 98t RHEL Al 28] 98-8 7| S3t+= Hud
AR 7=
Elnd AlA 7)1 2 Al 2d) o &S A8-3o] exclude_users 2 exclude_groups = SSSD Al A #l =29 +
A HAEALE F AdFYSH v @Al o] whet AR = 2F 0] systemd A ol 7] 5] 4L 7] E E A
&= = RHEL A 28] S 74 6= = Ansible Z ¢ o] B& Fn] 3l 2 &3 oh
AHA 8 ALRr

o B MA 7| &E A &H TS PG H = Alo] =EoA Y A E2F S 2 SSH 7| & A A F

Ytk
o B M 71 &E A &H 9T FA e = Al &H o] sk ol dFEU T

Ansible Core 3] 7] x| &= A o] A] 228l o] A x| Ut}

rhel-system-roles ] 7] %] = A| o] A] =¥l o] A ] gt}

A

1 oS &0 = A playbook.yml 1< S A 4 g+ T},

- name: Deploy session recording excluding users and groups
hosts: all
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

roles:
- rhel-system-roles.tlog

B L=
® tlog_scope_sssd:

EXLA} 2B L 72 EE XA

o

RElcH

o all: =

e tlog_exclude_users_sssd:

o X187} o B A4 Habel A A 9512 = ALg Aol ALE A o]
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e tlog_exclude_groups_sssd:

o admins = Al A 3o A A9 ete & 252 XA G

I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

A#A 5 & Playbook AH&-2F7F A1 A gk Al 28] of] tlog RHEL 4] 21/ o &5 A Xt} o doll = AH&
Zpe] 219l A IS st EHuld Al I/0 27 =2 132 tlog-rec-session o] X 3Hg Ut} 3 4] &)
H Ao R FogH AL A QAL AF&AFeF 17 ol A AT 4 9) = Jete/sssd/conf.d/sssd-session-
recordeding.conf SSSD -4 =& JA 2 AT SSSDE o] 8]t AFEA H O/ & 77 EA4 8L
8] 31 AFE-21 4 2 tlog-rec-session & = WA §FU T} T3k cockpit @] 7] K] 71 Al =EH o] A X H 739 =4
o]B-& g Z& olE o] oM H AP S B AT 5= 9+ Cockpit = E <l cockpit-session-
Recording 7] 7] A = 4 x| 3t o}

A5 24

ek

SSSD 4 =& sHeol A 2d o] A4 A EA Helste W v wAE S P
1. SSSD 74 =2 yloo] A H Z 2 o] E3h o}

I # cd /etc/sssd/conf.d

I # cat sssd-session-recording.conf
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sdol] o] HollM A g v vt 2 o] AeS T AFYh

ot

F7teas

e /usr/share/doc/rhel-system-roles/tlog/ 2 /usr/ share/ansible/roles/rhel-system-roles.tlog/
g s FxH AL

o CLIIM MERErd AA 712 A28 9L A&t AHS 712Ut

21.5. CLIoAM v 28 Hrd Al A 7] 5 A 28] Q&5 ARS8t Al 7] =

2] 7 g A] 2~ "] of] Terminal Session Recording System Role& v 3£ 3k & CLI(™H & & Q1 E g o] 2)E AL-&-5}
oA ALEAHEE AL 75T 5 AdFY T

PR

o A Aol Huld Al 715 Al A" S i EF Yo

® SSSD A =& 9d-e Jete/sssd/conf.d T # E &) o] A EISUT Elujd A4 7] = RHEL

Az G EE FRA L.

= s T
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# useradd recorded-user
# passwd recorded-user

2. WF WEAEAR A 25e] 22 T,

# ssh recorded-user@localhost
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AdoA 7159 A S HelH o2 Al E T4 Al L.
(R R e i R
I # journalctl -o verbose -r

2. tlog-rec 7| 59 #*'d 32 MESSAGE 2 =& 714

o

Relch

I # journalctl -xel _EXE=/usr/bin/tlog-rec-session

21.6. CLIZ A} &3] 7125 A A XA}

CLI(EH 2 Qg 0] 2)8 Abg-sto] Aol M AHGA Al A 7158 Sa &

o))

U,

[e]
A

4

A 27 A

o AHgA AML S AEUTHCLISIA £ 8 B oD A8 712 A28 o G2 ALg sl A4 7]
52 Fas A 0.

1 CLIE ol A ALgAL A 7) 52 S5 gt
I # journalctl -o verbose -r

2. tlog 71 %-& 74 g o).
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21 Hv'd A4 715 RHEL A 281 o &2 ALg-3to] A4 715 A
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2,

I $ /tlog-rec

e e AR YRE B 5 Ay

el

o A& AA 7] = 9] AR} o] &
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e 2Hx HS TLOG_REC=/D_number
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I # tlog-play -r journal -M TLOG_REC=I/D_number
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ha_cluster_enable_repos

HA Cluster System & 3tej) I g8t o 7] X 7} £ &8 2| T E & A3} el= Be g 219Ut} o
2" o] A uff AL-8-T A 2~El o A

W] 71 B zrel yes = A A sk FelAEH AL EE A
RHEL @ RHEL Z27}8A4 o= that &4 A2

ha_cluster_cluster_present

e Zdaeyes 2 AASH Ao AGE Wpo] net S2E HA S8 2H 7 2 H =S 24
Fuh o el AG A hokom A oA XAt = FE2E A EdH Y
ha_cluster_cluster_present £ no 2 2 7g 3} 2 E HA F8 28 Ao Ul T2EA AAHY

o}.
o M2 71 2%k yes Yt

th& o Al Z 2l o] 52 nodel 3 node 294 2 S8 2 74 & A AT

- hosts: node1 node2
vars:
ha_cluster_cluster_present: no

roles:
- rhel-system-roles.ha_cluster

ha_cluster_start_on_boot
R A Zej e AU Tt TR A o RE AY
Y.

ha_cluster_fence_agent_packages
A28 H 2 ool A E I 7| A B2, o] M4¢] 7] E 312 fence-agents-all fence-virt ¢ 1 T}

ot
e

e 28 Za 2ok o] W) 7] 23k yes o

ha_cluster_extra_packages
ARG F7} A7) A B35 o] Wae] 7| wgte 7 7) A 7k o Yt

7
ol Mt o G 4 AF O R AR GA i F7 AN A AA st ol AHE S+ DEUTH: AL
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ha_cluster_fence_agent_packages = =l

ha_cluster_hacluster_password
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ha_cluster_corosync_key_src

Corosync £412] 21 4l 9} 5 3} 7] ¢l Corosync authkey v} o] A 2 Quth z} S8 ~F o tis)] a2

+r & authkey 7}l ‘}lt Aol FH U 7]+ ¢ 9] Hlo]H ¢ 256n0] Eofof gt}
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o] W=7} A4 = o] 7] 9l vjal ha_cluster_regenerate_keys 7} 7] 1 t}.
ol o] 7] &3k nulld Y o

ha_cluster_pacemaker_key_src

Pacemaker 4l o] o1 4 9+ 5 3} 7] 2l Pacemaker authkey 3} o] 7 2 ] Ut} 7} 2] 2~ E ol &
5Lk authkey 3ol Sl 7l o] ZAH‘:} 71 o] dlo]H ¢] 256u}0] E of of gt}

o] W4l 3 712 XA 3t A - Ansible VaultE Al & 3he] Zel= s slo] A¥a o2 44 =9
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ha_cluster_fence_virt_key_src

fence-virt It = fence-xvm 3 = o o] A E 9] ¢1= 7] €] %] ¢] fence-virt == fence- xvm 7] 3} o] 4
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) Mol T & 718 A4 3 3 ¢ Ansible Vault AHa-she] 2l b stol Al B 44 £
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o] =7} A7 =™ o] 7] th &l ha_cluster_regenerate_keys 7} F 4] € 4t}

o] M4o] 7] g2 nullgui o},

ha_cluster_pcsd_public_key_srcr, ha_cluster_pcsd_private _key_src
pesd TLS 2154 2 A9l 719 A2 th o] & A 342 @ om k=0 o]u] Q%A -7] o] ALgH
Uttt e1ZE4-7] o] glow ¢ oo A o] A A H L Th
o] Mol Ul sk 72l 7] FS XA = A9 Ansible Vault2 Al&-51e] Zel= ot slo] A= o2 2}
A S EgoAl 715 dsg) sk Aol E=FUTh

olg3t M7} A Hw o] elFA]-7] %ol t&l ha_cluster_regenerate_keys 7} 74| ¢ 1t}
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ha_cluster_regenerate_keys
yes & A5t AL 1 719k TLS ASA 7 Al A = = 2 S 27 A8 Ut 7] 9 54
7F Al A =] = W of] o §F Z}A ¢ U] 82 ha_cluster_corosync_key_src,
ha_cluster_pacemaker_key_src, ha_cluster_fence_virt_key_src,ha_
cluster_pcsd_public_key src 2 ha_ cluster_passwordd_private_key _src ¥ 5o th 3 A =& 3+
z 344 2

o] W2l 7] Bghe no vtk

ha_cluster_pcs_permission_list

pesd £ ALg5le] 228 8 BelSES AL THFUT o MFE TAIE FHE e 2
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o ¢|7] -2 E A B A 1)

o Bo-ZFyxy @3 L ACL A

o AM-wT FsbY AA Y I ASA N B A2 EFshe] Fol e B
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:ha_cluster_pcs_permission_list 9] #+x¢} 8|3 7| 2442 o33 25Ut

ha_cluster_pcs_permission_list:
- type: group
name: hacluster
allow_list:
- grant
- read
- write

ha_cluster_cluster_name
Ze] 2 9 o] F YUttt 7123 my-cluster 7} 3l = &=}

ha_cluster_cluster_properties
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Pacemaker 23 2~H A 45 AT S L S AE F=5d U o] S 2EH £ AED
Adgyoh
2 SA AT TR geS AE U

ha_cluster_cluster_properties:
- attrs:
- name: property1_name
value: property1_value
- name: property2_name
value: property2_value

Nemow &4 ARHA e
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& g A =7 o] 22 nodel 2 node 2 2 A% Z8 28 E F435l3. stonith-enabled 2 no-
quorum-policy & =¥ &4 & A4

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:
- attrs:
- name: stonith-enabled
value: 'true’
- name: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster

ha_cluster_resource_primitives
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- id: resource-id
agent: resource-agent
instance_attrs:
- attrs:
- name: attribute1_name
value: attribute1_value
- name: attribute2_name
value: attribute2_value
meta_attrs:
- attrs:
- name: meta_attribute1_name
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value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
operations:
- action: operation1-action
attrs:
- name: operation1_attribute1_name
value: operation1_attribute1_value
- name: operation1_attribute2_name
value: operation1_attribute2_value
- action: operation2-action
attrs:
- name: operation2_attribute1_name
value: operation2_attribute1_value
- name: operation2_attribute2_name
value: operation2_attribute2_value
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ha_cluster_resource_groups:
- id: group-id
resource_ids:
- resourcel-id
- resource2-id
meta_attrs:
- attrs:
- hame: group_meta_attribute1_name
value: group_meta_attribute1_value
- hame: group_meta_attribute2_name
value: group_meta_attribute2_value

NeHo R Yan aFE HA FHYTh
YA aF A4S £33 HA Cluster System Role Playbook 2] o &= 4] =
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ha_cluster_resource_clones
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ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: yes
id: custom-clone-id
meta_attrs:

- attrs:
- name: clone_meta_attribute1_name

value: clone_meta_attribute1_value
- name: clone_meta_attribute2 _name
value: clone_meta_attribute2_value
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ha_cluster_constraints_location
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ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

2z 91K Ak ol el T e FE L )22 b A S A 9 5w ) s
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ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- name: resource-discovery
value: resource-discovery-value
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ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

Ya2 912 A 20 AP 22 AR At =0 tal FYFE FRe Ax
2 DS} 2] 222 AL AR S A9 53 HH S AR sHE B 22 A Ak 270 sl 74 5
353 FAFUT i Aol AP FBL T FHUTh
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El a2 AU AR SE @22 X Ao 249 F2E gL 2EUh

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- hame: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value
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ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id
options:
- name: score
value: score-value
- nhame: option-name
value: option-value

o)y

Pz A E FF wA Ak 2400t #4842 de FE2vdsH 32

resource_sets (ZF) - 2|l &= A E E=9Ud.

resource_ids (2 ) - A|E 9] &2 H59Y .

LA (AE A1) - ol B3k A 2o AR 2L Fal AES B 22E A

gy vAl =Y

ha_cluster_constraints_colocation:
- resource_sets:

- resource_ids:
- resource-id1
- resource-id2

141



,d
op
r (
(i
AL
NS
-
oX
.t
2

Red Hat Enterprise Linux 8 RHEL| A] A] ¥ & &8 X

options:
- hame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- nhame: option-name
value: option-value
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ha_cluster_constraints_order
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o
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o
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ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- name: score
value: score-value
- hame: option-name
value: option-value
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resource_sets (ZF) - gl &2 A E ES9 U

resource_ids (2 ) - A|E 9] &2 B9
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ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
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- resource-id1
- resource-id2
options:
- hame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- name: option-name
value: option-value
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ha_cluster_constraints_ticket
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ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
options:
- name: loss-policy
value: loss-policy-value
- hame: option-name
value: option-value

gz AE g A 2100 s #4842 5 de= FEL2 da3 s
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ha_cluster_constraints_ticket:

- resource_sets:

- resource_ids:
- resource-id1
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- resource-id2
options:
- hame: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- nhame: option-name
value: option-value
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-l$

o2 Ze2HE QA 3= ha_cluster A 26 93 Z g o] 9] o &= g
A} 6‘}04 S7HEA Sl 2EH S RS L.

NI
tijo

22.2. HA 221 2H A|&d 939 gi gt AWl Eg] AF

HA Z2i 28] A28 3 Sool3-g ALgale HA 22261 742 o A e oA 2228 o
@ =9 o] 53 F4AE FAFU,

AMEe 9 7} wmsol A the FEe AdFow 47

e

T dFy

NODE_ NAME - 2 2§ 9] :=x o] ¢t}

pcs_address - pcs7t = =9} 52131 H AFE-sl= F42Y9 Ut ol &, FQDN == IP 49
TR FEWUSE XAT

f"?‘-'

corosync_addresses - Corosync°l]A1 AHeeteE F4 22U, 53 FY2HE #A S
EREXEAE $YF o F4H F&2EATF S8k YL

}2- 9ol A= node1l 2 node 2 E}Alo] Q& Ml 8] 2 HojFUth nodel 2 node2 = A13tE =
W2l o] 5ol A, o & £ /etc/hosts 1A S 53 o] 52 AT F Y= A9 o] =0 Q2T
Aojof g},

all:
hosts:
node1:
ha_cluster:
node_nhame: node-A
pcs_address: nodel-address
corosync_addresses:
-192.168.1.11
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-192.168.2.11
node2:
ha_cluster:

node_name: node-B

pcs_address: node2-address:2224

corosync_addresses:
-192.168.1.12
-192.168.2.12
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- hosts: node1 node2
vars:

ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password

roles:
- rhel-system-roles.ha_cluster

1AM A3 e e oA JuEe] o AR5 AAQste] Fdol RS £

I # ansible-playbook -i inventory new-cluster.yml
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g uj] Ansible VaultE A}-8-3lo] 6= ¢t5 350 A4 g & vault7l 43 & 45 3stst= A9

FsU
- hosts: node1 node2
vars:

ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: password
ha_cluster_resource_primitives
- id: xvm-fencing

agent: 'stonith:fence_xvm
instance_attrs

- attrs:

- name: pcmk_host_list

value: node1 node2
id: simple-resource

agent: 'ocf:pacemaker:Dummy
- id: resource-with-options

149


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/getting-started-with-rhel-system-roles_administration-and-configuration-tasks-using-system-roles-in-rhel#intro-to-rhel-system-roles_getting-started-with-rhel-system-roles
https://docs.ansible.com/ansible/latest/user_guide/vault.html

o

[‘J

Red Hat Enterprise Linux 8 RHEL || 4] A] 2] 91 &3 A&

agent: 'ocf:pacemaker:Dummy’
instance_attrs:
- attrs:
- name: fake
value: fake-value
- hame: passwd
value: passwd-value
meta_attrs:
- attrs:
- name: target-role
value: Started
- hame: is-managed
value: 'true’
operations:
- action: start
attrs:
- name: timeout
value: '30s’
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "1min’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- name: target-role
value: Started
- hame: is-managed
value: 'true’
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
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value: '2'
- name: clone-node-max
value: '1'
- resource_id: cloned-group
promotable: yes

roles:
- rhel-system-roles.ha_cluster

1A A A3 e oA oJwEe] o 25 AAQste] Edol5S 4AFr
I # ansible-playbook -i inventory new-cluster.yml
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- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
# location constraints
ha_cluster_constraints_location:
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# resource ID and node name
- resource:
id: dummy-1
node: node1
options:
- hame: score
value: 20
# resource pattern and node name
- resource:
pattern: dummy-\d+
node: node1
options:
- hame: score
value: 10
# resource ID and rule
- resource:
id: dummy-2

rule: '#uname eq node2 and date in_range 2022-01-01 to 2022-02-28'

# resource pattern and rule
- resource:
pattern: dummy-\d+

rule: node-type eq weekend and date-spec weekdays=6-7

# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- hame: score
value: -5
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- hame: sequential
value: "false"
options:
- hame: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
- name: symmetrical
value: "false"
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# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- hame: require-all
value: "false"
- hame: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- hame: sequential
value: "false"
# ticket constraints
ha_cluster_constraints_ticket:
# simple constraint
- resource:
id: dummy-1
ticket: ticket1
options:
- name: loss-policy
value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
ticket: ticket2
options:
- name: loss-policy
value: fence

roles:
- linux-system-roles.ha_cluster

1A A A3 e oA oJwEe] o F2E A ste] Edol5S 43Ft
I # ansible-playbook -i inventory new-cluster.yml
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- hosts: z1.example.com z2.example.com

roles:
- rhel-system-roles.ha_cluster

vars:
ha_cluster_hacluster_password: password

ha_cluster_cluster_name: my_cluster
ha_cluster_fence_agent_packages:
- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- name: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
- hame: login
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value: apc
- nhame: passwd
value: apc
-id: my_Ilvm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- hame: vgname
value: my_vg
- hame: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- hame: device
value: /dev/my_vg/my_lv
- name: directory
value: /var/www
- name: fstype
value: ext4
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- attrs:
- hame: ip
value: 198.51.100.3
- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- nhame: configfile
value: /etc/httpd/conf/httpd.conf
- hame: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website
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e 2H9 & F shUedA el JHE ARIFUG. )9 glAL7 RF 5YS =
9l zi.example.com 9| A A3 = 7 J&HF ).

&ko 719 pes resource debug-start resource % 2 23 5}

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_Ilvm (ocf::heartbeat:LVM-activate): Started z1.example.com
my _fs  (ocf::heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com

Website (ocf::heartbeat:apache): Started z1.example.com
22287t A ZE o] AP BakeA oA IPaddr2 2222 g IP F4E 718 A A
F EAE 2 5 o, 71ad o] "Hello"= 74 g4
I Hello

z1.example.comol| 4] 23] F2l A2 1HF0] 22. example.com === A 3l=X] HXE

317] 918l ;== z1.example.com < standby 2. =9 75 =7} ¢ o] A AE TAHYT F

Ay
I [root@z1 ~]# pcs node standby z1.example.com

ezl g standby =2 Adsg = F shuelA S8 2H BHE 9

Ut} o)A 2] 227k B 22 oA A3

°{N o

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com



Stack: corosync

Current DC: z2.example.com (2) - partition with quorum
Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:
myapc (stonith:fence_apc_snmp): Started z1.example.com
Resource Group: apachegroup
my_Ilvm (ocf::heartbeat:LVM-activate): Started z2.example.com
my fs (ocf::heartbeat:Filesystem): Started z2.example.com

VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com

Bold IP F29 ) Aol EE T flo] AlS A H ook gy

W7 mEdA z1 & AA A Oe BE e JAh

I [root@z1 ~]# pcs node unstandby z1.example.com
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standby R =o)X = =5 A AN E BlA27 8T =22 OA] Fol] X9
Yt} o] 29L& 7 A~ 9] resource-stickiness ztol w2t 227 U}, resource-
stickiness g} £/ o] A3 AA G W &2 dA == HAeste gt 7S
Tz A L.

22.7. F7t Y &2

°
RHEL X] 2¥) &3t x| &35} 7]

/usr/share/ansible/ roles/rhel-system-roles.logging/README.html<] rhel -system-
rolesd] 7] A 2 A XA 24

RHEL ] %) o] & KB #4]
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ansible-playbook(1) =& % 5] 0] ],
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cockpit RHEL System Role$ A}-&-31H A| 2="lo] ] 248 AR5t AT = U

23.1. COCKPIT A| =" |4 &

cockpit A1 =51 & ALgatel ] EEL AF O WL D Sy 3}ato] g Hebe A o)A RHEL A2
de A 5 dxynh

23.2. COCKPIT RHEL A] 28 & &9 o]t

2

2~
nn

cockpit RHEL A] 2 o] &to] ALg & w5k the s 24U

A N A
cockpit_packages: (7] ¥ zk: default) ] A4 el H 3 7] A Al E(default, minimal =+ full) =

s A4 g,

* cockpit_packages: (7] ¥ %}t default) - of F-3&- 2] <k
Holx] g 2= A A Ul

* cockpit_packages: (7123 HA) - /ML, Hulg, &
2, A7 B A H o] A vk, H gk &

* cockpit_packages: (7] -3k full) - AF& 7158 = E
#H o] A]

Atk 75 A A cockpit 7] A] L] A E AR
A4 gy e

cockpit_enabled: (default:yes) FE A Y ZE P AT AT LR AL EE A 5
o] A=A 74

cockpit_started: (default:yes) &8 A FElof 8k A 74

cockpit_config: (7] &7k 1) /etc/cockpit/cockpit.conf o} & o) 474 & 483 &=

AFUTh &4 o] A stdo] &gy

/usr/share/ansible/rhel-system-roles.cockpit/README.md 3} <.
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Red Hat Ansible Core7} 71} A]| 2"l & 7 A3l A 2HlQl Aof == AA 2 D AL A3

Aol =o)X e ST

ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 4 t}.

o2 U&© = A playbook.yml 51212 3 F ).

- hosts: all
tasks:
- name: Install RHEL web console
include_role:
name: rhel-system-roles.cockpit
vars:

cockpit_packages: default
#cockpit_packages: minimal
#cockpit_packages: full

- name: Configure Firewall for web console
include_role:
name: rhel-system-roles.firewall
vars:
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- hosts: all
tasks:
- name: Generate Cockpit web server certificate
include_role:
name: rhel-system-roles.certificate
vars:
certificate_requests:
- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost’, 'www.example.com']
ca: ipa
group: cockpit-ws
2.
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I # ansible-playbook --syntax-check -i inventory _file playbook2.yml|
QU E] S A S o] HS gt

I # ansible-playbook -i inventory_file /path/to/file/playbook2.yml
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