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3 252 EANT 5 Ay
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3.
FA F stE A9 skal b3 "o o2} B8-S wrEY . ipa help [topic_name].
topic_name £ diA oA dA oA YL FA F s F7HEU
o] oAl A & 3 A E A& F . user
I $ ipa help user
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IPASE3T o] YR Zo] AA d2EE & F gle A+ s 52 AHEsH A L.
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w3 F shtE A st o2 Aeol uke help -2 443k ipa help <
COMMAND>. &It ;COMMAND& gt; =22 4l o] dA A Yd3 83 F shtsE F714d
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I $ ipa help user-add

ipa man | o] #].
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tekton-databind built-in B3 & ¥ 3+ A}&35 4= 9J &t}
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ipa user-add, ipa user-mod, ipa user-del, ipa user-find, ipa user-show
ipa host-add, ipa host-mod, ipa host-del, ipa host-find, ipa host-show

ipa dns record-add,ipa dns records-mod,ipa dns records-del,ipa dns records-find,ipa dn
records-show

ipa user-add [options] = A& 3lo] AL&AE AA T 5= AFU T o] 7] A [options] &= A9 A}y
t}. ipa user-add B H 7k A12-31A 2FHEOA A AL JRE 2 F .

712 e BAEZ WA EH QA EEZ Aol of Ut} upgtA] WH ol 2 H A E ipa user-mod
USER_NAME [options] = ¥3tg ).
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3.

First name: 2 =9 A] Al&%}9] A WA o] 5
4.

: B A AHgAe] 4S 95k Enter 718 FEU
5.

User login [suggested user name]: A1-&#} o] 52 Y& 3517 Enter 7] &

R L

A= 3tar Enter 71 & 3o

=3 A ¢E AL

AFgA} o] - A 1dM v o] Elu] o] 2ol thal 53l oF FLith. sl AFE A} o] Bo] ofu] &

A 3}t7] "l o] & 771 2 sHA ipa user-add 3§ &

& AL o -2 AHE-FU T

AgA ol 5E F
& F9e Fg:

Added user "euser"

User login: euser

First name: Example

Last name: User

Full name: Example User

Display name: Example User

Initials: EU

Home directory: /home/euser

GECOS: Example User

Login shell: /bin/sh

Principal name: euser@IDM.EXAMPLE.COM
Principal alias: euser@IDM.EXAMPLE.COM
Email address: euser@idm.example.com
UID: 427200006

GID: 427200006

Password: False

Member of groups: ipausers

Kerberos keys available: False

7hek 5 A8 A7 o] 1dM wl o] Eju o] 20l F715 31 IPA BB &

38 Abgste] TEA LSS WS ThE 26

A+ o] =(CL)=



4. IDM 3 3= f2 g 27

2
718A 02 AR gEe AgA AR A Ho] YA SUTh AR AR S A
she B¢ ¢35 g Folsle W o ¥ 3 @7 ipa user-add § 3 & AR,

I $ ipa user-add --first=zExample --last=User --password

IPA CLIGI 4| AL&7} o] B3} 45 8 3718171 Sl ajahe WA A7t EARY

AH8-AL7E o] 738 735 ipa user-mod B & AHE-Ske] FEE F7E o AwU T

i

7} Abg A AR T ol wl WEE WA 5 A5UTh oA F So] AHg Al Al FEE FAE

+ uth

o PR WAL 5T 7| E AL A AR L A o3 of sl2 = user-add 23 th5 U oh(all:
)

A 27 A

AFE2F A& g st Bl A A 3ol Qlojof gt

Eue o3 IdM A slo) A7 g o

A AL AE ARSI, ¢3S F787] 9 --

ipa user-mod W& 2 st
password ¢} 742 348 A4 Y

o

o

I $ ipa user-mod euser --password

17



Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

1

K
ol
ol
flo
=
12
foi
i
A
N
et
o
i
rr
(>
Iy
o
[t
i
i
Og(:,l
i)
v
i)

Modified user "euser"

User login: euser

First name: Example

Last name: User

Home directory: /home/euser

Principal name: euser@IDM.EXAMPLE.COM
Principal alias: euser@IDM.EXAMPLE.COM
Email address: euser@idm.example.com
UID: 427200006

GID: 427200006

Password: True

Member of groups: ipausers

Kerberos keys available: True

ol Al A7l AHEA AT 7t AR H o] AHE AT IdMe] 2213 5 AF Y

ujj 7] ¥ S=0l] o 3 z}A & Y] &2 ipa help user-mod %S A3 g},

1.8. IDM -l el gt E52 A3 ste ¥

IdM(ldentity Management)2 &S0 o5 7t 54 2 A3 Y.

M2 o537 22 b5 & 552 Asste S Addyd.

FAF Y 55 ol FAF IIZ A2 ol

3

Abg-EU T

I $ ipa permission-add --right=read --permissions=write --permissions=delete ...
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BES9 FAIR 52 F I&FUT ol A5 Qo] 4L £
I $ ipa permission-add --right={read,write,delete} ...

99] oA A= S BAEJ AL F7}5E= permission-add H #H S B o]F U} o] dA| QA= A
A AF3A EFUh ... A S F71S QBAE S 718 ofF .

e zolA olel @ O & $AL Aol =k IdMIA o] A 7t B=2 A
Uth i b @& 542 dulelE8 u F7hstel = 9 gho] obd A Al

=2 943 Qo

2soz g
=22 ARk g

A& Eo] 919 ¥R A AT BS54 ¢17], 227] L 2HA| 7} 3 Yt} permission-mod {0 & =
55 duolEsd e s FUlslof gtk 28R o AFHA 2 ol AHAg Y

o] 1: ipa permission-mod & 2 o] do]] 3719 ZE A3 YHo|Eg ).

I $ ipa permission-mod --right=read --right=write --right=delete ...

1A
rr

I $ ipa permission-mod --right={read,write,delete} ...

o] 2 -ipa permission-mod " & - P o] 3= X 7] W&ol --right=delete 1+E 2}A)

d
k3
k)

I $ ipa permission-mod --right=read --right=write ...

1A
rr

I $ ipa permission-mod --right={read,write} ...
1.9.IDM €€l 9} 55 B2 A3 B

ipa Bol 54 FA7t TUH BHE A4S ALY v o] @ FAE MU ()2 o] 27 o] ZFY]
18 Sof, A=l & B(< @ >), ATNE(R), BE() EE 57 EAF()e]
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I $ ipa certprofile-show certificate_profile --out=exported\*profile.cfg
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Preserve '
Activate | @0 M 00 ML 0 fmmmmmmeeeeeo >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

IdM Bl ol el W o] 0] 4] G 74 02 AHE R FEL AAT 5 AEUTH

AHA| A A A AR LS B4 F FUTH A A AR S AHAIEHE AR 92| BRE
A7t FFH oz &9 Y.

A #E A 712 admin AL} 7He AR Ado] e ASAT BE S AFUT RE FAA
AR L A4+= 24§ 7 9 Directory Managerol 4] Directory Serverd 4] A #2| A& 502 AA )
of %“4 .

'@ F9
admin A}-§-#-5 2HA| 514 vl Al £. admin 2 IdMo] 2 2 3 APd A ol | ALS-A}

ojm 2 o] Qo2 Q3 54 WP oA A7 AU gl A admin ALE-2E A
ol st AHg st & A9 sl o] 4de] thE A&l Al admin B3-S B E F ipa

A2 2} H) 84 31 admino = AFA A o] @ admin AL AHS B84 313t}
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IdMo)] 22 AL8-2-5 F=71381A] vh4] Al 2. NSS(Name Service Switch)= 22 A}
22 9 2828 337 Ao 44 IdM AL A 2 28528 . =, IdM 2§
d AL 24 A2 A A FAE5HF &5 ).

2.2. 4HE S ALg st AL A F7}

g pol ALAE 3748 5 AU

B4 vAA - ALE AT AFH 02 AFE T 5 Ak ALEA AF.

o o
tllo
l‘-bl
3
)
B
L

2v|o]d - EAG AL ol e @ A S AT F Q& Th Al AR
A2 ALE I A S A A6 A RS ALE T I B o

U Aatel A = ipa user-add 3R & AHS-Ske] IAM A H ol &4 AHEAS F7tshs B s A ¥ EY
o

3 7HA] £ ipa stageuser-add & S AH8-dlo] ZH| o] AL AR S AT F dsH T

a1

IdM& 3253 A&7 ID(UID)E A AH8-A Al ol AHs o= gyt o] S 5
o7 &3 S x| gk oA UID 37 Z§3HR] o] LE 39l 31%] &Lt o]l=
A3 o8 AH&A o] FUdG DA/ I F ,g*qr:} 3% UID7L 9 oy
FEo] gle AL BA = Aol FFULH

A 27 A

[ ]
IdM == AHE-A BE| A 9382 A2 sh7] A3 A A

Kerberos E]Z1S 3 S FUth AA & U &2 kinitE AH8-35te] IdMe]] 5 0= 212138+

Hg— .% =z o].)g}\] 9.
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I $ ipa user-add user_login --first=first_name --last=last_name --email=email_address

Mol 4 &= the B oz 4 5 9 A Qg

e

AFgAL o]

il
o

I [a-zA-Z0-9_.][a-zA-Z0-9_.-]{0,252}[a-zA-Z0-9_.$-]?
i
33 g 7|13 ($)=2 EUe= AHEAF o] & Samba 3.x A| 2H] P& A3}

37 98l AQR

G EAVE A A ol §E FAE A IIME AEO2 ol H& AL W] SR W
Btk ek M 22918 o) @4 AHER} ol 5 2B A slof Fuith S A A
0 AS A 5 B AN e A ol B FAE F A5UITH,

A&} o] E9] 718 Ao Zol&= 3224 Yt} WA sl A ipa config-mod --maxusername
BEE A FUT A& S0 A AHEA o]l F Zol & 64AE =B g S 33U

$ ipa config-mod --maxusername=64
Maximum username length: 64

ipa user-add ¥ #H o] = %2 vl 7] W7} 3
S AH Y

I-H
o
"
2
30

FUo. 25 J<3ted ipa help ¥ %

I $ ipa help user-add

ipa help g ol o & A g &2 IPA =222 Fxsti Al L.
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2% BB =S AHE st AHE A AR A
RE M AHE 2 ARG S YEste] Al AR Al o]l B3 A2 AP HAEA ST + dFH T
I $ ipa user-find
o] 42 AR AWt Jde ZE AHEA AR S YE P

23. 9P EL AHgsto] e B3}

AHE AL AR L 2H oA o)A B4 o= o] 53] &4 3s)3lelH ipa stageuser-activate W& 2 A}2-3
Yt

A 27 A

[ ]
IdM == AR} #E A} 9 &S A2 517] 93 FE A A

[ ]
Kerberos E]71 & 3 535Ut} AA g U8 kinitE AF&-351o] IdMo)| 522 2121351 +=

S FZEAA L.
Az}

1.
Hug@<$ g3 IdM A v o)) 943}

2.

U5 R o R A A AZ S AU

$ ipa stageuser-activate user_login

Stage user user_login activated

B E IdM AFE2 AIA & Y st A AF8AL AR o] g A o= AAAHJE=EA AT = dFUH.
I $ ipa user-find

o] BH L& AE A7 Jde BE AHEA A S YL
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2.4.9HE L Aot B A LE

AHEA AR S AHAISHH BET F AT T 54 F+ A= FAE FAFUG AR AR S
A5l ™ ipa user-del === ipa stageuser-del & 7} 7] --preserve 342 AF&-3 .

A 27 A

[ J
IdM == AHg-A A2z 93-S e str] 9 A= A
[ J
Kerberos E] 7S 3 S F Ut AHA & Y &2 kinitE AH8-35te] IdMe]] 5 0= 21218+
WS FESHAA L.
Azt
1.
Hude g3 IdM Ao A2
2.

08 ¥ L A1 L35 A A AR L RET L.

$ ipa user-del --preserve user_login

AFgAE AR o] AHA H Atk Yol = Bl REHJHFU L

25. 3HEL ALEsho] ALER ALA)

IAM(ID #2))S A3 AL A4S G7H o2 A & AFUTh OS2 AR 5 AFU

[ J
& %S AHS-sh= &4 AH8-A}: ipa user-del
[ J
oS 9H S AL 5te] ALgA} 1) ipa stageuser-del
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24. 3 A E 2 AHg-shel ALgA A

[ ]
o W E S AFE-5he] AFE-A| B.E:ipa user-del
o] g AHE-AE AHA| k= 7§ --continue ¥4 & A18-5le] Q Fol #AIglol P o] ASHES .
HHo] d5EH AT U A Qo] Qo] stdout T+ &7 2EH I ZF P

I $ ipa user-del --continue user1 user2 user3

--continue & AHE-3HA] ¥+ B¢ B R 2 /7 AL W 7HA] AHEA AAE A3 FUG. o] ¢ o
BEol FAHAXL FEEUY.

A 27 A

[ J
IdM = AHgA el 3 o B el sr] Ad B A

Kerberos E]Z1S 8= %1t} 2 & Y -&-& Kinit2 AL23le] ldMo] 4502 2195

S FESH A L.

Bude o3 IdM A slo) A7 g

03 932 AHE-5te] ALEA AZ S AHAI U o

$ ipa user-del user_login

AR A Al AR o] IdMa| A & & o = AkA] 5 A &5 o).
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Last name * User
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New Password sEssssRRee
Verify Password TTYIYTYTY)
* Required field
Add | | Add and Add Another || Add and Edit | | Cancel
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RED HAT IDENTITY MANAGEMENT

Identity Authentication

Policy

Users Hosts Services Groups

Active users
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User
O | login
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Q 2 Refresh | | W Delete || +Add || + Activate
First Last Telephone Joh
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=l Llol
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Disable(v] 243} ) M ES 24yt
Active users
Q 2 Refresh || @ Delete | | +Add | = Disable | v Enable § Actions ~
First Telephone = Job
[ | user login name Last name Status uiD Email address Number Title
[J | admin Administrator |« 78000000
Enabled
E," euser Example User v 78000006  euser@idm.example.com
Enabled
[ | preserved.user | Preserved | User v 78000009 | preserved.user@idm.example.com
Enabled
Showing 1 to 3 of 3 entries.
5.
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First Telephone
[0 ' User login name Last name Status uiD Email address Number
O | admin Administrator | 78000000
Enabled
O | euser Example User = 78000006 | euser@idm.example.com
Disabled
(O | preserved.user = Preserved = User v 78000009  preserved.user@idm.example.com
Enabled
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Q 2 Refresh || @ Delete | | +Add | = Disable || v Enable § Actions ~
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[ | user login name Last name Status uiD Email address Number Title
[J | admin Administrator |« 78000000
Enabled
E," euser Example User v 78000006 | euser@idm.example.com
Enabled
[ | preserved.user | Preserved = User v 78000009 | preserved.user@idm.example.com
Enabled

Showing 1 to 3 of 3 entries.

5.
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4.2. ANSIBLE Z o] 22 A} £ 5}1¢] IDM A2 27} Q=] 8<l
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A 27 A

[ ]
IdM &2 2 435 23 5.

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1 %] & A X &1}

A3
1.
<l £2] n} (o) : inventory.file )& A A3}l 51 of 7] 9] ipaserver = A 2] gt}
[ipaserver]
server.idm.example.com
2.

IdMol| 913 A} A1) ©o Bl & A}-8-5lo] Ansible a0 % 51l 2 AT o] BAE 2
43}317] 9934l /usr/share/doc/ansible-freeipa/playbooks/user/add-user.yml 3} o] A of| 2] &
BALsl AT 5 IdH5Y 1:} dl & E9] idm_user 2t= A18-AS A A 513l Password123 S A}
L i R —r7}°}a‘q -2 TPy

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: MySecret123
name: idm_user
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first: Alice

last: Acme

uid: 1000111

gid: 10011

phone: "+555123457"

email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

AHEAE FrhsHE W T R AL ALgaloF .

[ ]

name: 2712 o] &
[ ]

first: 2 A o] F FA4E
[ ]

last: 4 Ex4¥

A1 7153 AR AL &4 9] A A 2= -2 jusr/share/doc/ansible-freeipa/README-user.md
Markdown 59 & =314 A Q.

update_password: on_create 4% A1-8-3l+= 79 Ansible2 A1-8-215 A
A W vk AL A G E AR T AL AL o] ¢FE ALESte] A E AL
Ansibleo| A Al ¢35 AA A dHU
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-ldM-user.yml

o
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
# 2 AL Kerberos €|A S @ A3t}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

idm_user o] A& AR E 2 AP

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

o]l = o] jdm_user 91 A& A= IdMo 951 o}

4.3. ANSIBLE PLAYBOOKS- X183l of 2 IDM AF&-A171 ) =A] &<l
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1.
olwl 2] 5} (d: inventory.file )2 A A 5131 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com
2.
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o
ol
L
X

47%. ANSIBLE Zd| o] 525 A8 AH8-AH A1 &2

sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 3} & oj]
A AAE BASSL 3 4 dFUTh ol & E9] idm_user_1, idm_user_2 ¥ idm_user_3
AL RS A A5 AL, Password123 S idm_user 19 ¢35 2 F71sldd 22 33y

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_users
ipauser:

ipaadmin_password: MySecret123

users:

- hame: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"

- hame: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011

- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

Fx

update_password: on_create 343 A3 3% ¢} ©H Ansible2 =3 o] &
= A3 yvig AHEA G5 E g AZ UG Sdlol ol vix e s 433 d
o] F A2 A7t 45 E WA A9 Ansiblee 95 E A AR

il

Aol %e AT,

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-users.yml
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ipa user-show % 22 A-8-3to] AL& <} Al o] IdMol Y=A] el e 4 gtk

A A= ipaserver o] Z 1213}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] gt AW L A]:

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

IdMell idm_user_1 o] &= A&7 Q&5 o).

4.4. ANSIBLE =3 °] 53 A}-8-3t%] JSON 5 oA o & IDM AL A7t J=A] &R

R

th& Aol A & Ansible E30] %2 ALg-ste] IdMol o] & AL A7} Q1A SHelsh By
Ut} AF8-AH= JSON 52l ol] A 25 o,

il
i
of
o

A 27 A

[ ]
IdM #2123 432 <43 sU o

Qlul &a] 5}l (of: inventory.file )& WA 3131 o 7] 9] ipaserver = & 9| ]t}

[ipaserver]
server.idm.example.com
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47%. ANSIBLE Zd| o] 525 A8 AH8-AH A1 &2

Z 83 &9 S AHE-3to] Ansible Zd o5 343 A FUT. S5 A 3= AHS-AL] H
o] 2 JSON 3¢ & I3t} o] QA E 7+43}5H7] 93l /usr/share/doc/ansible-
freeipa/ensure-users-present-ymlfile.yml 5} o] 4] oA S B A}sl2 £ 5 A5

- name: Ensure users' presence
hosts: ipaserver
become: true

tasks:
- name: Include users.json
include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: MySecret123
users: "{{ users }}"

users.json 345 A 3L IdM AHE-AHE F-71H U o). o] @A & 7H4A313817] 98l
/usr/share/doc/ansible-freeipa/playbooks/user/users.json 3} o] 4| o A = B A}sla =4
F A&t dE So] idm_user_1, idm_user_2 2 idm_user_3 A} &A1& A A 511,
Password123 & idm_user_1¢] ¢¢s2 F7lsle]d 22 Fa4Fh.

{

"users": [

{
"name™": "idm_user 1",
"first": "Alice",
"last": "Acme",

"password": "Password123"

12

{
"name": "idm_user 2",
"first": "Bob",
"last": "Acme"
b
{
"name": "idm_user_ 3",
"first": "Eve",
"last": "Acme"
}
1
}
Zeo| % ol B AWM ED AL 2 Y5t Ansible Fa 0] %2 AP Tt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-users-present-jsonfile.yml
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—_— X

4

ol\

A

ipa user-show % 22 AL 8-3to] AL <} Al o] IdMol =7 sl e 4 Utk

A2 A= ipaserver o] & 121}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19l] gk W XL A]:

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

IdMel] idm_user_1 o]&}= AL2-271 <5t

4.5. ANSIBLE =g o] 33 A}-&3lo] AL&A7F QLEA] 82l

& ARl A & Ansible Ed0] %2 A8 ste] 54 ALER7E Mol 1A SHelsh Y

Ut

A 27 A

[ ]
IdM 2] 7} 9+ 5 2 231 5T

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Q1w & 2] 5}2l(of: inventory.file )2 AW A 3131 of 7] o) ipaserver S A o] g}

[ipaserver]
server.idm.example.com
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i

ol\

47. ANSIBLE Z 0] %2 A}-g-5to] AL82t A4 2]

IdMell gl= AH&-A= Ansible Z o] 5 Y S A F . o] GAIE 7H43}351H7] 9138

/usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 31 oj| A o A &
HALela AT 5 AG5Uh o = Eo] idm_user_1, idm_user_2 2 jdm_user_3 A& A=

A S e S g o

<

A

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: MySecret123
users:
- hame: idm_user_1
- hame: idm_user_2
- name: idm_user_3
state: absent

lul Eg] 5122 XA sl Ansible Z# o] 22 A3 3t}

%)

i)

o]
=

il

glol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/delete-users.yml

ipa user-show 3% & A}-8-31o] ALg-#} Al A o] IdMel] §l=X] 8203 4= A5

A A= ipaserver o] Z 121}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] tigt 3RS 2 A3}

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

o] =o] idm_user_1 9 A}&2= IdMo)| 915Ut}
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/usr/share/doc/ansible-freeipa/ t] @ & 2] ¢] README-user.md Markdown 3¢ & &% 3}
HAIL.

/usr/share/doc/ansible-freeipa/playbooks/user t] & g 2] o]l 5] 1= Ansible Z#| o] &S I
E RN
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5%. IDM Za}o] A E 9] IDM A}-& Aol Al SUDO o 4] 2 A 3k Ko
57. IDM Z&}o] A E 2] IDM A}-g-2toll Al SUDO o) Al = A Ko

o] A1 Mol A= ID 2ol A AL Aol Al sudo o)Al 2 AT Hof st Wyl thsl A% o,

5.1. IDM Z2}o] A E o A4 SUDO A 2

A28 FE| A= FETF obd AHE A7 UWHA 0 2 root AL& AN Al el ok de] HRE S APT 5 A
=5 sudo NA = AS HoqF = FUT. wEhA ALS A7 A ubE O = root AHS-AHE ol ofE e
B8 S T o 5= A3 sudo £ AHE-3He] dF HH Aol FUHUTH ¢S E 4™ Folle FE A
SARA AAH PR ol AF Ut HolEu| o] Au| = AR 2 G E AHEA e 1522 sudo ¥
32 2352 A sudo 3ol Uil RunAs ¥ 3 & 74T 5 AFUT

¢}

RHEL(Red Hat Enterprise Linux) 8 2 E 7} IdM(Identity Management) 2 2} o] ¢l E o)

55949
O BHOR SAEA £ 9t M A AE 4 ol st sudo RS AR T & A&

2242 /etc/sudoers 3} o] A

[dMol A S¢ RS54z

o] A = CL(YE = dE=o]x) & IdM §) UIE AHE-st] IdM E2to] A E o tj 3 5 sudo 1+

g g4 she e 4E e

RHEL 8.4 o] A9 4] = UNIX 714t £9 =) A 7} Kerberos A ¥] 2= o] A A 23}51 Q1ZF 51 712 W Ql
GSSAPI(Generic Security Service Application Programming Interface)= A}-8-3} <] sudo ol tjs] ¢
ST YPEAFS AT % AF5Y T pam_sss_gss.so PAM(Pluggable Authentication Module)& A}
&3t SSSD A H| A5 F3l GSSAPIIS S 353 5 Jou g ALg A= # &3 Kerberos E] 7S A}
&3t sudo ¥ P2 A F JdFUT

sudo M A = #Z & FXFH A L.

5.2. CLIE A}-8-3l4 IDM Zgto] A E o] IDM A&}l Al SUDO 4 A 2 A3 Hof

IdM(Identity Management)ol A= 54 IdM 2 2~ &

o] IdM A1-8 2} 71 o T % sudo A = AHES =
3 9ol $ol& 5 &k WA sudo B F71e

+ St o] 3ol P& o widt sudo S ¢
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Red Hat Enterprise Linux 8 IdM A} 82} 28 & S AA 2= A o] 513 &2
P AL BolslE A idm_user

Futh
R e

Eo] idm_user Al A o] idm_ sbin/reboot 4 &
A3E d2FdUG.

dE
reboot sudo &L =W e

AL 8 AL

IdM #E] 2 2 2AdH5Uth

IdMoll 4] idm_user ol o] g A8} ARG S WA S AR S & THEo] AR a2
F7tsth= Wyl o g A Al 82 3

[ ]

i ]
= O

aoET—-_‘

[ ]
A AE U CLIZ AHg-ata] Al IdM AF& -2

ALg-3te] ALg2E F7HE FRFAIAL L.

idmclient & 2=E9] 22 idm_user Al A o] L&t} idm_user A}& 2= =2 /etc/passwd

slo] YA H A v

A g,

5

IdM #-2] x} = Kerberos ]2 7

I [root@idmclient ~]# kinit admin
9] IdM d] o] gl o] 2=0]] 7}k

2.
/usr/sbin/reboot ¥ = & sudo ¥
[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot

Sudo Command: /usr/sbin/reboot
g BHEyn.

idm_user_reboot @}+= sudo it

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot
Enabled: TRUE
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o
ol

L

—_

5. IDM 229 1 E o] IDM A} Aol 7] SUDO 9 &l 2 A g 3o

/usr/sbin/reboot & & £ idm_user_reboot i o] F7}34t}.

[root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds
'/ust/sbin/reboot’

Rule name: idm_user_reboot

Enabled: TRUE

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

IdM idm client €2 E 9] idm_user_reboot i3 2 & &3},

[root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts
idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

idm_user 713 < idm_user_reboot i+ o] 373t}

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

Fx

Auol A ZeolAE R W AHFL Avales ol B 2ol Ad F A&k

idmclient &2~ E 9] idm _user Al o =2 271213}
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idm_user Al Qo] 3 & = = sudo 3 S EA g .

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

i
e
)
o
L

sudo & A}8-8t] Al 2812 AR R W A1X| 7} EA H W idm_user o] 5

.

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

5.3. IDM ] UIE A}-§-5o] IDM S0l A E 2] IDM AL§-Zoll 7] SUDO oA 2 A7 Hof

l

IdM(Identity Management)ol A = SA IdM &2 E 2] IdM A1-&2} Al A o] )3 sudo AA| 2= AL 5
A BE e 9T = AFUY. 94 sudo FH S F713F b5 skt o] 32] W& ol dl g sudo S v
4

idm_user_reboot sudo T“ffd S A A sle] idm _user Al A o] idm client A] 2] o] 4] /usr/sbin/reboot
YRS AYT I ATS steld o] A& d=Puo.

A 87 A

[ ]
IdM #2132 222035

IdM<l A idm_user ] o g A}ﬂx} AR S B AHEA] 2 E TS0 AR H=2
AARFUT BB E A o] =5 AHE-3te] Al IdM AHE- RS F7Fsh= W oll o 3 2 Al @ ]

$& WAL A olel A8 F/HE FEAAIA L.
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5. IDM 229 1 E o] IDM A} Aol 7] SUDO 9 &l 2 A g 3o

idmclient &2 E 9] 22 idm_user Al A o] L&t} idm_user A& 2= =2 /etc/passwd
sl o] A =R 51

Az
1.
/usr/sbin/reboot *§ % 2 sudo & 9] IdM d] o] € vl o] 2~ 0f] F=7}3H o}
a.
A4 - Sudo -~ Sudo ¥#Ho 2 o]E3h ]}
b.
QEZF A 2P A Add (F7HE £ 31<] Add sudo ¥ di s} AAE Gt
C.
sudo:/ust/sbin/reboot & A}-&-3te] AL8A7E AT = J=HE S 4G
2% 5.1. IdM sudo ¥ =& F7}
Add sudo command x
Sudo Command * fusrishin/reboot
Description
é
* Required field
Add || Add and Add Another | | Add and Edit || Cancel
d.
F7t2 299U
2.

A sudo H = =2 Al8-3}o] idm_user7} idm client A|2"1-2- AL E S 4= JJ == sudo
22 AT

A A - Sudo -~ Sudo FF o = o] FJ ).
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QEZE 4G A A Add(F71 )E &3 5t9] Add sudo rule( sudo 3 F7}) dl 3}
AAE gy

sudo 773 2] o] &2 idm_user_reboot £ ¢ g o}.
Add and Edi(%7} 2 93)2 293,
AHEAHE AR o

(AH&-#+) A Aol A Specified Users and Groups(X 4 € A2 2 71§ ) 2

s

=2

[]
~

User 7}EI5LE] ol 4] 713 o] 31¢] A Ao & &5 = 725 Add(571E & sle] Add
users into sudo rule "idm_user_reboot" tj 3} AAE ¢gr}.

iii.
Add users into sudo rule "idm_user_reboot" tl 3} A=} 2] Available & ol A
idm_user &2l &-S A &3]3 Prospective € 2 o] 53 ).

4
)
i
fy
)
d
L
v

Access this host (°] T2 E o] 9 A 2) A A o 4] Specified Hosts and
Groups(AAd s 2E 9 17 ) fddQ G55 A9

SAE WA o] F o] 519 Ao A 8= A5 Add(F71H)E 83519
Add hosts into sudo rule "idm_user_reboot" t| 3} A A& gUt}.

iii.
Add hosts to sudo rule "idm_user_reboot" o] 3} A=} 2] Available & ol A
idmclient.idm.example.com <1 &8 X &5} 37 Prospective € 2 o] 53},
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5. IDM Z2}o] 21 £ 2] IDM A}-&- 7ol 7] SUDO o A = 718 3]

V.
F7Hs 934
HWES AZFUG
i
Command 7} 328] o] A 7+ o] Run Commands(3 & 23)) A 9] 319 AH o
Z 25+ 7% Specified Commands and Groups(X| & € W &) 2 Groups (2§) &
L HES A9
ii.
Sudo Allow Commands (Sudo Allow Commands) 3}$] A A o]l 4] Add allow
sudo ¥ ¥ & sudo rule "idm_user_reboot" tj 3} A=}l G t}.
iii.
Add allow sudo &2 sudo 1+3& "idm_user_reboot" tj 3} A} =} 9] Available
Aol A /usr/sbin/reboot 32l -2 A 83131 Prospective & £ o] 53 t}.
iv.

Add(57} )= 293l idm_sudo_reboot 7 o] x| & Eo}7}t}.

19 5.2. IdM sudo & F7}

Who

User category the rule applies to: O Anyone (@ Specified Users and Groups
0 users External @Delete +Add
O | idm_user
[ user Groups @Delete +Add

Access this host
Host category the rule applies to: O Any Host @ Specified Hosts and Groups

O Hests External BDelete 4 Add

O | idmdientidm.example.com

() Host Groups @Delete +Add

Run Commands

Command category the rule applies to: O Any Comman d @ Specified Commands and Groups

Allow
[ Sudo Allow Commands. @Delete #Add
O | rusrisbin/reboot
[ sudo Allow Command Groups @Delete +Add

A% 4 B A o) A Save(AF )E FY U

Nedoz Bss ol AUt
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A 2= A o] T3 Fhe)

Red Hat Enterprise Linux 8 IIM A} &2} 15 & LR
3

EEERES R

A5 9
1.
idmclientol] idm _user 2 = 1213}
2.
sudo = A}83lo] A|2"L A1 g ). v A %] 7} A E A idm_user 9] ¢S5 E JEY

.

$ sudo /usr/sbin/reboot
[sudo] password for idm_user

sudo & o] 2ul=7] A A A|2Ho| ALY H Y
215 3} CLIo| SUDO 2 A4

_Q_

5.4. IDM Za}o]| A EoA] A A AR o2 P S
IdMol| A = RunAs ¥ 3 2 X143l sudo 13 S FA ] T2 A1gA =& 2152 % sudo =
tl o] Ho] 2 o Zg A o] AL T 21 5= IdM S| A ET} Al% AL
3395 Ao g
S A3

Al 63 3 2=

o] o A = A3} run_ third-party-app_report 2= 4 & o] sudo 7S A A sl idm_ user AA

FIdFUL. dE =
H g °H gAl ol Aol 3| Fot= 2A AU AFo=E 7
E 9] thirdpartyapp A18] 2 Al 2 2 /opt/ third-party-app/bin/report 3 =3

o] idmclient &2
S A== g

AP 87 A
IdM #2242 2239354
IdMol| A idm_user o o & A2} A & A 8kaL AFS-AHe] 4 E whE o] ﬁl’ﬁ

F7bshe ol i3 AA S W82

°
o

o F=ES

[e]
HHEES

[ ]
SR P51 T} CLIZ AH8-3ka] A IdM AF8-2}=

ALg-3te] ALg2E F7HE FRFHAIA L.

idmclient &2 E9] 22 idm_user Al A o] L&t} idm_user A& 2= =2 /etc/passwd

sl o] =R ket
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5%. IDM Za}o] A E 9] IDM A}-& Aol Al SUDO o 4] 2 A 3k Ko
idmclient 32~ E0j| ElAl-app °]2h= AHS-AF A A EE Aol o]l DA Hl U

EFAL ol Z&] Al o] A o] t g report = H o] /opt/ third-party-app /bin/report T 2 € &) o] A X]
Ay

third-party-app ol =2 Al o] A4 O & ¥ H S A3 3= = thirdpartyapp ol&t= =22 v =
AR S AAAAEFUL

IdM #-e] x} = Kerberos E]A L A A3 ¢},
I [root@idmclient ~]# kinit admin
sudo = & o] IdM d] o] €] #] o] 2-o]] /opt/ third-party-app/bin/report = & & F 713}

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report”

Sudo Command: /opt/third-party-app/bin/report

run_ third-party-app_report 2}+= sudo +3 & wH5U ).

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

--users=<user> -2 A}-83}o] sudorule-add-runasuser 4 & o] tjj 3] RunAs A& #=
A g

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp
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64

Number of members added 1

-—-groups=* ¥4 0 2 XA H Al AHEE 27 2F7)= 22 Av|2= Al == Active

Directory AF-8-2} ¢ 222 IdM 2] 7Y 5= A FH T & ol5° % HFALE F718HA] v A L.

/opt/ third-party-app/bin/report ¥ ¥ S idm_user_reboot 3] o] F7}3 o).

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

IdM idmclient &2 E o)) run_ third-party-app_report 73S A &3]},

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

idm_user A& & run_ third-party-app_report 73 o] F7}g o).

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users
idm_user

Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1
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A5 9
1.
idmclient &2~ E 9] idm _user Al o =2 271213}
2.
Al sudo & & HAEJ .
a.

idm_user Al g o] 53 4 A= sudo 32 ZA G}
[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin
User idm_user@idm.example.com may run the following commands on idmclient:

(thirdpartyapp) /opt/third-party-app/bin/report

b.

thirdpartyapp A1 8] = A © = report % &g A3}

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

5.5. IDM Z}olA E A Au| X Al o =7 =S 43)st= IDM WEBUI| A SUDO 3 A4

Mol 4= RunAs 3 < Abg-she] sudo #21& 74 ske] The AHgAl £ 2F O sudo 3F L
A 5 AHUh A E So] dolE Mol 2 A ZeA| L SAH G M ZTHo|AES AL 5 Yo
o S o Ee Ao Mol Al Gt =A Au = Aoz PP Aagslof Gtk
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o] J A= A}LL 3l idm_user Al A o] idmclient S 2~ E A E}A} A 8] 2 Al 2 2 /opt/ third-party-
app/report 332 A3 3t = U= = run_ third-party- app _report z}+= IdM ) Ulel sudo 32 A A
Ay

A 27 A

[ ]
IdM #2132 2220305

IdMeol| A idm_user of] o] g A8-2F Al G S A S ALHEAL] S & whEo] AR =S
A A FU ) CLIE AHS-3t] A 1AM AHS-AHE F718h= Wi oll di g A 82 HE =2
AHg-ste] AHE A F7HE FESHI A L.

idmclient &2 E9] 22 idm_user Al A o] gl Ut} idm_user A& 2= =2 /etc/passwd
st =4 ek k.

idmclient £~ E9] BtAl-app ©]2h= AHEA Al E Aol Aol AR H] AFUH.

ERAL ol Z&] Al o] A o] t g report = H o] /opt/ third-party-app /bin/report T & € &) o] A x|
Ay

third-party-app °ll Z2]Al o] Aol tl g HH S 2 WS =%F thirdpartyapp ¢lzt= 22 A2
AR S BAEAAEFU

sudo % & 2] IdM d] o] €] s o] 2 ]| /opt/ third-party-app/bin/report 383 & 71t}
AA - Sudo —~ Sudo HH o = o]}
LEE A mA A Add (5-7hHE 25t Add sudo ¥ dist FAE AUt

/opt/ third-party-app/bin/report 8 &S ¢ 2 g}
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5. 1DM Z2}o] 1 E 2] IDM A} =9l 7l SUDO o) 4 2 3 3o

Add sudo command b 4

Sudo Command * foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

Al sudo ¥ ® 55 AH8-35k] A sudo 3 & THEU T
A A - Sudo -~ Sudo 73 o = o] FJ ).

QEZE 4D 2 A A Add(F71 )E &8 5t9] Add sudo rule( sudo 3 7}) dl s}
AAE gy

sudo 7+ 9] o] < ¢ & &} run_ third-party-app_report.

Add sudo rule b 4

Rule name * run_thiru:l-partj,f-app_repm‘tl

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

Add and Edit(37} 2 914)2 293t
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e.
AH&AHE A A F o
i.
who(AF&-#} ) A A o A Specified Users and Groups(XA| A2 A14x 2 =257 ) 2
te w3E Aggyc
ii.
User category the rule applies to 3} 9] A Ao 285 += 3 71 & 283
sudo 773 "run_ third-party-app_report” i3} A}l A2} =71 E Y.
iii.
Add users into sudo rule "run_ third-party-app_report” tj s} =} ol A
Available € 2] idm_user 21 &3 82135l 3L Prospective € 2 o] 53}
Add users into sudo rule ‘'run_third-party-app_report’ b 4
Filter
Available Prospective
[  uUsers > O | users
[ admin | idmuser
£
External
Add | | Cancel
iv.
7t 299U
f.

Access this host (°] 2 E o] 9l A ~) A A o 4] Specified Hosts and
Groups(AA A s2E 9 17 ) ddQ G55 A9t

Host category this rule applies to 3} 9] A A A &= 13 F71 & 2934
sudo 73 "run_ third-party-app_report" tj 3} Ao S2E F71 & gt

iii.
Available € 2] Add hosts into sudo 7% "run_ third-party-app_report"” o 3}
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EEEE]

57. IDM Z2}o]| A E 9] IDM A&}l Al SUDO B Al 2

Agn

©] & Prospective 4 = o] &

Add hosts into sudo rule 'run_third-party-app_report

Add

Available Prospective

0  Hosts > (] Hosts

[ | client2.idm.example.com [+  idmclientidm.example.com
£

External

Command 7}€] a22] 9| 4] 7+3 o] Run Commands(®™ & 43
2 8 5+ 79 Specified Commands and Groups(x] 3 € 3
L HES A9

Sudo Allow Commands 3}¢] A A9 A Add

= =7

= Z ¥ 3lo] Add allow sudo H % &
sudo +3 "run_ third-party-app_report” t 3} =} g4}

iil.
Add allow sudo 3 & ¢

9] Available € 2] sudo 3 "run_ third-party-
app_report" 3} A=}l A /opt/ third-party-app/bin/report
Prospective € 2 o] 534ttt

sge Adsla o)
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70

Add allow sudo commands into sudo rule 'run_third-party-app_report’ X
Filter
Available Prospective
[J  Sudo Commands > [ Sudo Commands
[ help & Joptithird-party-app/bin
< freport
Add | | Cancel

Add = £33} run_ third-party-app_report 3] o] ] 2 Zo} 7).

RunAs AL&4-2 A4 3o

As whom AR oA A8 AHEA R 15 2l e WES ST

RunAs Users 3}9] A X oA Add & &2 3t Add RunAs A}-§-#}5 sudo 3
"run_ third-party-app_report"” tj s} *=#}o] € }.

Add RunAs users into sudo rule "run_ third-party-app_report"” 3} 2=} ol A
External %=} third partyapp 48] 2 Al A S ¢ 23132 Prospective € 2 o] 53Ut




N

5. IDM Z2}o] 21 £ 2] IDM A}-&- 7ol 7] SUDO o A = 718 3]

Filter available Users

Available
(J  users
(J ' admin
(J  employee
(J | helpdesk
(J ' manager
External
thirdpartyapp

Add RunAs users into sudo rule 'run_third-party-app_report'

Prospective

(J  Users

Add

X

Filter

Cancel

Add = £33} run_ third-party-app_report 3] o] ] 2 Zo} 7).

(EEEE

o 2 A g oA Save(AF)E S

B35 o] duth

g

Ut
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19 5.3. sudo 3 o] AR AL}

Who

User category the rule applies to: O Anyone @ Specified Users and Groups

[J  Users External i Delete <+ Add
O | idm_user
O  UserGroups fiDelete +Add

Access this host

Host category the rule applies to: O AnyHost @ Specified Hosts and Groups

(J  Hosts External i Delete = Add

O | idmclientidm.example.com

[J  Host Groups i Delete < Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow
[J  Sudo Allow Commands @ Delete <+ Add
O | Jopt/third-party-app/bin/report
[J]  Sudo Allow Command Groups @ Delete «Add
Deny
[J = Sudo Deny Commands W Delete «Add
[]  Sudo Deny Command Groups i Delete =+ Add

As Whom

RunAs User category the rule applies to: O Anyone (@ Specified Users and Groups

[J = RunAs Users External fiDelete +Add
(0 | thirdpartyapp True
[(J  Groups of RunAs Users i Delete <4+ Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

[0  RunAs Groups External H Delete = Add

51

Auol A ZeolAE R WA AHFL Avales o B 2ol A9 F A&k

o
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idmclient &2~ E 9] idm _user Al o =2 21213}
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Al sudo & HIZEF o

idm_user Al o] =3 3 4= )= sudo 732 EA T

[i[dm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

thirdpartyapp 48] = A4 © = report ¥ HF S A3}

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

5.6. IDM Z2}o] A E o 4 SUDO¢ sl GSSAPI Q135 &4 s}

2 AA}o| A= pam_sss_gss.so PAM 252 53)| sudo 2 sudo -i &
A Generlc Security Service Application Program Interface(GSSAPI) <1
). o] +AS 53 IdM A18-#+= Kerberos E] 21 & A}-835}l<] sudo 4 &

Pl dg
z2 @
oz o

=
23T F JdHFY

A 87 A

[ ]
ldM 2~ =0] 853 1M A1-8- ol Th @ sudo 752 A A3 ek o] oAl A=
idm_user Al A <l idm_ sbin/reboot W& A3 st 4= J+= AIS o]+ idm _user_reboot
sudo 722 A AFTh

idmclient 3~ E%= RHEL 8.4 o] A< 233513 g5t
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letc/ pam.d / O] & E 2] 9| A] /etc/sssd/sssd.conf 3} 7} PAM 3 & 4~4 312 A root A gH
ol e gt}

4
1.
/etc/sssd/sssd.conf A 3L S G}
2.
3 &E-2 [domain/<domain_name>] A Ao 3715t}
[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
3.
letc/sssd/sssd.conf 7} & 2] &35 24U ).
4,
SSSD A ¥] 22 Al Al Zste] 74 W7 AH}S ==
I [root@idmclient ~]# systemctl restart sssd
5.
/etc/pam.d/sudo PAM 4] 3-8 A}
6.
oo I53 /etc/pam.d/sudo 2ol = auth A A2 A HA PJo g 7o
#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth
7.
letc/pam.d/sudo Y-S A Fstar DU
8.
/etc/pam.d/sudo-i PAM 4 314 -& g4yt
o.

3 352 /etc/pam.d/sudo-i It o] 9l= auth o] A o= 7).
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#%PAM-1.0

auth sufficient pam_sss_gss.so

auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

/etc/pam.d/sudo-i 322 A A3} B4}

o
ol\
L
)

—_

idm_user A|Z 0.2 §2E 23203},

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

E]7 o] idm_user Al A © 2 €A L Rl =x] ).

[idmuser@idmclient ~]$ klist
Ticket cache: KCM:1366201107
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48

krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

(#1 €] A13})idm_user A A o ] 3 Kerberos A1 2 Z o] gl 7% A Kerberos A2 =
3 2HAI8kaL 2ukE A A S-S 2 FS A Q.

[idm_user@idmclient ~]$ kdestroy -A

[i[dm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:

A3 =5 XA A &3 sudo E AHE3te] A 26 ALY

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

3ol
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IdM §-¢] E= 9] GSSAPI 3=
IdM <] UIS AH8-ste IdM S2o] A E 9] IdM A8 Zol| Al sudo A = A 3k Hlof
CLIE A3l I1dM S2to] A E 9] IdM A1-8-Aol| Al sudo A = A7 o,
pam_sss_gss (8) £2 % # o] X
sssd.conf (5) =22 7 o] %]
5.7. GSSAPI 215 &4 35t 4 IDM Zg}o] 2 EolA] SUDO9 o ¢ KERBEROS 215 X A]7] 4§
}3 A 2ol A = pam_sss_gss.so PAM 2 52 53l sudo ¥ sudo -i ;g‘ 2 o dj g IdM Zz2}o|A E 9

4] Generic Security Service Application Program Interface(GSSAPI) S FA5tt=H S A
U =8 AutE Jl=E2 2218 AHS-AHTE Kerberos E] 1S AHg-e] 33 P o] J15HU T

o] AAE W& O 2 AE5to] T2 PAM <14 Au| 2o tjs] SSSDE A5t
GSSAPI 155 773 3t3L, Kerberos E]Zl o) 574 Q15 3iA717F A28 ARS Al A RE

oL

A 27 A

[}
IdM & 2~ E o] & &5 = IdM A=A}l O] g sudo 12 S A A A FU . o] dAddA =
idm_user A A <] idm_ sbin/reboot W& A3 st 4= J+= A3IS o]+ idm _user_reboot
sudo 3 & A AHFU

idmclient S 2~ E 9] 3] ArvlE Jl= 252 FAIASFUY.

idmclient 2 E = RHEL 8.4 o]} & 233} gJHFU.

/letc/ pam.d / O] & E 2] 9| A] /etc/sssd/sssd.conf 31 7} PAM 3 & 4~4 312 A root A g+
ol et}
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5%.IDM E2to]| A E 2] IDM AL-§-Aol| 7l SUDO o Al 2=

/etc/sssd/sssd.conf A U S Gt}

3 JE-2 [domain/<domain_name>] A Aol 3715t}

[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit

/etc/sssd/sssd.conf 3121 & x| &3} 241t

SSSD A H| =% ThA] Alztste] 74 WA Algre 2=g T,

[root@idmclient ~]# systemctl restart sssd

/etc/pam.d/sudo PAM 4] 32 A}

oo I5S /etc/pam.d/sudo #Q ol = auth A A2 A HA PJo g 7o

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth

letc/pam.d/sudo S 2] Fsla G4t

/etc/pam.d/sudo-i PAM 4 314 -& g4t}

3 352 /etc/pam.d/sudo-i It o)l )= auth o] A PJo =z 7).

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include sudo
account include sudo

_:,1!

s

H
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o

ol

L
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1

password include sudo
session optional pam_keyinit.so force revoke
session include sudo

/etc/pam.d/sudo-i 322 2] A3} B4}

idm_user Al o2 S AEJ 212133 AnlE =2 AdZ3 ).

[root@idmclient ~]# ssh -| idm_user@idm.example.com localhost
PIN for smart_card

2vtE 7hE ALS AR E2lo] Al g hA Sl g

[idm_user@idmclient ~]$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

idm_user Al F o] =3 3 4= )= sudo 732 EA T

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idmuser on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

F5E AR oA %3l sudo & ALgao] A 2T L ARY

o
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5%.IDM Z&to] 2 E ] IDM A& ol Al SUDO A 4 A3 32

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

PAM 4 H] % °] GSSAPI Q152 #|o] 3} SSSD &4

IdM £ 0] = =9 GSSAP| &=

2ulE 7= %2 €3 Identity Management -4

Kerberos 2135 %A 7]

IdM §§ UIE A3t I1dM S 2ol A E 9] IdM A1-8-2Lol Al sudo A A= A g o
CLIE A3l I1dM S2to] A E 9] IdM AH-8-Aol| Al sudo A = A g o],
pam_sss_gss (8) £2 % o] X

sssd.conf (5) =22 7 o] %]

5.8. PAM x| 1] 2] tj] & GSSAPI 135S A o] 5}+= SSSD -4

/etc/sssd/sssd.conf 14 B} o) T} L &AL AL3le] SSSD A 8] 2 Yo 4] GSSAPI 4L AT
T JdHFUH

pam_gssapi_services

SSSDE AH4-3 GSSAPI Q152 7|24 0 2 u| @4 3}¥] o] Y&t o] F4L AHE-3Hol
pam_ss_gss.so PAM 2 &S A}-§-3lo GSSAPI AF S A= = JdE=PAM Au| 20 X7 78
222 A4 4 AHUh GSSAPI 1%L YA H o v B statEm o] $AL - 2 4T
o}

pam_gssapi_indicators_map

o] &4 2 IdM(Identity Management) =1 ¢lo] 7k A &2 1]t} o] FHL 2
3 PAM 94| 2 @A3HS Ko 3= o] B2 3 Kerberos 915 XA 718 YL@ 2
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<PAM_services :_<required_authentication_indicator>_ & 2] o] o] of g t}.

M

#Uh

fras ds ZA7I= a3

PKINIT, 2wl E 7= E= 154] A5 9% Pkinit

FALE ZAstEo] Jon 712AH 0 R true 2 AP HU o] F4S E/d3tsH SSSD A 1|
2~0]] AF-&R} OI%OI Kerberos #}7 5 3 A x| 5] of g ). falseQl 73-9- pam_sss_gss.so PAM =
ES AT AU EZHAS 7HAE 7 U= REAFAE AF5EUY.

o

s F44S AH8-5Hd sudo 9 sudo -i A 8] =] Kerberos ¢35 A}-8-32]d sudo AH-&-271 L 3] 4
do 2 AT oF 5t AHE-A o] 52 Kerberos 52| 2F A A s oF gt} o] 2] & A2 [pam] A Al 9l
orz BE =Vl AgPYr).

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:oitp
pam_gssapi_check_upn = true

ol2l @ &4 718 [domain] 4] Mo 44 5] [pam] 4141 ] A} 3L Po]
2Ae 7 wv2lo] thE GSSAPI 474 S A &3 th.

)

FE Y&t oo

idm.example.com =121 2] 739

[ ]
sudo ¥ sudo -i A]¥] 2] i3] GSSAPI ¢1=2 &4 313}

sudo HH o= AFA EE AnlE 1= Q1ZF AZF 7|7 D Q3.

e
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sudo -i ol disl] ¢ s

ro
ol\
[kl
fu
M
)
o
)
ko
o
L
v

AU ] 5= A8 A} o] 53 Kerberos A A&

ad.example.com =] 19| 7%

[ ]
sudo AJH] 2o tjal 4] gk GSSAPI €152 &4 s o).

AR S AHgA ol B3 FAE A §3HA vhA .

[domain/idm.example.com]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

5.9. SUDO¢I tj gt GSSAPI Q15 &A sl 2

IdM<l A] Kerberos E] 2 & A}-8-3lo] sudo A H]| A& Q15 F gle A v AU & A6l
A EAE A3

A 27 A

[ ]
sudo A v] 2] 3l GSSAPI ¢1=2 A 33 &t IdM =2o] ¢l Eoj| 4] sudoel o 3t
GSSAPI 215 A3t E FFSIHA L

/etc/ pam.d / T] g &= 2] o]l A /etc/sssd/sssd.conf 3} 3} PAM 91 -& 4=74 5} H root 4 g
o] & e 3]},
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 WA 2 Ao] 137 A&
A%

2 2771 TA W Kerberos A H] 20 A S 2E o] 58 7|Hko 2 A H| 2 g A g &
HE 992 #A g F jlsy

I Server not found in Kerberos database

o] 739 /etc/krb5.conf Kerberos 724 312 2] [domain_realm] A o] A S 2E o]E2
F7H o

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

e ¢ 71 TA A Kerberos 21Z AR 7 95U
I No Kerberos credentials available
o] 74 kinit 22 €] & A8-3to] Kerberos 215 3 1§ 71413171} S8SD= A5 g th.

[idm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:

/var/log/sssd/sssd_pam.log & 5} o) t}& 5 3}z A=A Kerberos A2 5 o]
AA 223 AHE A AFE-AL o] 3 YA 5HA] SFU

User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<usernames].

o] 739 SSSD= QA F3J =4 T+ /etc/sssd/sssd.conf 7} o A pam_gssapi_check _upn
PR ﬂol U

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false
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F71 A sl2 S 98l pam_sss_gss.so PAM 250 tjd tu| 3 &3S A3 5
Yo

2
i/}

PAM 3} o] = = pam_sss_¢ss.s0 5(9 : /etc/pam.d/ sudo 2 /etc/pam.d/sudo -i)
9] €9 debug ¥4 F7Hy o

[root@idm-client ~]# cat /etc/pam.d/sudo
#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include system-auth

account include system-auth
password include system-auth

session include system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i
#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

o
pam_sss_gss.so X 5= AT A=t TE S AEFUT o] dAAN AE
2ol A Kerberos 247 % o] 15Ut

[idm-user@idm-client ~]$ sudo Is -l /etc/sssd/sssd.conf
pam_sss_gss: Initializing GSSAPI authentication with SSSD
pam_sss_gss: Switching euid from 0 to 1366201107

pam_sss_gss: Trying to establish security context

pam_sss_gss: SSSD User name: idm-user@idm.example.com
pam_sss_gss: User domain: idm.example.com

pam_sss_gss: User principal:

pam_sss_gss: Target name: host@idm.example.com

pam_sss_gss: Using ccache: KCM:

pam_sss_gss: Acquiring credentials, principal name will be derived
pam_sss_gss: Unable to read credentials from [KCM:] [maj:0xd0000,
min:0x96c¢73ac3]

pam_sss_gss: GSSAPI: Unspecified GSS failure. Minor code may provide more
information

pam_sss_gss: GSSAPI: No credentials cache found

pam_sss_gss: Switching euid from 1366200907 to 0

pam_sss_gss: System error [5]: Input/output error

5.10. ANSIBLE Z 0] -2 x}-8-5}o] IDM Z2}o] 21 £ o] 4] IDM A}-&-z}ol o SUDO o} &1 2 A3 3l

IdM(Identity Management)dll 4] = 53 & o] d] g sudo AA| 2 HAgto] 54 IdM S 2= E 9] IdM A&
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

A AR ReH e &+ JFUTh

idm_user_reboot 2}+= sudo 773 o] A=A A2l g3 A E S5 F U 32 idm_user 9l
idmclient A] 2l o]| 4] /usr/sbin/reboot W &H & A3 4= Y= AN Hahr,

A 27 A

[}

Ansible 7 E £ 2] 9] ansible-freeipa 7] 2] & A X &1}
[}

IdM #2]2 ¢35 & 43 dFHH
[}

IdMell idm_user ©] AF-&-2} Al o] A=A FR13FaL AHEALS] S & e AR =S
A A EFHT FE = A o] 2F AHE-sto] A 1AM AHE-AHE 5 }3}% g ol o g ZHAl 3
{2 PAE FxAHAN L. BE =S A&l AHEAF 5T

[}

idm client o] 22 idm_user Al A o] §1& U ). idm_user AF8-2+= idmclient 2]

letc/passwd 2} o] YE =] i)
A%
1.

<l 2] 1} (o) : inventory.file )2 A A3}l 31 of 7] o] ipaservers = A 2| g o}

[ipaservers]

server.idm.example.com

2.

shut o] 9] sudo W H S F7Hy o

sudo 3 & o] IdM d] o] €] ¥l o] 20| /usr/sbin/ reboot & o] 1+=4] 32l sl ensure-
reboot -sudocmd-is-present.yml Ansible =] o] 22 A A}, o] GA S 7+4-3}817]
93l /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
present.yml Zt Ao A A& HASIA T 5 JFU

- name: Playbook to manage sudo command
hosts: ipaserver
become: true

tasks:
# Ensure sudo command is present
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r’u
e
e
£

57. IDM Z2}o]| A E 9] IDM A&}l Al SUDO B Al 2

- ipasudocmd:
ipaadmin_password: MySecret123
name: /usr/sbin/reboot
state: present

A3

L

Y.

Zdol &

o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-reboot-sudocmd-is-present.yml

ol

9o @z 5hs sudo ¥ 22 A4 U

sudo H % FE2& Alg3lo] sudo 73 o] AEA ii.‘f?l ’3}% ensure-sudorule-for-
idmuser-on-idmclient-is-present.yml Ansible =) o] 22 ut51t}. sudo 3 & A}-8-3t
9 idm_user 7} idmclient A]| 251 2 QB E 3 5= &) o] GA S 7HA3)317] 9
3l /usr/share/doc/ansibIe-freeipa/playbooks/sudoruIe/ensure sudorule-is-present.ymi
Ao A oA E BAST £ F dHUTh

- hame: Tests
hosts: ipaserver
become: true

tasks:
# Ensure a sudorule is present granting idm_user the permission to run
/usr/sbin/reboot on idmclient

- ipasudorule:
ipaadmin_password: MySecret123
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

A3

L

Y.

Zdol &

o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

ol}l

A

2l 3te] IdM A W o] 4] IdM A W] 7}
Utk AulelA Mg Apel 2

idm _user 7} sudo £ A}-£35}] idmclient & A 1L & & = Jd+=4] &
A= 351=A] 2213= sudo +3 o] idmclient oA &5 35=X] H| Z~E S
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

ZolAEd] 85 E o 2 Fol A2 4 YFh
idmclientol] idm _user 2 212135}

sudo £ AH&-sto] Al 282 ARG U WA A7} A idm_user 9] 43 E AHH

=8

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo 7} ZutEA A HA A ="l ARG H U

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-sudocmdgroup.md, README-
sudorule.md 7} & X34 A] Q.
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67. LDAPMODIFYE A}-8-8o] IDM AF-&-7} 9] 1 2]

6. LDAPMODIFYZ A} 3o IDM AF-&-%} 93 3]

Idapmodify 2 Idap delete &€ 2 E] & Al&3lo] WH = Q1 EHH OIA(CLI)OIIH A3 IdM(Identity
Management) LDAPE 43 & JdsUth. 2= HdHg W &S 571 37 4 "’Xll*}f A gt
7155 ATdUS. ol 3 {FEEE A5t Ao 4 57 *}Q“X} FEo] HolHE X+ e
g A"‘%E} 9 E & AHS-ste] sty o] 3] daH e & e R Aeste 2AHES AT +
= ),1"‘4‘3}-

6.1. 21 5-0] A] IDM A}-87} A A & @2l ol A=

o] MAMA = IdMS] Theke ALg AL 2] Aglol i@ AE S AP IS e thg BEE G

A 517] 9148l Idapmodify S A}-2319] A8l of 5= AL AT

A G AR F7E

AL} 24 5}

g BE

" £31 2 LDAP(LDIF)= ¥ 2§ Ych. LDIF:= LDAP el e] 2ul=2 XA52 23¢ Aulo| =3l
7] 918 BF A9 2E dolH wd FHYUh

AERL AHgstol IdM AR A4 2 Bel S=% L2ul A A 299 LDAP L zulo|t & 748
gl uth

0

AT A ARE b AL FRAUA L.

LDIF skl o] 4 ] 9 IdM ¥HA] AFg-2} 37}
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

Idapmodify S A}-83to] CLIGIA 23 IdM 7] 182 371

Idapmodify S A1-8-34] IdM A}-§-2} &

A zvlol g ALEAE F7sH7] 919 B Ee

UID 2 GID7} 4502 839 AL§ A4S /b5t ES. A4 E 59 24 o FON)L

uid=user_login © = A] &3] o} g}

dn: uid=user_login,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: inetorgperson

uid: user_login

sh: surname

givenName: first_name

cn: full_name

44 0% UID % GID7H 898 AHeAE Frbste BEe :

dn: uid=user_login,ch=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: inetorgperson
objectClass: organizationalperson
objectClass: posixaccount

uid: user_login

uidNumber: UID_number
gidNumber: GID_number

sh: surname

givenName: first_name

cn: full_name

homeDirectory: /home/user_login

2eo] 4 AL AE F7H u IdM @ BAE ZY 28 A4 Lat daUth dMe ALex

7t 243td F o33 FYLE As o FUHY T

NEAER FRL AT BB
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67. LDAPMODIFYE A}-8-8o] IDM AF-&-7} 9] 1 2]

dn: distinguished_name
changetype: modify

replace: attribute_to_modify
attribute_to_modify: new_value

ApgAL H] 84 3}

dn: distinguished_name
changetype: modify
replace: nsAccountLock
nsAccountLock: TRUE

AHeR B4

dn: distinguished_name
changetype: modify

replace: nsAccountLock
nsAccountLock: FALSE

nssAccountlock 575 fulol Bl @A 2 BEA ALEA A= 9FS PIAA 254
o} gH ol E &Aool AF Ao = AFHYA v £A 72 nssAccountLock e = §X g ).
TRUE.

A& BE:

dn: distinguished_name

changetype: modrdn

newrdn: uid=user_login

deleteoldrdn: 0

newsuperior: ch=deleted
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
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Za

AHEARHE A7) Aol AFgAe] 2290 F8l A Ao AHEAE] L o] F(DN)S
53t g2 ool A user_allowed_to_modify_user_entries A} 2= &4 3} 7] &=
£ ldM FEj Aot o] A1 B aF AR E FA T 5 A= AHEAYUT A9 5=
o] Ah&Ae] ¢z AU

[...]

# ldapsearch -LLL -x -D

"uid=user_allowed _to_modify_user_entries,cn=users,ch=accounts,dc=idm,dc=e
xample,dc=com" -w "Secret123" -H Idap://r8server.idm.example.com -b
"cn=users,ch=accounts,dc=idm,dc=example,dc=com" uid=test_user

dn: uid=test_user,cn=users,cn=accounts,dc=idm,dc=example,dc=com
memberOf: cn=ipausers,ch=groups,ch=accounts,dc=idm,dc=example,dc=com

6.2. 91301 4] IDM 25 AQ S el st A=

o A Qo) AE IdMe] ThF e AHg A 15 el Agel td IS e AE P IS
g 243171 9130 Idapmodify & A1-8-3te] A3 oF 3= $4L EAFYL

flo
v
o
4
k|

°
Al s A
°
71E 28 2HA
°
Tl 8 57t
°

2FolA W A A

¥ =2 LDAP(LDIF)Z ¥ 51t} LDIF:= LDAP 2 Ele] Zel=2 EA 83 2 3L Jdol =3t
7 95 B3 At 9 A€ Yolg w3 YU

kel

12212 ALl 1AM 1§ AL Bshes ZeulAd A ~de] LDAP Zulo]t & 7A T 4
Y.

o)y oo

A

NIEE R
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67. LDAPMODIFYE A}-8-8o] IDM AF-&-7} 9] 1 2]

dn: ch=group_name,cn=groups,ch=accounts,dc=idm,dc=example,dc=com

changetype:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:

add

top

ipaobject
ipausergroup
groupofnames
nestedgroup
posixgroup

uid: group_name
ch: group_name
gidNumber: GID_number

71E % 2HA::

dn: group_distinguished_name
changetype: delete

5ol W F7k:

dn: group_distinguished_name
changetype: modify

add: member

member: uid=user_login,cn=users,cn=accounts,dc=idm,dc=example,dc=com

zelo] g B BEH ALGAE TF F7H5HA shA 0. ol E Aol 4FHO R 4B
AYA T A A E 25 THAOE Julo|ERA SEUTH Y ALGAT 21Fo) £T 5 9

Ut

gl 4] Wl A A

dn: distinguished_name
changetype: modify
delete: member
member: uid=user_login,cn=users,cn=accounts,dc=idm,dc=example,dc=com

o1



Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Fx

25 A Aol 1F o F AHgatel A ste] 1§ IF ol F(DN) 7HA &

U,

# ldapsearch -YGSSAPI -H Idap://server.idm.example.com -b
"cn=groups,cn=accounts,dc=idm,dc=example,dc=com” "ch=group_name"
dn: ch=group_name,cn=groups,ch=accounts,dc=idm,dc=example,dc=com
ipaNTSecurityldentifier: S-1-5-21-1650388524-2605035987-2578146103-11017
cn: testgroup

objectClass: top

objectClass: groupofnames

objectClass: nestedgroup

objectClass: ipausergroup

objectClass: ipaobject

objectClass: posixgroup

objectClass: ipantgroupattrs

ipaUniquelD: 569bf864-9d45-11ea-bea3-525400f6f085

gidNumber: 1997010017

6.3. LDAPMODIFYE A}-&-3lo] IDM A&7 BE

o] 414 6] &= Idapmodify & A}8-8to] IdM AL 2HE R E e Wl sl AEgnh =
AP 5 ALg A AR S W e shats g e AT g,

)

ol H

A 27 A

[ ]
AHEAE REFS) GH AT M AHEAZ AFT 5 YFTh
A3
1.
AHEAE BEStE R e Jh IdM AR AR 22913 o
I $ kinit admin
2.

Idapmodify | &S ¢ 2 sla Q15 <l A8 SASL(Simple Authentication and Security
Layer) W7 1 &2 2 GSSAPI(Generic Security Services API)E *| A 3o}

# Idapmodify -Y GSSAPI

SASL/GSSAPI authentication started

SASL username: admin@IDM.EXAMPLE.COM
SASL SSF: 256

SASL data security layer installed.
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67. LDAPMODIFYE A}-8-8o] IDM AF-&-7} 9] 1 2]

BEZ AREA] dn S JF Pk
I dn: uid=user1,cn=users,cn=accounts,dc=idm,dc=example,dc=com

T3 WA 322 modrdn S 4 H P

st
‘E

I changetype: modrdn
AHgAbol o 3F newrdn 2 XA §H o).

I newrdn: uid=user1

I deleteoldrdn: 0

A =& $% DN & Qg

newsuperior: ch=deleted
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com

AEAE RESE DITH AR A 2a)o) A 942 F52 o5 deba Al 49

3= o] DN A 943 DNo 2 A A3 o} gt}.

Enter & thA] £ o] zlo] §2¢| 1A selghint.

[Enter]

modifying rdn of entry
"uid=user1,cn=users,ch=accounts,dc=idm,dc=example,dc=com"

Ctrl + C £ A}&3le] A4S FadYoh

HER BE ASAS YAt ARV HEH A=A A7 -
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$ ipa user-find --preserved=true

User login: user1

First name: First 1

Last name: Last 1

Home directory: /home/user1

Login shell: /bin/sh

Principal name: user1@IDM.EXAMPLE.COM
Principal alias: user1@I/DM.EXAMPLE.COM
Email address: useri@idm.example.com
UID: 1997010003

GID: 1997010003

Account disabled: True

Preserved user: True

Number of entries returned 1
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77 AHg A 9] 9% Z2W 1YL 913 IDM 74

7. AFg AL 9B Z2u A YL 9% IDM A

Alzdl #E 2 ID #E & 918 9 EF A oA AHgRe] ZRE| AP S A Y55 IdM(Identity
Management)S 4 & 4 9y th.

ipa §92 ]2 A2 aHE YA 9 Z2u|AY A Ad a}a]z}% Idapmodify f-€ 2] €] & A3}
IdM LDAPo]| o | 23 5= 9l& Ut @& A= Idapmodify == LDIF 5+ & AL-g-3e] CLIo|A] 7 o
A AHEAE F7HE 5 AF Yo

M #2) 2= 258 A8 A F7HHES 9% ZeuAy A2 a3 A a7 i
e} FAel 9N el A Al2g o] el Aol AHg A B Aol IdM o &S Seste] Al 4 ALE
A AQ 748+ dadch

S Lzl A AZHIA B S 201 AT AL B A HEO R o F oS S

4;3] A d A| 2=H¥l-& AL2-3}o] IdM(Identity Management) & 4] 3to] IdMel| ©-A] A}
|AE F7H

W muAg AsgelA F7ha ALgALE 2eol Kol A BA AHEAE ol ot 227
== 443U

o) w2l A A 2AL ALgale] IdM A AL A 371 The F 714 e s o) g 4a)
ER S

LDIF 5912 A1-§-5fo] IdM 226 o] g AL} 57k

Idapmodify & A}-§-3te] CLICIA 3 IdM stage A1-§-#} 57}

7. 94 A4 AR o] A5 FASHE 99 IDM AR )

& AN 9l L2l A AZGAN AT 7R o] M A8 1S P shs e 2
BRI A0 5 Aol St 1wl ARS Fobeh 9% el A A <ol4] IdMS] A} 2
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Z2H|AY S AT F AFUG oA = 3 A 2J A A AHEALE F718t= dl AHS-sh= A
|7} Al & provisionator 232 Ut ZH 0| ALGAE AE o R &3t l A A A AR

e #4387z g

A 27 A

[ ]
e S2EE IdMY S=g4t.

ol

T3

i

A3}

IdM #2| = 2 2213 o
I $ kinit admin

ZH o] AH&AHE 712 A 3ol 9= provisionator 2h= AHS-AHE WHEU G

provisionator A}-8-#} AA & F7HH o

I $ ipa user-add provisionator --first=provisioning --last=account --password

a.
Z2H A ARG A A 23 TS Fogdy T

AH&-A} 27 9] &<¢1 System Provisioning 2 A4 slo] 28| 0] AL&-2} 712

3.

$ ipa role-add --desc "Responsible for provisioning stage users’ "System
Provisioning"

o glo]] Stage User Provisioning(A1-& 2} 24| xd @A) A2 F71gUt}. o]
A2 ZH oA AHEAE F7HE 7 A= 7152 AT

Provisioning"

I $ ipa role-add-privilege "System Provisioning" --privileges="Stage User

iii.
provisionator A}-8-#}5 o &l S} o

I $ ipa role-add-member --users=provisionator "System Provisioning"
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74 AR 9% T2 A YL % IDM 74

= 2| Au 7t IdMel YE=A el gt

$ ipa user-find provisionator --all --raw

dn: uid=provisionator,cn=users,cn=accounts,dc=zidm,dc=example,dc=com
uid: provisionator

[.-]

AR AL BT S Qe AT 713 AHS R B8 /1S BE

24 37] AH&A A

o
o
4
N
L
v
v

I $ ipa user-add activator --first=activation --last=account --password

AHE- A} E 7] 8 User Administrator & 3Hol] F=713e] 2 Q 3 AT B4 35} AL A A

Fojgyo
I $ ipa role-add-member --users=activator "User Administrator”
A=A ol A AR 2] AHEA 255 A4 F U

I $ ipa group-add application-accounts

259 45 ZAS duolEdUY. g5 AA2 AR ¢ vy 2 FES WASHA T &
A 42 275t FAAA AF S »A3HU

$ ipa pwpolicy-add application-accounts --maxlife=10000 --minlife=0 --history=0 --
minclasses=4 --minlength=8 --priority=1 --maxfail=0 --failinterval=1 --lockouttime=0

(A9 A & A F o] IdMol A=A el

$ ipa pwpolicy-show application-accounts
Group: application-accounts
Max lifetime (days): 10000
Min lifetime (hours): 0
History size: 0

[...]
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

AZeA A AR 1Fol Z2H|AY L 43 AR L FrHU L
I $ ipa group-add-member application-accounts --users={provisionator,activator}

AHEA AR O] s WA Y

$ kpasswd provisionator
$ kpasswd activator

AN 1M AHE- AL 57 FA] whE 7] W el 45 g WA s o A th,

[ ]

YES Aol ALgA AR BEE FEFYA L.
[ ]

Abg Akl Tl E A 91912 FEFAA L
[ ]

7.2.1DM 2€lo] g A4 AR o) A5 43t 74

e Aol A 2H oY A8 AE $A e 2APES Ao WP e AEFUT. A2E R
¥ N7 Aol et AF O 2AFEES AP h o FAl s A AR AP o] AF oz FY 5
A3 AYE ¥ AT+ A5

o] Aol A 9% Z2H A A 2R o] 2{AT} ol m] ALEAE AF oW 23
=04 [dMel 71 715 o] Be s goba 74 g

IdM A ] F sholl gk 4351 Z2 A28 43

e
=
¥°
ofy
L
v

A 27 A

[}
ZulAY 9 84 7] AR Vo] YU th AT N§L B A8 AR AF B4 5
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= 913 IdM AR F1]| = Fx4AN 2.

[ ]

ZZAAE 9 F< 1dM A ulo] o & root Aol Y&UTh
[ ]

M 2l 2 2 2 sl o
[ ]

93 Ezu| A A28 e A .

2733}t A4 ol 3 keytab 32 At

# ipa-getkeytab -s server.idm.example.com -p "activator” -k /etc/krb5.ipa-
activation.keytab

= ol ake] IdM Aol A 45 =2 A 22 A4S ste] Aol T keytab H2 & A
A3 29 0e 719 sHele g Auel Baghid,

o}-S U-& © 2 /usr/local/sbin/ipa-activate-all 23 H E S WA 3l = E AL A= SA3H5

#!/bin/bash
kinit -k -i activator

ipa stageuser-find --all --raw | grep " uid:" | cut -d ":" -f 2 | while read uid; do ipa
stageuser-activate ${uid}; done

ipa-activate-all 23 E9] A3 2 2FAS R st 243 7HssHA YT

# chmod 755 /ust/local/sbin/ipa-activate-all
# chown root:root /usr/local/sbin/ipa-activate-all

e &
WU

HJ

Hl = £ A}-8-3}o systemd x| 3¢ /etc/systemd/system/ipa-activate-all.service

mlm

[Unit]
Description=Scan IdM every minute for any stage users that must be activated
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[Service]
Environment=KRB5_CLIENT_KTNAME-=/etc/krb5.ipa-activation.keytab
Environment=KRB5CCNAME=FILE:/tmp/krb5cc_ipa-activate-all
ExecStart=/usr/local/sbin/ipa-activate-all

o2 Y82 A18-5lo] systemd E}lo] o /etc/systemd/system/ipa-activate-all.timer 2 5

Ut

[Unit]
Description=Scan IdM every minute for any stage users that must be activated

[Timer]
OnBootSec=15min
OnUnitActiveSec=1min

[Install]
WantedBy=multi-user.target

A F4& gA 2=

# systemctl daemon-reload

ipa-activate-all.timer:

# systemctl enable ipa-activate-all.timer

ipa-activate-all.timer A z} :

# systemctl start ipa-activate-all.timer

(A= A13}) ipa-activate-all.timer g] & o] 23] F1x] A}

# systemctl status ipa-activate-all.timer
e ipa-activate-all.timer - Scan IdM every minute for any stage users that must be
activated

Loaded: loaded (/etc/systemd/system/ipa-activate-all.timer; enabled; vendor preset:
disabled)

Active: active (waiting) since Wed 2020-06-10 16:34:55 CEST; 15s ago

Trigger: Wed 2020-06-10 16:35:55 CEST; 44s left

Jun 10 16:34:55 server.idm.example.com systemd[1]: Started Scan IdM every minute
for any stage users that must be activated.
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7.3. LDIF s}2lol] 7§ o] €l IDM €HA] AL} 37}

o] AN = 9% T A A 27 o] #el <7k IdM LDAPS] @) Al 2551 LDIF 5212 ALg-sfe]
dlold A4S F7kete wol sl AU Th obdl A A = 9 ALEAE FrhSHE HH S B
AFA W, A% HER shie HAo] of Y AFAE F/1E 5 A&

A 27 A

IdM #2] 27 =284 A 3 43S A4 AsUT AAE W82 A AHEA AR =
F 2A4sE AT 1AM AR EHE FxsHHA L.

B AR Z28| A AR 45 E Y

K

A

o)y

Ut

LDAP ] s o] 4] IdM x| ] o] SSH= 2728 4 it

IdM 7] 218 A7} AL A 2ho] EAfo] o] LulE A2l & 5] galof s Aade] 4 A=
= A3 5 dsUh

o

314t o] & (dn)
o

& uk o] (cn)
o

73 (sn)
o

uid

93 A uol A A AF&Akol i gt 1oL E3HE LDIF shel-e A4 g ok

dn: uid=stageidmuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: inetorgperson

uid: stageidmuser
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sn: surname
givenName: first_name
cn: full_name

LDIF 5912 9] % A u] ol 4] IdM A vl = 2 3Fh oh.

$ scp add-stageidmuser.ldif provisionator@server.idm.example.com:/provisionator/
Password:

add-stageidmuser.ldif 100% 364
217.6KB/s 00:00

SSH =2 E &3 AH§-sto] [dM A ujo] Z=v| Az A4 gyt

$ ssh provisionator@server.idm.example.com
Password:
[provisionator@server ~]$

IdM AW o A Z 2 1] | A4 o] Kerberos E] A & WU o).

I [provisionator@server ~]$ kinit provisionator

f 2413} LDIF 5} 9] o] 52 A3} Idapadd 332 4FFUth IdM A u] 2] o] 53 X E
3= AZFIIG

~]$ Idapadd -h server.idm.example.com -p 389 -f add-stageidmuser.idif
SASL/GSSAPI authentication started

SASL username: provisionator@IDM.EXAMPLE.COM

SASL SSF: 256

SASL data security layer installed.

adding the entry "uid=stageidmuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com"

7.4. LDAPMODIFY = A}1-8-3lo] CLIYIA A3 IDM &4 AH&-2} 37}

ol AP E 9]} Z2u| A A =gle] &2 7t IdM(Identity Management) LDAPS] o} 4] =3}
Idapmodify € 2] €] £ A}-§-5} ] stage AH-8-A= F71st= Bl dis] A8

A 87 A

[ ]
IdM #2] 27 Z=2u Ay A 3 43S A4 AsHT AAE W82 A AHEA AR =
F A5 AT 1AM AR EHE FxsHH A L.
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K

A AT Z2H|AY AP 4 E L

)

U,

LDAP A oA IdM x| o]] SSH= |43 4= 9]

|y

Y.

1M €A ALE A7} AFg AL 2ho] ate] o] LulE A2 & 3l Galof s AL de] 4 AE
2 AT F deuth

A (sn)

uid

1M ID 2 747 272 AF§-3ho] SSH X 2 =28 AFgahe] IdM AJulo] @A T ch.

$ ssh provisionator@server.idm.example.com
Password:
[provisionator@server ~]$

A A AHEAE F7kshE o 2ol IdM AHE R T2 u AU Ag o] TGTE 74§ oh
I $ kinit provisionator

Idapmodify | &S ¢ 2 sta <15l A8 SASL(Simple Authentication and Security
Layer) v 7]\ &2 2 GSSAPI(Generic Security Services API)Z A AU} IdM A y] o] 5 2
XEE AR I

# ldapmodify -h server.idm.example.com -p 389 -Y GSSAPI
SASL/GSSAPI authentication started
SASL username: provisionator@IDM.EXAMPLE.COM
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SASL SSF: 56
SASL data security layer installed.

F7kakel AHg Aol dn 2 <1 T,

dn: uid=stageuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com

TP A HAE FFeZadd E 4F

o

Yt
I changetype: add

AL} ol 3= Alol 2 o] £utE A2l S 51§ 5Hs o Wa e LDAP o B A E Fd 2 T

g

objectClass: top
objectClass: inetorgperson

e

% 9%t

F7FBAE ZH 25 AA

AHg-AEe] uid E 4= o
I uid: stageuser
A&kl en & A oh
I cn: Babs Jensen
AR S AT
I sn: Jensen
Enter & tHA] &1 o] A o] 59 2104 AP Y.

[Enter]

adding new entry "uid=stageuser,cn=staged
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I users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com"

Ctrl + C £ A}g3le] A4S Fadoh

ol}l

A

stage &&-2] Edl=E FQlsla] T 2H|A Y A" A H Q3 2= POSIX 5428 37138} stage
FES AL F7E HA=A FAdY

A stage A1-&=2] LDAP 442 ¥ A5z ipa stageuser-show --all --raw 332 48§
Y

$ ipa stageuser-show stageuser --all --raw
dn: uid=stageuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
uid: stageuser
sn: Jensen
cn: Babs Jensen
has_password: FALSE
has_keytab: FALSE
nsaccountlock: TRUE
objectClass: top
objectClass: inetorgperson
objectClass: organizationalPerson
objectClass: person

A1 2= nsaccountlock 541 ol ol &l WA F o7 v &4 31 g ).
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87%. CLIZ A1851o] IDMoj| 4] A = xn] 2 73 Ae]

o] &Ad A = IdM(ldentity Management)©] A 3= xu] 2 F2 & 473515 D EHZ 2 E 3 o] 2(CLI)o) A
A AH| A DA A FHLS AT AR SE L A9,

8.1. IDM2] A3 xju] 2~ o 4] & A o]

Al sz AH] 2 A 2 Al o] 32 IdM(Identity Management) <1 € €] 7} IdM Directory Server &0
A e £ de= FAP S AFth o = So] IdMALEA = A9 g5 E dHo|EE 4= 54U

—

ol Ao W ALE-SHH 158 IdM
A FEoA FYS FrhsAY A 5

e

S AA A

¢

ElE]o) 4] LDAP &% o)A 54 442 93
Ealguth

“;L 9

8.2. CLIE A}835l] A= v A F3 AA

o] Ax}o| A= CLI(Y H = g o] 2)E ALL-51e] IdMoj| A] A 3Z A H] 2 AA 2 73] S WA 5= WY
S A%y
AHA @ A A
[ ]
IdM == A8 A A 93-S A 3H7] Ao A=A dg.
[ ]
g4 Kerberos E]A. AHA 3 Y &2 kinitE A1&35l] IdMo)]| 502 2 19%5t= S ZF
Z 34 A L.
Azt
[ ]

A= e 2 73S 3715124 ipa selfservice-add B 3 & AH2-313 O3 F 74 342 A
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8%. CLIS AHg 5ol IDMo) 4| A Au] 2 75 el

Chinshs s

--permissions

2171 2 27 43S AZFYU . ACK(A A= Alo] F%)7 H-oi gyt

--attrs

o] ACISI A AL Fofat A4l 4 252 44U

——
2

oAE o] AHgATE AN ol F AR AUE FAS F Ut AT A2 FHS APl ST 5

.

$ ipa selfservice-add "Users can manage their own name details" --permissions=write --
attrs=givenname --attrs=displayname --attrs=title --attrs=initials

Added selfservice "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

8.3. CLIZE A} 838} A= xu) A 73 AF

o] Aol A= WHE e 50| 2(CLYS AH&-5ho] IdMol 4| A3 Aju] 2 ol a2 772 A7 A §h

t}.

A 27 A

[ ]
IdM == AH8-AF Bz 923 A7) 913 A4 A3
[ ]
g4 Kerberos E]Z1. AHA| g U] 82 kinitE ALg-5lo] IdMo] =502 21215t= WS 3
ZoH4 A L.
A=}
1.
€] A} gk ipa selfservice-find 38 & A1-8-3t 7]& A AH| X F3 S AAIFY L
2.

&) A1g: ipa selfservice-show 33 & A-8-5to] 8T A Au| 2= 3o I3 Al 3
BnE IAUH.
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3.
ipa selfservice-mod 3 & & A} &3] A Aqu) 2 F3S AQFU.
& E9W &3 Z2HUdg

$ ipa selfservice-mod "Users can manage their own name details" --attrs=givenname --
attrs=displayname --attrs=title --attrs=initials --attrs=surname

Modified selfservice "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

ipa selfservice-mod 3% & A8-514 o] Hol Bl A% R £ & Hojrum 34
71E AT R H4 9 AA HE5F QoA st A A 555 2FFH G-

)
ol
L
)

ipa selfservice-show & & A}8-5lo] HF S A Ao X 737 S

e
>
)
k3
T

$ ipa selfservice-show "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

8.4. CLIZ AHg-3to] A13x A 2 73] A

o] Aol A= WA E <1El 0] 2(CLNE AH-3ho] IdMo) &) AL A1) 2= e Al 2= 7.2 Abal & 47 gh

t}.

A 27 A

[}
IdM = Ahg 7 el o B Bl sty 9 F Bl A
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8%. CLIS AH§ 5to] IDMol 4] A= Au] 2 15 #e

J

24 Kerberos E|71. b4l @ ] §-& Kinit= A}g-sto] IdMel %02 = 72l sh 3
Z54 4 2.

o
3

ipa selfservice-del 83 2 A}-8 3] A= Ju| 2 F2 LS AbA| g o).

2
i
il
=)
v
o
()
N
o)y
L
v

$ ipa selfservice-del "Users can manage their own name details"

Deleted selfservice "Users can manage their own name details"

o
ol
L
X

ipa selfservice-find 88 & A&l BE A X A= 3 S

o *rets ofof gt

ke
>
2
L
)
oF.
]
&
2
e
4
ml
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9. IDM §] UIS Abg-sho] A v 2 73 72

o] el A= IdM(Identity Management)o] A 3= x|u] 2 535S 47] 515 9 21E 5 o] 2(1dM Web Ul)
oA Ax Au| 2 AA X FH S YA A she WS AP AU

9.1. IDM2] A3 X u] 2~ o 4] & A o]

Al sz AH] 2 A 2 Al o] 32 IdM(Identity Management) <1 € €] 7} IdM Directory Server &0
A e £ de= FAP S AFth o = So] IdMALEA = A9 g5 E dHo|EE 4= 54U

e

15 Elo] 4 LDAP &2 ulolA 54 $4< #9184 AW 2

g5

%91

A AH) 2 oA 2 Ao} FH O AYT w] Tl A L. A2 Ao FHL
A3 T ALE L AGL 9= A U F A5

9.2. IDM ¢l UIE A}&3lo] A x| A 737 A

& Az A= 4 ¢l EH o] 2(IdM Web UI)Z ALg35lo] IdMo| 4] A = ]2 A2 7L A )
= 3HS AEEUL.

A 27 A

[ ]
ldM = ALg R} Bl A 9L Belsh] AR de A A

IdM 53 Ulell 22915 0] Ql&uih A g2 9 B2k Aol 4] 1dM 9] Ul o4 22 3=
3414 2.

IPA Server g9 4] Role-Based Access Control (& & 7]ul A A 2 A o]) 51 Wl 7 & L
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974 IDM 9 UIE Abg-sto] A3 Au] 2 5 2]

IPA Server

Role Based Access Control ~ ID Ranges ID Views Realm Domains

Roles

Mmissions

Frivileges

p issions
=rTiE=Ion o) o Refresh Delete] | | 4 Add

Self Service Permissions

Delegations

—J OSETS CEIT TTIETMEEE TNEIr 0w S5H |:L||:|il: FE'}-'_'-
L] | 5elf can write own password

0 | User Self service

Add self Service Permission(A > x| u] 2 A F7}) Fo] €U} A Ao X o] 5 =
o Al Ax Mu|A FF 9] o] S YEFUL I WS AT F dFU .

m
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Add Self Service Permission

Self-service * Adding Personal Info
name
Attributes * Filte Q
[ audio
|| carlicense
|_| departmentnumber

|| internationalisdnnumber
[ ipatokenradiusconfiglink
[ ipauniqueid
[+ jpegphoto

* Required field

Add

Add and Add Another

>
o
o

[_| businesscategory

[ inetuserhttpurl

[+ initials

[l ipasshpubkey

O ipatokenradiususername
[[] ipauserauthtype

|_| krbcanonicalname

Add and Edit

4,
AL A7 AR S 4 Do Jd= IANTAS APy
5.
A A1 F: AR 2E AT S S0l HAHA e A 5SS Fohe 5 e
a.
Add(F7H HES 2994
b.
t}2 Add Custom Attribute(A}-8 2} A3 &4 F71) Z 9] Attribute (54) 92E 3
ol 54 o8 JF Tk
c.
OK(3H<l ) M ES Z8 3t 4 F7hn
d.
A Z:40) AN HAEA A ),
6.
2] shghol A Add(F7h) MIES 2 ste] A A Mu| 2 752 A FFch
T+ Add and Edit (571 € HJ) 1 ES 85l A= A2 73S AFstaL AlS
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L
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N
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_\|l_’
=L
N
filo
2
o
o
kd
4»
_\|l_’

ke Aol A 91 eIl o] 2(1dM ) UE AHg-shol IdMol x] 4152 Au] 2 o & 2= 3 & AR st

A 27 A

[
IdM == AF8-2F A2 A 9SS FE]5H7] 918 A=A Ag.
[
IdM 3 Ulel] 222150 JFU ok ZAIgE Y82 ) Bahg-A oA IdM ) Ul A =5 F=x
A L.
Azt
1.
IPA Server ]9 4] Role-Based Access Control (& 718t A A 2 A o)) &1 W 7= DL
A3 Au| 2 AghS Ao
2.
TAT AZ AH| X 3F 9] o] 58 FEH Y.
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Self Service Permissions User Self service

Settings

= Refresh | "D

Reset || & Update

General

Self-service name User Self service

Attributes * Filter Q || Add
[ audio

[+ carlicense

| departmentnumber

[ destinationindicator

[) employeenumber

[+ facsimiletelephonenumber

[] gidnumber

[) homedirectory

[[) homepostaladdress

[ inetuserstatus

1. User Self service

[+ businesscategory
[ cn

[+ description

[+ displayname

[+ employeetype

(v gecos

[+ givenname

[+ homephone

[+ inetuserhttpurl
[+ initials

3.
A7 S0l ol A vk A Au] 2 FH o] FrkAL AAG &4 BEL A
HAg glgre Adstn A9 Az
4.

Save(d 4 ) Ml ES Feste] A Aul 2 72 o) WA AL AFFU

9.4.IDM <} UIE A}§-5to] A Au| 2 513 214

o Aol A ) Qe 0] 2(IdM Web UNE AHg-3ho] IdMol 4] 4132 A u] 2 of 4] 2~

—
-

e 49

A 27 A

o 50 ¥
A=

it

IdM == AF8-#F &2 =} g 3t7] 93 A
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974 IDM 9 UIE Abg-sto] A3 Au] 2 5 2]

°
IdM <] Ul 22215 o] syt ZHAIZE &2 §) Helh-g-A oA 1dM §) Ul Al =5 =z
SH AL L.
A%
1.
IPA Server ]9 4] Role-Based Access Control (9 & 7]ut A x| 2 A o]) 319 Wl 7S I
Az Aqu 2z Age e,
2.
AA FH Qo Y AL M F g 25 9 Exo] 9= Delete (34A4) W ES 22
.
Policy Authentication Network Services IPA Server
Role Based Access Control ~ ID Ranges ID Views Realm Domains
Roles
P issions
S o] 2 Refresh | @ Delete || + Add
Self Service Permissions
Delegations
1 osETS CaraEnage teir own 55H public keys
(J | Self can write own password
0 | User Self service
3.

)3} A=A 71 4 2 2 Delete(2HA]) S 28] 5l gy}
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107, ANSIBLE =g o] 22 A}-8-3}o] IDMo|A] A= Au] 2 73 e

o] 414 o] A= IdM(Identity Management)] 41 = xjn] = 572 & 4732 Ansible =3 o] %2 x84}
o] Az Aul2 A2 7H S AL APt PES AU TH AE U] oA 2 Ao] 71 L A}
&5H4 1AM AE o)A [dM Tl el 2] Au] F5olx A g8 AL 3T 5 d&UTh

o] MM T FAE FEYTH

[ ]
IdMe] Al 3= 2] ] 2 A A 2 A o]
[ ]
Ansibleg A} &35l A= Au] A FR o] Y=x] el
[ ]
AnsibleS A} &30 A= Aqu)| A FAo] Q=4 Fold).
[ ]
Ansible g A}-&3lo] A A B2 FF o] 53 EAo] JEA g}
[ ]

Ansible AH-§-3te] A3 Au] 2= 72 o) 54 4] g Sl g th

10.1. IDM2] A 3= 2] 6] 2 ol A 2 A o]

A 3= ] 2~ A A 2 A o] -2 IdM(Identity Management) <il €] €] 7} IdM Directory Server 329
A FRE 7 Ade AU S FAdHG. A& S0 IdM A A= A4l 9] ¢S & HulolES + dFU .

e

ol Aol W2 AHgaHE AZH Id S AA e A
]_

IE1 €]l 4] LDAP &5 ol 4 54 542 A
A FEoA A& F7t =

g5
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A7) TASH AL E o AL o wx A B F A5

10.2. ANSIBLES A}-8-3Fo] 413 Aju] 2 573 o] )= g},

thg A ko] 4 &= Ansible o] -2 AFg-she] AL A 2 722 4 o] 52 IdM(Identity
Management) X ul o] 9li=7] Selshs WS A9 of sl Al Al AL A= A9 ol § AY Ju
FAE DY F glovl gl A ARG H o), H=E 0l oI, A% R 27 S WA
% U th ol 2 ol Ashs A9 A ol EE 271gHS WAT & A&

A 87 A

[}
IdM #2]2 ¢ & 43 dFHH
[}
03 84 A18HS 5351+ Ansible Alo] ==5 FAAISF UL
o
Ansible ¥ 2.8 o] 35 AHg-51aL U
o
Ansible 71 E £ 2] 9 ansible-freeipa 3| 7] %] & A X &1}
o
~/MyPlaybooks/ t] €] 2] o] o] &l & &4 TA = IdM A vl o) B73he =u|Ql o] &
(FQDN)2 A}-8-3}o] Ansible Il 2] 5td S A AFH .
Az}
1.
~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.
I $ cd ~/MyPlaybooks/
2.

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T} 2 g 2] o] = selfservice-
present.yml 5} o] B AR S vlst}.
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 WA 2 Ao] 137 A&

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.ymi
selfservice-present-copy.ymi

3.
H 3 & selfservice-present-copy.yml Ansible =3 o] & 394 & .
4,
ipaselfservice 29 Al Mol A THe W42 A stel B2 =Y P
[}
ipaadmin_password H= IdM #2] # o] g5 =2 A .
[}
name W5 A A My 2= g3 9] o] 502 AAF YU
[}
AR T EHIAE FRE AT 55(7]1 2 227])o = A3
[}
attribute ¥ +~Z givenname,displayname ,title, initials 5 A8} 7} A} A & o = =]
T 5 YEHY EFo2 49
o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.
- name: Self-service present
hosts: ipaserver
become: true
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials
5.
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1074 ANSIBLE E# o] -2 AH§ 5] IDMol 4] A Au] 2 15 o)

il

glol& 3 9l I e 3L S A Y sh= Ansible S ol 55 23 gyt

%

v

I $ ansible-playbook -v -i inventory selfservice-present-copy.yml

[ ]
IdMe] A3 xju] 2 A 2 A o] & FZ3H4] A 2.
[ ]
/usr/share/doc/ansible-freeipa/ t] 2 € 2] o] 1 README-selfservice.md 34 & =314
A L.
[ ]

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] gl E 2] S %314 A 2.

10.3. ANSIBLES A}g-3te] A1 Aju] 2 3 o] gli=A] Sl gyt

th& Aol A & Ansible 3 0] 52 A& 5ol IdM 74l 4G ¥ A% Al 2 72 o] A st

= 2 A gt obdl AAlo)A = Mol ALERE7E LA o) & A% A B A A u] 2 3R o] gl
shel st WS AP FUTH o 2l A ALERTE ol 2 So] ApAl HA] o] F Ei /1S WAL &
SRR

I

A 27 A

O3 & A2 5531= Ansible Alo] ==& FA I HFU.

Ansible ¥ 2.8 o] /42 AH8-33 dFU

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| & ).

~/MyPlaybooks/ t] & ] 2] o]| o] &3 34 & FA 3= IdM A v 2] A3 =gl o] &

(FGDN)& 21831 Ansible <lul & 2] 21 S A AFUt).
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

~/MyPlaybooks/ t] 2 ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T] 2 g 2] o] )+ selfservice-
absent.yml 3} o] B A2 S ul5Ut).

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.yml
selfservice-absent-copy.yml

3.
selfservice-absent-copy.yml Ansible = o] & 512 AP 3t AP}
4,
ipaselfservice 2] A Qo)A ok WS AR5 HAL 2T
[}
ipaadmin_password H5-= IdM #2241 2] g3 =2 AA .
[}
name W5 A X Au| = A o] o]F o2 AP
[}
state 42 absent = 23 gt}.
o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.
- hame: Self-service absent
hosts: ipaserver
become: true
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
state: absent
5.
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1073 ANSIBLE & 0] 52 AHg-3to] DM A A A u] 2= 573 2

ul Eg] 5122 XA sl Ansible Z# o] 22 A3 gt}

[}
=

i)

%

glol &

il

I $ ansible-playbook -v -i inventory selfservice-absent-copy.yml

IdMe] A 5= xju] 2 WA 2 A o] S F2H4] A L.

CES R

/usr/share/doc/ansible-freeipa/ ] 2 €] 2] ol 5] README-selfservice.md 3} &

AL,

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA A= Z o] B S F X

sH Al 2.

10.4. ANSIBLES A1-8-5te] A Aju] 2 7o) 54 54 o] YA g rh

O3 Ao A = Ansible 8 0] 5-& AH8-5t 7]E A Au| X F o] 54 A o] A=A 5=
WS AU o] dAo A = AHEAZE AL 9] o] F Al R B R A E XH| A FH O A A SAE
A F A=A AP
AP 8 AHE

[}
IdM #2]2 ¢35 & 43 dFHG
[}
o3 87 AeHS 5%31= Ansible Alo] ==& 75U
o
Ansible ¥} 2.8 o] &S AHE-31aL AFU T
o
Ansible 71 E £ 2] o)) ansible-freeipa 3 7]1x] & A X &1}
o
~IMyPlaybooks/ T} & €] 2] o] o] & st 34 & FA5t= IdM A W 9] A tsld =wlQl o] &

(FGQDN)& 218351 Ansible <ldl &2 2113 A AFUT)
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

[}
AHgAE 1dMO) e TF ol E AR AR AZ Au 2 32 S AT 5 U
A3
1.
~/MyPlaybooks/ t] ] 2] £ o] .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T} 2 g ] o] )+ selfservice-
member-present.yml 3} o] BALE- S vhEU ).
$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
present.yml selfservice-member-present-copy.yml
3.
selfservice-member-present-copy.yml Ansible =3 o] & 2122 HAZF 3lo] AY ).
4,

ipaselfservice 21¢] 4 Aol4 the WS Aol A e =P Fch,

[ ]

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[ ]

name W5 3T AX AU X fF 0] o]go 5 AA P
[ ]

SEARFEAer 443U
[ ]

action H14== member = A A3},

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.

- name: Self-service member present
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
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attribute surname is present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- surname
action: member

5.
sl g A g
6.
Zao)% vhal @ AWM e HA S A4 sk Ansible Eao] & ATk,

I $ ansible-playbook -v -i inventory selfservice-member-present-copy.yml

[
dMe] 4= Aju] 2 oA 2= Ao & F2FAIN L
[
/usr/share/doc/ansible-freeipa/ o] @ & 2] o]l A A& 7}'5-3F README-selfservice.md =<
< Az 2.
[

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] gl g oA A= Z o] B S F =X

CERES

10.5. ANSIBLE A1-§-3te] A1 Au] 2 3o 54 240 glEA gt

& Axtol A= Ansible Zd0] %2 Abg-sto] AL Au] 2 7o) 54 Aol QLA el Py

2 A9 FU o] Beo| %2 Abgshe] AL Au| 2 FH o] upFAFA e AAl 2 ATHS YolalA &
=5 @ 5 AgUh of ol x] AL AE o F AN ZR AL Aul 2 FH o) A H o] F3 A Wul 4
o] A AT

A 27 A

o3 87 AeHS F5%31= Ansible Alo] ==& 7 HFU.
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

o

Ansible ¥ 2.8 o] 35 AHg-51aL U
o

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| 3 & }.
o

~IMyPlaybooks/ ] /€| 2] o] o] & & &4< 743k IdM Aul 2] 73t wuel o] &
(FQDN)2- AHg-3ke] Ansible <19l = 2] st 44 gl ok

AHEAE IdMo] Q= SLE-E ol F MY Fu A Au 2 7R #e 5 e

A3
1.
~/MyPlaybooks/ t] ¥ €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T} 2 g 2] o] )= selfservice-
member- absent.yml 7} < o] BALE S vr5Ut).
$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml
3.
selfservice-member-absent-copy.yml Ansible = o] & 9 S A st AZJIUh
4,

ipaselfservice 2] A olX the WS A5t HA2 =Yk

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA 3.

name U5 AT A Mu| X 739 o]Fo 7 AT ).

At
o,
E
&
i
N
2
)
o
it
i)
oX
lo
ku
il
oX,
o
L
fiu)

action 4= member & A A3},
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107 ANSIBLE =] o] 22 A}-8-5}o] IDMol| 4] 4 = A u] = 73 22

state 1 4~-Z absent = A& 3] }.

o]= A A o Ao 3 A= Ansible Z g o] & T}l

- hame: Self-service member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
attributes givenname and surname are absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- givenname
- surname
action: member
state: absent

g

H

jlol o
==

2

A 9 ol &2 3L = Q3= Ansible S o] 8BS 2Pt

il

%

glol &

I $ ansible-playbook -v -i inventory selfservice-member-absent-copy.yml

IdMe] A 5= xju] 2 A A 2 A o] S F2H4] A L.

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-selfservice.md 3} & =314
AL,

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA M= Z o] B S Fx
St A 2.
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117, IDM CLIo A AF&#} 25 #2)

o] oA IdM CLIS A8 3 AL8 Ak 18 ¥l -2 2 g ok,

h i

IdM A}-8-=}

718 I[dM AH8-AF 155

95 ALEA} - IdM 9] 30] £ R 5He AHSA

11.1. IDM9] t}kst 28§ 43
IdMS 53 22 39 258 Addyth

POSIX &5 (71 ¥%))
POSIX 152 7AYol d 3 Linux POSIX 542 X34t} Active Directorye} 45 #8-3}

252 POSIX 542 A8 = glgUth

POSIX %4 & AL§ A4S W= o] A E 2 48 gich Ag Ao} B8 POSIX 549 o 2+ AL
£z} ¥ g (UID)2l uidNumber ¢} 25 ¥ 5 (GID)2l gidNumber 7} 91 &4 o

postiX o] £l 9] 15

POST o] 9] 9] 2572 POSIX 54 & A AstA] &FUth d & S, 0|83 259+ GID7F A 9
5ol A FFUTh

o] @ 2F9 & W IdM v Qo) &3 of I

T o
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1% IDM CLIoI A A}&-2} 18 e

)% 252 AHg-tol IdM rl 9l 9| 2¢] ID Aol Y 2F T LS F/AITHE!).

[

24 A 24
[

Active Directory =] <]
[

EEI=EN I ES

9% 252 POSIX 542 AA8tx a2 5o, o3 2F ol GID7L el = o] 917
%41t

T 111712207 MAA ALA 212

a2 ol s 718 2F W
ipausers ZE |dM AFE R}

admins 7] admin A}8-2-2 £ 3 sto] #a) Aol Y& AHgA
A7 o= H o]} 54 Aol Yle AAA ZFAYTH

A= &2 A Active Directory A1 8 #2] 2 9|8 @ 3to] 9= AF&=}

AHEALE AHE A 2l F71eHA AHS A Al 253 38 E A 9 A A o] Fogu. o & S0 A
SANA A2 AL FolstH A AHSAE admins 259 F71E4 4.

“ik 9]

admins 252 2R 514 w4} Al 2. admins = IdMol] = 2 3 ALA Aol H 1§ o]
uz ol Aoz Qs 54 FH o A7 2AFU.

T3 IdMON A R ALg2E7F Y E mf vfo] IdM-S- 7] 2 5] 0 2 AFgAF 7f 91 77 BAAdUT. A 2
Fol @ AAF W82 /M 250] Rle AHEA 1S Fxsh Al L.
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Red Hat Enterprise Linux 8 IIM A} 82} 718 S 2 E @ A A 2 Alo] 77 A=)

1.2. 84 2 204 2% 749

ldMe] L84 25 S8 A4 2 0 74 =5l A8gUch B 150l A1Fe] 7N B
25 mEASAE A 2FY 2 T 9o 2FEY

% 5o e dololad el A The- FaA T

User1 % User2= A 159 FF A~y

User 3, User4 2 User 5= A 2159 7HF 7#5Ht

29 111 94 2R 2 2§ A A

Group A
Group B
User1 User 2 User 3 User 4 User 5

AHgA 2F Al Ul @ 45 A AL AFshd o] AA L AL A F B RE ALEAGAE FgHY
=3

11.3. IDM CLIZ A}-&3to] A2} 257 7}

¢}

ol
d
L
fiu)

o Aol A= IdM CLIE ALg-3ke] A8 182 F7hshs wrlol sl 4

A T AV
[ ]
B Az 228 of FUTh A S N EL kinits AL ste] [dMe] S50 2 20l ah 1

WS EsH A Q.
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1% IDM CLIoI A A}&-2} 18 e

ipa group-add group _name 5 %$ A}-§ 5] o] AFEA} 25 F7Hth ¢l & £
group_as A4 s ™ &2 FA

$ ipa group-add group_a

Added group "group_a"

Group name: group_a
GID: 1133400009

U

=
ot
tlo

7124 & 2 ipa group-add = POSIX A}-8-2 152 718Ut & 2 A4 st

™ ipa group-add o] ¥-4& 7134
--POSIX o] 9] o] 1F & vH=+ nonposix

ol I3 F 8 wt= 1+ --external

2% 4300 @AM S WL dVe] e 25 438 BN L.

—gid= custom_GID ¢ < A} 31 Ap&7} 2F< 712 v ALE A =] GIDS 2123 t‘.‘é_
AsUth ol Y& FAs= B4 ID FEL AAA L. AHEA A GIDE A F 5HA] 8
IdMe| X A}8- 7Hs 3 ID ¥ 9194 GIDE A5 o= &g

%9]

IdMoj| ia :L'f;'g Z7Ve1A] A Al L NSS(Name Serwce Switch)= =22 A}il
A D 2FL selstr] Ao 34 IdM AFE A 2 2§ S Fegyth F, IdM 25
H 42 i@ *HLXMI A &EsHA gEF4Y.

11.4. IDM CLIZ A}£38}] A&2 25 AA

o] A4 o)A IdM CLIZ AHg-3to] 712 AHE A 18-S A A s Wi e 43 gdch
A%}
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

ipa group-find 3 & & A8 35le] RE AL g A 25 L TAFUL 285 3L AAsEW
ipa group-find <] ¥4-& 714

o

ipa group-find --posix H & & Al&35ld 2 & POSIX 15 ZA 4.
o

ipa group-find --nonposix 4 & & Al-&35l] 2 & H|POSIX 25 & XA Y.
o

ipa group-find --external & & Al &3l 2= Q¥ IS XA YL

ghebet 1% S0l e AT WEL IdMe] There 18 R oA FEIAA L.

11.5. IDM CLIE A}2-35}o] A} A} 18 AHA)

o] A M o)A IdM CLIZ AHg-8to] A8 4 152 Al st WS AP th 252 A6 % 1dM
oM 2% FA Lol AAHA Gk

A 27 A
[}

fel e 2 aQlslof Frivh AA @ &2 kinitS Abg-she] IdMo] 5502 = 7Qlshe 3
EEE EXRREY

ipa group-del group _name J 3 2 A}§3}o] AF&AF 25 AA UG o &
group_as A5 ¥ O3S 3 F .

$ ipa group-del group_a

Deleted group "group_a"

11.6. IDM CLIE A}£35}o] AL&2} 280 AH F7}

o A9 1dM CLIS Ag stol AbgA kol Wl & 7hsh Wl ¢ AT Th A8 2 Abg

A 25e N8R 25 B2 271 5 AU AT N EL dM 2 A 2 204 2% FA L

e 1F F8e FEAAA L.
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11%. IDM CLISI A A+8-7} 1.8 #&]

A 87 AF

[ ]
B Az 228 oF BT AT U L2 kinits A}8 sto] IdMo] 550 % = 10l a e
e FzAPA L.
A7
[ ]

ipa group-add-member ¥ 3 & A}-&-5l] AHEA 2 F9 AW E F7H O

e §4S Ag el Wl £ 3L AP P

--users = IdM A}&-#} F7}

--external 2 IdM ]| Q1 9] ¥o) 9= A2} 37}: sudoAIN \user_name ==
user_name@domaingd 2] o g

--groups = IdM A}-&-2} 1 &F 57}

o] 2 So] group_b= group_a2] @ £ 371351

=)
i
o
o
N
Og‘:l'.
o
v
v

$ ipa group-add-member group_a --groups=group_b
Group name: group_a

GID: 1133400009

Member users: user_a

Member groups: group_b

Indirect Member users: user_b

Number of members added 1

group_be] #H] & o] A group_a®] 7Hd WH Yy th

2F2 OE 2§ FHNOE F/4S 0 AA 2FL WEA HA Q. o Fof 1
F A7 2% B9 749 4% 17 A9 7 A0 1§ BE F7h5HA vhA 0. v
AAFL =T 5 Yt BA AT + A5
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

Fx

AHEA 2ol AU 2 F718k5 U Qo] Eo Identity Management 37 9] = & &
go]AE o Fuljst= o] A A 7te] A€ F AFUHG o]l = AR H S ZE A AHE-A,
5 2 Y 258 39 g Hx SSSD(System Security Services Daemon )l A 7| A]
E AR AH 23 & FEHAY 59 g2 dgisiA g 357 g EY U

11.7. A2 A Ql 212G o] AL&A} 37}

712A 0 IdMS A AHg A7} IdMol 448 Wutch AHg A 28 (UPG)S 44 Fch UPGE 5
4 2% F¥Yuth

[ ]

UPGe] o] 52 A= A48 A8 Ao} S AT
[ ]

AHEAE UPGE) £ @ WUt UPGE th2 @i Y3t 4 fleruth
[ ]

e UPGE A4 5H 23 8RS 5718+ dguth

11.71. AF&AF 7 Q1 250 Y= AFEA

NIS 25 & th2 A28 25o] AHEA /19l 25l ¥I5E GIDS ol vl ALg-3HE 4% UPGE A
3 5kA eFokof gtk

& F A PPz o 4Ye £ 5 A&

o= mayYstatA %3 UPG glol Al AL A4S F7Hadch 19l 1ol
S ALER AN TFel Y AL A F7HE FRAAN L.

RE ALg Aol sl UPGE A A oz w24 she the A ALS RS F7HUth 2 E AL
o] 749 AR A 1F WIS B ALG A A 2Fol A H o= M BYSE A A
F7he BEIAA L.

T A% 2F IdME Al A4S F7138 W GIDE AR slof Fuivh. 1A eow ag o] A5 gk,
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11%. IDM CLIGI A AL&-#} 1.5 72

IdMell = A AL-g-#1ol] Ul gt GID7F 2 2 314 9k 7] 2 A8 2} 1§ ipausers = POSTIX 2 §o] ojl =
GID7} @40 AA 7] YUt AA g GID= 71E 25l sl F3HA otx Foh

Fx

GIDZ AR sl = Al 5ol AAAA FEUTh IdMoIA %4 o] Wastmz A g
o] GID %4 ¥ 44 Fith

11.7.2. 709 1§ A Aoz BASA 49 A4 M 1Fo] 9 AR 371

UPG(AH8 4 19l 28)E Al 28l A SA3E A 5o E A8 AE BHE 4 AFUTh o & SlalA:
A Apg Aol t e GIDE 5502 Agalof Fith o ol fol U a A W §-E AHEAL NS 715
o] gl AHEAE FESA L.

A%

IdMo] UPGE A4 31A] &3 == 312 ipa user-add & & ol --noprivate 3-4& F7134

30] A5t A2 A4 GIDE AR of Fth o & Sof GID7} 1000021 A} A1-&
A F7tstew e FaA U

I $ ipa user-add jsmith --first=John --last=Smith --noprivate --gid 10000
11.7.3. 2 AH§-A el diall AH8AE 709 27 Ao v & st

e A 2F(UPG)S A& o2 v BA ST & AFLh o2 A8 XE A ALEA] U UPG
7t AAEA GEUT N1E AL o] WA JFL WA GaUTh

¥ |
o
)
)
)
filo
e
o)y
L
fin)

I $ kinit admin

IdM-2 Directory Server Managed Entries = 1212 A}-8-3lo] UPGE 2.
a9 A2 25 JEg o

il

2

I $ ipa-managed-entries --list
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

dMo] UPGE 44 3tA =S shelw ALgA /9l 2% B8 Bgshe S8 929

22 w43,

$ ipa-managed-entries -e "UPG Definition" disable
Disabling Plugin

U3 UPG A 9] 212"l 22 A &4 3}5le] A ipa-managed-entries -e
"UPG Definition" enable & 3 & A}-&3ut}.

Directory ServerE tA] Al Ztsla] A 48 2=3 .
I $ sudo systemctl restart dirsrv.target

UPGE |24 3le 0 A8 A4S 37151219 GIDE A48l oF Fuith. A4 & U1 8- A8
A7 2gol A Ao w nRAsE A9 AL A /1S FEaAA L.

UPG7} A& o 2 nj&Adsts o] A=A d<lsleld disable 3% 2 thA] AHE-F )

$ ipa-managed-entries -e "UPG Definition" disable
Plugin already disabled

11.7.4. A} 82 7| Q) 2 Fol A F oz udAstd 2S5 AHEA F71

AHEA 71 25 (UPG)o] A& o= v &/d st IdMoll A A A&z Al GIDE A5 o2 &3
A BEUTG AR AE A FAH LR F7HeEE 52 % £ automember 3 & AL8-5lo] GIDE 9
slof futh 2 g ol frol tld AAF W& AHEA A2 2F0] fle AHEAE FEsAA L.

AA =7

v £ ALg 2ol sl UPGE o4 o= ul @y slalof Fhith A @ W& 2 & ALg Ao
dal AR A 2% Ao} v B sl FEeAIA L.
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UPGE 443 u Al AH§AE F7bate 2ol 4FAEA st thg 5 shts 493
AN L.

o

A AL AE F718 W) A4 A GIDE AR FU T GIDE 71E A A 25l 9
314 ekob= itk

o & o] BHZolA AHEAE F7H3h= 2% ipa user-add ¥ F o] --gid 34& F7}

i
automember 12 & A1-§-5l<] GID7} = 71€ 27 AHEAE F7H o

11.8. IDM CLIZ A}§-5o] IDM ALg A 5ol Wlv] Bl A2 AHg A E 15 F7}

M CLIS AL-§-3to] AL A Bt 252 IdM AL A 250l T4 BeAR Frhate
Uk @ el A M AL A 5ol ALS A EE IHS FHE 5 QAW 25

A 27 A

[ ]
dE A= 2ads o gyt ZHA @ &2 kinitE AFE-she] IdMo)] =5 o5 2 a2lsk=

W BEsH A L.

Wy #e A Fobetel AL A B 259 ol B3 #elstel = 259 ol el golok FY]

ipa group-add-member-manager 4 % & Al-&5lo] AFE- S 1AM AL-&2F 250 Wu] 2]
ZA= F7Hd o

o2 So] AL§7 test & group_a o] Wul #el A= Fobstel W ke 5

3

Ut

$ ipa group-add-member-manager group_a --users=test
Group name: group_a

GID: 1133400009

Membership managed by users: test

Number of members added 1
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

1A HAE & o)A group_a ¢ AW E AT 5 A

o)y

Yt

ipa group-add-member-manager & & Al &3l 25 IdM A& A 280 @] A A

= Z71 .

o & E°] group _admins 255 group_a o Ay AZAE F71stHH

$ ipa group-add-member-manager group_a --groups=group_admins
Group name: group_a

GID: 1133400009

Membership managed by groups: group_admins

Membership managed by users: test

Number of members added 1

group_admins 15 ©] o] A group_a o] A & AT F+ AFU

3

AHEAL 2ol Wu A RS F718 ¢ d o] Eo Identity Management 3+7 o] &

ZFepol Qe #ulsh ©] tha Algol AE F YU Th

o
ol
i)
=

ipa group-show =@ & Ab&-shel AL Ao} o] Wul Fel Az F/HYEA )

$ ipa group-show group_a

Group name: group_a

GID: 1133400009

Membership managed by groups: group_admins
Membership managed by users: test
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11.9. IDM CLIZ A} £ 35}l 28 W] B 7|
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1% IDM CLIoI A A}&-2} 18 e

m{g
tlo
[l
4

il
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o
d
L
s
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i
i
=)

a8 A YL Y eE A ipa group-show group _name

&3 2audh
$ ipa group-show group_a
Member users: user_a

Member groups: group_b
Indirect Member users: user_b

3

ZHd 749 BSo= 213 4 9+ Active Directory Euﬂ ol 9] 9] X A}&%}
7} £33 ] 0“‘1/]1:} Active Directory 21 =] A2z} @ H A E = |dentity
Management Wy oj] LDAP @ HAE 2 =X 3}%] ¢t7] wFol ID a&a] ol g # o] 2~

ol EAHA vt

11.10. IDM CLIE A}£3}o] AL22}F 2804 9] A A
o] Mol A& IdM CLIE AHg-ste] AL&2F ol A WM S 1A sHe WS A9

A 27 A

°
A AE 2 a8 of ok A g U &2 kinitE AF8-31o] IdMe] 5 o= =121

EEE ST RREY

419 A ipa group-show 33 & Abg-5te] 1ol AAT W7k EF= o] YA FAH

Utk
sho] AbgAE LEol A Wl 2 A1 A T,

ipa group-remove-member 3 % 2 A&

ge AL Algatel AAT WS A4 T,
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

~-users &= IdM A8 2 2] A T

--external & pamAIN \user_name ==+ user_name@domain &2} o 2 |[dM =v] 21
oo d= AHEAE AAF Y

--groups = ldM A8 252 A AFH T

o] 2 Eo] group _name o= 150X userl, user22 groupl & A Asta]d &L
3.

$ ipa group-remove-member group_name --users=user1 --users=user2 --
groups=group1

11.11. IDM CLIZ A}-&-319] IDM AF8-A}F 27 oA AHEA = 252 A Y F2 A= A A

480 Al = IdM CLIE AHg-3to] 1dM AHg- 4 2ol A AHg A B 152 Wl Fel b= Al 7 sk
& Ak Bl Bl M ALE R TR ALE A B 21FS AAS S QAW 15 5
WA 5 feuh

A 27 A

O+

Aol Az 2 adsok Futh A LS kinitS AFgsho] IdMe] 505 210154 1

e a0,

AA FA 71E W) el ALEA B 2F0) o) 53 #e] A 25 o] Fol Yolok FY]

ipa group-remove-member-manager & 2 A}8-5la] IdM A8} 252 Wy #AZA=E
AL AE AAFIT

o & o] user test = group_a o] 9u] A AE A At A L FA P

$ ipa group-remove-member-manager group_a --users=test
Group name: group_a
GID: 1133400009
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11%. IDM CLIGI A AL&-#} 1.5 72

Membership managed by groups: group_admins

Number of members removed 1

AHE A H| 2 E &= 1 o] 4 group_a o] 7AYS A

e

s 5T

ipa group-remove-member-manager g ¥ S A}-8-31 IdM AF-8-2F 159 A A2 A=2
a5 AARUH.

o & Eo] group _admins 252 group_a ¢ ¥ #Z AR A AsHA b3S FAPY

t}.

$ ipa group-remove-member-manager group_a --groups=group_admins

Group name: group_a

GID: 1133400009

Number of members removed 1

1§ group_admins= ¢ o]/ group_a 9] +ALS 3T F sy
31

AHEA} 2E oA Wn A AE 2 A S § ¢ dl o] Eo Identity Management 3+7 o] &
< STl Ed Evlste= ol A A ko] A8 = dFU
A5 9

ipa group-show 3% & AH&-sto] AH§-AHet 250 Jn] A2AZ AAHAJE=A SAFHT

$ ipa group-show group_a
Group name: group_a
GID: 1133400009
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o] ol At IdM 9] UIZ AHg-@ Abg-A 18 ¥l ol oisl 270 g k.

IdM(Identity Management) 9] A1-8-2F 252 o5& 23S F JdFU

IdM A}-8-=}

e 1AM AHE 7 18

95 ALEA} - IdM 9] 30] £ R 5He AHSA

12.1. IDM9] 33 2% 3
ldMe 87 22 8o 252 AT

POSIX &5 (71 3%})
POSIX 152 7AYol d 3 Linux POSIX 542 X34t} Active Directorye} 45 #8-3}

252 POSIX 542 A8 = glgUth

POSIX 232 A1§45 Wz o] AEEl 2 Au gt Ao} AA 8 POSIX 4 9] ol & A
£z} ¥ g (UID)2l uidNumber ¢} 25 ¥ 5 (GID)2l gidNumber 7} 91 &4 o

postiX o] £l 9] 15

POST o] 9] 9] 2572 POSIX 54 & A AstA] &FUth d & S, 0|83 259+ GID7F A 9
5ol A FFUTh

o] @9 2F< & W IdM = Qe &3 oF Fu .

T o
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12%.IDM 4 Ulo]| q AL&-= 18 2]

)% 252 AHg-tol IdM rl 9l 9| 2¢] ID Aol Y 2F T LS F/AITHE!).

[

24 A 24
[

Active Directory =] <]
[

EEI=EN I ES

)% 152 POSIX 542 A 234 @itk o & 5o, o|g @ 1§l GID7L el H o] 21
U

T 121. 71207 MARA AL 1=

a2 ol s 718 2F W
ipausers ZE |dM AFE R}

admins 7] admin A}8-2-2 £ 3 sto] #a) Aol Y& AHgA
A7 o= H o]} 54 Aol Yle AAA ZFAYTH

A= &2 A Active Directory A1 8 #2] 2 9|8 @ 3to] 9= AF&=}

AHEALE AHE A 2l F71eHA AHS A Al 253 38 E A 9 A A o] Fogu. o & S0 A
SANA A2 AL FolstH A AHSAE admins 259 F7184 4.

“ik 9]

admins 252 2R 514 w4} Al 2. admins = IdMol] = 2 3 ALA Aol H 1§ o]
uz ol Aoz Qs 54 FH o A7 2AFU.

T3 IdMON A R ALE2E7F Y E mf vfo] IdM-S- 7] 2 5] 0 2 AFgAF 7f 91 778 BAdUT. A 2
Fol @ AAF W82 /M 250] Rle AHEA 1S Fxsh Al L.
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]

122. 44 9 29 2% 749

dMe] A8 A 25 £ A% 2 28 A 2ol A8 gUth Bagol A1ge] 7ANHB
250 RE A AE A2F 2 FANeE 25 EY

% 5o e dololad el A The- FaA T

User1 % User2= A 159 FF A~y

User 3, User4 2 User 5= A 2159 7Hg 7#5H ]

2912149 2 29 28 Al

Group A
Group B
User1 User 2 User 3 User 4 User 5

AHgA 2F Al Ul @ 45 A AL AFshd o] AA L AL A F B RE ALEAGAE FgHY
=3

12.3. IDM 91 UIS X}8-3}o] A7} 18 27}

o] A ANAE IdM 9 UIE AL§ 3ol AH8A 152 F7bshs Wylol disl A% g ok

A 27 A

IdM 9 Uls] 22215 0] A1t
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12%. IDM g Ulo| A A}_-AF 2.8 3]

ID - 252 29ax A% Ao =v} o4 A18A4 15 Az,

Add(F7}) & 2e8te] 1§ F712 A4,

250 B ARE ALFUT ALA 25 G0 A D WL L ldMe) Tte 18
FR oA B A L.

2ol Ul AHEA A4 GIDE AR T 5 AFUh o] 4L St 45 IDFEL vt
AN 9. A8A AR GIDE A A SA ko IdMolA] A& 7Hs @ ID W elol A GIDE A5

Ik
Add user group b4
Group name * grn}up_a|
Description
i
Group Type ) Non-POSIX (O External (= POSIX
GID
* Required field
Add | | Add and Add Another | | Add and Edit || Cancel
4.
Add(371) £ 298t g,

12.4. IDM 9 UI= A}231o] A}2 7} 12 AbA)

o AHNAE 1AM 5} ULS AL-§-3te] ALgA 153 A s Wil e AH etk 252 Al
IdMel 4 25 74 90] A4 54 g th
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A 27 A

[
IdM ¢ Ule] 22915 9] A5,
2
1.
ID - 2% 282 ALA 25 APy
2.
AR e 25e Au g
3.
AR E 2L
4,

Delete(2H4]) & 23t g

12.5. IDM §1 UIE AL-&-3te] ALg-A 5ol W] F71

LA D ASA TES LA 1F e W2 F 5 AaUth AA S -2 1dM 2 A7
SEEEREPRDIEE L s SRk

A 2.7 AR

[ ]
IdM 53 Ulell 2915 0] gl th,
A3
1.
ID -~ 252 2981 9% Aol =} o4 AHEA 1H2 AE P
2.
259l o582 2RI
3.

F7HE % PAY RIS N T ALSA, AL TF EE 9
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12%.IDM 4 Ulo]| q AL&-= 18 2]

User Group: group_a

group a members:

B B ]
Users User Groups Services External Settings

& Refresh || fiDelete | 4= Add

(] User login uID Email

Add users into user group 'group_a' 4

-

vailable Users Filter

Available Prospective

User login I > (] Userlogin

admin

La

ub

O H o g
~

Add || Cancel

Add(F71) & 2 8o AP

12.6. 91 UIZ AHg-3hol IDM ALS % 25 ol Wl el A= AR E& 1§ 371

o) Aol M= 9 UL AFgstel IdM AL8 A 1ol 99 B A2 AL8 AL BE 5 & Fobshe ¥
Wol thal A gich. Wl Bl A 1M AL A 5ol AH8A Ei 15 S Fohe 4 AR 25 5
e WA 5 daUh
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ID - 25& 293t 9% Ato|=nt oA AHEA 255 A9
2.
g9 oS YUY
3.
F7he 25 9y A 3 S A3tk A A B AHE A 15
User Group: group_a
group_a members:
Users User Groups Services External User ID overrides
group_a member managers:
User Groups Users
< Refresh | ©iDelete || 4 Add
4.
F7ts 2934
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Add users as member managers for user group ‘group_a’ x
Filter ovailoble Users Filter
Available Prospective
[J  Userlogin > [J  User login
(J  admin
E test -
O test2

[ test_user
[ | test user2

O | tuser3

Add | | Cancel

7.
Add(F7}H & 2939 AU
2
&R 2Fo A A RS F713 T ¢ ™ o] E 9 Identity Management $H73 9] = =
ZetolAEd Rt d tha A7kl 48 5 AHFU T
s 9
[

Az F748 A8 A B AR 2F0] AR B AR 15 0] WM AR ZSo] F71

QA AT
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User Group: project
project members:

Users User Groups Services

project member managers:

User Groups (1) Users
= Refresh | 1w Delete | 4 Add

[(J | Group name

(0 | project_admins

i
ml
W

Z}A] g ] &2 ipa group-add-member-manager --help A 2.

12.7. IDM ¢ UIE A} 831 1257 74 YL B7)

o AN 1AM 9 UIS Abg stel] 25o) 34U wis P AP A4 % 04 2% 74
25 QeUth AAS WSS 44 L 0 E A 9S FERANAL.

Azt

1.

ID - 255 A3
2.

% Alo] =ulojl A User Groups S A9t

3.

s a5 oS YUt
4.

Direct Membership =} Indirect Membership 7+ol| A 35 o}
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£ Refresh || T Delete | | 4 Add | | Show Results (£) Direct Membership O Indirect Membership

[]  User login uiD Email address Telephone Number Jeb Title

12.8. IDM §} UIS AHE-8to] AHS-AF 5ol A Jw] A1 A

o] MM A = IdM ) UIE ALg-3to] ALgA ZFol A WuE A A s WS A5 a3

A 27 A

IdM 5} Ulol] 228156} 2141 th.

ID -~ 25< 2Yatz A% Aol =nt ol 4 AL§ R 1H-2 A gch

2R 1% ALY §$3S AR AL A AR A 18 T 9.

User Group: group_a

group a members:

& Refresh || fiDelete | 4= Add

(] User login uID Email

AAG Wl Qol 9= A Ak
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AA F A W AR ALEA B 250 ol B Fe] U 259 ol 5ol 2lojof FY]
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Users User Groups Services External User ID overrides

group_a member managers:

User Groups Users

& Refresh | | i Delete | 4 Add
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> Delete(2}Al) & 22l st shelgch.
25
A g0l A W u] Bl 22 A7 @ T Qo] Eol Identity Management 27 9] =
£ Zetol Q) ®ujas vl & Algte] AY & lsUth
A% A

stel g o

User Group: project
project members:

Users User Groups Services

project member managers:

User Groups Users (1)
= Refresh | 1w Delete | 4 Add

[(J | Group name

Mo entries.

ZLA] gk U] 82 ipa group-add-member-manager --help & 3%

AE A E ALE R TES] W] B BSol A ALE R E ALS A el AAFAEA

SH A L.
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A4 % 2 2% 7AY

Ansible Playbook S A}&-3lo] IdM 2§ 2 25 74 o] d&=XA 39l

Ansible =8 ] 52 AH&-sto] IDM A&z 250 W #2] A7 A=A <
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POSIX & (71237}

POSIX 15 & 7AYol d 3 Linux POSIX 542 X34t} Active Directorye}l 45 #8-3}
= 152 POSIX 54 & A8 = 95Ut

POSIX 273 & A1§45 Wz o] AeEl 2 Au gt AHgA s AA | POSIX 4 9] ol & A
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postiX o] £l 9] 15
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AHEAHE AHE A 2l F71ehA AHSE A Al 253 38 E A 9 A A o] Fogunt. o & Eo] At
SANA A2 AL FolstH A AHSAE admins 2159 F7184 4.

%9]

admins 252 24| 51 A] v} A] 2. admins = IdMo]] = Q 31 A}A A o] 1F 0]
B2 o] oz 3 54 W FAI7F A

T3 IdMON A R ALE2E7F Y E mf vfo] IdM-S- 7] 2 5] 0 2 AFg A} 7f 91 27 BAdUT A 2
ol @ AAF W82 /M 250l Rle AHEA 7S Fxsh A L.

13.2. A4 2 70y 27 7484
IdMe] AH8AF 28 S A4 2 72hd ALY 25l F2H Ut B 250 A1ge AUl AB

2§ mE AR A 1F 2 A 9o s 2FE

% 5ol The thololad o)A The- ST Th

User1 % User2= A 159 FF A~y

User 3, User4 2 User 5= A 159 7Hg 7#5Hrt

29 131, 49 2 4 F Wl

Group A
Group B
User1 User 2 User 3 User 4 User 5
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137¢. ANSIBLE &8 °] 52 AH8-sto] AH8-# 2157 e

AHgA 2F Al Ui @ 4E A AL AFshd o] AA L AL A 1F B RE ALEAGAE FgHY
t}.

13.3. ANSIBLE PLAYBOOKS- A}1-8-51¢] IDM 15 € 15 74 Y] JJ=A &<

RS

0o AANA E AHEA D ALE R 1F 2 Ansible Ed0] 33 AL 3ke] IdM 1E 2 2% 74 Yol
QA Sk e Ay

A 27 A
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IdM 227 52 33 AU

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Ansible =g o] 2o 4 Fx3le] = AHE A= IdMo)] 215U t}. Ansible g A}8-31o] A&7}
A=A el Wy o) d g ZHA g Y &2 Ansible =3 o] 32 AL2-5lo] AH2-2 AR A E
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Q1w & 2] 542l (of: inventory.file )2 WA 3131 of 7] o) ipaserver S A o] g}

[ipaserver]
server.idm.example.com

29§ 4R 9 1§ P 0S ALE3ke] Ansible Edo] 2 el & 44 Tk

- name: Playbook to handle groups
hosts: ipaserver
become: true

tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: MySecret123
name: ops
gidnumber: 1234

- name: Create group sysops

ipagroup:
ipaadmin_password: MySecret123
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name: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
ipaadmin_password: MySecret123
hame: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: MySecret123
name: ops
group:
- sysops
- appops

ol S A3 g

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-group-members.yml

A

ol}l

ipa group-show ™ & 2 x}1-8 3} ops 2=l sysops 2 appops 7} 44 A= X352
idm_user 7} 7+ 774 % °i EdH o A=A AT = dFUT

A2 A= ipaserver o] & 1213}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

ops ol 3 ARE TAFUG :

ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234
Member groups: sysops, appops
Indirect Member users: idm_user

appops ¥ sysops 1§ - idm_user A}8-22 E£3HslE F A= IdMo)| <54 o).
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137 ANSIBLE Zd| o] 52 A8t AH8-A 25 &8
/usr/share/doc/ansible-freeipa/README-group.md Markdown 3} -8 =314 A 2.

o -

13.4. ANSIBLE PLAYBOOK 2 A}-8-3l IDM AF8-#F 150l AW &2 27 d=A &2

e Aol A Ansible Fd 0] %2 Abgate] ALS A W A A TF BF 1M W] B A7t YEA
shel sk WS AP

A 27 A

[ ]
IdM el 4 958 %3 Ygivh

Ansible 71 E £ 2] 9 ansible-freeipa 371X & A x| &}

Wu B Fhs s ASA B 250 o 87 Belstel = 159 o Bo] glojel @Y

Q1w & 2] 5}2l(of: inventory.file )2 WA 3131 of 7] o) ipaserver S A o] g}

[ipaserver]
server.idm.example.com

Bod e % 25 749 Fel F2E A8l Ansible Sdo] 1 st e AT

- name: Playbook to handle membership management
hosts: ipaserver
become: true

tasks:
- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
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1

ipaadmin_password: MySecret123
hame: group_a

membermanager_group: group_admins

il

Holde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks._directory/add-member-managers-user-groups.yml

A

ol\

A

ipa group-show ™ & & Al-8&-3}] group_a 259l test 71 7+AQ A A= £35 o] AL
group_admins 7} group_a 2] Wu] A2z}l %] &ld = JHF

RS

A A= ipaserver o] Z 121},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$
managergroup1 o] tjgk AR T A] :

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

Membership managed by groups: group_admins
Membership managed by users: test

ipa host-add-member-manager --helpE %314 Al

= T ™ .

ipa =52 #o]A & Fxst Al L.

13.5. ANSIBLE PLAYBOOK S A}-8-3l] IDM AF8-#F 150l A #2271 gl=A] 134

& A3l A Ansible Fa 0] %2 A8 5ol IdM W u] #el A(AHE A L AHEA 1§ BF)7} 9l
A gelshe e 4Y

A 27 A
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137 ANSIBLE Zd| o] 52 A8t AH8-A 25 &8

IdM 2] 7} 95 2 %3 AU,

Ansible 7 E £ 2] 9] ansible-freeipa 7] 2] & A X &1}

A7 FA AE W DA AR B 150 o B3 Fal FA 28 ol ol 2lolok )

c}.
Az}
1.
<l E2] 1} (o) : inventory.file )& A A3}l 31 of 7] 9] ipaserver = A 2] g t}.
[ipaserver]
server.idm.example.com
2.
a3 AR R OF 7Y A2 AR E AHESke] Ansible Zd 0] 5 3td S AU o
- name: Playbook to handle membership management
hosts: ipaserver
become: true
tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test
membermanager_group: group_admins
action: member
state: absent
3.
S¥olHS Ay
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-are-absent.yml
s 2

ipa group-show g & & A}-&-3lo] group_a 25l test 7} +A ¥ A A= £ 5 o] AR FL2A,
group_admins 7} group_a °] 9 A2 £ E o] AR F2A AT = AFU
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A2 A= ipaserver o] Z 121}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

group_acl tj & 1 LA g,

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

ipa host-remove-member-manager --helpE =314 A £.

ipa =% Ho|X & FXFA4AL.
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[}
IdM CLIS AHg-3te] A5 39 FH ol =2 F71
[}
IdM CLIZ AHg-3te] 712 A5 749 138 57
[}
IdM CLIE AHg-3t] 25 739 3 2HA
[}
IdM CLIS A}-&-3le] automember 73 oA =7 A A
[}

IdM CLIZ A}-8-319] 71 & 2o A% 749 72 48
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IdM CLIZ A&-351e] 712 A5 74D 25 4

141, 2% 25 W4 9] ol

AHg Aol e A5 WA AHE SHE The2 5

]
4
32
o)y
T
)

D nwuag ses adss ouds 44

O ol mE ALEAY S2ES £E02 a5 $IF Best YSUT
[

ANER D SAE B o] AuA AA

AER e} EAEE AAsA BoH T AFow HrhE 2ol nhet 2Ee] 2P
[

aF 71w A ae st

L

aF A& e Aol AoH N a5 AL A& FH Ukl sudo 3, A-F vt
SE E= dA = A o]). AL A} SAEF T F o FU1eHA olg ek AR S A o= A7t
AU

14.2. A5 789 3

e 1w WA S 78S o A2 A= automember 713 2 7 2| HY . automember % 2 57
ARSAL e S2E U aFel A8dUth @ Wl & o] agdl 48+ fsUth

A S AR Fol= A AL 21 & FUHRY T Ul 2F A XA AY AL H = AHEA B

SX2EE ARG

AHEA B T AE 5ol X 1S F5shd i 2wl £¢E YL
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147%. IDM CLIZ A}&-8to] 18 Au 4 253
AR A EE SAE Eo| =4 AL ZZF319 A 289 T3HXK &&5Ut).
z72 Perl 5% A1 @4|(PCRE) 402 3 ¥@ o= x4 g1ch. PCRES] o) & A & 1
KRR

convert rehiera(3) Ml 7 < o] A & FX34A 2.

ldMe 3 =Anc A Wes =242 BRI F50] B 45 54 22
Ky o
o

automember 73 2 FF A4 H 2 E FE HEFUth 0|23 FE2 AZ A W 25 AE
2 F71g Ut 82 o] o] automember 17X AAH AL FZ5H RE JF 150 _ry}:aqq_

NE G Al FAe G BA GHUTh /1E BB WAt W 1AM CLIE Abg el /1E 3%

o A% T4 72 2§

14.3. IDM CLIZ A} 8315 A5 749 73 27}

o] A A oAl = IdM CLIE AHg-ste] A 79 2 S Fosks Wl d&ll 293Ut A A4
TFH o A g AA &2 Automember rules & FZ3H A Q.

automember 7% 2 F713 F o = automember 73 o] =71 F71o)] A E A2 AR5l 2L
718 & dEF

NE 2L A FH0 Fe BA GaUth /1E F2 WAl dM CLIE A8
stel 712 F=ol A% AN 1H 482 FEYA L.

A 27 A

[
el bz 2ol sof Futh AT 8-S Kinits ALg sho] IdMo] 5.0 % = 19154 4

EEE E P RES
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

A AR ] O 2 ldMol o] oF gk,

ipa automember-add & %2 ¢ 3 5] automember 732 37154t}

WA 7F EAHE e A4 g

A% 7HY 3. 4 1§ oS4 th

283 78,0l FHAA AR IE L QO R SR EE SAE OFS YO
2 steA AHE AR I AH A 152 EH"J°EXPS S| 252 49 ddt. =&
E I52 e = A sk A hostgroup & 4 F gyt

fllo
»
N
o
)
1)
i)
o
tijo
4

A& o] user_group °|2}= AHEA 1E dd AE 39 1 F
FFU

$ ipa automember-add
Automember Rule: user_group
Grouping Type: group

Added automember rule "user_group"

Automember Rule: user_group

o
ol
L
X

IdM CLIZ A1-8-5}¢] 71 E automember 2] 1712 AL&-5te] ldMo] 71 5 749 2
EESEE AL s

14.4. IDM CLIE AH8-3to] As 44 3 o =2 571

o] A M oA IdM CLI= A}—Q- sto] automember 7 o] 242 F7bsk= ¥H S 29U A5 T
A 7] g ZAA 3 Y& Automember rules & FZ34HA L.

A 27 A

[ ]
Beldz sl ok gtk AA e -2 kinits A1-8-5e] IdMo] 50 2 =19l it
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14%. IDM CLIZ A}-8-31) 2§ W4 453

B 722 IdMoll glofof Fich. AAI 3 8- IdM CLIZ AHg-ste] 4% 749 3 57}

2 Bz 0.

o

€

ipa automember-add-condition 8 & & A} &3] s} o] o] ¥ == =-F 24
oo

W AR 7 EAHE B2 A

[ ]
s 7Y AF. A A olEdU T AA G W &2 AbE 7 A1 H S FEsHA
o -
[ ]
54 7. ol 2HE A8 F5 SAS AZFUY A& E°] AHEAE 913 uid
[ ]

a3 78, ol& A HANA AHEA 27 FoR SteEA EE ILE OFS UZL
2 3=A AHE A FU T AR aFS EH"J°EXPS st a2 d8dUT. 3 &
E OF& U4 s AA Y hostgroup & 4= gyt

[ ]

F A R ulerd A ol Fd 212 sh o] e =S A 2w AA
Ut shte] = A G st d & 215 dE8 st WA A7 A =1 Enter 71 & ¢
T4t
AE 5o i 22 AHSA 2% 54 (uid)ol A 99 g()S 7H BE AHAE T

e=z3yn

$ ipa automember-add-condition
Automember Rule: user_group
Attribute Key: uid

Grouping Type: group
[Inclusive Regex]: .*

[Exclusive Regex]:

Added condition(s) to "user_group"

Automember Rule: user_group
Inclusive Regex: uid=.*
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Number of conditions added 1

I £ o 2 automembership 173 2 A}&3}o] AD(Active Directory)dl 4] 57139 =&
Windows Al8-A& o= & = AdFU o] & 913 =& AD AH8-A7t 331+ objects
Class 54 o4 2E A RS 4O % e BE ASAS dFoz s 248 A4 I

$ ipa automember-add-condition
Automember Rule: ad_users
Attribute Key: objectclass
Grouping Type: group
[Inclusive Regex]: ntUser
[Exclusive Regex]:

Added condition(s) to "ad_users"

Automember Rule: ad_users
Inclusive Regex: objectclass=ntUser

Number of conditions added 1

o
ol
L
)

IdM CLIZ A}-&-3o] 7]Z automember 772 & 7] 2 A}&3to] IdMo)] 7]1& A5 74 Q 72
2249 AT 5 Axv

14.5. IDM CLIZ 21231 7= A% A YD 72 17

o] A M o)A IdM CLIZ ALg-8te] 712 A% FAY 722 B wol tls) 4% guch

A 27 A

[ ]
Ba e 2aolslof FUTh AA B W8-S kinit2 A} 5ol IdMo] 550 % = 1ol u
e FzalA L.

ipa automember-find ¥ & & ¢ =3

WAR 7 EAHE 18 432 AR T
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1473, IDM CLIZ AH-§-5to] 15 W 4 53]

AR 1ES e 2 AR 152 dPh

I2E aF2 Yo s X33k hostgroup & 4 FFU.

q=

il

W o s e

$ ipa automember-find
Grouping Type: group

Automember Rule: user_group
Inclusive Regex: uid=.*

Number of entries returned 1

14.6. IDM CLIE AHg-3to] A5 7489 3 2HA

o] A4 o)A IdM CLIZ AHg-sto] 245 749 F2¢ AHal st Wi e 43 adch

A% 7AY FAL AA S A% AdE =
™ IdM CLIZ A} 83} automember & oA %

I
BN
)

= AARYG. #2004 54 229 27 8

g Fxay A 0.

A
>
N

A 27 A
[}

Be) Rz 2 sof gtk AA S W LS Kinit AL ste] [dMe] 5502 = 1elsh

WS AEsH A Q.

ipa automember-del 3= 2 = o).

WA 7F EAHE 0SS A4 g

A% 7AA A2, A FA YU
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]

F4 253} ol AA T FHo] AR 1F EE BAE 2F daA] s AFH
Utk 2§ == 545 252 Ao

14.7. IDM CLIE A}-&-3lo] AUTOMEMBER 3 oA =7 A A

o] AAA = automember 1+ M 5 =& A As= ¥HE AU

A 27 A

Pelztz = alslof Frith A F &L kinit Abg-shel ldMo] %0 = 79l sh 3
W FEsAIA L.

ipa automember-remove-condition ¥ 3 S 9 g g

HAIA] 7} EA HE g5 A dU .

[ ]

A5 74 A, 202 AAT F49) BT
[ ]

54 7. 04 F5 SAQU A E So] ALSAE 9@ uid
[ ]

3 270] AL A 1F EE FAE aFl UBA o RE AT
o =
= h

E3 AFA HHE]— A, oy =AL AAT AL AAPF YUY st =711
A g2 242 QHstat= v A R 7 A 59 Enter 7] = FS14

oq =

i

W thest 2

o

Ut

$ ipa automember-remove-condition
Automember Rule: user_group
Attribute Key: uid

Grouping Type: group

[Inclusive Regex]: .*

[Exclusive Regex]:
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Removed condition(s) from "user_group"

Automember Rule: user_group

Number of conditions removed 1

14.8. IDM CLIZ A}&-31e] 7]& &= A5 +AY 43 &

automember 73 & FHo] 2719 T AANA AILA 2D TAE FEo AFow ALYt FIL
F7V817] Aol EAst= FFo) 2Fo =2 F2HA gFUTh

ol Aol F71e G2l A5 TAY FAS A8
A5 WS T e 71 Ee] RE A5

% wE 54 g0 483

A 2bs WH S FE o g Es of Py
? S oA Frtste] REASA EE S 2E F

3

A WAL A ME S G50l o o) 150 £ 2A% A A B A
o= 2FNAH ASA B B2E FFo] AARA Gtk FEOZ AA ke IdM
CLIE AHg-5t] ALgAt 2z ol A Wl AAE #2871} CLIE ALgste] 1AM 52 2
T A S FEeA L.

A 27 A

[ ]
A= 2addor Ut AAFH U &L FIE FZXF4 A L. kinitE AL-E-35] IdMe]
Fog 2793t}

A& WA E b2 2 =312 9 ipa automember-rebuild 38 & AH AT g5 S8
AHg-ste] o FEE AP g

BE AL A H8] A5 Wu AL oA W=t E —type=group 342 AL},

$ ipa automember-rebuild --type=group

Automember rebuild task finished. Processed (9) entries.

filo
N
>
op
sl

RE 2B g3t AF WS A ¥ =351 --type=hostgroup 341
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Yt
o
AP AR EE ALE A A5 WH 4] thA] W= 5te W --users=target_user &
A& AR T
$ ipa automember-rebuild --users=target_useri --users=target_user2
Automember rebuild task finished. Processed (2) entries.
o

AQH S2E e S2E g g A5 A4S gA AEsted --
hosts=client.idm.example.com &2 A}-&3t}.

14.9. IDM CLIE AHg-slo] 712 A5 +4 9 25 74

713 AF FA49E 25 S 7735 automember 173 3 A 2514 = A AR e SAE FE 0]
ol 71 2Fl AL g F7hE Y.

A 27 A
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#AAE 2aglsof o AA G W& kinitE AHg-5to] IdMo]] 502 21218k =
ez L.
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IdMol] 712 gro = AZ S g g 2&F°] dFHH
Az}
1.
ipa automember-default-group-set 3§ &S ¢} 8 5lo] 7] 2 automember 252 74 Y
t}.
2.
WA A 7 EA W g2 A g o
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g4 18 o] 22 A A 3= default(fallback) 28Ut}
[}

Bllo] AHE A TR FE FAE IFAA

%2 AQete 48 1YY AL
$4 25 o AN 215 9L FUh s2E

a5 Moz Agsted
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hostgroup 2 12 gt}

a2

it

W o

o

% 24Urh

Default (fallback) Group: default_user_group
Grouping Type: group

Set default (fallback) group for automember "default_user_group”

Default (fallback) Group:
cn=default_user_group,cn=groups,ch=accounts,dc=example,dc=com

- e
. A A 71E automember 152 A 7] 312 ¥ ipa automember-default-
group-remove & < &g}
[

A

‘ $ ipa automember-default-group-set

ol

aFo°] Euf= 71] AR HY=A g<lstz]d ipa automember-default-group-show =3 3 &
JEFUL. 2L AA 712 automember 1S EIAFULH o2 SA 23 ZEU

$ ipa automember-default-group-show
Grouping Type: group

Default (fallback) Group:
cn=default_user_group,cn=groups,ch=accounts,dc=example,dc=com
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AEA EE B2E §Ro] £ £71S FE3E tY 18 AU
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AR EE E2E FBo] By 212 FEaW UlY 25 ¥FHA 2eUh

z7¢ Perl 5.8 3 %94 (PCRE) @4 02 4 L84 0% 441k PCRE] t) g 14 & vl
KX

42 convert rehiera(3) "l 7 o] A E FX4A L.

w3 2ARG AA ety 222 P FE0l BAGE A 54 22
o
o

automember 13 2 FF A E BE FE ALY o]Hd FEL2 AP A U 15 A5
2 F7HYth 5] o3 automember i H ol (B A =1 & F51E ZE 8T 15l F7HEU

NE GEL A FH9 JGS BA GEUth /1E G5 AG R dM 9 UIS AHgshe] 7] E @5
= xRy L.

15.3. IDM §] UIS ALg-ato] A5 749 72 371

o] A A = IdM § UIE 21851 A5 A #3S& F7tske Bl dsl 483U A5 74
A FH ol g &AA g U &2 Automember rules 2 Fx314] A 2.

s

NE GEe A FH9 FFS BA FEUh /1 E G5 AR M UIS A}
g3tol /12 G50 A5 7Y 2 482 BEFHAA L.

A 2.7 AR

IdM 1 Ulo] 22915 0] &1,

admins =5 2] 9w o of gt
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157 IDM 9 UIZ ALg alo] 25 2 ul 4 A 53]

[ ]
A FA o] o4 52 1dMol g o
A7)
1.
ID - A% 7N 2L ALA 25 FH B $2E 2§ #4293
2.
2712 2990
3.
Automember 13 o)A FFo] &3 2FS JHdUt dd 2F 159U
Add rule x
Automember Rule *
user_group w
. Q
admins
editors
ipausers
trust admins el
User_group
|| i
4.
Add(F7}) & 2 ste] Sl gich
5.

Ad A8} IdM 9 UIS A18-51a automember F3 o] =7 F710] A= H A2 ALL31o
Al & =72 F718 F dFY L

15.4. IDM §] UIZ ALgato] A5 749 720 27 37}

o] AAoA = IdM s} UIE AH8-3to] automember 7 F ol 225 F7hst= S 493U A5
TR Y FH o o3 AA S J &2 Automember rules 2 x4 A L.

A 27 A

IdM <1 Ulel] 222150 141 th.

admins =5 2] 9w o of gt
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o 42 IdMel 9t

Inclusive (3 = Exclusive (53) A A4 Add(F7HE 283 ).

Hd
ol
H

User group rule: user_group

-]

2 Refresh || ‘D Revert | | & Save

General
Automember Rule

USer_group

Description

Inclusive
[ Attribute Expression W Delete

O | uid *

Exclusive
[ Attribute Expression & Delete

Attribute (54) 2 = A required 4 < A& g tH(d: uid).

Expression(ZX &2 ) Z=o] A A4S Ao .

4
N
il
iy
1
zd
k3
I




157 IDM 9 UIZ ALg alo] 25 2 ul 4 A 53]

o E o] the 221 A8 A ID(uid) Y NA P19 gH 7H BE AHSAE B g
Ptk

Add Condition into automember b4

Attribute uid j
Expression * ¥
* Required field

Add | | Add and Add Another | | Cancel

15.5. IDM 91 UIZ A18-3le) 712 A5 749 72 2 22 17

o] AAANAE IdM 9 UIS ALg-3te] 7129 A5 74 75 2 222 ut ¥yl disl A9 g

A 27 A

IdM 5} Ulol] 229156} 2141 th.

admins 5 ©] 9w o of gt

Azt
1.
ID - AF 7ALL ZUFL AR IF 78 EE I2E aF #F S A5 T AF
T4 AHE FAgU
2.
A A 788 29 3}o] Inclusive ==+ Exclusive A A0 A sl 739 =742 A
Yt}
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User group rule: user_group

2 Refresh || ‘D Revert | | & Save

General
Automember Rule

user_group

Description

Inclusive

[ Attribute Expression
O | uid *

|E><c| usive
(] Attribute Expression

W Delete <4 Add

W Delete <4 Add

15.6. IDM ] UIZ A1-8-5to] A5 749 772 A4

i~

o] A Aol At IdM 3] ULE AHg-stel 45 749 152 AAsH 8 49

s FA8YE 3 S AAEHH 3 F A4 E RE XAE AAIFHY Y. FF A 5 A9 A A S
A IdM 9 UIZ A}1-8-351 automember F2 oA =7 A A S JZ34A 2.

A 27 A

IdM 9 Ulo] 22215 0] A1t

admins =5 ©] 9w o of gt
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154 IDM 91 UIZ 21839 28 W4 AH-53]

2.
AAY F24 Lol Qe NS A,
3.
Al g 293U,
User group rules
Q = Refresh || @ Delete || 4 Add
Default user group b
[J  Automember Rule Description
User_group
1 rules matched
4.

Delete(}Al) & 22 3to] el ghivh.

15.7. IDM } UI= A}-& 3to] AUTOMEMBER o] 4 27 |7

ol A= IdM ) UIS A3 automember 12 oA 573 =21
o}

tllo
2
X
gh
rr
%
oE
tllo
i
of
i)
v

A 27 A

°
IdM 1 Ul 22999 Ut
°
admins 52| fu| o of g}
A=
1
ID - A& 74LE SYFLAEA 25 18 Ee 325 5 F S Y] T A
RECh R i e
2.
T3 & F9 3] Inclusive == Exclusive A Ao A s i+ o] =12 AT
3
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A E 29,

User group rule: user_group
2 Refresh || D Revert || X Save
General

Automember Rule

user_group

Description

E:

Inclusive

[0 Attribute Expression + Add
uid *

Exclusive

[0 Attribute Expression G Delete 4+ Add

Delete(214]) & ¢ ata] gl ghT}.,

15.8. IDM ¢} UIS ALE3Ho] 7] = @20 45 749 72 A8

ammmmmrﬁﬂ°%ﬂﬂﬂvwl AR AR D F2E 2o Aoz ALk FHS
Z7}1817] Ao EA 5= F 2o AFoF ALYR &L

ol Aol F7te Bl A4F TAY FHS AgSAH A% WAL FFO bl WEsof Ptk
A% WulAL oA MESE 7129 BE A4F 7Y 22 Tl Brhstel RE AR EE S2E 3

=l 54 g2 483th

3

AF WS TA WE % F5ol oY 159 £ 2% AAHA X AS
A= 2FOIM AR EE EAE Gl AZHA Wich £5 02 Al el v ldM
AUI S A8t A8 R TFA W) AA i 1AM Ul o4 525 25 749 A
ZEE ELRRES
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M

il
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z
12l
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offt
b

15%. IDM ¢ UI= A}

15.8.1. R E A} A == S 2EJ U3 A5 W4 OA] =

rr
%
]
tilo
i
ol
d
L
v

E 5o tid 4% WA oA Wt

o
x
X,

2

>
rr
o

i
>
ol
_>|~l_,
o
fr
o
[

A 27 A

[ ]
IdM 1 Ulo] 22215 9] A5y

[ ]
admins 25 2] W ofof g},

Az}

1.
ID - AR = S 2E 2 A9 3.

2.

29 - AE Wu| 4 gA B == Z3 .

& Refresh || i Delete | | +=Add | =Diskble |  « Enable || Actions

Rebuild auto membership

Email address LTI i

15.8.2. @Y AHSA EE T 2E d3 A5 FAnjl g 2=

rr
%
oE
tllo
i
ol
o
L
v}

o] MM Nz SH AR Fi BAE F2o| a4 WYL oA W=t

A 87 A

IdM 9 Ulo] 22215 0] A1t

admins =5 2] 9o of gt

231 =
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2 Af

2 - As WHA gA B=s FEY T

Settings User Groups Metgroups Roles HBAC Rules Sudo Rules

i Refresh | | "D Revert | | X Save | | Actions ~

Reset Password

|dentity Setl enable
JobTitle | Disable
Delete
First name | Unlock
Add OTP Token

Lastname | papyild auto membership

Mew Certificate
Full name

15.9. IDM € UIE A8351 71 2 A 82 28 A4

1% AL A 152 743 automember 75 3 QX314 e Al ALE R G0l o] 718 AFl A

Fo® F7HYdh

A 27 A

[ ]
IdM ¢ Ule] 22915 0] A5,
[ ]
admins 2.5 ] % v of of i},
[ ]
ldMol 7] 23k 2 28 o4 A& A 28 ol AsYTh
23
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15%. IDM 9} UIZ AHg-3te] 25 9ul4) 453

Identity ~ Automember = 2353 A1&4 25 #3 S A9y

Default 4§ 4 1§ BEolA 71 & A4 1F 02 49T 1§ A gt

User group rules

= -_l
Search Q

|Default user group User_group b |

] Automember F Q

[J | user_group admins
editors
Ipausers
trust admins

user_groug

1 rules matched

15.10. IDM 9§ UIE A1&-51o 718 3 2E O F 74

718 32E OF< 743 shd automember 17 F 3 LA SHA] = Al TXLE F&o| o] 712 2F &

Fo® F7hAuUTh

A 27 A

IdM 1 Ulo] 229150 3141 o

admins 25 ¢] @ ofof gt}

IdMol) 7| 23to 2 A g £2E 50 JdsUH
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Default 5 2E 2§ HEoA 7|8 3 2E 2Fo 7 AATN 2L A4 3.

Host group rules

SP———|
Search Q

|Defau|t host group host_group b |

] Automember F Q
0 rules matched
ipaservers
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164 ANSIBLE-S A}-£ 3}o] IDMe] 15 W w] 4] A} 53]

6. ANSIBLES A}-&-3o] IDMe] 2§ W vl 4] 253}

A F WG ARl S0 1o} A8 L SLE AbgR aF
ee FAT 5 AU

3 5 daUth d g

A9 B2, 994, 97 EE 7

g 48R 9
g ste] =

B=lA ipa user-add --help

Red Hat Ansible Engine2 A}-8-35}<] IdM(Identity Management)oll A x5 25 W4 F2E A5

shat & YEuh

ol AN E & 42 hEUTh

IdM 2] £ 913 Ansible A o] == Fu]

[ ]
Ansibleg A}83}o] IdM A}-&x} & 9] o 3 automember & o] Y=X] Qg
[ ]
Ansibleg A}&3}o] IdM A€ X} & automember & o] 2 A 0] Q=X selgh}
[ ]
Ansible2 A}-2519] IdM AF&2} & automember F+H o] 27 o] IE=X] 213U}
[ ]
Ansible2 A}-£3}lo] IdM & ¢] automember F3& o] l=A] &<2lg]}.
AP

Ansible& A}-£35t] IdM S 2 E 1§ automember i3 o] 27 0] AE=H]

16.1. IDM #2] & ¢] 3 ANSIBLE A]o] ;== F1]
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 WA 2 Ao] 137 A&

IdM(Identity Management)S 2] 5= A 2 €] #2224 Red Hat Ansible EngineS A}-&3}o] 2+

4w e FARE ol FHUL

+ d A g oA Ansible Z# o] 5 A8 st9] o & E2](o: ~/MyPlaybooks )& A d gt

=]

/usr /share/doc/ansible-freeipa/* 2 /usr/share/doc /rhel-system-roles/* t] g € 2] 2 3¢
o2 gz oA ~/MyPlaybooks t] 2 €] €] o] 41 = Ansible Z 80|52 B 2 =4 .

ul 2] 918 ~/MyPlaybooks t] & g ] o] ¥33 ).

ol e A BE SRS F FoIA FL F 3low root ARL FEFA Y% S0l Y
o AP 5 AxUn

2] == A root A et 9 oA ipaserver, ipareplica ipa client ¥ ipa backup
ansible-freeipa &3 A3 4= JFUTh o2 S FA5teA A Ee] 2 dnf
AZEQ o] 3|7]A] ARl th g A Y= AA = Aol Q).

0

o] A A o A& ~/MyPlaybooks t] 2l gl 2] 2 7= 31 Ansible Z#0] 82 A A3l A3 sl o] A&
FAES FAS=E THS AP

A 8T A

#2]8 x=x<l server.idm.example .com ¥ replica.idm.example.comoj IdM 4] v] & & =]
A1)
[ ]
Alo] = oA AFH A< ¥ =2l server.idm.example.com ¥ replica.idm.example.com
ol 2298 4 =% DNS 2 U =972 FAAFh
[ ]
IdM 227} 9t5 & 23 Y
A=t
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167¢. ANSIBLES AH8-31¢] IDM9] 2§ 9 4] 25 3]
& " g =g A Ansible +4 2 Zd# o] 59 tdeE AAH A}
I $ mkdir ~/MyPlaybooks/
~/MyPlaybooks/ T & €] 2] & ¥ 7] g}

I $ cd ~/MyPlaybooks

d

S = E A18319] ~/Myplaybooks/ansible.cfg %22 w51t}

-

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

e

'

Bl = Z Al-83}o] ~/Myplaybooks/inventory ¥} ¥ & w51t}
[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] +& ol Ao Y= TXE UG F /e S2AE T2F< eu o us & F Pt
T3t o] FAL euP us 1EY RE S2EE ¥ I3 ipaserver 32E 152 A o).

[HE L] SSH 370 2 09l 718 A4 T ch Bl 2E B304 AA 28 2255w )
91 7)ol 52 AR A wHAI Al L.

I $ ssh-keygen

SSH 371 715 7z e :=x=9] I[dM admin A o] Ao

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com
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e
Z
f
)
il
e
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P,L
fr
%
i)

16.2. ANSIBLES- A}-8-3}<] IDM A}-8-#} 25 ¢l 0l g AUTOMEMBER 73 o] 91:=A] 313

-3 A x}to) A = Ansible =] o] 28 A}1-&3to] IdM(Identity Management) 25l o) & A5 W H] 4
T o] YEX 3elsts WL A, o] oA o A = testing_group AH&-#} g ¢ o3
automember 73 o] YE=X] ol g},

A 8T A

[ ]
ldM 2] 4 9458 D3 95U th

IdMe]] testing_group A&7 15°] Y&}

2 87 A3-S 535 Ansible Alo] ==5 TAIFU.

[e]

Ansible B4 2.8 o] A2 A}&5 3 &1 th
[e]

Ansible 71 E £ 2] 9] ansible-freeipa 7] A & A 2] A &Y.
[e]

~IMyPlaybooks/ ] /€| 2] o] o] & & &8-S 743k IdM A vl 2] AFshe wuel o] &
(FQDN)2- AHg-3ke] Ansible <19l = 2] st 44 g1 ch.

A3}

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
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167. ANSIBLES A}-8-51 IDM2] 15 W 4 X5 3}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
group-present.yml Ansible =g o] & 3 & B Ao

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
present.yml automember-group-present-copy.ymi

H 7 & automember-group-present-copy.yml 3 & v}

ipaautomember ¢} A A g5 HFEE A5t LS =HdU T

[ ]
ipaadmin_password H5= IdM #E2 ¢35 2 AR o).
[ ]
name W4 £ testing_group o= A A g},
[ ]
automember_type 52 a2 F o 2 AP
[ ]

state W17} present = A& H o] A=A FAAFY ).

ol AA dAld] W& 539 Ansible =g o] & HA Yt}

- name: Automember group present example
hosts: ipaserver
become: true
tasks:
- name: Ensure group automember rule admins is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

o]
=

e

glol &

%)

i)

Wl Eg] 5122 XA sl= Ansible Z# o] 22 A3 3t}

I $ ansible-playbook -v -i inventory automember-group-present-copy.ymil

A& 15 94 2@ Automember 173 9] o] & FX3IFAHA L.

Ansible2 A}-£3}l] IdM AH&-2F 15 automember & o] 70| =X

(|

/usr/share/doc/ansible-freeipa/ t] @ & ] ¢] README-automember.md 39 & F X314 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/automember 0] & 2] & JFZ 314 A Q.

16.3. ANSIBLE S A}-8-3}+ IDM A8} 15 AUTOMEMBER 39 XA 70| JJ=A &9l

t}-g A x}oll A & Ansible =) o] 3 A}1-8-3l<] IdM(Identity Management) 25 ¢] automember 1%
o] A1 A x7A0] A=A st ES AP o] o Aol A= automember 73 ol UID & *
Z1o] A= 7§ testing_group 25l sl gt * =71 S A 3H FF ZE 1AM AHg-AL 7 AHE
© 2 testing_group 2] W H| 7} H == g},

A 27 A

[ ]
IdM #2) 7} 9t 5 2 23 5T

IdMo<j] testing_group A8-#} =155 2 automember A}&-2} 1§ 3 o] &Y

o5 &7 A3HS 553h= Ansible Al o] =5 A FY L

Ansible B A 2.8 o] A2 A}-231 3 Y& Th

Ansible 71 E £ 2] 9] ansible-freeipa 3 7] %] & A X &1}
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167. ANSIBLES A}-8-51 IDM2] 15 W 4 X5 3}

~IMyPlaybooks/ Tl &l E]] ol o] 2] & &4 T4 s IdM A ¥ o] A5Fste w2l o] &
(FQDN)& A}-8-3l4 Ansible 214l £2] 31 S A5

A}
~/MyPlaybooks/ t] ] 2] £ o] o}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ directory(<i : automember-

usergroup-rule-present.yml )oj] 2J+= automember-hostgroup-rule-present.yml Ansible =
dlo] & shol & BALg o

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-usergroup-rule-present.ymi

A 7 & automember-usergroup-rule-present.yml < & g},

ZY ol o] 52 AHE Aol AT ES WA T o
automember A}-&-2} 15 73 A7}

Z) o] ol 5L AHE Atdl ol RA WA ol 2
automember =7 o] =X F2lgr}.

et

W ohe % 2EUth AHE A 1§

ipaautomember 2] A A A O3 M

i

A4 3.

ipaadmin_password H4-= IdM &2 # 432 A 3.

name ¥4 £ testing_group 2.2 A& 3t}

automember_type H+E 25 o2 AU

=] = H
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

o

state ¥l 57} present = A& H o] J=A FAAFY ).
o

action ¥ =7} member 2 A& = o] J=A A
o

include 7] ¥i4= 2 UID = A& ).
o

K

3}
=

1>

HeE 2 433G s

o]= &AA| o Ao )3 A= Ansible =g o] & T¢I,

- nhame: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present
action: member
inclusive:
- key: UID
expression: .*

T e aswus
6.
Sdlol & 9 2 M E ] 31U S A Y 5= Ansible S# o] 53 23 g
I $ ansible-playbook -v -i inventory automember-usergroup-rule-present.yml
s 2

1
IdM #e] A= =793 o}

I $ kinit admin
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164, ANSIBLES A}-§-3}9] IDMe] 15 "l ¥ 4] 45 3}

i

F7Hg o

e e AL R

$ ipa user-add user101 --first user --last 101

Added user "user101"

User login: user101
First name: user
Last name: 101

Member of groups: ipausers, testing_group

[}
IdM CLIZ AHg-3lo] 7]1E 50 2 2 A 43 383 FxsA Q.
[}
s 2w WA 2 Automember 7 3 9] o] & I A Q.
[}
/usr/share/doc/ansible-freeipa/ T] @ & ] ¢] README-automember.md 39 & F %3514 Al
o -
[}

/usr/share/doc/ansible-freeipa/playbooks/automember t] & 2] & ZF X314 A 2.

16.4. ANSIBLE S A}-£8-3}+ IDM A}-8-#} 155 AUTOMEMBER 39l Z7eo] gl=A] 23y

2 A xtol| A = Ansible Z#| o] 22 A}-83}<] IdM(Identity Management) 2 &l dl & 5 9w 3F
HoA 70l fleA st WS 'E“é%‘ﬂﬁ}- o] dAlel A= AF W o 70| gloed 7]
AF2-A 71 dp o] oF $H& XA 5F=A] &2l gy o). automember F 3 o] testing_group &<l F-&g ).
=& A8shd 271 @A 7Hdp ¢ fg? IdM A}-8-#}7} testing_group ] ®v| 7} 54| == @Y.

= T170

A 27 A

[ ]
IdM 227} F 5 5 %7 JFuiT

IdMo<j] testing_group A18-#} =15 2 automember A}&-2} 1§F F3 o] &Y
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1

o3 87 AeHS F5%31= Ansible Alo] ==& 7 HFU
Ansible ¥4 2.8 o] }& AF&-31aL JFH T
Ansible 71 E £ 2] o)) ansible-freeipa 7] x] & A X &1}

~IMyPlaybooks/ Tl &l E] 2] ol o] 2] & &4 74 s IdM A ¥ o] A5Fste w2l o]
(FQDN)S- A}1&-3ko] Ansible 914l = 2] 191 S A1 AU,

23
~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] (< : automember-

usergroup-rule-absent.yml )9l ¢J = automember-hostgroup-rule-absent.yml Ansible =]
ol 4 vhel g HAMgh o

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-absent.yml automember-usergroup-rule-absent.ymi

A 7 & automember-usergroup-rule-absent.yml 3-8 g1t}.

Z 015 o) 5L ALE Alelol A FIES WATUL ol & S0 g3 2HUTALS
2} & % member absent.

21 e] o] F-2 AHE Atdl ol WA WAFU G ol E 5 G2 2HUT AR A 18]
automember 12101 RE=A .

ipaautomember ¢} A Ao A Tt HFS DA T}
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167¢. ANSIBLE S A}-8-3}<] IDM<2]

o
ipaadmin_password ¥ 5-E IdM #2132} s =2 A3 .
o
name ¥4 £ testing_group 2.2 A& 3t}
o
automember_type -5 27 o2 A .
o
state ¥ =7} absent 2 A 5 o] Q=4 A
o
action ¥ =7} member 2 A A o] 9JJ=A| A},
o
include 7] W4 & initial 2 A3 .
o

g

34 W5s dp = AR

ol= A A dAd] Ul& 54 = Ansible Zg o] & A}

- name: Automember user group rule member absent
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is absent
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent
action: member
inclusive:
- key: initials
expression: dp

sdg A4gU
Zg ol v 2 owl kg 9L A3 Ansible Z @ o] 22 A3}

HA 253
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I $ ansible-playbook -v -i inventory automember-usergroup-rule-absent.yml

s 2
1.
IdM #2222 203 o).
I $ kinit admin
2.
automember 25 & 213},
$ ipa automember-show --type=group testing_group
Automember Rule: testing_group
=9 4] 24 9 Regex: initials=dp 3} = o] 1 © W testing_group automember 73 o] A A 71 0]
¥3tEo] JA FFU T

IdM CLIZ AHg-3le] 712 @50 A5 W4 75 582 =3ty L.

s 15 W4 9 Automember 173 9] o] & FXIAHA L.

/usr/share/doc/ansible-freeipa/ T] @ & ] ¢] README-automember.md 39 & F X314 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/automember o] & 2] & JFZ 314 A Q..

16.5. ANSIBLE S A}-8-3}+ IDM A}-8-#} 1529 AUTOMEMBER 73 °] gl=A] <2134t

S A z}o| A= Ansible =] o] 22 A}-&31o] IdM(Identity Management) 25 9ll o 3+ automember
FF o] YI=A FQlsl= H S Ao o] o Aol A = testing_group 259l 5] automember f
=] o] g} ;(] y]-o] 6]—],]]‘;]_
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164, ANSIBLES A}-§-3}9] IDMe] 15 "l ¥ 4] 45 3}

Fx

A5 7Y FH L A F23 AAE BE =A% AARU FAA 5 =

At A A58 A Ansible2 A1&3to] IdM A&z 25 automember 73 o] 27A0] Y&
A FAF

A 27 A

S 8 7 A13HS =31 Ansible Alo] ==& 7AA S
Ansible ¥ 2.8 o] 32 AF&-31al AU
Ansible 71 E £ 2] o)) ansible-freeipa 7] x] & A X &1}

ot S FAAS = IdM AW 9] A tstE = o] &

~/MyPlaybooks/ t] g €] g] o] o]
(FQDN)S- A}-8-3lo] Ansible 21ul 2] 31U S A F

~/MyPlaybooks/ T ¥ €] 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ ©] & €] 2] o] 9] = automember-
group-absent.yml Ansible =g o] & 32 B Ao,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
absent.yml automember-group-absent-copy.yml

H 7 & automember-group-absent-copy.yml 3-8 ¢ t}.

ipaautomember 4] 4| o4 the WS Aol A S =Y Fth,
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[ ]
ipaadmin_password ¥ 45 IdM &2z} ¢z = A4 Fd.
[ ]
name W4 £ testing_group ¢ = A A3},
[ ]
automember_type ¥i+& 175 o= AA .
[ ]

state 47} absent 2 A& 5 o] J=X] 3l

ol AA oA 3 =4 A Ansible =g o] & A Yt}

- nhame: Automember group absent example
hosts: ipaserver
become: true
tasks:
- hame: Ensure group automember rule admins is absent
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent

5.
sl g A g
6.
Zao)% vl @ AWM EF FA S A4 sk Ansible Eao] & AT,

I $ ansible-playbook -v -i inventory automember-group-absent.yml

A5 1% A4 2 Automember 73 9] o] & FZF4HA L.

/usr/share/doc/ansible-freeipa/ t] @ & ] ¢] README-automember.md 39 & F %3514 Al

o
i )

198



167%. ANSIBLES A}-£2-6}o] IDM2] & W 4] zE3]
/usr/share/doc/ansible-freeipa/playbooks/automember 0] & 2] & JFZ 314 A Q..

16.6. ANSIBLES A}-8-3l+ IDM 3 2E 15 AUTOMEMBER 39 Z7e°] A=A 2.

o] A Mo = Ansibleg 218314 IdM 32 E 1§ automember F 3 o] =7 0] YA SFlst= vt
WS A g} o] o A]o]A = FQDN o] .*.idm.example.com ¢l S X~ E7}
primary_dns_domain_hosts & 15 2] #ln]o] 32 FQDN ©] .*.example.org 7}
primary_dns_domain_hosts 2 E 15 2] #lu]7} o} dA] &lsl= WHH S A3y

A 27 A

[ ]
IdM 32z 55 23 sy

IdM<]] primary_dns_domain_hosts &2 E 15 3 automember 3 2E 1§ 13 o] A&
Y.

S 8 7 A13HS =31 Ansible Alo] ==& 7AA ST
Ansible ¥4 2.8 o] }& AH&-slaL A HFH T
Ansible 71 E £ o)) ansible-freeipa 7] x] & A X &1}

F gAS TS 1AM AV ] B kR e o) F

~IMyPlaybooks/ t] g € g] o] o]
(FQDN)S- A}-8-3lo] Ansible 21ul 2] 31U S A F

~/MyPlaybooks/ t] | ] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
hostgroup-rule-present.yml Ansible = #| o] & 3} -2 HE gt}
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$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-hostgroup-rule-present-copy.yml

A 7 & automember-hostgroup-rule-present-copy.yml 3-8 ¢ t}.
ipaautomember zH¢] A A A T3 TS A6t LS =AU
ipaadmin_password 5 E IdM #&] 2} ¢t = AR ).
name ¥ 4-E primary_dns_domain_hosts & A3 t}.
automember_type ¥ 4+Z hostgroup &= A A g},
state =7} present 2 AA Ho] JJ=X &l
action =7} member = A o] JJ=X] A}
inclusive 7] W71 fqdn; 2.2 A& 5 o] A=A A3}

&) 33l include X382 W4 = *lidm.example.com © 2 A3}

AL 7 AFE fqdn;= ARZ P ).
[}
AT AL FA S E example.org = ARt}

o] &AA| oA 3 +4 A Ansible =g o] & 7 ¢t}

- name: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
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- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: primary_dns_domain_hosts
automember_type: hostgroup
state: present
action: member
inclusive:
- key: fqdn
expression: .*.idm.example.com
exclusive:
- key: fqdn
expression: .*.example.org

5.
sl e A g
6.
Zao]% vhal @ AWM e }A S A4 sk Ansible Eao] & AT,

I $ ansible-playbook -v -i inventory automember-hostgroup-rule-present-copy.yml

[}
IdM CLIE AHg-3lo] 7]1& 50 25 B A 43 383 FxsdA Q.
[}
A5 1% A4 2 Automember 73 9] o] A & FxRIFHA L
[}
/usr/share/doc/ansible-freeipa/ T] @ & ] ¢] README-automember.md 39 & F %3514 Al
o -
[}

/usr/share/doc/ansible-freeipa/playbooks/automember t] & £ 2] & ZF X314 A 2.

16.7. 71 2| &2

[ ]
Ansible = o] %2 Al&3to] A}87} A4 #e)

Ansible Z# 0] 5§ A18-31o] S 2E g
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Ansible Z3| 0] %2 ALg-sto] ALE R 15 B

IdM CLIE Al8-3te] S2E 1§ &+
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177.IDM CLIZ A}183}o] AH & A2 A 2] 617] Slall A& A 250 23S 9

7%.IDM CLIZ A}8-3t9] A& A2 22l 87 2al AH8At 150 2

912 1dMS] oAl 2= A o] B F Stk A A
A EUT 192 ALg3te] & AR TFol AFS
#uth

274 g
A

ol MANAE e FAE GEUT

A 3

IdM CLIZ A1-8-3t] 9191 772 A4

IdM CLIZ A}8-3lo] 71& 919 37 17]

IdM CLIS A}-& 3o 9]

X A=
2 47

IdM CLIZ AL-g-3to] A9 75 A
17.1. 9191 73

Ad 2 E TE AHEA 25l TS A5t AHEAE AT 5 dAFUh
AL FAE AHgsHE 54 AL A aF ol e A A 2F0 54 SA4d @ 271(AR) A S F
F F dFUt. of U*EIH HA = Ao] FH-2 AY FHAA AR 9 gt A 0311]61%1'41:}
AR FES F7HE= AAGF= 715 *

sAY Aol st= 715

A gaUth AR A G SA o) el AA G2
O‘I_X] ol-/\q]:}

< 571
9ol AL IdMe] 7]1= A} 82} 129 4 3}l managers A}
22 18 0] employees A&7 :l—r°ll/‘1

17.2. IDM CLIZ A&-314 91 3 AA

o] A Mol A& IdM CLIS AHg-3to] 911 32 A4 3k 3ol o)

2

A5 dUdg.
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#2919

olo
=

o g 7] 9k & ] 2 7] o] (RBAC)S} 37
ste] b2 Abg A 25O B BT 5
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]

A 27 A

admins 259 92 22203 H Ut

ipa delegation-add =% ¢ A& T h O+ 4L AQ T

o
—-group: AH§-&}F 159 AFg-AF 5ol HeE Fojof= 1F AU
o
-membergroup: Y9 152 W7t FEL HF I A= 15dU
o
--permissions: A}-8- A7t A H £ S BHI(7) A D S B FolA £ S
FI7FetAY AT = A=A (27)). AES AR A dow 277 A F7Hgy .
o
-attrs: By 259 AR BAY HZ S £ A= SAYY L

g 59 b3t 2&v

$ ipa delegation-add "basic manager attributes" --permissions=read --permissions=write --
attrs=businesscategory --attrs=departmentnumber --attrs=employeetype --
attrs=employeenumber --group=managers --membergroup=employees

Added delegation "basic manager attributes”

Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmentnumber, employeetype, employeenumber
Member user group: employees

User group: managers

17.3. IDM CLIE A}83519 71& 919 +3& B

o] A4 o)A IdM CLIZ AHg-3te] 712 919 7#21 i el tial A9 guch

A 27 A
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17%. IDM CLIS AHg 3to] ALS S B2l 517] 918l AHg A 150l R e A9

admins 159 W2 2IAAFYth

it

ipa delegation-find =% & 423

$ ipa delegation-find

Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmentnumber, employeenumber, employeetype
Member user group: employees

User group: managers

Number of entries returned 1

17.4. IDM CLIZ A}&3lo] 91 #+3 3

o] A4 o)A IdM CLIZ AHg-ste] 71= 919) 74 S48t Wi 49 a

—attrs S A A5 = £4 9 o]d EES Hol2u = 4 A £33 T AA £4
558X f‘é!%‘blv} o] = --permissions Aol = 2 8H}.

A 27 A

[}
admins 159 AW 2 2 2203 F Y.
Azt
[}
Aat= WA AHS 218319 ipa delegation-mod E 3 S JH 3 Th o E o] 71 & A
2+ &2 A A 1+ F ol displayname £4 & F71sHd 52 F3dUH.

$ ipa delegation-mod "basic manager attributes" --attrs=businesscategory --
attrs=departmentnumber --attrs=employeetype --attrs=employeenumber --
attrs=displayname

Modified delegation "basic manager attributes”
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Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmentnumber, employeetype, employeenumber,
displayname

Member user group: employees

User group: managers

17.5. IDM CLIZ A}-&3to] 9] 13 AHA)

o] A4 o]t IdM CLIZ AHg-3te] 71 9191 732 AbAl b W & 49 o,

A 27 A

[ ]
admins 259 92 2293 F Y
A7
[ ]
ipa delegation-del & & ¢ =3}
[ ]

HAIA] 7} A A AA S Y F 9] ol5S dEdU T

$ ipa delegation-del
Delegation name: basic manager attributes

Deleted delegation "basic manager attributes”
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8% . IDM WEBUIZ A1£-3}9] AF 2 A2 #A2]517] 98 A2 A 229 @S 9

8. IDM WEBUIZ Al-g-3to] ALg 42 B2 517] 913 AHg-AF 250l

A4 1dMe] A 2 Ao] WY F stz A A2 513 9
AU Y-S ARS8t @ AR A ol AdS 239
FUrth

ol MANAE e FAE GEUT

A 3

IdM WebUI= A1&-31o] 919 3 A A

IdM WebUIE A1&31d] 71 91 3 B7]

IdM WebUI= A}-8-3lo] 9

X 2~
2 74

IdM WebUIE X123l 9]¢ +37 2HA)
18.1. 9 3

AYG HHS 5o AHEA 25 TS AYs AHEAE A 5 dsUTh
A HHLS AL A 54 AHSEA w0l HE AR 252 54 46 U@ 271(AF) AL
L 5 A%WZP ol Fujel A= Alo) A & A9 AN A F S gk AR o= 21]?‘51%11—11:}
AA FEL F7FEe A7 715S FosHA ¥yt AR HA 22 $400 dis)] AA 52 F71
SAY Alofsh= 715 & FoskA ey

AN AHLZ dMe] 71E AR A 5ol AFS Fody . 4 -83to] managers At
€2 15 °] employees AH8-A} LE- ol A A9 3k ALE-A}F 7]

18.2. IDM WEBUIS AL& 51o] 919] 773 AV A]

o] A A4 = IdM WebUIZ A&-3te] 191 722 84

ahi= ol s 4

Futh
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=
PEEEE

[ ]
IdM <1 Ul admins 8¢ w2 2341 o}

IPA A8 vl 3roll A &3t 7]t A2 Alo] - 99e Ze gk

Identi Ly Y Authentication Network Services IPA Server

Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser Configuration

Roles

Privileges

Permissions 2 & Refresh | | i Delete | +Add

Self Service Permissions

L= e TETeger awroUles

1 delegation matched

Add delegation(d] & £2] 57} ) ZollA d5& T3 A

A 9 729 ol 5 AT

NEA ARE £(7)E w2 ARD 4L FrheAY WA 5 JEA o
e Slehe Adsie] A A4,

i

User group(At84t 1%) EETHe vlirol Al Fehe Hof 27 /= 1%2 el st
W 2goN A4 452 BAY AYE F A&

Member AH8-2F 15 =592 vlwolA 91Y 2579 7+ HFF T =172
Adg3hd.

attributes(24)) Aol A AL Roj g 42 Gold Mg g
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18°3. IDM WEBUIS AH8-3to] AL8 A4S #elat7] 18] AHg 4 15 ol DTS 919

Add delegation

Delegation name *

Permissions

User group *

Member user *
group

Attributes *

* Required field

x
basic manager attributes
¥ read
& write
managers ~
employees hd
Filter Q || Add
[ audio [+ businesscategory
[ carlicense Oen
[+ departmentnumber [l description
[ destinationindicator [ displayname
[+ employeenumber [+ employeetype
[ facsimiletelephonenumber [ gecos
[ gidnumber [ givenname
[l homedirectory [l homephone
] homepostaladdress [l inetuserhttpurl
[l inetuserstatus [l initials
[l internationalisdnnumber [ ipacertmapdata
[ ipakrbauthzdata [ ipanthash
[l ipanthomedirectory [l ipanthomedirectorydrive
[l ipantlogonscript [l ipantprofilepath
[l ipantsecurityidentifier [l ipasshpubkey
[[J ipatokenradiusconfiglink [ ipatokenradiususername
[l ipauniqueid [l ipauserauthtype
[l jpegphoto [ krballowedtodelegateto
[l krbcanonicalname [l krbextradata
Add || Add and Add Another | | Add and Edit || Cancel

Add(F7}) MES Zested A 919 F32 AR

18.3. IDM WEBUIZ A} £ 3to] 7] E 919 775 B 7]
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Red Hat Enterprise Linux 8 [dM A}8-2} 15 2 E 9 A 2 Al o] 513 F=]

o] 4 o)A & IdM WebUIE 218 5te] 712 919 #8 B ol tlsl A gich

A 27 A

IdM <1 Ul admins 2E¢] w2 2351 o}

dentity Authentication IPA Server

Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser Configuration

Delegations

Q 2 Refresh | | @Delete || +Add

[J | Delegation name

O | basic manager attributes
1 delegation matched

18.4. IDM WEBUIZ AHg-31o] 91¢) #3 4
o] A1 M o) A= IdM WebUIS AHg-3te] 712 9191 32 #7433l dal 493

A 27 A

[ ]
IdM <1 Ul admins 2E¢] w2 29341 o}

Authentication IPA Server

dentity

Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser
Delegations
Q 2 Refresh
[J | Delegation name
[0 | basic manager attributes
1 delegation matched

Configuration

W Delete | | +Add
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187 IDM WEBUIZ A8 3to] AL8 212 el at7] 18] AHg A 25 ol A@L 9]

+
X
et
=y
N
filo
gt
i
e
L
®

AR ARE () B AFE £ FAAY WA 5 QEA o
Uehi = Sl e Heste] oly Age WA T

i

User group(At&at 28) S50 vl oA @etL Hof By 9= 15 S A9 sty
Wu] 2FNA AL A G2 nAY AH S F AFUTh

Member AH84 1§ E§The vlrol A 919 5o T Lol AFE 7 =152

Aahg.

attributes(%4) AAol A AL Lol AWM= Feghe Ad g 40 o
AL AAFHA BA oS Ae H 23}

Role-Based Access Control ID Ranges Realm Domains Topology API Browser Configuration

Delegations » basic manager attributes

Delegation: basic manager attributes

Settings
Z Refresh || 'O Revert
General

Delegation name basic manager attributes

Permissions * [V read

& write
Undo
User group * managers v
Member user group * employees v

Attributes * Q || Add | Undo

[ audio [ businesscategory [ carlicense

Den [ departmentnumber [ description

[ destinationindicator [ displayname [ employeenumber

[ employeetype [ facsimiletelephonenumber ) gecos

[ gidnumber [ givenname [ homedirectory

[J homephone [ homepostaladdress () inetuserhttpurl

[J inetuserstatus [ initials [J internationalisdnnumber

[ ipacertmapdata [[) ipakrbauthzdata [ ipanthash

[ ipanthomedirectory [[) ipanthomedirectorydrive [ ipantlogonscript

[ ipantprofilepath [ ipantsecurityidentifier [ ipasshpubkey

o]
A=)
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Save(X ) 1 EL 83l WA AL AFFY .

18.5. IDM WEBUIZ A8l 9< F3& 2HA]

o] A M o)A IdM WebUIE ALg3to] 71 €191 77

A 27 A

[ ]
IdM ¢ Ulo] admins 2E¢] @] 2 2791341
A

1.
IPA 1] ul 3rol A} @8t 7wk oAl 2 Ao] — 9191 2 g,

2.
AAG 74 Ao Y= Gelde Mgk

3.

dentity Authentication Network Services IPA Server

APl Browser Configuration

Role-Based Access Control ~ ID Ranges Realm Domains Topology

Delegations

2 Refresh + Add

Q

| | Delegation name

basic manager attributes

1 delegation matched

Delete(2H4l) & 22 ata] 1@,
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19%. ANSIBLE %o 5 AFg-3to] ALg A E B2l 3t7] S18) AHg A 25 ol AL 919
197 ANSIBLE Z 30| -2 Alg slo] A18AS 2l al7] $1al A8 A 250l AFHL 9]

AY2 1dM2] HA 2 A o] W F stz Ax Au| A 73 gl 43 7]k A = 7] o] (RBAC) <} 37
AHSEHU T 9198 AHS St & AFE A 1 F ol AehS BFate] O E AR 259 35S AT F A
Fyrth

o] MM e FAE FEYT

[ ]

A 3
[ ]

IdM-&- Ansible 1 E2] 21 A
[ ]

Ansible S A}-8-3to] 919 F3F o] A=A A
[ ]

Ansible S A}-8-3to] 919 F3F o] gl=A A
[ ]

9ol FH o ER A o] Q=X aelste]H AnsibleS A&3t}.
[ ]

9ol FH o] EA &4 o] QA &<laslz]w Ansiblee A}& 3t}

19.1. 99 73

A9

4

A2 WSl AGA 1F AR A3l AH§AS BT F A5k

lo

99 FA e AL 54 A8A TEl BE ALER 2F] 54 40 @ 27(BH) AL 5
AL 5 G o YeSl A2 Aol FHe A9 FAAN AP 54 % BY o2 AR,

AA G2 F7FEE AARE 7152 HolshA dEUth A HA LS4 el A FEZL F7}
A Aol st 715 Fel oA @4t

AY FH L2 1dMe] 71E AFSA 5ol AdE Fol@uh. dE S 9192 AH8-5to] managers A}
84 15 ©] employees A8} 1F oA AE 3 AFEA £42 A2 S - AsUTH

19.2. IDM& ANSIBLE 1l &2] 5 A A
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Ansible$ A}8-3t+= 73-¢- & ¢l @ ¥ 2] ol A /usr/share/doc/ ansible-freeipa/* 2 /usr/share/doc -
roles/* 319 T HE S BA3laL &35 Ansible Z#o] 8 AL 319 UAHIE A= Aol =5
Ut o] dFdde a3 22 ool dFUh

[}
B2E EHo5E & XA S F IdsHY
[}
FE AFS 3E5A &3 Yol 5SS 43T F dHUG

& g Ao A Ansible 4 2 Zd o] 59 A E A FU
I $ mkdir ~/MyPlaybooks/

~/MyPlaybooks/ t] g €] 2] = ¥ 73 g ).
I $ cd ~/MyPlaybooks

e

'

el = 2 Al8-3}o] ~/Myplaybooks/ansible.cfg 3}¥-& 754t}
[defaults]
inventory = /home/<usernames/MyPlaybooks/inventory

[privilege_escalation]
become=True

o3 Zd == Al-231o ~/Myplaybooks/inventory 32 & w51t}

[eu]

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o 72 ol AA N A= E2Eo tF F /o] £2E TF<leu 9tus & APk
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194 ANSIBLE Z 0] %2 A1-8- 3] A8 A5 22 87] 918l A18A 250 AgS 919

Eto] FALeuPD us 1F RE S2EE ¥33l= ipaserver S 2E 1/ S Ao

19.3. ANSIBLES A}-8 3o] 9191 375 o] Q= sHel g o

S A Ao A= Ansible Z 8 o] 52 AFg-51] A IdM $1) & ol gk A2 Aol dl'F 3 o]
YA FA2lst= HH S AHIU . o] dAoA A 71E #A A &4 21 2 managers 159l
employees 17 7AYo Al U3 £AS A2 & F A= 71S2 FA9FY

[ ]
businesscategory
[ ]
departmentnumber
[ ]
employeenumber
[ ]

employeetype

A 27 A

[ ]
IdM #2 & 45 & ¢ dHFUY
[ ]
o5 87 AH3E 3531= Ansible Alo] ==& FAAFU
[o]
Ansible ¥ 2.8 o] 42 AF&-31al AU
[o]
Ansible 71 E £ o)) ansible-freeipa 3| 7] %] & A X &1}
[o]
ol g ¥ AL TS = IdM A v 9] At3tE w9l o] 5(FQDN)S A1-&31o] Ansible
AWl Ee] dSs AAAAFY
[o]
Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ & o] J&1Yt}.
A=k
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~/MyPlaybooks/ t] 2 ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ o] 2 & 2] o] 2+ delegation-
present.yml 3} o] B AR S vlst}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-present-copy.yml

HF & delegation-present-copy.yml Ansible Z g o] & <& A}
ipadelegation 2] A Ao A o3 WS A st AFdS =3 J
ipaadmin_password H= IdM #2] # o] g3 =2 A

name %TE I\H 1—]01 ——H—Z]_/] o]E'- OEH@GLL]E]-

A
o
B
&
i
i
ki
fu
-
i
i
)
e
¥
u
4o,
N

1 227] o2 2R3,

£ WS Y99 AR 1 Fol AT F A= £4 55 (business
category,departmentnumber, employeenumber employeetype ) ¢ 2 A3t}

M
o
)
&
i
dm
o,
f

membergroup W42 542 AL $48 5 i 259 ooz 29T

oli= @A oAl U =4 A Ansible = o] & 3¢ ).

- name: Playbook to manage a delegation rule
hosts: ipaserver
become: true
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a

tasks:
- name: Ensure delegation "basic manager attributes” is present
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

5.
sl g A g
6.
Zao)% vl @ AW e HA S A4 sk Ansible Eao] & ATk,

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-present-copy.yml

/usr/share/doc/ansible-freeipa/ T 2 € &] ol /] README-delegation.md 39 & F X314 Al

(o]
i )

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z @ o]H S
FxsAA L.

19.4. ANSIBLES A}-8-319] 919 7720 §l=A g,

& Aol Al = Ansible E 0] %2 A1-8-3te] IdM 740l 38 919} F2o] gE=A
AT ol sl A AR AR 718 Bel A &4 919 TR o] ldMe] §1ER
Av g

ol &

st

Ir
of
2

3
3

e v
o
o

o
=

o
=

A 27 A

[ ]
IdM 2] 7} 5.2 %3 AU,
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& 27 AHdS S5k Ansible Alo] ==2 A S

Ansible ¥ 2.8 o] /32 AH8-5t3 dFU

Ansible 71 E £ 2] 9] ansible-freeipa 3] 7] %] & A X &1}

(|

ol e & A SH: IdM A ul o] F+5He =vl 2l o) 5(FQDN)2 AH8-3te] Ansible
QI Ee vl e ARG

Ansible <19 8] %122 ~/MyPlaybooks/ t] & €] ] o] U&1Yt}.

~/MyPlaybooks/ t] & €] 2] 2 o]5 g t}.
I $ cd ~/MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2l & 2] o] 2]+ delegation-
absent.yml 3} o] B A2 S ul5Ut).

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

#13 3 delegation-absent-copy.yml Ansible =] o] & 5122 ¢},
ipadelegation ¢} A Ao A o5 HFE AP 5t LS ZHFUG.
ipaadmin_password H= IdM #2] # o] ¢35 =2 AU

name WS 919 Tt

N
lo
o
ju
lo
fu
il
oX,
o
L
i)

state M 5~E absent = A4 FU.
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19%. ANSIBLE Zd] o] - AHg-3to] ALg A4S Bl at7] 913l AL A 15 ol AL 99

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Delegation absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes
state: absent

5.
g A g
6.
Zeol% % u AW ES 3} A4 5 Ansible Zao] %2 A Ptk

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-absent-copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-delegation.md 3} & & Z=x 3514 A]

o
i )

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z o] &S
A L.

19.5. 1<) 72 ol 54 &4 ] A=A A3 A ANSIBLES AH-F4 -

the Aol A1 = Ansible a o] %2 Abg-3to] 919 FH ol 54 Mol YA FNshE WL 44
48 5 gtk of dlANAE /2 #

.]
o =

FUt. o] Fd ol 5SS AHEste] o] wHE Y IS FAHE =
A 44 91 73 ol departmentnumber v £ 7tk ,}hx} slo1gh ).

A 27 A
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1

oS 27 A3HS =31+ Ansible Alo] ==& 7S UL

Ansible ¥ 2.8 o] /42 2833 dFU

Ansible 71 E £ 2] o)) ansible-freeipa 7] 2] & A X &1}

(|

olg g FAL A Sk= IdM A v 2] A tstd v Q] o] 5(FQDN)S A8t Ansible
dul ez LS APAFUH.

Ansible <19l €8] %122 ~/MyPlaybooks/ t] & € & o] J&Yt}.

e AR 54 919 T3 dMe] A5

~/MyPlaybooks/ T ¥ ¥ 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2 g 2] o] 2+ delegation-
member-present.yml 3} o] BALE- S vhEU )

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

#H 3 3 delegation-member-present-copy.yml Ansible =g o]

Az
=)
e
tlo
hines
L
fiu)

ipadelegation ¢} A Mol th M2 A skel A& =

ipaadmin_password H= IdM #2] # o] g5 =2 AU
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19%. ANSIBLE E | o] - Abg-3ke] AL A4S el at7] 1ol ALe A 15l AL A9

AV

name W5 919 759 ol g oz AHste] 54T,

4} W45 departmentnumber 2 A4 gt

1

action H14== member & A A3},

o]= &AA| o Ao g A= Ansible Z o] & T¢I,

- name: Delegation member present
hosts: ipaserver
become: true

tasks:
- hame: Ensure delegation "basic manager attributes” member attribute
departmentnumber is present
ipadelegation:

ipaadmin_password: Secret123
name: "basic manager attributes
attribute:
- departmentnumber
action: member

jlol o
==

2

g

H

9 P AW ED 9L A4 shi= Ansible S o] B2 A Frich.

e

glol &

%

$ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-present-
copy.yml

[}
BF S FRAA L.
[}
/usr/share/doc/ansible-freeipa/ T @ € &] o] /] README-delegation.md 3} Q& F X314 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z g o]H S
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ol

oA 2 A o] 72 2]
L EC RN

19.6. 919! FH ol 54 £40] A

15}l2'3 ANSIBLE S A&t
2 & z}o) A = Ansible

Aol %2 Abg-shel 919) FHol 54 A4 el ¢l
Fuith o] Zalo g Abgste] 919 o ol ulHahA Fe AA 2 AL ¥
Utk o alAlol A 712 el
A FAg .

=A gst= S AT

= Al =S I JF

A 919 13 ol employeenumber 2 employee type 78] £4J o] gl
AHA &AM

& 8 A3HS S 5= Ansible Al o] ==

=g 34F&h

Ansible ¥4 2.8 o] }& AH&-s1aL A HFU T

Ansible 71 E £ 2] 9] ansible-freeipa 3] 7] 4]

AAYFU
ol FAS T
JINMEE] = 73

A sk IdM A B 2] 13t =2l o] S(FQDN)S
I

(|

A4
]_Q_
=

A}18-3}lo] Ansible

Ansible <19l 2] 512 ~/MyPlaybooks/ t]l& € ]| &5t
[ ]
718 A2 A &

A A FH e IdMe) YLt

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2 & 2] o] 2]+ delegation-
member-absent.yml 3} o] B-A1E S giE o).
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1974. ANSIBLE E o] & AHg 5to] AL§ A2 22l at7] As] A4 5ol A @

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

™
)
1
tilo
o2
L
)

H 3 & delegation-member-absent-copy.yml Ansible =3 o]

ipadelegation #t¢] A Mol th M2 A4 skel A& =R

[}
ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[}
name W& 9 139 o] o2 At 4P
[}
E4 W42 employeenumber 2 employee type © 2 A A3t}
[}
action ¥ 4= member = A& I},
[}

state H14~-Z absent = 2 A 3] }.

o]= &AA| o Ao g A= Ansible =g o] & T¢I,

- name: Delegation member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attributes
employeenumber and employeetype are absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
attribute:
- employeenumber
- employeetype
action: member
state: absent
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Red Hat Enterprise Linux 8 IIM A} &2} 25 S 2 9 o

ZE gl RA X Ao] 117 A2

il

glol &

SR

=

%

&3] 51U & A A 3= Ansible = 0] 52 AP

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-absent-copy.yml

/usr/share/doc/ansible-freeipa/ T @ € &] ol /] README-delegation.md 3} Q& FZ35}4 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z @ o]H S
FxsA L.
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2073. CLIS AH8-3ko] IDMol A <] 3 7] vk oA 2= A o] 7]

‘

o] Zoj A = IdM(Identity Management)2] & & 7]l A A A o] A7) 313 HH = 2 E 7 o] 2(CLI)
oA T3 &S A8 I

i i
e e
rd
i)

rd
L)

12
1
rd
A

20.1. IDMe] 2} & 7]k o 4] = ) o]

dMe] o33 714k 94 2= 2] o) (RBAC):= A= A u] 2= 2 919 4l = &0} o} 1] wato] ALgzpol Al w5
ge F7e AL Felghin.

A 7|t QA = Aol gE Al HEo= FEYY.

AL ALGR F7 EE AR, 2F 54, 971 A2 B 59 54 44 5

]
4
s

Age AFS AFTUTH: A AERE Fohohe v B2 @ RE

o)
o

A ALE AL AL A 1R, B2E BE $2E OF0 €A A3E Py,

20.1.1. IdM<] A+

AFL A 7| AH 2 o) o] Aalel Deloln, dlF Helo] 485 LDAP FE 3} 3 2L A
AT 74 80 lEge ol e o] Aol ARE FIY Az
s ol el Ade 0ee sleaE A9e AR

write
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[ ]

read
[ ]

search
[ ]

=] I
[ ]

add
[ ]

delete
[ ]

all

olel st 2 Al o] 712 kel A8 HUY :

[ ]
subtree: =] ¢1 o] &(DN), o] DN o}z ¢] 3} 9] E &
[ ]
t’d 2¥: LDAP ZH
[ ]
g 35S AR s= d AHEE T e Y =71=7F 1= DN
o g3 2 A% FAL AT SAS AFA UG
[ ]
type: 3 9] /MA (AHEA 257 5)= subtree 2 target filter2 44 ).
[ ]
memberOf: 252 +A ;i ZHE4FAJ -
[ ]

targetGroup: 54 215& #38T AL AL FoFuh(el: 2F Wi S 2

A HA). AdSAEAZ3dUq.
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207%. CLIE AF8-31<] IDMof| A | & 7]k A A 2 A o] A&

IdM 33 AHG-51d o] H AF8AL7E o] @ HAEo] gk A2 Ao A=A 2|2 ol o8
AE 9 £AG7HA AT = AFUTh ldMS AH&shd A8 £4 8 58 == AdsAY AHEAL 257 =
£ sudo¢} 2 54 IdM 71559] AA 7S BE 93 AHgAL RERITEH AIS A = 54 Ad 3
EAHEA a5 R3S F AFU

A8 Eof o] A2 WA Ael fAY L AGA EE 2ol @ A2 AdSI = B f
ST AR B o] Al e} s 54 Moz oA 2ata o2 A4 %3 £ 5

Q== gk

Fx

Aol gE Ao T 4 gFUh

20.1.2. 712 & AT

e AL 71 BA 0z IdM 37 A H = AP T he 3 2L Rl AL Abgshel ALERTE

[}
A A2 AAFAL ol F, X, Y S S F dFUh
[}
ol7lel = Al 744 &4 A= AT
o
N8 &4 e ldMol A el st ALg AL £ 8 5 slauTh.
o
AR FHe A TR 54
o
AR AATE £4 A2 54
BelHE A9 718 2 XHE S Ao EAAAD ANA S4 Aol EAHA G RE &
Aol 2 g-guth.

51

B AFL AT FE QAT uHAY 3L ABoR APAT BE AN el
A AASA F2E oz v@sR
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AP HE RE A o] B2 X AH(d]: A| 2H): Sudo rule == A| 282 713 t}: Services &
FATU o)A BA 9] IdMo A = 7] 2 Aol & AAE AL AEFUL & E0] AFEA= 2 AT
F oy Aoyt &G = AAFU ol 7| A2 g E ] Ad ez AAHJA T O
A2 A3 oA AAE AP

[ ]

Automember Rebuild Membership 2] 7}
[ ]

T+ 39 IFE 371
[ ]

5A Ak 37t
[ ]

ANSA AA BF
[ ]

CAd A Q1FA dH 714 2.7]
[ ]

DNA 9] ¢]7]
[ ]

DNA ¥ 9] 4
[ ]

PassSync @2z} 4 2]7]
[ ]

PassSync &2 & 74 +3
[ ]

A Ak ¢71
[ ]

5A A%k 4
[ ]

A A2k AA
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207%. CLIE AF8-31<] IDMof| A | & 7]k A A 2 A o] A&

LDBM djo]gHlo] 2 4] ¢]7]

[ ]

9H AFA
[ ]

CAACLS FA5= 25A 2F
[ ]

g2 32E9 QAFA 2F
[ ]

CAdA Q1F5A AA
[ ]

Q1 ZA A
[ ]

IPA 24 7]

3

PP oA Be] DS SRS kA A 2ol A AU S P SHL WAT 5
goms v %ﬂ“ﬂ“qqﬂuwﬁﬂﬂi e pRSE L e 4 e 54

o] M@ sHE .

20.1.3. IdM<] Az

Age aro) 43 @ ag,
AL A Y-S 3 AE AFsHA T AFsted o2 Aol ot 54 IdM =g o]
AU g2hA A2 54 QS Fdst= d 2o g AsS 2o
AE Eo] Al ldM ALg o] AR S A shel the e Agrol Wa it

=
T

g
=

e
A=

A AR B E A

A AHEAE 718 IPA A A 1F ol 7k
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e @ Al 7HA 391 £F AU S ol ol AHA LG A Aol FUE F e 57 A(el:
AFgAL 37 o AFate A 2| Fel Rt A FL 47 #He T 5 AgUth ldMel £ ol 2 7 78
Ago] T3o] AFUTH AER B AL A 25 ol 525 8l S5 IF S =93 Au 2ol
Ago] SR o WYL AHG A 5 UEAD AN 28 AL S T2E Q) A4 Tl
og B2 AR oz Aojet 4 eFUh

Z3
Aol T Aol 92 F Y&Uth

20.1.4. IdMe] 9 &

ate qgto] AR E AL AT WgsE A BEYU
AAZ AT AR D 319 FF AL 7S F DE 7152 FAFUHA: AHE R S A, 5ol
P2 F7H) AT O 2L FF9 AY(l: AP 2Fo) A AHEA TE 7))ol 2 st ol A
< AFFUT. 98 Do et AL A FHABFUL ol & So AHgA AR A QAL AL AES
F7h 4R, A 5 dFUh

qae 318H A4S ERste o ALHUT A B s FAAAY AF o) 227
22 A8HR S5

31
Qo) e Qe ¥FL F AFUn

20.1.5. 1D Ao AbA BojA 9

Red Hat Identity Management:= ot} 2 3 742 A& 9] ALA Ao Q4L Al 2@t}

¥20.1.1D Fejol A Abd Aol AT

Role a3 A

55 94 srE 5SS ZololdE FE 5AE 55 g
#
helpdesk AR GE ALY, 2R WA 0RD A B Y £ § G
+%
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207 CLIZ A}-8-31<] IDMol|A] @& 7] 5k ol 4] = A o] #e

Role a3 A

IT 2k A&7 Netgroups 2] 2}, HBAC 2] =}, B2E 7)uk A 2 A o9} e B
Sudo 2] =} F A ¥e], sudo 7f 3

IT A&7t FAE #Y, TAE 2F AR, F2E Y I

AH) 22 2 A, A v E el A

R QF A AR 9 A A, BA FE A}, 227 IPA Identity Management $+7 2],
T4, s A A =; A E A, BA A F A
A8 A ] A} R i =t P e B P i | APEA Y a5 A B

A2} e 2}
20.2. CLIo| 4] IDM # & 2]

T =

|41 = CLI(H & = <l g5 o] 2)E A}-8-3}<] IdM(Identity Management) ¥ 3+-2 & 5= ¥y

A 27 A

[}
IdM == X147 el 2 o 22 Aele] A9 AR A
[}
a4 Kerberos E]Z. A & U &2 kinitS AFE-35le] IdMo)] =502 21915 = WS
ZoH4 A L.
2
1.
ipa permission-add g % & A1-§-5td A} A3 FES AT
o £ 5ol dns admin °|2}= A3S F718HH A :
I $ ipa permission-add "dns admin"
2.

the §HS ALg sl Ao £42 APk

[}
~-bindtype & vl1= 73 IS AFFUT. o] FHL REY L AR AFE 3
ST AR HIE P AT L B o] AT Fof WL AN FAL F A S

%
eyt
g 59 ge Py
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

232

I $ ipa permission-add "dns admin" --bindtype=all

--bindtype & A A s}A] ¢F o™ permission o] 7] 2z

=31

71%o] obd mpl= 3§39 AFL Agel F742 5 dFUh =
g d3ko] ojm] Ag Y= {f&° 71#0] 0}‘4 HlE 3 ez 43
% gyt

--right = A3k ol&] Kod AgS L35t T o] F AHE-5H A &+ --permissions
SAL gAYt AL 7153 -2 add,delete,read,search,compare,write,all j 1 t}.

o 2] --right 34& A&
S ART F AUt dE EH

I $ ipa permission-add "dns admin" --right=read --right=write

I $ ipa permission-add "dns admin" --right={read,write}

—attrs & A3to] Ry &4 222 A2,
o7 --attrs IS AL L3 AY F235 Qo) 4% B
4 4T F Atk o E 58 G2 U

ol B2 7EE 552 A

SERERY

LA A 2] ] G ) ATl
a 7} )91 U t}. userCertificateo] 2 4= 9 A 7+ user Password

I $ ipa permission-add "dns admin" --attrs=description --attrs=zautomountKey

I $ ipa permission-add "dns admin" --attrs={description,automountKey}

—-attrs = A FH = HAL EAGNoF 5t A E QBAE {3l disl 5189 S/l
dojol gyt 283 god A7|vp FE Q{2 A FH l/‘azﬂf‘gqn}.

~type & Aol A &5 = FH LBAE {FY(: AHEAL TEE B

BEESEE T



20%. CLIE AHE-5to] IDMo| A o & 7] 0k o) 4| 2= A o] A2

57 Al A5y

$ ipa permission-add "manage service" --right=all --type=service --
attrs=krbprincipalkey --attrs=krbprincipalname --attrs=managedby

--subtree = 3 9] E] 5 AFIUT. = ©] 519 E 5 ol o] BE FE
S dde®E gt 71E 59 Ef FES AU . —-subtree = 4L =7t= = EA
54 &+ =vlQl °]F(DN)S 31834 &+wurh td g DNS 233y},
IdMe 7+4 319 =3 dadE e E 2 E AHL3517] o 29 --subtree & AL&3le] = 7
o] Aeloly = 39 F5EA AF vE X9 2 AR FES ez AZT + A

FUth ol 59 e 2Euh

$ ipa permission-add "manage automount locations™ --
subtree="ldap://Idap.example.com:389/ch=automount,dc=example,dc=com" --
right=write --attrs=zautomountmapname --attrs=zautomountkey --
attrs=automountinformation

type 2 --subtree 342 4% vl g4 YUt} -typecl tj 3 D E 7} -
subtree °] 7+A312 E A S o] A A7 HA AHEE F = P

~filter = LDAP Z €| £ A}-8-3o] Agto] 285 :
IdMe A8 BE 9] FRAS AFO R FAFh BEE FRE LDAP 2HY 5 U
Uth o & 59 the# 24Ut

$ ipa permission-add "manage Windows groups" --filter="(!
(objectclass=posixgroup))" --right=write --attrs=description

--memberOf:= &5 o] EA5=A &I T Ul ZHE XA A 252 9=z AAT
Ut} o 2 S0 o] A3to] = AR A7) engineer 252 W o] 239 A4S FARHIEE
st g2 3 FU .

$ ipa permission-add ManageShell --right="write" --type=user --attr=loginshell --
memberof=engineers

--targetGroup 2 15 o] EA5H=A e F AH A AHEA 150 2 targetS 23
U ¢l & S0 A3l = AHE- A 7L engineers 250 member £4& 2= = sl W
(T84 F7F == AA 7Hs).
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$ ipa permission-add ManageMembers --right="write" --
subtree=cn=groups,ch=accounts,dc=example,dc=test --attr=member --
targetgroup=engineers

Ael# oz DN(EIY £vQl o 8)2 AR & 5 dguth

[e]

-target & A3S 28T DNS AA P 4L =71=71 s &gy
[e]

--targetto = 55 o] 5 & J= DN 39 EEE AZ P
[e]

--targetfrom & 325 o] & 4 = DN 319 EZ| & AR F .

203. 7] AF9 938 {4

g get b WYL AHE ] 71E AFS SR FUH

[ ]
71E A2 A6t 4 ipa permission-mod ¥ P S AHS-FU T A @S FUHE ) 9 L
d Y AL AT S+ IEUT
[ ]
71 A3-< o2 ipa permission-find 3 5 2 A} &3t AL F718 o) ¢ TAS
39 §AL AT 5 AFYh
[ ]
E4 432 B2 ipa permission-show 37 S A1-8-3 .
-raw 1= A4 E 94 389-ds ACI=S H(‘#*HE} d= &4 534 25Ut
I $ ipa permission-show <permission> --raw
[ ]
ipa permission-del 8 & & @3S ¢4 3] AHA| U ).

ipa =% Ho| X & FXFA4A L.
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ipa help 932 FZs14A 2.

20.4. CLIol| A IDM A%+ =]

rr
oF
i

| 4= CLI(H & = Qg 3] o] 2)E A1-2-314] IdM(Identity Management) & 32 22] 51

A 27 A

[ ]
M == AHg 4 Bel A A B2 st 9% w4 A

34 Kerberos E]Z. ZHA & &2 F IS F24 A L. kinitZS A1-&35o] IdMo] 5o =
243844,

[}
71E Ak A gk A g 82 CLIo A IdM At 2] & x84 A L.
Az}
1.
ipa privilege-add & %
2(2) AHg3te] A FEL FIHRU T o: Ao R FY A2 A2 e I F718H
9 oo A
I $ ipa privilege-add "managing filesystems" --desc="for filesystems"
2.
o & £, privilege-add-permission 8% & ALg-3lo] A%k 15 g ARS FIFPY
A E So| A5 nl2E #2] E fip Av] = o] B ARE 7 A =d Al dajd F7a

$ ipa privilege-add-permission "managing filesystems" --permissions="managing
automount” --permissions="managing ftp services"

20.5. 71 A W3 897 4

ool gt 71E AR TSN T WIS AT
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

[ ]
71& AL 4 sl ipa privilege-mod F 32 A& o
[ ]
71& AL o ipa privilege-find 33 2 A&t
[ ]
4 A%< B9 ipa privilege-show 3% 2 A&
[ ]
ipa privilege-remove-permission 3 & A 3glo| A 3} o] Ato] IS Al AU
[ ]

ipa privilege-del 8% & A3-S ¢4 3] 2HA| o).

ipa =% Ho|X & FXFA4AL.

| 4= CLI(E & = Q183 0] 2)E A1-4-3514] IdM(Identity Management) & &2 &) 5}

rr
oF
®

A 27 A

[ ]
IdM == AHS-A S & 922 Aes7] A A AT
[ ]
g4 Kerberos E]Z. A & U &2 kinits AFE-5le] IdMo]] =502 21915 = WS
Z3HlA L.
[ ]

71 g Aol gl g AAl g U] 82 CLIo A IdM st 2] & F=x23H4 A L.
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ipa role-add 3 % & A}-8-3to] A o

e

3=

tllo

F7gh

$ ipa role-add --desc="User Administrator" useradmin

Added role "useradmin"

Role name: useradmin
Description: User Administrator

ipa role-add-privilege 5 & & A}-&-3lo] 2 23 AFS g F71g.

$ ipa role-add-privilege --privileges="user administrators” useradmin
Role name: useradmin

Description: User Administrator

Privileges: user administrators

Number of privileges added 1

ipa role-add-member ¥ % & A5t 23 (¥ S A ol F7HEUT 585 = W
3o }\'I._Q_x]. 5,329 _-Q/\E aEFY Y}
d & E9°] useradminszli= 25& o] o 4 ¢ useradmin <&l F7}ste| A o3& 73
dud.

$ ipa role-add-member --groups=useradmins useradmin
Role name: useradmin

Description: User Administrator

Member groups: useradmins

Privileges: user administrators

Number of members added 1

20.7. /1% o o] U & B A

il

2 ool uel o WS ALg o] 71E QL FAFUT

71& 922 57 5ke W ipa role-mod 42 AL&- g o).

71& 922 2o iparole-find B % &AM o
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ipa help

EX 932 B iparole-show 332 A& ).

o] &ol| A W u]E A7 52 A ipa role-remove-member 8 % 2 A}-8- gt}

ipa role-remove-privilege 8 % - & S| A s} o] F2] WS A AF Y

ipa role-del @ % & o a& g a AkAl 3.

ipa man 3| o] #] F=x

of
ot
tilo

CECDRES



217%. IDM §} Ul AH8-5ho] o & 7] ak Al = A o] Ag

217, IDM ¢ UIE AF8-3te] 9 & 7] ut AA| 2 Ao #E]

o] Zoll 4] = IdM(Identity Management)<] & & 7]k AA X A o] & &7l 5HaL § QA E o] () Ul)ell
A os ZAYdS A¥ UG

i i
e e
rd
i)

rd
L)

12
1
rd
A

21.1. IDMe] o} & 7] o A 2 A o]

dMe] o33 714k 94 2= 2] o) (RBAC):= A= A u] 2= 2 919 4l = &0} o} 1] wato] ALgzpol Al w5
ge F7e AL Felghin.

A 7|t QA = Aol gE Al HEo= FEYY.

AL ALGR F7 EE AR, 2F 54, 971 A2 B 59 54 44 5

]
4
s

Age AFS AFTUTH: A AERE Fohohe v B2 @ RE

o)
o

A ALE AL AL A 1R, B2E BE $2E OF0 €A A3E Py,

21.1.1. IdM<e] g

AFL A 7| AH 2 o) o] Aalel Deloln, dlF Helo] 485 LDAP FE 3} 3 2L A
AT 74 80 lEge ol e o] Aol ARE FIY Az
s ol el Ade 0ee sleaE A9e AR

write
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[ ]

read
[ ]

search
[ ]

=] I
[ ]

add
[ ]

delete
[ ]

all

olel st 2 Al o] 712 kel A8 HUY :

[ ]
subtree: =] ¢1 o] &(DN), o] DN o}z ¢] 3} 9] E &
[ ]
t’d 2¥: LDAP ZH
[ ]
g 35S AR s= d AHEE T e Y =71=7F 1= DN
o g3 2 A% FAL AT SAS AFA UG
[ ]
type: 3 9] /MA (AHEA 257 5)= subtree 2 target filter2 44 ).
[ ]
memberOf: 252 +A ;i ZHE4FAJ -
[ ]

targetGroup: 54 215& #38T AL AL FoFuh(el: 2F Wi S 2

A HA). AdSAEAZ3dUq.
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M A2 AHg-3ha o] | ALEAL7L ol A E ] g Al 2 Adko] YA 2L ol et o1
A HA7A Aol @ 5 AgUch IAMS AL 8 4L 5§ TE AdatAY AR, 1§ E
= sudosh 22 57 1dM 7159] AR P4 S BE o9 A4, RE AFE AHEA EE 54 A9 9
EAgA gl WA F A5 th

A% 5ol o] 2 WA el Aee] FAHE AFGA B TFol tle Al vk A Falel = He ol A §
SHUh A A EE TFo] AA2alof s 54 AH oz M 25 T A 9 2 5
Q=% gk

Fx

Aol T Ado] £FE 5 AFULh

21.1.2. 712 49 AT

r a)
i)
i
e
flo
N
e
X
lo
ut
o
=
i)
%
&
2
ofd
i)

= ASYUTh T3 2 ol g e ALg o] g

g AL AA A oI, A, g 5L F9F + Ysuh

A7)0l Al 71 &4 A 27 YEU T

[e]

1% He Mo A Fel e A £4 S 5 gguth
[e]

A AT F7hE £ EFE 54
[e]

AR AATE £4 A2 54

BelHE A9 718 2 XHE S Ao EAAAD ANA S4 Aol EAHA G RE &

Aol A ggYch.

51

#e] AL AT S QAT Y P2 RO sty RE A4 He)
A9 A A FaH o= v gy sHE U
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AP HE RE A o] B2 X AH(d]: A| 2H): Sudo rule == A| 282 713 t}: Services &
FATU o)A BA 9] IdMo A = 7] 2 Aol & AAE AL AEFUL & E0] AFEA= 2 AT
F oy Aoyt &G = AAFU ol 7| A2 g E ] Ad ez AAHJA T O
A2 A3 oA AAE AP

[ ]

Automember Rebuild Membership 2] 7}
[ ]

T+ 39 IFE 371
[ ]

5A Ak 37t
[ ]

ANSA AA BF
[ ]

CAd A Q1FA dH 714 2.7]
[ ]

DNA 9] ¢]7]
[ ]

DNA ¥ 9] 4
[ ]

PassSync &2z 74 971
[ ]

PassSync &2 & 74 +3
[ ]

A Ak ¢71
[ ]

5A A%k 4
[ ]

A A2k AA
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LDBM djo]gHlo] 2 4] ¢]7]

[ ]

9H AFA
[ ]

CAACLS FA5= 25A 2F
[ ]

g2 32E9 QAFA 2F
[ ]

CAdA Q1F5A AA
[ ]

Q1 ZA A
[ ]

IPA 24 7]

3

PP oA Be] DS SRS kA A 2ol A AU S P SHL WAT 5
goms v %ﬂ“ﬂ“qqﬂuwﬁﬂﬂi e pRSE L e 4 e 54

o] M@ sHE .

21.1.3. IdM<] A%+

Age aro) 43 @ ag,
AL A Y-S 3 AE AFsHA T AFsted o2 Aol ot 54 IdM =g o]
AU g2hA A2 54 QS Fdst= d 2o g AsS 2o
AE Eo] Al ldM ALg o] AR S A shel the e Agrol Wa it

=
T

g
=

e
A=

A AR 35 A
AFgA % A A
A AFgAE 78 IPA AFG A 15 ol 7t
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e @ Al 7HA 391 £F AU S ol ol AHA LG A Aol FUE F e 57 A(el:
AFgAL 37 o AFate A 2| Fel Rt A FL 47 #He T 5 AgUth ldMel £ ol 2 7 78
Ago] T3o] AFUTH AER B AL A 25 ol 525 8l S5 IF S =93 Au 2ol
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3

Aol g Aol 912 F AxUTh

ol

21.1.4. IdMe] 9 &

ate qgto] AR E AL AT WgsE A BEYU
AAZ AT AR D 319 FF AL 7S F DE 7152 FAFUHA: AHE R S A, 5ol
P2 F7H) AT O 2L FF9 AY(l: AP 2Fo) A AHEA TE 7))ol 2 st ol A
< AFFUT. 98 Do et AL A FHABFUL ol & So AHgA AR A QAL AL AES
F7h 4R, A 5 dFUh

qae 318H A4S ERste o ALHUT A B s FAAAY AF o) 227
22 A8HR S5

31
Qo) e Qe ¥FL F AFUn

21.1.5.ID # 9 A}A Hoh A5

Red Hat Identity Management:= ot} 2 3 742 A& 9] ALA Ao Q4L Al 2@t}

ERIRRLESERPEEFEER:

Role a3 A

55 94 srE 5SS ZololdE FE 5AE 55 g
#
helpdesk AR GE ALY, 2R WA 0RD A B Y £ § G
+%
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Role a3 A

IT Bt HE7t Netgroups # 2] 2}, HBAC #-2] 7}, SAE 7|ul A 2 A9} e 1
Sudo 7He] 2 <k 7 A 2], sudo 13

IT A7t FAE YA, ZAE OF AP, F2E A @R
Mu) & de| A, Abs e E At

HRE A A A A9 AR, B4 FE] A}, 227 IPA - Identity Management £+ -],
774, &= A At 212 A, BA Ak A4

AR A} A2 2 AREAL BE A}, 24 e AL A AREAE Y 5 A "

AR el 2

21.2. IDM 1 Ulo| A Ag &2

o] Al

A Ao A= ¢ QE H o] 2 (1dM ¢ UNE A1-8-31o] IdM(Identity Management)dl] 4] @3S #-&] 3}
i

AgdUd.

rr

A 27 A

[}
ldM = ALg 7 el A B Bl sty 9 e DA A

IdM <1 Ulo] 21915 0] gl41ith. hAl & Ul 8- 1 Bebg Aol A M ] Ul o 4] 22 3h=
ERRES

A A

< 5713121 IPA Server 9 o 4] Role-Based Access Control (83 7]t A 2 A
o}) 351 vl =

9 31 Permissions: & A€ gt}
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]

Network Services IPA Server

Role Based Access Control « ID Ranges ID Views Realm Domains

Roles

Privileges
i}

Self Service Permissions

Delegations
T momAnrormeroer mebuild Membership Task

[l | AddReplication Agreements

O Certificate Rermove Hold

2.
A% BZo] YU A 25 Fuko] Y= Add BFE 2L FU
Permissions
Q < Refresh 1 Delete] | 4 Add
[]  Permission name
[J | Add Automember Rebuild Membership Task
[J = AddReplication Agreements
(J | Certificate Remove Hold
3.

Add Permission(d g 7}) 2ol dYth Al A] o] 55 AR SHAL 2ol whet 445
Aoy
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21%4.IDM Q4 UIE A8l 9 & 7

19k N A 2 A o] e

Add Permission x
Permission name * Mew Permission
Bind rule type (= permission O all O anonymous
Granted rights * v read [[] search [ compare
[ write [] add [ delete
L1 all
Type j
Subtree * dec=demnol,dc=freeipa,dc=org
Extra target Add
filter
Target DN
Member of group employees ~ | Undo
Add
Effective uid Undo
attributes
loginshell Undo
Add
* Required field
Add || Add and Add Another || Add and Edit || Cancel
2 4% Bind 73 3¢ A9
AGe R AT FPOR, AT L TS Fal AA 2 AL VP
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all 2 d3o] JAFH ZE ALSAA A& H =5 A Y

anonymous = Q15 HA F2 AL8AE £t BE AL A A Ago] AL HES

A4 gk,

71o] obd vl = 73 {3 o] A%E Al F71 5 glFuUh &=
g Aol ojv] At gl AL 7] 0}‘4 HlE o fEer 43
T syt
Fol g A oA o] Agtel dall FAZ AFS AL .
Aol O3 i FE2 st MAEE BAF -
type> A8}, S 2E F= Au| 29 2 FE FFS AR I Type( 2) 423
of & A9 st slT FE Kol thall o] ACIE F3ll AA 2T = Y= BE 7§74

E5o] ffa &4 ofdlo ZAIF Y} Type( 73 )2 Bostd A o4 7 5 sht=
Subtree 2 Target DN o] 234 g4t}.

subtree (¥ 4°)& subtree 35S XA gt} 18] o] subtree F= ol o] » & 3
22 g oz ATt Subtree = A== T EA]5HA] 2= =2 o] (DN)S
5]-85tA o v 7|E 39 E FES AT d:

cn=automount,dc=example,dc=com

F71 diI’d 28 = LDAP ZH & AH§-3t dglo] A &= FES AdEgU. JH=
23 LDAP ZHY 4 JF5YtH(l: (/(objectclass= posmgroup))
IdM° Add 289 a3 Asos g 2X1d D E AFshd IdM A A
& Agstel R & o o] Ao tal A E .

o4 DN & DN(=#l <l © )& A Qs S =st=g 583 o:
uid=*,cn=users,ch=accounts,dc=com

2% WY £ U BEE AFE a5 we e 44U 2 442 N5}
Add £ 2383514 IdMlX 2H & AS5FUth 2E A A o] &nt=w IdMe A A4
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agvh,]l:} A A3 AAGo] Eul=x] ¢kowd I[dM2 ojH A o] ZE AAHJE=A ¢
FE WMAIA S ZA YL

7.
Aol £4& F71Ug
[ ]
FIS AASE AL AR 7153 ACI 4 B2 F823 42 Aadyn
[ ]
Type (#3)2 AH8-3H4 &2 74 Effective attributes(f 2@ £4) 9=o 502
2R S 27}l5te] £A S 2713 8 Wo] el 248 273U o EAL 2716
W Add(F71)E 2d3te] e 98 =5 F7Hu 0.
T8
Aol g £ S AR dow A= 7| EF 07 RE £ o
gy
8.
¥l st Add(F7H MES A5t A7 F71E SEFY
[ ]
Add(F71) HHES 283l AL AFsa AT B=o 2 Solghyh
[ ]
EE ATE ARSI Add(F7H HES 2856t $UT G F71 AT S F7HE
JFUT
[ ]
Add and Edit(5-7} 2t B3 ) S AHgaHd A2 The AS AR AL Ay
T AUt
9.

A AP AT B2l A AP o] 5L Feste] A A oA LA sle] /1= A &
He NPT S Uk

e A 7]1E ATE A A 3= A5 559 olF Fl I=
< =259 The Remove permissions (A Al A) Ul 8} A=

FH .lﬂ',
F&‘i
o
o
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o
o
>
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A v ZdstH ] Al ATS SA] AAD = s
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o & 5ol Aol A= 4+ engineer L5 2] member &4 & 225 stejd AW & F7HsA Y Al A
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Add permission x
Permission name * ManageMembers
Bind rule type (® permission O all O anonymous
Granted rights * [ read [ search (] compare
& write (] add [ delete
] all
Type -
Subtree * dc=idm,dc=mylab,dc=local
Extra target filter Add
Target DN
Member of group engineers ~ | Undo
Add
Effective member Undo
attributes
Add
* Required field
Add | | Add and Add Another || Add and Edit | | Cancel

21.3. IDM WEBUI| A A3 <]

o] Al Ao A= ) Q15 o] 2(IdM ] UDZ AH-&3ted IdMol A] A g-S el sk i< s g

A 27 A
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[ ]
IdM = A8} Beld G2 B Sr] AT BEA A

[ ]
IdM < Ulell 22050 U A W82 9 Bebg-A oA IdM § Ul A =2 F=x

a4 <.

[ ]

71E Ak Agh)] gk A 82 IdM <) Ul 4] Ak A& Fxshil Al Q.
A =}
1.
A AL 37152 A IPA Server =) o) 4] Role-Based Access Control (9] & 7] vl ol 4] 2 =)
o]) 5}9] Wl & <L Privileges: 2 A9 3.
Authentication Network Services IPA Server
Role Based Access Control ~ ID Ranges ID Views Realm Domains Config
Roles
Permissions 2 2 Refresh - Delete | | 4 Add
Self Service Permissions
Delegations Description
[ PESSWOTD FUTCy eaders Read password policies
[0 | RBAC Readers Read roles, privileges, permissions and ACls
[0 | Replication Administrators Replication Administrators
2.

fr
>
oy
L
ol
il
i
J8
i
L
kv

A 220 AYUTL A 22 Fuo] 9

Privileges
Q & Refresh | | fi Deletq | | 4+ Add
[]  Privilege name Description
[ | Password Policy Readers Read password policies
[ | RBAC Readers Read roles, privileges, permissions and ACls
[0 | Replication Administrators Replication Administrators
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Add Privilege(d 3 571 F4lol €U A3e] o] 53 49 & AHFYTL

Add Privilege x
Privilege name * Mew Privilege
Description For employees

* Required field

Add || Add and Add Another | | Add and Edit || Cancel

Add and Edit(F7} 2 A ) MES 2 stel Al AR AFstn A 74 Aol A%
sto] A2 F7H ok

permissions E-5o x4 A3t o] & E8 5t A HAHA S AJFUT A 74 sl A}

HYth

Permissions(?3 ) Holl= A9 g Aol X3Hd A3 E5o] ZAFUG. 55 Fdd o=

— 1

Add(F7}) M ES Zelste] AL A gl F7H3 .
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“rivilege: New Privilege

Permissions (3) Settings Roles

it Refresh | | W Deletd | | 4 Add

Permission name
System: Add Groups
Systermn: Add HBAC Rule
Systerm: Add Hosts

Systermn: Add Privileges

000000

Systerm: Add Roles

Z71e 7+ Age) o] & ol Y& FARL A

g2 ol Fd

o
R
v
i)
i
tilo
>
oo
o
£
)

32 Prospective
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Add Privilege New Privilege into Permissions x
Filter
Awvailable Prospective
Policy costemplate » (0 | Permission name
) : i —
[ | Systermn: Add HEAC Service (] System: Add Services
Groups <
[ Systern: Add Sudo

[]  Systermn: Add HBAC Services
Command
[] = System: Add Hostgroups

[] = System: Add krbPrincipalMame to
a Host

[0 | System: Add Netgroups
[ Systern: Add SELinux User Maps

O Systermn: Add Sudo Command

Group
[J = System: Delete Group Password
Policy
Add || Cancel
8.
Add (71 M =2 2 ste] S
o.
A A1 ATE AAG o} St A9 BE A Qo Yk FARS HEF F AA MES
3T A oA AF A7 st 4A7E 2QY .
10.

A A 7| E AGS ARk sHe A B2 o5 Fo] Y= AT AT F A
9]

HES YUY A3 A A3 A7 Edd

21.4. IDM 1 Ulo A & #2]

£ 9 Qe s o] 2(IdM ¢ UN)E A1-8-3}o] IdM(Identity Management)ol] 4 o 88 22 5}
9]

A 27 A
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IdM €8 Ul 22059 sy th A4 g Ul 82 ) Bebg-A oA IdM ] Ul A =5 =z
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°
71E A% Aol i3 A W82 1dM <) Ulel A a3 A2 & st Al Q.
A%
1.
A 9L —%7}*8}?4111 IPA Server ]9 4] Role-Based Access Control (& & 714t A 2 A
ol) 891 W& 23 Roles (4 3)E A gk,
Authentication work Services IPA Server
Role Based Access Control « ID Ranges ID Views Realm Domains
Privileges
p issions
ermission 2
Self Service Permissions
Delegations
i momAnormeroer mebuild Membership Task
(J | AddReplication Agreements
(0 Certificate Remove Hold
2.

A% Zgo] APUTh A2 78k AA = Ao] AP 2= ko] Yt Add (F7H) HES 29
Gk
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dentity Policy Authentication twork Services IPA Server
Role Based Access Control «~ ID Ranges ID Views Realm Domains Conf
Roles
Q = Refresh + Add

[  Role name Description

[ | IT Security Specialist IT Security Specialist

O | IT Specialist IT Specialist

[0 | Security Architect Security Architect

Add Role(e] & F71) @4]o] €HUH. A& o534 4™

=

filo
zl
)
=
v
v

Add Role x

%

Role name Example Role

Description For engineers

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

Add and Edit(5=7} 2 A Q] ) B EL ZEsl A TS A At 9T LA FHo|A = o] F
st A AHEAE F7H Y o

A% BZolH 4T 0§ FYs] 4T £4 L AYFU T 4@ 74 ol AU

#d 5= gl A= Add(F7H W ES F8 ko] Users , Users Groups (AF8-#F, AH8-#L
I15),Hosts (22 E), Host Groups (22 E Z15§) &=+ Services (A 1] &) 8] & Al-8&-351o] Wy
E F7H o
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dent Ly Policy Authentication MNetwork Services IPA Server
Role Based Access Control ~ ID Ranges ID Views Realm Domains
Roles » Example Role

Role: Example Role

Example Role members:

Users (1) User Groups Hosts Host Groups Services Privileges
< Refresh Deletd | 4 Add
[ Userlogin

(J | employee

Showing 1 to 1 of 1 entries.

7.
elE Fol A A%e] PHAL A sk > v = A1§-5to] Prospective A= o] g th.
Add Users into Role Example Role ®
Filter
Available Prospective
[ Userlogin > [ Userlogin
[+  admin [J ' manager
— {
[l helpdesk
Add || Cancel
8.

Privileges (& &) 9 2] Aol A Add(F71 )2 2.

H
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dentity Policy Authentication Metwork Services IPA Server
Role Based Access Control 1D ?anges 1D Views Realm Domains CDF‘IfigL
Roles » Example Role
Role: Example Role
Example Role members:
Users (1) User Groups Hosts Host Groups Services Privileges (4) Settir
=~ Refresh + Add

[ Privilege name
[l Automount Administrators
[l Certificate Administrators

[l DM5S Administrators

AEFo A A3 A stal > B =2 AHE-5ho] Prospective € & o] &gt

259



Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

260

Add Role Example Role into Privileges

Available

O

Privilege name >
ADTrust Agents

Automember Readers

Autormember Task Administrator

DMS5 Servers

HEAC Administrator

Host Enrollment

IPA Masters Readers

Kerberos Ticket Policy Readers

Maodify Group membership

Oo0o0o0o0oo0ooo

Modify Users and Reset

passwords
Metgroups Administrators
Mew Privilege

Password Policy Administrator

J 000

Pacowmnnrd Palirv Readars

b4
Filter
Prospective
[]  Privilege name
[J  Group Administrators
[J  Host Administrators
[ Host Group Administrators
Add || Cancel

10.
AZgsteld Add(F71) @55 293U
1.
e Al QS
Q&S Mg Z Delete (2HA]) @3-
12.
e AL 71E 4SS A Ak st A E52
Delete (2tAl) HES &

olF gl A=
2] sto] Remove roles (9 & A7) Wi 3} ZAE ZAI Y.
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/usr /share/doc/ansible-freeipa/* 2 /usr/share/doc /rhel-system-roles/* t] &g ] 2 35} ¢
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2] == A root # et 9 oA ipaserver, ipareplica ipa client 2 ipa backup
ansible-freeipa &3 A3 4 JFUTh o2 S S5t A A Ee] 2 dnf
AZEQ o] 3|7]A] ARl thg A Y= AA = Aol Q).

o 4] 416] A} &= ~/MyPlaybooks T} €| 2] = TS 7 Ansible 20| 3-8 %487 Aa sk o] A&
S Es FAsE Wy e Ad .

A 8T AL

rL
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21 server.idm.example .com ¥ replica.idm.example.com<j IdM 4] 5] & & =]

A o] ==X AH #A Y =x2l server.idm.example.com ¥ replica.idm.example.com
o 203 + J=EDNS L U EHAS +AAFUT
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I $ mkdir ~/MyPlaybooks/

~/MyPlaybooks/ T & €] 2] & W17 g o).

I $ cd ~/MyPlaybooks

d

-8 el == A1-83}o ~/Myplaybooks/ansible.cfg & w51},
[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

oS Zdl == A1-g3lo ~/Myplaybooks/inventory 3-8 s},

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] AL ol YA Y= T2E U F /o] S2E 1F<% eu 9t us & AP
T3to]l AL euZD us 179 RE SAEE X35l ipaserver $2E 52 Ao

[ A1) SSH 371 % A9 A8 A4 FITh BI2E B3A A28 24ststelw )
91 7)ol F5E AR A wHAI Al L.

I $ ssh-keygen
SSH 371 715 7 #e :=x=2] I[dM admin A3 o] Ao

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com
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Ansible S A1-8-8te] 53 X817} IdM RBAC ] &o] 835X SEs
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v 27} [dM RBAC o} ate] wlu]<1x] 8215129l Ansible2 18 gt
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search
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subtree: =] ¢l o] &(DN), o] DN o} ¢] 3} 9] E &
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g’ 29: LDAP 2H
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g 35S AR = d AHEE T e Y =71=7F 1= DN
o3 22 HgY FAHAL T EAS AFZ UG
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type: 3 9 /MA (AH&A 25 5)= subtree 2 target filter2 44 .
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memberOf: 252 +A ;i ZHE4F F
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A A AGL /1L @ T4 54 A= TAGAW ANE 4 AEE LAHA G BE %
Aol 2 gguth

7] WS AT = YA HRIYE FF S AR o2 AAYSI5 BE ASHAA #e
A2 A ASHA adF o= v@AdstE Y.

AT HE R E A3 o] & A 2H;(d: A 2H): Sudo rule == A A€ 2 713t} Services &
FAFYUC. o] d WA 9] IdMAlA = 7182 A3t & AAIE AHEAFUH o & E0] ALEA = A
T oo Ao vt @33 = dUFUTh ol 7|2 A2 iR A Ao AAHYA T g5
A A A3] o] A AAE AHEFY

[ ]
Automember Rebuild Membership 2] 7}
[ ]
74 39 F= 371
[ ]
B2 Ao 37t
[ ]

AFA AA BF
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23.5. 1D 2o A1A AojdE 9

3 23.1.ID #E oA A1A AHolA g3
Role a3 A
= A Z1E 55 ZEoOIAEEESXE SEHY
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helpdesk AREL B S A, 2 WA d e AR A A Y 'Y
T4

IT B HdE7) Netgroups #2] 2}, HBAC #-¢] #}, S2AE 7|HF A A A o]} e W
Sudo &g A} ol A #¢], sudo 3

IT A7t FAE YA, Z2E OF AYA, IZ2EAY ER
MU 2 A7, 2HE vk E A A

HF AR 9] A=A, l—%Xﬂ #2] 7}, 2271 IPA Identity Management 3+7 3],
774, 9= A At A= YA, EA Ak A

AR A} A2 2 ARGAE A A}, 2F BE A, S AREAE Y O F A "

AR Bel 2

23.6. ANSIBLES- A}-8-3}o] @3to] 9= IDM RBAC & o] J&=A] &gyt

718 A 3to] Al Fat= 712 9 & 1) IdM(Identity Management) 2] ) A~ 2o t 3+ & & 7]k B A 2
(RBAC)E 1wt} A2 5HA Aloj st AHE-AL AR 98-S A4 AU
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o5 Aol A= Ansible Z# 0] 58 AH&-3to] A IAM AH&-=} X8 9 3ol o 3 AgHS A o] 51aL sl G
A 3to] YE=A Felst= WYL Ayt o] o Ao A A user_and_host_administrator & 3ol = 7]
EH o= |dMe) = ohs Aol A7 o] 230 dFH

a5 #EAR
ALg-A HE =
ALg-A B A GA

I A

A 27 A

[ ]
IdM 2] 7} 95 2 %3 AU

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

~l<MyPlaybooks>/ T) & €] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-user-
presentyml s} ¢] HALR S wHEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml
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iparole Zt] A dollA b3 M-S A st LS =AU
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
user: idm_user01
group: idm_group01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators
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glol &

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-present-
copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 € ] ol 5] README-role 3} ¥ & J X314 A 2.

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] HS F X314
Al Q

i )

23.7. ANSIBLES- A}-8-3}<] IDM RBAC & &o] gl=A] 2l

IdM(Identity Management)oll 4] & & 7] gt A A2 A o] (RBAC)E &) dl= Al &H A2 A= AF=
ARE Al @3 oHA] FEF AHEHA &= o] l=A Al o gy

o5 Azl A= Ansible Z# 0] 58 AH8-3to] Qo] Ql=A st S AE . ot €A
ol A= AH&AF A A user_and_host_administrator & gto] IdMel] {1 +=%] A

A 27 A

[ ]
IdM #2] 7} 9t 5.2 %3 A5 Th

Ansible 71 E £ 2] 9] ansible-freeipa 3| 71X & A x| 3 &},

:r“‘é% —’F o}'v“l = IdM A 8] 9] F43th =9l ©]F(FQDN)S A1-8-sto] Ansible ¢1ul &= 2]
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Ansible <19l E 8] 5122 ~/<MyPlaybooks>/ t] & € & o] U&4Yt}.

~l<MyPlaybooks>/ T) & E] 8] & o] &g}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-is- absent.yml 3}
o] BAMES wHEUY

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml

# 3 & role-is-absent-copy.yml Ansible =3 o] & 122 ¢t}

iparole 2t¢] 48014 the WS YA she] shl e =4 Pt

[ ]
ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[ ]
name M5 49| o]F o2 ARt
[ ]

state =7} absent 2 A A o] JE=A] A ).

o] &AA| oA g +4 A Ansible =g o] & 7 ¢jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver

become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator

state: absent

274



}7)9k oA 2= A o] ]

ol 3
=

23%. ANSIBLE =g o] 52 A}-8-5} o IDMoj| A

A3

Ao

}El&2
[ ]
Ansible VaultZ A}-&3}o] &=l
[ ]
IdMe] &S F=x34 A1 2
A5 FAx34A

AE S5 F=s4

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A

AL,
23.8. ANSIBLES A}83t0] AL82} 22 0] IDM RBAC < sto] &35 Q1= &g}
Nz| B A 54 A}

2kl
dge

7

IdM(ldentity Management)oi] 4]
E2 25 (d: AF A A 9SS
S A}2-3He] 7] 2 A5 IdM RBAC & = g 2= o] Stol
IS Ay

—

o} o Aol A = Ansible éfiﬂl o] &
junior_sysadmins o] @35 =5 3= U

AbA 7 AMg
[ ]
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Ansible <19l E 8] 5122 ~/<MyPlaybooks>/ t] & €] ] o] U&4Yt}.

~l<MyPlaybooks>/ T) & €] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] &l g 2] o] 3J+= role-member-group-
presentyml s} ¢] HALR-S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

H 3] & role-member-group-present-copy.yml Ansible Zd o] & 518 JUt}.
iparole &g A oA t5 HFE A5t Y-S =AFFU.

ipaadmin_password H5-= IdM #2]#19] g3 =2 AA .

action 4= member & A3},

o] &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
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tasks:

- iparole:
ipaadmin_password: Secret123
name: helpdesk
group: junior_sysadmins
action: member
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I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-group-present-
copy.yml

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-role Markdown 3} & FZ 354 A
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i )

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] &S F X314
Al Q
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23.9. ANSIBLES- A}1-8-35lo] 54 A8 27} IDM RBAC & &) 3352 ¢== gt}

IdM(ldentity Management)o]| A] & & 7] ul A A 2 A o] (RBAC)E & 3l A|2H A= EA A}
|A oA RBAC 9 &o] 3R] &5 & 5 JFUTH: ALY bH& AR = o] ).
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T8 —’F o}'v'jl = IdM A 8] 9] F43th =9l ] F(FQDN)S A1-8-sto] Ansible ¢14l &= 2]

Ansible <19l E 28] 5122 ~/<MyPlaybooks>/ t] & € ] o] U&Yt}.

~l<MyPlaybooks>/ T) & E] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-user-
absent.yml 3} o] B2 S vl t).

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml

H 3] & role-member-user-absent-copy.yml Ansible Zd o] & 3123 J4t}.
iparole 2+ A A OF HFE AR5t FYS AT

ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

action 45 member = A4 g},
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23%. ANSIBLE £d|°] 52 AH8-51o IDMo| A o & 7] 0k o 4| 2 A]| o] 22

state ¥ 4-E absent = A A3t}

o]= &AA| o Ao g A= Ansible =g o] & T¢I,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: helpdesk
user
- user_01
- user_02
action: member
state: absent

shel e AU

H

AWl E7] 9 S x4 35l= Ansible S o] HS 23,

o]
=

i)

%

il

glol &

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-absent-
copy.yml

Ansible Vault= A}&3to] Zdl= 43531E FXFHA L.

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-role Markdown 3} & FZ 354 Al

(o]
.

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] 5 F X314
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]
23.10. 41| 27} IDM RBAC & &9] 91 uQ1X] 3l5le]H ANSIBLES AH&-3y .

IdM(ldentity Management)o| A] & & 7] ul A 2 A o] (RBAC)E & 3t Al 2d A= IdMd 5
S8 54 An2st 54 o] THUAA FA® 5 FUh o Aol A = AL A AF
web_administrator ¢ o] client01.idm.example.com A njo|A] A3 2l HTTP Mu]|2E AT F
NEF ot WS A9dy

A 27 A

[ ]
IdM #2312 432 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Ansible 21l £2] 312 ~/<MyPlaybooks>/ Tl & g 2] o] 35U th
web_administrator & &2 IdMo]| 154 o).

HTTP/client01.idm.example.com@IDM.EXAMPLE.COM A v] 2= IdM9]] &1t}
A=}
~/<MyPlaybooks>/ t] & g g] 2 o] 53 ).
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] &l g 2] o] 3J+= role-member-service-
presentyml 5} ¢] HALR S TR T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml

role-member-service-present-copy.yml Ansible =3 o] & 2122 HAF 3le] AY ).
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237%. ANSIBLE &3 o] 5-& A}-8-3l] IDMol| 4] o &

iparole 2t¢} A A0 the WS WA ste] e =4 Pt

ipaadmin_password H5-= IdM &2 #19] g3 =2 AA 3.

-
Q
3
D
E
&
i
et
oft
et
18
e
lo
o
ol
lo
fu
il
oX,
o
L
i}

AU 2 B2 L8 AU o]E0 2 HAAsh]t).

action 4= member & A A3},

o]= @A oA g =4 A Ansible Z o] & 5 ¢t}

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member

714k A 2= A o] #

sl e A g
Zao)% vhal @ AWM e }A S A4 sk Ansible Eao] & AT,

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-service-present-

copy.yml
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/usr/share/doc/ansible-freeipa/ t] 2 & 2] ©] README-role Markdown 3} 9 & FZ 34 A]

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z o] HS F X314
Al Q

i )

23.11. 2E7} IDM RBAC & &2] 911 1#] stQl35te]A ANSIBLES A8t

IdM(Identity Management)ollzﬂ A& 7]ul AA| 2 A o] 2 BBt A 2" FEAE= EAH TAETE
I2E aFol 54 933 A4 A #9F F dFUT b2 AA A = AL A A
web_administrator o o] HTTP A H] 27} A3) 52l client01.idm.example.com IdM & ~E & #&| &
5 Q=S st e A9

A 27 A

[ ]
IdM 227 52 23 A&

Ansible 7 E £ 2] 9 ansible-freeipa 7] %] & A X &1}

T3E fr— o}Eﬁ] = IdM A ¥ 2] A 4t3td =2l o] 5 (FQDN)2- A1-8-31 Ansible <14l &2]

Ansible <19l E 8] 5122 ~/<MyPlaybookss>/ t] & € ] o] U&Yt}.

web_administrator & &2 IdMo]| 154 o).

client01.idm.example.com &2 E &= IdMol| &Yt}

~/<MyPlaybooks>/ t] A €] 2] 2 o] 53 }.
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237, ANSIBLE Z 8] 0] 52 A}-8-5l4 IDM| A &

I $ cd ~/<MyPlaybooks>/

Sl
=

7|0k o A 2= A o] 2

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-host-

presentyml 5ol o] HALMS whEU T,

member-host-present-copy.yml

role-member-host-present-copy.yml Ansible =g o]

iparole 4] A1 M o) A T W4 Ao 5

I

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .

o] o]
= H

o]i= @A ol Ao ) =4 A Ansible = o] s}

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
host:
- client01.idm.example.com
action: member

o]
=

)

o
=

2

g

il
]
)
e
N
o

U,

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-

2 992 x4 35l Ansible Z g o] 52 A3
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I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-host-present-
copy.yml

Ansible Vault= A} &3] Zalx 4332 F=314A 2.

/usr/share/doc/ansible-freeipa/ T 2@ & 2] ©] README-role Markdown 319 & FZ 34 A]

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/iparole t] g g 2] ol A A= S o] 5 F X314
Al Q

i )

23.12. ANSIBLES A} &3}a] 32 E 120] IDM RBAC < &9] wln] <l %] &gt}

IdM(Identity Management)o] 4] & & 7]ul A A A A o] & A& st A" #AZA= EA S2E T =
F2E agol 54 o dst Aol glieA Sl & Slgrch g A AN E AL A
web _administrator & o] HTTP A H] A7} A3) 2l IdM S 2= E 2] web_servers 2752 & 5 A
2 5= wh e duldc.

A 27 A

IdM #2#F 45 & ¢ d5yh
Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

—T“‘é% —’F o}'v'jl = IdM A 8] 9] F43th =9l ©]F(FQDN)S A1-8-sto] Ansible ¢14l &= 2]

Ansible 219l £ 7] 5192 ~/<MyPlaybooks>/ T) & ¥ 2] o] &1t}

web_administrator & &-2 IdMo]| 154 o).
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237. ANSIBLE Z & 0] 3-8 A}-8-510] IDMo]| ] & & 7]k o 4] = =] o] 7]

web_servers 32 1 &2 IdMd] &1}

~l<MyPlaybooks>/ T) & E] 8] & o] &g}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & g 2] o] 3J+= role-member-
hostgroup- present.yml 3¢ o] HALR S wk5Ut}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

H 7 & role-member-hostgroup-present-copy.yml Ansible Zd o] & 34 -S g1t}
iparole 2] A A0lA th& W5S Qs A e 2.

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.

hostgroup 523 3 2E 1729 o]g o2 AT

o] &AA| oA g +4 A Ansible =g o] & 7 ¢jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
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—_— X

hostgroup:
- web_servers
action: member

s} ol
=

)

o
=

2

gk

il

glol &

A 2 AulEe] 3AL A4 3sH= Ansible T o] 58 APl

%)

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-hostgroup-present-
copy.yml

/usr/share/doc/ansible-freeipa/ T 2 & ¢] ©] README-role Markdown 3} & FZ 354 Al

}:o

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] | A A Z Z g o] H& F X314

] = - = T
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247%. ANSIBLE Ed] o] 5-& A8-3t<] RBAC d gt 3=
247%. ANSIBLE =g o] &2 A}£-3}lo] RBAC A3 #4]

RBAC(S] @ 714k oA 2= Alo})= 9, A% 2 Aol thal B8 A4 57 A= Ao WA S
Ut 53] 071910141 = RBACE ALE-5H A8 12 ok Belape] A5 AIZ82 0 5 3
#uth

o] #o Al = IdM(ldentity Management)sil ] RBAC @32 #&]517] $13] Ansible =] o] 22 A}-&-3}
= Zgol s A9

Ansible2 A-g3to] L84+ 44 RBAC # o] A el g,
Ansible3- A}-8-5lo gy A 3ko] ALg-2 A8 IdM RBAC A gkl =4 &2l
Ansible2- A}-2-3} IdM RBAC @3t A3to] =R = .
Ansible g A}&3}lo] A€ XA IdM RBAC @3t o] & ¥ A

Ansibleg- A}-g-31o] IdM RBAC d3gto] gl=A] 13

A 27 A

RBAC®] /¥ 922 olal @k

24.1. ANSIBLEZ A}1-8-3l AF8-# A4 IDM RBAC d3to] gJJ=A] <21

IdM(Identity Management) ¢ & 7] ut ol A 2 A o] (RBAC)dl| 4] A&7} XA AL A3 253
A dAE JP s of o

Aol 94 HA &3 AFS A4 I

2
i)
ok
)
oL
filo
)
oL
2
o
N
)
L
L
v
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2 A= 5ol 43S 3712 £ == Ansible Z o] 22 A1-g35lo] Wl AFS WA=
A AP o] A= T2E Ao} AHH 2 IAM AFS AFs17] A&
full_host_administration o] 2}l= A 33 AAsl= HH S A9 d.

A 27 A

[ ]
IdM #2123 432 <43 sU o

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] 2l € €] o] 1+ privilege-
presentyml s} ¢] HALR S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml

AF L 93] privilege-present-copy.yml Ansible Zdo] & 5} d-S Fud}.
ipaprivilege Zg A A4 T3 HFE AR5t FYS AP
ipaadmin_password H5-= IdM #2]#12] g5 =2 AA .

name HSE A AdQ full_host_administration ] o] = A A3},
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247 ANSIBLE 33 o] -2 A}-8-5lo] RBAC A & #2|

e
tilo
i
ol
o
L
v}

X8 x o 2 description H4E A8-3lo] A

f

o]= @A oA s =4 A Ansible Zd o] & 5 ¢t}

- name: Privilege present example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: Secret123
name: full_host_administration
description: This privilege combines all IdM permissions related to host

administration

5.
sl e A g
6.
Zao)% vl @ AWM ET $A S A4 3k Ansible Zao] e A Pk,

I $ ansible-playbook -v -i inventory privilege-present-copy.ymi
24.2. ANSIBLES A}-8-35}o] wly] @A 3to] A&} XA IDM RBAC 3o Q1=x%] &<l

IdM(Identity Management) & 3 7]ut o) A 2 #]| o] (RBAC)oll A AF8-#} XA A3HS <A 3] 2535
A GAE AP s oF g

H3o] A2 HA 3 AFS AU

2
)
ok
)
o
filo
o
o
-3
w
)
o
L
v

& A=}l A = Ansible 3] o] 5-& AF8-51] o] A QAlA] THE A AS Frlete HHS A
H3h ) o] dAA = S2E A9 AHA 2 E IdM A 3L full_host_administration o]g}= A3
o F715t= S Ayl 71234 o 2 43S Host Enroliment(&22E 52 ),

HostAdministrators(2 2 E 32 z}) 2 Host Group Administrator (&€ Z1§F 32| A}) A3k Aol 9
u) G o
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A 27 A

[ ]
IdM 2] 7} 95 2 %3 AU,

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| 3 &}

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & €] & o] U&1t}.

full_host_administration @A3to] &1t} Ansiblegd A}23lo] AL AA = vbH ) O
3 2L A 3 U] 22 Ansibleg A18319] A122 A1 A IdM RBAC A 3to] JEX S FZ340A 2.

~/MyPlaybooks/ T 8 ] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] & € ] o] 1+ privilege-member-
presentyml s} ¢] HALR-S wHEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml

HZ & 93l privilege-member-present-copy.yml Ansible =& o] & 322 dut}.
ipaprivilege Zt¢} A A A o5 WS A5t LS =4 F
AHE AHE O] A-3-3l e S A ol 55 =P U

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA .
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action 147} member & A& 5 o] YE=X]

247 ANSIBLE 33 o] -2 A}-8-5lo] RBAC A & #2|

sl g o

o]= &AA| o Ao g A= Ansible Z o] & T¢I,

- hame: Privilege member present example
hosts: ipaserver
become: true

tasks:

- name: Ensure that permissions are present for the "full_host_administration

privilege

ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
permission:

- "System
- "System
- "System
- "System
- "System
- "System

: Add krbPrincipalName to a Host"

: Enroll a Host"

: Manage Host Certificates"

: Manage Host Enroliment Password"
: Manage Host Keytab"

: Manage Host Principals”

- "Retrieve Certificates from the CA"

- "Revoke

- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:

Certificate"

Add Hosts"

Add krbPrincipalName to a Host"
Enroll a Host"

Manage Host Certificates"

Manage Host Enroliment Password"
Manage Host Keytab"

Manage Host Keytab Permissions”
Manage Host Principals”

Manage Host SSH Public Keys"
Manage Service Keytab"

Manage Service Keytab Permissions"
Modify Hosts"

Remove Hosts"

Add Hostgroups"

Modify Hostgroup Membership"
Modify Hostgroups"

Remove Hostgroups"
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1

5.
sl e A g
6.
Zao)% vhal @ AWM e }A S A4 3k Ansible Eao] & A,

I $ ansible-playbook -v -i inventory privilege-member-present-copy.yml
24.3. ANSIBLE S A}-8-3l IDM RBAC dgtel] Agto] X35 A == ).

IdM(Identity Management)2] A28 A2 = IdM 9 & 7]k A A2 Ho] S AL A (AT F+ AF
o}

0} A z}ol A = Ansible Z 3| o] 52 A1-8-351o] A3to A AL A A= WEHS AP P ) o] oA
A= AT A7 ek P o)t 7HF3617] W 9] 7] Certificate Administrators 3ol x] CA ACL
B3I FASE 23 ASAE A ASE HHS Ag 3.

A 27 A

[ ]
IdM #21 2 432 <43 sU

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Ansible 14l E2] 32 ~/MyPlaybooks/ t] €] 2] o] 51U}
Azt
~/MyPlaybooks/ T ] 2] £ o] &3 o}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] & € 2] o] 1+ privilege-member-
present.yml s}l o] BALE S whEU Tk
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247%. ANSIBLE Z3| o] 55 AH8-sto] RBAC A& 3]

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

HAF L 93] privilege-member-absent-copy.yml Ansible = &) o] & 322 gt}.

ipaprivilege zt] A A ollA b3 HFE A4 st AFLS =AY

[ ]

AL Aol A3t E S &Y ol 2 =F FU -
[ ]

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[ ]

name H+E dAg o]F o= AAPJYT
[ ]

A E5S AA A AT Ao o]go = AF P
[ ]

action Y47} member & A A 5 o] =X s},
[ ]

state M 5=7} absent 2 A& 5 o] A=A F2A g}

o]= A A o Ao g A= Ansible =g o] & T¢I},

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent
from the "Certificate Administrators™ privilege
ipaprivilege:
ipaadmin_password: Secret123
name: Certificate Administrators
permission:
- "Request Certificate ignoring CA ACLs"
action: member
state: absent

293



Red Hat Enterprise Linux 8 IdM A} 82} 1§ S 2E 9 x| X A o] F3 3]

%

0] o
==

2

A5,

il

glol &

%

o 9 oIl E ] 3L =435l Ansible S8 o] 22 A3},
I $ ansible-playbook -v -i inventory privilege-member-absent-copy.yml
24.4. ANSIBLES Al-£-3}o] A1-8-2F A1 A IDM RBAC 3k o] 5 W7

IdM(Identity Management)2] A28 Az = IdM 9 & 7]k A A2 Ao] S AL A (A S = AF
o}

oHE AN = AT o 52 WASE WYL AT A2 5] % A ABL AAR) W2
Ut Aoz Ag olge o ol AalA et of dlAlolA] el
full_host_administration {tfb] o] 22 limited_ host_administration © 2 ¥ 73},

3-.~

A 27 A

[ ]
IdM #H2] 2} 5 S 2 Sl Th

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

T4 e st IdM A v o] 47315 £9] 2 o] £(FQDN)S A1-8-3lo] Ansible 21wl &2

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & | ] o] U&Yt}.

full_host_administration A 3to] Q5Uth. A3sHE F718t= o] g AAIS &2
Ansible g A}-83}o] AF2A XA IdM RBAC A sto] Q=R S Fx4A L.

A}
~/MyPlaybooks/ t] 2 ] 2] £ o] & .

I $ cd ~/MyPlaybooks/
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247%. ANSIBLE Z3| o] 55 AH8-sto] RBAC A& 3]

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] 2l € €] o] 1+ privilege-
presentyml s} ¢] HALR S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-
privilege.yml

g g rename-privilege.yml Ansible Zd| o] & A4S ).

ipaprivilege zt A A ollA b3 HFE A4 st 3LS =AY

[}
ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .
[}
name W5 A3 A4 olgor AFFUT
[}
rename W+ F71315L Ag] A o] o5 AA Pt
[}

- name: Rename a privilege
hosts: ipaserver
become: true

il

o] el 29l9] ol B2 WARUT S 59 & 2HU

[...]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[.-]

o]= &AA| o Ao g A= Ansible =g o] & T¢I,
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- name: Rename a privilege
hosts: ipaserver
become: true

tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
rename: limited_host_administration
state: renamed

7.
sl g A g
8.
Zao)% vl @ AWM ET $A L A4 sk Ansible Zao] e A Pk,

I $ ansible-playbook -v -i inventory rename-privilege.yml
24.5. ANSIBLES- A}-8-3}<] IDM RBAC dgte] gl=A] 2l

IdM(Identity Management)2] A] =&l 2] 2}= IdM 9 & 718k A A 2 A o] 2 AF2-2} XA S 4= YFY
th. o Aol A = Ansible Z ] o] 55 AH-&-3to] RBAC d3ho] fl=A] &= WS "“‘“’“413}
o] dAlell A= CA #2]# Agho] Qle=A st WS Ayt o] dxe] A3z A2 AR =
IdMa 4] Q15 713-S 388 F = T8 AHEA7E U

A 27 A

[ ]
IdM #2#} 45 & ¢ d5yh
[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}
[ ]
TS FPste] = IdM A8 9] A 3std =<l o] 5(FQDN)2 A}-8-314] Ansible <14l E2]
sd S AdAFU.
[ ]
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & | ] o] U&Yt}.
A=}
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247¢. ANSIBLE Zd| o] 5-& AI-8-3lo] RBAC A3 #&]
~/MyPlaybooks/ t] | ] 2] £ o] & o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ ©] 2l € €] o] 1+ privilege-
absent.yml 3} o] B3RS vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

HAF L 93] privilege-absent-copy.yml Ansible =g o] & 32 gy}

ipaprivilege 219 A Aol A] the W5E 44 sto] A2 2P h

[}

ipaadmin_password H= IdM #2] # o] ¢35 =2 AU
[}

name W& A AT A9 o]go =2 QA
[}

state W=7} absent 2 A& Ho] A=A A5}

i

o] el 29l9] ol B2 WARUT S S & 2HUh

[...]

tasks:
- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[.-]

ol @A oAl U =4 2 Ansible Z#| o] & 3} ¢ ).

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege "CA administrator” is absent
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—_— X

ipaprivilege:
ipaadmin_password: Secret123
name: CA administrator
state: absent

hiRel |
=

)

o
=

2

g

il

o] ul o)

gdol & ¥ 8l Wl Eg] U5 A F 5= Ansible 80| 52 239U

%)

I $ ansible-playbook -v -i inventory privilege-absent-copy.ymi

24.6. 71 g &2

[}
IdMe] At =,
[}
IdMe] AgHS x4 Al .
[}
/usr/share/doc/ansible-freeipa/ t] 2 € g] o]l A A& 7153k README-privilege 719 & &%
SHA 2.
[}
/usr/share/doc/ansible-freeipa/playbooks/ipaprivilege Tl @ gl 2] o] -] M= Z g o] 8-S I
ZsH A L.
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257%. ANSIBLE &3 o] 55 A-8-3lo] IDMo] 4] RBAC d g 2]
257, ANSIBLE =] o] 22 A}-2-3}o] IDMo| 4] RBAC 3 2a]

o]

A S AAZ Ao MIAYEFY

=
h =4
o] AZA A AHLS O E 5= 9

RBAC(2] & 7]ut A 2 Ao])= 9, AT L AZ
Ut 58 17191914 & RBACE A1-8 51 71 49 &
Futh

ﬁdm

o] A4 x] = Ansible =] o] 22 A}-823}] IdM(Identity Management)o] ] RBAC A &2 #&] & o)
FhHE O3 AH S A9 FU.

AnsibleS- A}-8-3lo RBAC ¥ gto] =4 &gy .

Ansible & A}-8-3le] 44 0] 9= RBAC @ 3to] JE=A] gt}

Ansibleg A}23lo] RBAC d3to] gl&=X] 313,

AnsibleS A}-831a] 44 o] IdM RBAC 7 §o] wlujel=] el g .

Ansible2 A} £3}4] 4:4 0] IdM RBAC A 3He] wWn) 7} o} dx] 321§},

Ansible2 A}-g-3to] I[dM RBAC A& o] & W7

A 2.7 AR

RBAC?| 7I'd 3 93 & ol d 4.

25.1. ANSIBLEZ A}-8-3ld RBAC #3gto] =X 1.

IdM(ldentity Management)2] A] 28] 2] z}= IdM 9 & 7] 8k A 2 A o] (RBAC)E A1-&-# XA
T As4oh

& Aol A = Ansible Fao] %2 ALgste] A aol AFHL F7He 5 YES IdMo] AFL 1 23}
e A gt A A T 4 A E Selahs e AR e
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[ ]
MyPermission d3to] 9l ).
[ ]
MyPermission 432 s 2Edut 283 5 U
[ ]
Ago] Eghe AFto] Rol® ALg A FRoIAH et 2L e AP LS mF 3
Ut
o
M7]
o
271
o
2
o
=] I
o
add
o
delete

A 27 A

[ ]

IdM #2#F 45 & ¢ dHYh
[ ]

Ansible 7 E £ 2] 9] ansible-freeipa 3 7]1x] & A X &1}
[ ]

o] o Ao 5] = ~/MyPlaybooks/ T) A E] 2] & M= Z g o] HALE
=3 74 A 7 3y

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
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25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € 2] o] ] = permission-
present.yml 5}2l o] HAL2 S vk}

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

# g gt permission-present-copy.yml Ansible = @ o] & 322 gt}

ipapermission 24} A oA o3 WEyE A st LS 2T

[}
AHS A O A S8t =S &Y ol 52 =F Y
[}
ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .
[}
name W5 W3 o]Fo 2 AU
[}
object_type ¥ 5== host 2 23 3t}
[}

SulE WaEall 2 A3 Yo

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- hame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
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5.
sl A
6.
Edlo]% 5 o AW %A Y3t Ansible Hdlo] %2 AP Frich.

I $ ansible-playbook -v -i inventory permission-present-copy.yml

25.2. ANSIBLES A}-&3}a] 44 o] 91 RBAC @A 30| 91X &<l

o

U,

IdM(Identity Management)2] A 2~®] A& 2= IdM 9 & 7]k Al x| = A o] (RBAC)E AL&-A x| A &

% A zto A = Ansible Z#] 0] 5-& AHE-5lo] Ao AFES F71E F J=F IdM| A S-S AF3
S AU dAldA = v A3 AEE sk ““%‘ Ag g

rlr

MyPermission { 3lo] )&t

MyPermission 432 S 2EZE F715l= dltt A 4 54U

dgto] X
Asy T

3 Ado] Rold AERAE TAE FRo)N b 2L BE AL FAT 5

add
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o
delete
[}
MyPermission A3to] T3t AZto] o d ALg A7 BA S S2E 2O description 3t
<72 dsU o
1

AFL VHEAY 54 o) AT 5 Y= 54 432 1dM LDAP 27] o] 2] 3] 2| @

= A etEYth 224 object_typeo] s 2~E ¢ 7 attrs:car_licence & A Q314 UF

o] ipazl E1tl. ERROR: 44 "car-license” not allowed error message when you try

to a specificcar licence value to a host.

A 27 A

[ ]
IdM #2312 438 <43 sU o

[ ]
Ansible 7 E £ 2] 9 ansible-freeipa 3 7]1x] & A X &1}

o] d] Aol & ~/MyPlaybooks/ T A €| 2] & A= Z o] & &
E3 74 Ao 7Py o

A3
1.
~/MyPlaybooks/ T ¥ €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € €] o] ]+ permission-
present.yml 5}ol o] HAp2-S vkt
$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml
3.
o|% st & gtk

HF S 93l permission-present-with-attribute.yml Ansible Z ] o]

303


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

4,
ipapermission 24} A oA o3 WEE A st LS 2T

Tt

g Aol Ul g hES A9 o B2 2R AT

ipaadmin_password H 4= IdM &2z 2] g3 2 AA 3.

name HS-E Ao olFo g AF

d
kJ
T

object_type W= host 2 23 gt}

gule M52 all = 24T

attrs Y14~ Z description o= AR g},

o]= @A o Ao s =4 A Ansible Z o] & 5 ¢t}

- nhame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission™ permission is present with an attribute
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
attrs: description

)

jlol o
==

2

A3,

A 9 oWl &2 31AU S = Q3= Ansible S o] S APt

il

glol &

%)

I $ ansible-playbook -v -i inventory permission-present-with-attribute.yml
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25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

RHEL 79| Linux =7 ¢l ID, ¢ & g3 7}o] =o] A& A} & 23 27|nf & FEH A L.

25.3. ANSIBLEZ A}-8-3l] RBAC #3gto] gl=A g1

IdM(Identity Management)2] A 2~®] Az 2= IdM 9 & 7]k ol x| 2 A o] (RBAC)S AL&-A | A &
F dFUh

& Aol A= Aol 748 5 Q=% Ansible 0] %2 AHg-3to] IdMol Agto] QA SHels)
=g 49

A 27 A

IdM #2]# g3 & ¢35 dH5YTh
Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

o] o Al o] X = ~/MyPlaybooks/ )A€ 2] & A& Zd ol 5 JAMHES A%
=3 74 dga 7 3y o

]
of
o2
)
f
rﬂ

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € €] o] ] = permission-
absent.yml 32 o] B} 2S5 wigt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml

HF & 93l permission-absent-copy.yml Ansible =] o] & 9}d -2 gy}
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

4,
ipapermission 4] A A0l A T W4 Qs LS 2P
[ ]
AHg ALl ol B gl E S 2 ol B¢ AP
[ ]
ipaadmin_password H5-= IdM #2]#12] g3 =2 AA .
[ ]
name W5 A3 o]z AU
o]= &AA| o Ao 3 A= Ansible Z o] & T¢I,
- name: Permission absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure that the "MyPermission™ permission is absent
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
state: absent
5.
e A
6.
Zeo1 % ol B AWM ED AL XY 3= Ansible Ea o] 32 AP Fh

I $ ansible-playbook -v -i inventory permission-absent-copy.yml

IdM(Identity Management)2] A28 A2+ IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFUh
o5 Axloll A= Ansible Z# o] 55 AH8-3to] &4 o] [dMo 4] RBAC A o] I Q1] &2l a=

WMe AUt a8 o2 Aol Y= AHSAE 4] Ut FHS AT 5 A5
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25%. ANSIBLE =3 o] 82 A}-¢-35lo] IDMojl -] RBAC A3 #2)

o] o Aol A= MyPermission d 32 ¥ 3gsl= Ato] A= A8 A7 A} S 2 E gHE-o gecos ¢
description 312 712 4 U =S st= WY S AEFU

Fx

AAES NEAY B g ARZ L 5 d= 4 FF2 IdM LDAP 7] vt o3| A3
9= ¢yl 28 object_typeo] 2 E A 73-$- attrs:car_licence = A A 31A Y5
o] ipa7l @1 tl. ERROR: 44 "car-license” not allowed error message when you try
to a specificcar licence value to a host.

A 27 A

[ ]
IdM 2] 7} 95 2 %3 AU,

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1 %] & A X &1}

o] o) Aol A ~/MyPlaybooks/ T1 A E 2] & A& Ed o] & BARS A g8 54 AA= 7
53 74 I9a /P g o.

MyPermission d 3lo] )&yt

~/MyPlaybooks/ T | €] 2] £ o] .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € 2] o] ]+ permission-
member- present.yml 3} o] HALE S qh5U ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
present.yml permission-member-present-copy.yml

HAF S 93l permission-member-present-copy.yml Ansible =g o] & 32 gy}

ipapermission 24} A oA o3 WEyE A st HUL S =T
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

[ ]
AL Aol A3t E S &Y ol S A PG
[ ]
ipaadmin_password H 5= IdM #2]#1 9] g3 =2 AA .
[ ]
name W& A% o] o2 AR YUY
[ ]
attrs ==& description 2 gecos 4= AR}
[ ]

¢} W47} member 2 A& 5 o] A=A g}

o]= @A o Ao s =4 A Ansible Z o] & 5 ¢t}

- hame: Permission member present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "gecos™ and "description" attributes are present in
"MyPermission™
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs:
- description
- gecos
action: member

5.
sl g A g
6.
Zao)% vl @ AW e }A S A4 sk Ansible Eao] & AT,

I $ ansible-playbook -v -i inventory permission-member-present-copy.ymi
25.5. ANSIBLE S X183} 4:4 o] IDM RBAC d gto] Win] 7} opd x| 8213 ).

IdM(ldentity Management)o] A] 2€ 2]z} IdM 9 & 7] 8k 9 A 2 =) o] (RBAC)E AL&-2 | A &
F AHFYh
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25%. ANSIBLE =3 o] 82 A}-¢-35lo] IDMojl -] RBAC A3 #2)

S Ao A& Ansible 3] 0] 82 AH8-5ta] 44 o] IdMol| 4] RBAC A &He] ®u| 7} opd =] 82l s}
EWde A9gUT. 234 o2 Ado] Y& A& A7} IdM LDAPS) 322 A5 al'F F5o 54
7 A48 gol AL 5 AFUh

ARIA = the ti FE S shelshs e Ag gy

MyPermission d 3lo] )&yt

MyPermission Asto] x3A Ao] Y& AHEAV AR S2E =2 description 4
< 7H2 syt

A 27 A

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

o] oj| A ol A] = ~/MyPlaybooks/ Tl A E] 2] & M Z Z o] & BALE S AF
E3 74 A 7P g

1
of
o2
)
f
rﬂ

MyPermission d 3lo] )&t}

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € 2] o] ] = permission-
member- absent.yml 3} o] EALE-S gk o)

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

310

HAF L 93l permission-member-absent-copy.yml Ansible =] o] & 3}

[ ]

AHS A O A S8t A ol 52 2F YU
[ ]

ipaadmin_password Y145 IdM #2] #}o] ¢+ = AA ).
[ ]

name W& A% o] o2 AR YUY
[ ]

attrs Y14~ Z description o= AR g},
[ ]

action 14~ member = A A o}
[ ]

state W7} absent= A o] A=A A}

ol AA dAld] & 549 Ansible =g o] & #A Yt}

- name: Permission absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that an attribute is not a member of "MyPermission
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs: description
action: member
state: absent



25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

6.
dol & Y 8 Wl Ee] U5 A Fst= Ansible 80| 52 439U

i)

)

il

I $ ansible-playbook -v -i inventory permission-member-absent-copy.ymi

25.6. ANSIBLES- A}-8-3}<] IDM RBAC @3t o]& ¥ 7

IdM(Identity Management)2] A] 2= #z]x+= IdM o A2 A E ALEA XA T = UG

o}

2 w7

OHS A 2ol 4= Ansible 23] 0] -2 AFg-alo] Age] o] &
sk Wy

4] MyPermission?] o] & MyNewPermission 2 = H7]

A 27 A

[ ]
IdM #2123 438 <43 sU o

[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 3 7] %] & A X &1}

AE F o] BAR

[}
o] o Ao 5] &= ~/MyPlaybooks/ T] & €] 2] & A
=3 74 g2 7 @y
[}
MyPermission 2 IdM9]] 2141 th.
[}
MyNewPermission & IdMol] &4 5}A] 5t}
Az}

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/

2.
/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & €] 2] o] ]+ permission-

renamed.yml ¥}< o] BA}R S qhF ).

31


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

1

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.ymi
permission-renamed-copy.yml

3.
HAF L 93] permission-renamed-copy.yml Ansible =#d| o] & 3248 g}
4.
ipapermission 24} A oA o3 WEyE A st LS =T
[ ]
A AbElol B St e S A ol B AT
[ ]
ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[ ]
name HFE W3 ooz AP UG
o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.
- hame: Permission present example
hosts: ipaserver
become: true
tasks:
- name: Rename the "MyPermission"” permission
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
rename: MyNewPermission
state: renamed
5.
TS Ao
6.
Zdol % 7 P AMED AL A4 5He Ansible o] 2L AP,

I $ ansible-playbook -v -i inventory permission-renamed-copy.ymi

25.7. F7t g &2
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25%. ANSIBLE =) o] 22 A}-&3}] IDMo]| 4] RBAC @3 A=)

IdMe] d3hs ZFxsA L.

IdMe] A3 =,

/usr/share/doc/ansible-freeipa/ t] @ €] 2] ol A] A}-& 7}'5-¢+ README-permission 3} &
FxsA L.

/usr/share/doc/ansible-freeipa/playbooks/ipapermission t] g ] 2] o] /] M = Z g|o] &S
FxsA L.
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267%. ID B.7]1 2 ALg-31o] IDM Zeto] AE o)A ALg2} &4 7HS A A 9

IdM(Identity Management) A}-8-2}7} IdM A v o] A FH QX AL A = 2F S$4(d: 2291 o] &,
& g, 9% £ SSH 7))2 AR stel = 2S5 1dM 2237} IdM ID B.7] 2 AHg-3te] 54 IdM 2
glo]A Eo gi3f o] g 2 AAF 2T 5 AFULH o S E0] AEA7E IdMe] 2 1215= d] 71 gt
Ao 2 AHg-st= IdM S gto] A EA] ALzl dl&)] o2 S HdHE & AR F dFY .

o] ZolA £ IdMo] ZFo]AER 521 FE0lA IdM ALE A9} BaH POSIX 54 ke A4 o8
e A PUT 538 Aot AR 279 o83 § HAEd S A olshe e 49 gy

®

o] ol The A4l o] ZgH o] AHU T

[}
ID ®B.7]
[}
SSSD A5l gt ID 1o A8 4
[}
ID B717F AR F d= &4
[}
ID 17] P Ul & =L 714 271
[}
ID B7] & AH8-3te] 54 S 2E 9] IdM AHE-A 2291 o] & Qoj2x7]
[}
IdM ID ®.7] 3
[}
IdM Zeto] A Eo) A IdM AH&-2 & O A HE AR S 94 ID 17] 7}
[}
IdM 52 2579 ID »7] 3§
26.1.1D 1.7]

IdM(Identity Management)2] ID B.7]1&= o3 A B E XA 3= IdM 20| E = » 7Yy
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267%.1D B 71 & AHE-5to] IDM E2to] A B A A& £4 32 A3 <

Zol A Aol ® POSIX AL A E= 1§ 549 Al g

A zko] ALE = Fo|dE S2AE T

2EQUT.

rr
foi

ID B 7)ol = sttt o] 32 AR o7t 2 H o] AFUTH AR = TEANA Be]€ POSIX 54 #& &
3 A g

M A 810l 4 %ol A 1dM Zeto] A Eo] gt ID 8719k g o2 4 Y&Lith IdM Zeko AE o] Za}
oI = Hoj2rg 2dw FAT F ASUh

2
il
il
2
O
S
i
>
oo
P,L
£
v
o
Jfa
kK
i
1
o
e
4
s
oy
W
v

g A6 i g 54 gS AU dE 5o IdM 23 = 1-E IdM A=}
7t £ IdM Z&eld E g & & g & S 712 4 I Ut /home/encrypted/username
< & 1dM S| A E 3l /dropbox/username oA o] AHg-2te] & |2 ¢+ S 5 54
th o] ZolA ID B71E AHgst= A2 dAl B o= AL S = dFUTh A& &
fallback_homedir,override_homedir == &} o] 2 E 9] /etc/sssd/sssd.conf 5} o] 7]E} &
e s 2 AHEANAl 932 MU oA A= IdM S 2o A=A IdM AHS-
L & YA g E Qoj2ed ID B7] F71E RS L.

ol ol AT 54 G2 AHgAS] UID Aol sh 2o the GO uELh o] 752
LDAP 20 4] 58 57] ol2] & A28l AAl WA S FAsAE 49 F88 + d&rhel: 1dM
AL-8-#F2] UID 1009). IdM A}-8-2} UIDE A 5= dl AH8-5 = IdM ID ¥ $]+= 1000 5=+= 100002
2 A #aA] Ut [dM AH8A7E 2E [dM Zeo] =04 UID 10095 AH8-8to] 22 L8
A 71gshE ol R 7k 1 A% ID 171 S Abg-sto] Mo A A4S A4S wl A4 A o IdM
A8l UIDE A4 ol e 5 &yt

Active Directory A} 222 913 ID B.7] AL

SSSD S| E & 17|
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26.2. SSSD 450l th @ ID H-ol FA1 4 I

ID HE Ao g o IdM2 IdM A 1] ] SSSD(System Security Services Daemon) 7| A] o] Y35l+= H
2271 2 vl X gk 22 E IdM Seto] A Eo A A3 F2Q1 SSSD7T A ¥ A Aol 4] Hoj2x7] 313 AA
It

E3 23 2IDR7|E FA 0 23S 5= Q17 W o) ID B S Fg5A SSSD(System Security
Services Daemon) A 5o £ 2l dFL v A § AHFUh d &S E0] ID H&= SSSD7F AWl A 157
S 235t ZRAEE AF36HA] Zotes Ju o

ID 271 & AL 5h0 25 o Bo] AF el H A5 SSSDolA 1F 7K ol FolA wHa nE
AW S shels)of gtk

ID 27]7} g1l SSSD+= 17 L H A E o] member &4 o 4| vk AL&-2} o] 59 =R T 5

Ut

ole g B A F SSSD AAZHH o] YA AN E AL F RE FES TR e AL M
=gy

26.3.ID B.7]7} AR S F+ Y= &4

ID 571 AHgA 8 2% ID Aol 7P U g o & A= e POSIX 54 gk 4ol gtk

AHEAF R 25 ID A 2l = v POSIX S48 i g A 32 Ao 2 5 syt

AR 24

24 o] 5 (uid)

GECOS 32 (gecos)

UID ¥ % (uidNumber)

GID ¥ 5 (gidNumber)
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2719 4 (loginShell)

< 9 ¥ 2] (homeDirectory)

SSH 37l 7](ipaSshPubkey)

21=A] (userCertificate)

1w &4

1% °]S(cn)

15 GID 1 3 (gidNumber)

26.4.1D B.7] P Ui =L 714 271

IdM CLI("8 % = <1 €] o] 2)o| A IdM(Identity Management) ID 39} a9 =
2 5 g&Uth

2
=
r (
H
Mo
e
ftlo
ne

A 2.7 AR

[ ]
IdM A}-&2}¢] Kerberos E]A & 551Ut}

ID 17 9 Aol g Aelste u AHSHE RE 9L BAs Y 4SS £ T
$ ipa help idviews

ID Views

Manage ID Views

IPA allows to override certain properties of users and groupsi...]

[...]

Topic commands:
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idoverridegroup-add Add a new Group ID override
idoverridegroup-del Delete a Group ID override

[...]

$ ipa idview-add --help
Usage: ipa [global-options] idview-add NAME [options]

Add a new ID View.

Options:
-h, --help  show this help message and exit
--desc=STR  Description

[...]

26.5.1D B 7] & A&3lq 5 S 2E9] IDM ALEA £ 191 o] 5 Yo7

o] A A 44 & IdM(Identity Management) A] =% #2224 EA IdM A1-&21¢} #E A POSIX 54
S AAost= 54 IdM ZTtold Ee g ID B7)1 & A= WS AW o] AajolA =
idm_userz}l= IdM A2} 7} user_ 1234 2191 o] 2-& A}-83}4] hostl o]2t= IdM S0 Ed] 21
g F A= ID B9 o & AHE YT

A 27 A

[ ]
IdM #2132 2 22035

A ID 1.7] AA. o E Eo] example_for_host1 o]zt=ID B71 =S A Al A &2 AP
Yt}

$ ipa idview-add example_for_host1

Added ID View "example_for_host1"

ID View Name: example_for_host1

example_for_host1 ID ®.7] o] A}&2} A A o] S F71FUth ALE A 22208 A A ol 57
oS o

ipa idoverrideuser-add % %2 483}
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[ ]

ID ®.7]¢] o] & F7}
[ ]

BATIE 3= AL A} o] 2 F7}
[ ]

login §-41& Z71g o

$ ipa idoverrideuser-add example_for_host1 idm_user --login=zuser_1234

Added User ID override "idm_user"

Anchor to override: idm_user
User login: user_1234

A1 753 &4 B£ 2 ipaidoverrideuser-add --helpS 2 3 gt}

ipa idoverrideuser-add --certificate & & X4 € ID B.7]9] = A
Aol 71E JASAE BF AU F71 ASA & F718ted 4l ipa
idoverrideuser-add-cert & & & A}-8-3}14 Al 2.

$ ipa idoverrideuser-add-cert example_for_host1 user --
certificate="MIIEATCC..."

A9 A3} ipa idoverrideuser-mod 8 %@ & AH8-5lo] 71E AHEAF A A oo gk A 4 3t
S ARE F AFUY

example_for_host1 2 hostl.idm.example.com &= E o] &3]},

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com

Number of hosts the ID View was applied to: 1
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ipa idview-apply = 3 & --hostgroups 341 % 32Ut AL ARE 5
2E 2§ £33 52E0 ID17]E AL HID HIE FAE 1F A 9}
QAsHA &5yt g4, --hostgroups 3432 AP d S 2E TJF°] @¥eE &
Z3tal -hosts 34 & 72t S2E aFd MEA o2 A 83t

yUsol 2E7F 32E a7 F71HH ID 27|71 Al $2Ed] 38 5HXA

)
fiu
oo
tlo
4
o
L
i)
i

A 744 hostl.idm.example.com A] 2"l o] ZA] 2] 83}

A 2=€llo] rootz SSH 122 =AU,

$ ssh root@host1
Password:

SSSD 7| A & A&t}
I root@host1 ~]# sss_cache -E
SSSD ©| &8 A Al &g o

I root@host1 ~]# systemctl restart sssd

4

ol\

A

[ ]
user_1234 o] x17A F o] 9= 73-F o] & A3 hostl 9] IdMo] 2 191& 4= A FY ).

user_1234 £ 219l °]F2 2 A§-3] hostl o] SSH= dZ Fch.

[root@r8server ~J# ssh user_1234@host1.idm.example.com
Password:

Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[user_1234@host1 ~]$
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249ty g BAFY .

[user_1234@host1 ~]$ pwd
/home/idm_user/

£ host1 9 root A7 S o] Y= A5 ol = AHE-3te] id P o] 2 S idm_user %
user_ 1234 o &l el F A&}

[root@host1 ~]# id idm_user

uid=779800003(user_1234) gid=779800003(idm_user) groups=779800003(idm_user)
[root@host1 ~]# user_1234

uid=779800003(user_1234) gid=779800003(idm_user) groups=779800003(idm_user)

26.6. IDM ID v 7] 4

IdM(Identity Management)¢] ID 1.7]1= 53 IdM A&z} 9} ## @ POSIX 54 72 AA 9.
o] AAgM = 71E ID B71E +33t= W dis] 43834t 53] ID 7] & 44 stof idm_user 2}
= AF2-#71 host1. idm.example.com IdM Z&2}o] 21 E o] 4] /home/user _1234/ T A EH | & Al &2 &
dag 2 AHE et =S A st= WS A8yt

A 27 A

[ ]
host1.idm.example.com o] W] gt £ E A~ Asto] Y&t}

2 2 3 A3 : admin)o] Y= Al A Z 2aAFALE Y.

host1 IdM 22} o] E 9] F & 5= idm_user o] i3l ID 77} 2A 0] A5t

root= idm_user 7} hosti.idm.example.com o] A Al &2} & fJdEHg 2 A2 o] H g
= AT

I [root@host1 /J# mkdir /home/user_1234/
e 24AS W4T
I [root@host1 /J# chown idm_user:idm_user /home/user_1234/
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1

ID 2771 @A) H&5E S2EE ¥§3t9] ID B7] S EA T} example_for_host1 o]
S ID w1 EASEE the S g

$ ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1
User object override: idm_user
Hosts the view applies to: host1.idm.example.com
objectclass: ipalDView, top, nsContainer

249 ID B.7]7} @A hostl.idm.example.com o] 2 & 8& HoF1 1}

example_for_host1 ID .71 9] A3} A1 4 o] & 54 Fuith ALEA & T H 2 A3 25}
AW g2 ST

[ ]
ipa idoverrideuser-add = & 2 <] = g}
[ ]
ID B.7]9] o] & F7}
[ ]
BATILE 3= AL A} o] = F7}
[ ]

home dir 34 & F71gd.

$ ipa idoverrideuser-mod example_for_host1 idm_user --
homedir='home/user_1234

Modified a User ID override "idm_user"

Anchor to override: idm_user
User login: user_1234
Home directory: /home/user_1234/

A1 753 &4 B2 ipaidoverrideuser-mod --help S 23 3t}

A 74 & hostl.idm.example.com A] 2"l o] ZA] &3l H o232 =3P FUd.

A 2=€lo] rootz SSH 122 =AU,
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26.7. IDM Ze}o] A1 =0 4] IDM A187 & H el 2] Aol 2 914] ID 17] 7}

ol\

<

1.

A

267%. 1D H71 & A1-4-3to] IDM Zato] A E oA ALE-R} &

$ ssh root@host1
Password:

SSSD A & A&t}
I root@host1 ~]# sss_cache -E
SSSD ©| &S A Al &g o

root@host1 ~]# systemctl restart sssd

idm_user = host1 o] SSH

i

A
[root@r8server ~]# ssh idm_user@hosti.idm.example.com
Password:

Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[user_1234@host1 ~]$

A4q e g 2294

[user_1234@host1 ~]$ pwd
/home/user_1234/

712

o3

3 BE A 5te] AD ALEALe] 22 44 A9

X1 7F

o

i

= A3

IdM(Identity Management)¢] ID ®.7]1= 53 IdM A&z} 9} #H @ POSIX 54 72 AA 9.
o] A Ao A= A&7t /home/ user_ 1234/ o & ] 2] & /home/ idm_user/ th 2l AL-8-2} & HHHZ =
A28 4 Q=2 hostl o]zt 1AM Z2o| A Ed A idm _userd AL HE=ID 171 E A= $H S
A

A 27 A
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host1.idm.example.com o] tj 3t £ E A2 A

ra
o
X0
o)y
i
v

2 2 3 A3 : admin)o] Y= Al A Z 2aAFALE Y.

root= idm_user 7} hostl.idm.example.com 9| 4] A&z} & g2 2 AL g
2 A4 T

I [root@host1 /J# mkdir /home/user_1234/
gaAge e £24AS WAFU
I [root@host1 /J# chown idm_user:idm_user /home/user_1234/

ID 3£ 44 Fich. ol & So] example_for_host! o] 2= ID 1718 A4 she ™ o2 4
FFuh.

$ ipa idview-add example_for_host1

Added ID View "example_for_host1"

ID View Name: example_for_host1

example_for_host1 ID 1. 7|9 A}-&2} A 2] & F7HFH o AR & A HE & AP Qs
HH O3S F3dUH

ipa idoverrideuser-add 5 % 2 ¢l & o).

ID B7]¢] o] F F7}

BATIE 3= AL A} o] 2 F7}

home dir 34 & 714t
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$ ipa idoverrideuser-add example_for_host1 idm_user --homedir=’home/user_1234

Added User ID override "idm_user"

Anchor to override: idm_user
Home directory: /home/user_1234/

example_for_host1 2 hostl.idm.example.com &> E o] &3]},

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com

Number of hosts the ID View was applied to: 1

ipa idview-apply = 3 & --hostgroups 3% s &gt AL ARE 5
2E 980 &5 32E0 IDB/)E ALAID B E S2AE 15 2 9}
AZ43HA &5y dl4l, ~-hostgroups 342 (A A $2E 1579 9w E g
Z35lal —-hosts R4S Zt $2E aFd 7B o= F 8.

yUsol S2E7F 32E aF F7HHH ID 27|71 A $2Ed] A8 5HA

A 74 & hostl.idm.example.com A] 2"l o] ZA] & &3l H o232 =P FUd.

X 2€lo] root= SSH 942 & 3 gt}

$ ssh root@host1
Password:
SSSD 7| A & A&t}
I root@host1 ~]# sss_cache -E

SSSD Y| =& thA] A g ot
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I root@host1 ~]# systemctl restart sssd

A5 @A

1.
idm_user = host1 o] SSH £ 33}
[root@r8server ~]# ssh idm_user@hosti.idm.example.com
Password:
Activate the web console with: systemctl enable --now cockpit.socket
Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[idm_user@host1 /]$

2.

2] O e & 22 g

[idm_user@host1 /]$ pwd
/home/user_1234/

ID 871 & AH-8-3te] IdM 2ol A E 9] AD AFE-ALe] 7132 A 2] 1B 7] $4] Qofsr7]

26.8.IDM 5 ~E 189 ID 7] A&

ipa idview-apply 3 ¥ & --hostgroups 54 & s &Yt 28y FAHL A AJH S2E a7
%3 YAWID RIS S2E OF AA ¢} FH o2 AAA &= 5 2E9 ID HE A &5t= 434 &
9 9L ). hostgroups ¥ (A H SA2E 289 Wu|E 843513l —-hosts FHL RE 5~

Eo WA 0w g3

UFd 32E 25 Al 32EE F713E= 2% --hosts &4 7} 37 ipa idview-apply 38 & S A&
st Al IXAE ID B7|E 5% A 83| oF ¢

7R 2 3 2E aFdA SE2EE AANE AA Fx ID {71 o d35] 3 2Ed dFgyn. Al
A" T2EA ID 17| & A& FHA 3 ipa idview-unapply id_view_name --
hosts=name_of_the_removed_host 3% & 23)3)of gt}.
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A T2ES SAE JF F7H81AL ID B7)1E Al S2E ] 3 -§35h= WY

A 27 A

[ ]
5225 0] 489 1D 5717} Mol =) el gtk of & Sol AD A-8R9] GIDE Al
Belshe ID 8715 At w ID H-2 A8 stel IdM Zefol A =9] AD AHg Aol Tl g 713 A1
2 1] 54 Yol SR L.

Az}
1.
Z2E F2 AN ZAEE FHUY
a.
F2E OFS BHEYUTLAE S0l 32E 275 S A4SEE gL 23
[root@server ~]# ipa hostgroup-add --desc="Baltimore hosts" baltimore
Added hostgroup "baltimore"
Host-group: baltimore
Description: Baltimore hosts
b.
SXAE O8I TXEE —%7}% Ut} o] & S| host 102 2 host 103 2 hub timore &
E agd Fr18EE g2 S
[root@server ~]# ipa hostgroup-add-member --hosts={host102,host103} baltimore
Host-group: baltimore
Description: Baltimore hosts
Member hosts: host102.idm.example.com, host103.idm.example.com
Number of members added 2
2.

S2E 289 $2E ID B7]|E ALt} o] 2 So] example_for_host1 ID 2.7 S
hub timore S 2E 189 A &3l81d 1:}—3—% £33}
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1

[root@server ~]# ipa idview-apply --hostgroups=baltimore
ID View Name: example_for_host1

Applied ID View "example_for_host1"

hosts: host102.idm.example.com, host103.idm.example.com

Number of hosts the ID View was applied to: 2

=
foi
(>
|m
il
foi
(>
|
N
ol
2
o
N
9'3
K
=
foi
(>
|m

o ID B7) 2 A4gd,

N T2EE S 2E aFd F7184 . o & 59| somehost.idm.example.com &
E E parent timore $2E & F71siEd o2& AU

[root@server ~]# ipa hostgroup-add-member --hosts=somehost.idm.example.com
baltimore

Host-group: baltimore

Description: Baltimore hosts

Member hosts: host102.idm.example.com,
host103.idm.example.com,somehost.idm.example.com

Number of members added 1

/}“]E]_,JZ:]_Q_E ID 517] 23] Hns 3:";_}\] 6]}],] ];]_ q]_g_ _\5_01 example_for_hosn ID 5[7] o]] ]:Hz:y_]:
AR ABRE A Y oL 5383},

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,chn=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1

[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com
objectclass: ipalDView, top, nsContainer

=394 ID ¥.7]7} catalog timore & 2E 252 A& 719 S2EQ
somehost.idm.example.com 9] 3 & 5 =] 1 9&2 BoF ).

ID B71E A £2E9] H &3t} o & So] example_for_host1 ID 27| &
somehost.idm.example.comeol| 83} S Fh o).

[root@server ~]# ipa idview-apply --host=somehost.idm.example.com
ID View Name: example_for_host1

Applied ID View "example_for_host1"



o

ol\

&4 g2 AR

26%. 1D B 7] 2 A}£-51o] IDM Z&}o| A E oA A& A} &4

hosts: somehost.idm.example.com

Number of hosts the ID View was applied to: 1

ID ®7] AR E A ZAFYT.
[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com

ID View Name: e;(ample_for_hosﬁ
[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com,

somehost.idm.example.com
objectclass: ipalDView, top, nsContainer

=38 A ID B.7]7} o] A satellite timore $2E 259 A= 719 &
somehost.idm.example.com 9] 3822 B oF ).

26.9. NIS =121 & IDENTITY MANAGEMENT= v}o] 1 o] A
2 GIDE A& 3] NIS =9 Q1L IdMO 2 ulo]

ID HE Al&351e] 71 3 2E9 Y3t o2 A UID
Seol A g Wl st L e e A WAL BAG - Aeth
AR 27 AHe
[ ]
332 ALgstel A S Fel A AZAE

kinit admin 3

1
IdM = o)l Ag-A 2 258 F7Hg
a.
ipa user-add ¥ % & A}-8-3le] AHEAE A AU AA S W82 O3-S Fx4 A
2. IdMo]| A}&-=} 37}
ipa group-add '3 # & ALg-sle 252 AT AA S U &2 58 Fx2sH] A
2. 1dMd| 2§ 7}
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AHEA A2 ol A7 IDE DojEyth

=

o
b

ipa idview-add & &

2 A1g3to] A ID 7S ARG AM B UL e
FAAQ.ID 7] BHo) g =g u

= 7HAH 2.71.

Z}7} ipa idoverrideuser-add 2 idoverridegroup-add S A}-8&-3to] ID 1.7] o] A}-8-#}

2 2§ ID Ag el g Frhgu

ipa idview-apply 83 & Al§-351o] ID B718 53 3 2Ed &334

NIS v <l 3} 4.

oY
ol\

RE AR} 25 0] ID 7] EulE2 A F7HE A=A 32l sk A ipa idview-show 3
< AU L

$ ipa idview-show example-view
ID View Name: example-view
User object overrides: example-user1
Group object overrides: example-group
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277 . ACTIVE DIRECTORY AL&-AE 913 ID B.7] AL
277%. ACTIVE DIRECTORY A}-8-2& 9]¢t ID B.7] A&

ID ¥ 7] 2 A}-&-31o] IdM-AD 41 =] 37 o] X] AD(Active Directory) A1-82}2] POSIX &4 o] o 3t A 7k
S ARE F AHFUL

NER o IdME 712 N7 B/1E BE AD AHgAolA 2§ Futh A IdM Zeto] A =] 37} ID
HE 7Aste] S8 POSIX £4'8 A4S 72 248 F daUth

27.1. 7| 2 A1 g B7]9¢ &z ukal

Default Trust View = 34} 213 7]k A o] AD A}82 2 189 A L5HE 712 ID 271Ut} ipa-
adtrust-install 3 2 A1 8-35l A E AT u] A 5oz AAAHY 24 5= gla o

Fx

Default Trust View:= IdM A&-2} 9 18 0] ofd AD A &2 9 189 U3t Qo]2x7]
o & &
718 A5 B7)1E AHE-ste] AD AH8AF 2 179 disl] AFE-A A POSIX 548 A 2] 3te] AD 4 <]

B e AQel T 4+ AFv.

X271 712 A= 1] A&

AD<] Zk 712 A= B A3
login ad_user ad_user ad_user
uiD M 222 222
GID 1 (G 1) m

IdM S a}o]AE9] 7B N2 B7|E AR EE 71D HE FAT F= dFUTh ML 712 A
2 B Ado 32 ID B7]9 7S &3t

&4ol 32EH ID Byl FoH F9 IdML o] ID 1.7]9] & &3
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&0l E2EM ID B B HA &2 A5 IdM2 7] A= ®7)9] S A8F .

¥ 272. 712 AF By Fdo] S2EEID 7] 3§

AD2] 3t 712 A= B 329 DR Az}
login ad_user ad_user (% 9) ad_user
uUIiD m 222 333 333
GID m G 333 333

Fx

S2EHY ID 179k A 8351o] IdM S 2to|AEQ] 7|2 A= B & Qol& F dFUH-
IdM A v] ¢} B-#j] 22 3}4) Default Trust Viewe] zk2- 2 g3},

ID %712 Abg-3to] IdM Zeto] Aol A AHE A 34 ke AR ]

27.2. 712 A5 & 53 35te] AD AH8Ae] 229 &4 49

ZA A IdM v 3 A utel] 4 2] AD(Active Directory) A&}l t & POSIX 42 A A ] 5l A Default
Trust Viewol| A a3 AH-8-2L9] 55 A S Q. o] ALl A= AD AH8-=+
ad_user@ad.example.com ¢] GID= 7320000062 = A A 3]},

A 27 A

[ ]
AT F A= AESE & A3 9 o]

2

=9l IdM A vl s} Z1 a3 JH1iTh

1AM #2] 47} A5 5 Y5 o

IdM 2] A= 4] GID 155 7320000062 = W7 5l= 7] A1 =] B 7] A AD ARg-Ze] o g
IDE Ayt
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277%. ACTIVE DIRECTORY A}-8-2E $]¢ ID B.7] A&

# ipa idoverrideuser-add 'Default Trust View' ad_user@ad.example.com --
gidnumber=732000006

2.
2 E IdM A v 2 FElo]Ad E 9] SSSD 7] Al 9| A ad_user@ad.example.com A&z} 9] &=
S AUt olgA st 2 A HIoHF AAHL A2 Qol227] 2 A8 F sy
I # sssctl cache-expire -u ad_user@ad.example.com
a5

ad_user@ad.example.com A}-8-2}2] Z B E A A 3te] GID7F Julo|ER S vt st=A
I o

# id ad_user@ad.example.com
uid=702801456(ad_user@ad.example.com) gid=732000006(ad_admins)
groups=732000006(ad_admins),702800513(domain users@ad.example.com)

27.3.1D 17] S A-4-51o] IDM Z}o] A E 2] AD AFg-AHe] 711 413] m7] 54 oj27)

AD(Active Directory) A}-&-Ztoll ti gt 7] 2 A= B7|oA YR POSIX A4S AP AT F dsHH-
d& 5o 54 IdM Zgto|A Ed] AD AHgA Al & GIDE Al Fallof & + AFH T ID B7] & AL
sto] AD AHE-ZHoll gk 7132 415 ®7] 9] k& AR ot ©d S2E A8 5 AFUT o] AL
4] += hostl.idm.example.com IdM Z&}o] ¢l E 9] ¢J+= ad_user@ad.example.com AD A}-£-2}2] GIDE
73200133722 A st= WS A9y

A 27 A

[}
host1.idm.example.com IdM Z o] Eo] O] gt FE AA 2 Agte] A FY

[}
a3 Ao A= AHEARE 2 A FH T admin AH§-A}).

A =}
1.
ID 7 A4t d & &°] example_for_host1 o]z}= ID 17|12 BAdsted b53 42
R Aanh=s

$ ipa idview-add example_for_host1

Added ID View "example_for_host1"

ID View Name: example_for_host1
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example_for_host1 ID B.7] o] A} A A 2] & F713 ) A1 & 419] GIDE Yol W o}
=S FYPA.

ipa idoverrideuser-add 5 % 2 ¢ & 3o}

ID B7]¢] o] F F7}

BATIE 3= AL A} o] 2 F7}

--gidnumber= $4< F71g4t}.

$ ipa idoverrideuser-add example_for_host1 ad_user@ad.example.com --
gidnumber=732001337

Added User ID override "ad_user@ad.example.com"

Anchor to override: ad_user@ad.example.com
GID: 732001337

example_for_host1 2 host1.idm.example.com IdM Z &} o] E o] & &3]

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com

Number of hosts the ID View was applied to: 1

483 ~hosts §4 L 7 B2E ago AEA 0w 4gFuTh

ipa idview-apply @ 2 2 --hostgroups §4 % 3|8 gUth A2 AAA 5
2E 980 £3= 52E IDH/E AL ID IS SAE 18 A 9
AAF A FHYUTH A A, -hostgroups 34 A A T2 aF2 Au S 3

yUsol 2E7F 32E a7 F71HH ID 27|71 A $2Ed] 38 5HXA



Z

277%. ACTIVE DIRECTORY A}-8-2E $]¢ ID B.7] A&

host1.idm.example.com IdM &2} o] <l E o] SSSD 7] A] oll 4] ad_user@ad.example.com A}
{29 FES AFUh o|Z2A std e E HolE 7 AAHIL A2 Foj2r7] TS A8T F
AFU

I [root@host1 ~]# sssctl cache-expire -u ad_user@ad.example.com

ol

A

1.
SSH to host1 as ad_user@ad.example.com:

I [root@r8server ~]# ssh ad_user@ad.example.com@host1.idm.example.com

ad_user@ad.example.com A-§-2}9] J B E Z A ste] GID7F fellol Ed ghS g sh=A
g,

[ad_user@ad.example.com@host1 ~]$ id ad_user@ad.example.com
uid=702801456(ad_user@ad.example.com) gid=732001337(admins2)
groups=732001337(admins2),702800513(domain users@ad.example.com)

27.4.IDM 5 2E a5 IDR7] A&

%e] QAWID IS 52E 2F AAS} FHAo T AAeA g 52 |

ipa idview-apply H # & --hostgroups 4<% 3 &gyt 28y 343
D

¢ 932 Ut hostgroups NS A A A SAE 182 AW E 8433 -hosts $HL RE T2
Ed AEA o= A&

3te] Al S2EQ ID RS 502

UFo] 32E a7 Al 32EE F713= 7 —-hosts 341 37} $H7 ipa idview-apply 353 & A&
AQF 3
3]

ANA R FAE 2FA EAES AANE AA FE ID Bt A s2E6 FFRYT A

A" T2EA ID B7| & A& FHA 3 ipa idview-unapply id_view_name --
hosts=name_of_the_removed_host 4% & 2 3)3)of gt}.

—_
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IXAE I579 ID 1715 A &5= Y.

A Z2EE F2E 50 71812 ID 2715 A E2E] A835H= Wy,

A 27 A

[}
S22 250 483 ID 1717} ldMe] glEx] SAg . o E So] AD AH8%] GIDE ]
R elshe ID RS A5 W ID 32 AHS-3ho] IdM Z 2ol A E 9] AD Ao gt 7] & 41
3 w7] 54 Qolns| SR L.

Azt
1.
Z2E F2 AAEE ZAEE FHUY
a.
F2E 35S U dE S0 325 2§¢ A48 02 A9 Fun
[root@server ~]# ipa hostgroup-add --desc="Baltimore hosts" baltimore
Added hostgroup "baltimore"
Host-group: baltimore
Description: Baltimore hosts
b.
J32E a7 32EE F71EYH. o & E9] host 102 2 host 103 2 hub timore &
2E a2 e R 0e-g S
[root@server ~]# ipa hostgroup-add-member --hosts={host102,host103} baltimore
Host-group: baltimore
Description: Baltimore hosts
Member hosts: host102.idm.example.com, host103.idm.example.com
Number of members added 2
2.

S2E IF°9 32E ID RV E AHEF . o

= & E9] example_for_host1 ID ®.7] &
hub timore $ 2~ E &9 2 &3st84 th5S 3¢

[root@server ~]# ipa idview-apply --hostgroups=baltimore
ID View Name: example_for_host1

Applied ID View "example_for_host1"
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hosts: host102.idm.example.com, host103.idm.example.com

Number of hosts the ID View was applied to: 2

A Z2EES F2E 2§ F78t2 Al 2E0) ID 1712 A8

N T2EE $2E aFd F7184 . o & 59| somehost.idm.example.com &
E E parent timore $2E & F71skEd o2& AU

[root@server ~]# ipa hostgroup-add-member --hosts=somehost.idm.example.com
baltimore

Host-group: baltimore

Description: Baltimore hosts

Member hosts: host102.idm.example.com,
host103.idm.example.com,somehost.idm.example.com

Number of members added 1

{lei_l,lzigg ID 517] 235"% 3:";_}\] 6]}],] ];]. q]_g_ %01 example_for_hosn ID 5[7] o]] ]:Ht:y_]:
AR ARE EAsW e 33}

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1

[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com
objectclass: ipalDView, top, nsContainer

=3 d 4] ID B.7]7} catalog timore S 2E I {2 A& 719 S2EQ
somehost.idm.example.com o] 3 & 5 =] 19SS BoFU ).

IDB7)1E A S2Ed ALt o= example_for_host1 ID ».7]1 =
somehost.idm.example.comeol 2 83} t3& .

=
=

[root@server ~]# ipa idview-apply --host=somehost.idm.example.com
ID View Name: example_for_host1

Applied ID View "example_for_host1"

hosts: somehost.idm.example.com
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Number of hosts the ID View was applied to: 1

o
ol\
L
)

ID 37] Y BE oA EA G

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,chn=accounts,dc=idm,dc=example,dc=com

ID View Name: example_for_host1

[..]

Hosts the view applies to: host102.idm.example.com, host103.idm.example.com,

somehost.idm.example.com
objectclass: ipalDView, top, nsContainer

Zg oA ID B7]7} o] A satellite timore S A~E 189 A& F7}19 $2EQ
somehost.idm.example.com 9] 3892 BoF ).
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ldM A ¥ 258 AHg# ID(UID) 2 25 ID(GID) ¥ &S 44 gl B4 2ol T3 ID WIS 0
53 §Ysd FAS D WSS AR RS FUTh /1B H 02 o] ALt AF AU 2L
IdM A1) 2 41731 59 IdMID 991§ 502 245471 B4 2] DNAID ¥ S 5502 g9
@ 5 Atk

28.1.1D ¥ ¢}
IDHZ =D Fo 2 FEAUT /8 An 3 EA| 2o g3 Mo & WS FAsHE F5d o
dAEPAIDHEE o

2w £ BAR) gE FEoA oln] A8 5ol AABULL

74 -39 ID W97k A&

A WAA A S AXste T SFHEIAMID ¥ 9. o]l A= AAE Folles AT+
sy 24 LA IDH S 2o A IdMID A E A8 5 dFUh AAF W E2 A5 ID
U9 23 LA IdMID ¥ 9] F71E FEsH Al L.

2827 =4 4 9= DNA( Distributed Numeric Assignment ) 1D ¥ $] U t}. o] & &
L 71 IdMID ¥ 9ol A3tslof Ut A Al e Y82 DNAID ¥ 97 o= 32 Fx
SHH A L.

7] o] Tk DNA ID 917 &5
2 WS AE T HAEo] A5
Falof gk

T =

A~
T
w AFoR GG gom FEO G

% AU 2R 2e @A W99 D ¥ o)
oe welE

=w2le] w el = 389 Directory Server Q126 2o AKX = DNA Z 2219 93] A v e} HA| & 7k
W7 el EH Y FHEU

DNA 9] el the 7 7H 402 AgEUth

AH o] A8 7he @ v W 5 DNA W 9

Lo

1l
=

flo

Ir
=3

W9l =7]: DNA ¥ 99| ID 5
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27] e WelE T A2Rx 74 Fol AF AU 2 o
FUTh A 75 E £AE WAZ 2 ESE vl A2 AXA G2

28.2. A5 ID ¥ ¢ &3
IdM ID 3 ¢}

Z12H o=z |[dMID ¥ 9= IdM A 8] A X S A5 o2 dFg . ipa-server-install 93 & 3
10,0007] 1 912] ID 91 & o= A st SFdvrh o] ¢} 7o) ¢lol o Y& Adshd 5 F 79
B IdM =1 S Hetst71 2 24 A9 ID 35 7HsA ol 27 EolF4th

3

IAMID ¥ 912 A& Fole £4% 4 g5t DNAID 91 9] ego] A e 9
A2-5lo] DNA(Distributed Numeric Assignment) 97t =522 A3 4 J&H5Uo.
IdM ID 8 9] ¢} 9 2] 5l= DNA {9171 A x| Foll A5 o= AP

filo

DNAID ¥ ¢]

IdM A 7} 17) A2 =] o] glod A DNAID H 9 E Ao Fch Al A RS A5} HA o] L
& DNAID 9915 2335 Au £82 27] ID W SA7F 2 =3 Au o HAZ 7ol i xg . &5
AE2 27] oA AL 5= = e X] DNAID g 919] w3 AR Y 28 b5 Au] 2 54
B2 A AR e 2w @5l el LA ID ¥ 7 HES AR EU T =38 BAlde] €3E DY
AE AASIL 1007] v k] IDE fA &= 7ol BAEE ALE 7Hs @ v Aol AZ 35k A
DNAID 91 E 23yt

EALS AX s ID WAL FA FA HA FEU T BA2-L DNA E2 29l0] A
& AHEEE A (e A AE A S F712 W) ID YA E FAFY

=)o) 4 DNAID ¥ 912 £ 33t7] Aol 27] A7t %
WS 23 F 5T BA ol A ALERE Fhsle
R 5A Aulo] I ID WS Sl st BA) Hol ID WS

of

™
9 b

FA S HAEo] Ao AZA 5] ID
A A gy o] 23 FFol A= v
To® 93¢+ dFUH

28.3. Ju] 4X| 5 IDMID ¥ 9| %5 22

juic
lo
fu
et
oft
P'L
rr

WA 712 B2 AL IAMID WS FE5o2 AP 5 AFU
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UID 7to] 1000 ©| 5191 ID 9 915 24 3kA) vh A 9. ol &) & e A=W § 02 of o)
ol glvith 3 0 42 TS ID WS A3k vh A . SSSD Al 2014 01D 7k
2 A skA e4th

pil 7‘(].
[
ipa-server-install 2} 37 o3 F 342 AL8-35to] AW AX] Fo AMID ¥ 91 & F5o=2
Ao & AFH
o
--idstart = UID 2 GID ¥ 5 2] A & z+2 Al Z gt
o
—idmax = A UID 2 GID 13 & AlFdUh 7123 o = 312 —~idstart A 2 gk}
199,999¢ Y t}.
A5 A

ID ¥ 971 2ntE A = A=A <1524 ipa idrange-find = & & A}-8-35le] 39 IdM
ID QS ZIAE F AFYT

# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Number of entries returned 1

28.4. N IDM ID ¥ 9] 7}

735l vzl A ID o= A IdMID 91 & A2 5 AFUTHel: 5A129 ID7} 58t A
IdM ID 3 917} 2128 3 -%).
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Al 1dM 1D 1 91 5 7k5h A DNAID 917 A5 0 2 4454 2yt 280 of
2k =4 2o) A DNA ID 9 91§ 550 2 Fgslof ik o] 412 a3t ol vl
@ A4 P S DNAID 9IS 5502 332 FRFAA L.

Al 1dM ID ¥ 91 £ 4143 312 ipa idrange-add %% AF&- 3tk Al W9 ol &, Wele] R
WA D W5 2 89 2718 A gslof Fth

# ipa idrange-add IDM.EXAMPLE.COM_new_range --base-id=1000000 --range-
size=200000

Added ID range "IDM.EXAMPLE.COM_new_range"

Range name: IDM.EXAMPLE.COM_new_range
First Posix ID of the range: 1000000

Number of IDs in the range: 200000

Range type: local domain range

A A1 ID WS ZA ol =3hd.

SSSD(System Security Services Daemon) 7] A] & X |- t}.
I # sss_cache -E
SSSD H| &5 oA Al 2Ry o
I # systemctl restart sssd
SSSD AMAI & A-FA 3L AU EE THA] A &61A] er ot SSSD A =<l

22 9 1dM Aol A4E 71ek 74 dolHE Hulol =g mw ] ID WIS g
2 g

ipa idrange-find 8 % & AH-&-sto] A | 971 Sut=A A HA=A &9 + A5G-
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# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: IDM.EXAMPLE.COM_new_range
First Posix ID of the range: 1000000

Number of IDs in the range: 200000

Range type: local domain range

Number of entries returned 2

28.5. IDM ID ¥ 1o 4] Bt 2 A) AW o] o &

IdM(Identity Management) ID ¥ 9= o & w7l iS22 A o] U

[ J
e ols
[ J
W ] o] 3 WA POSIX ID
[ J
LEEMERILVES
[ J
313 RID ¥ 2] 2] 3 ¥ o] 2H =} (RID)
[ J

B RID Y49 A WA RID

ipa idrange-show 3 & & A}-8-31] o]2] gt 7S & 4 AHFUT

$ ipa idrange-show IDM.EXAMPLE.COM_id_range
Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 196600000
Number of IDs in the range: 200000
First RID of the corresponding RID range: 1000
First RID of the secondary RID range: 1000000
Range type: local domain range
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B A

270 20 21 1D 9 ) W1 El = 1M Al A] 1M L7} 5 ol 59 ek 487 (SID)E 2
st dl AHg B Th STSE A8 A 2 2% Aol A48 uth AL 49 SIDE theoz 74 ch

=2l SID

AbgA o] 218 (RID)E =<l STSel 37hel ) <2 329 & gruich.

o] 2 So] =W <l SID7} S-1-5-21-123-456-7890] 5. o] w2l ¢] A&} RID7} 100821 75, A}& =to]
A S-1-5-21-123-456-789-10082] HEAD7} 2121 o}

gl AR

RID A4 = &3 2-& WA o2 AdgY.

W9l o] A WA POSIX IDE A1&412] POSIX UIDol| A w52 3l 3 RID ¥ ¢ 2] A WA RIDE 4ol 5=
7t o & S idmuser 2] UID7} 19660000821 73-$- A WA POSIX ID+= jenkinsfile6000009] 52
A A RIDE= 10000] 52 idmuser 's RID= 10084 1] t}.

a1

Alg29] RID €18 &2 Al4els €8 EL XA = POSIX ID7} &l RIDE A 23}
7] A 3= ID ¥ 99 —-—o}hX] glgh ). o = So] A WA ID7} jenkinsfile600000
o] 3 WM 2] =17]7} 20000021 3¢, o] W22l POSIXID=ID €] 9o Qa1 G5
RIDE Al4}sA] 254t

IdMeoll 4] POSIX UID:= POSIX GIDS} 242 %= 914U th =, idmuser 7} 196600008 UID7} 1= 79
GID7} 196600008¢1 A} idmgroup 1E2& A& AR T = &Y

28 STSE AHEAF =157 AT Ao 5= A5t idmuser 82 2 oju] A= S-1-5-21-
123-456-789-1008<] SID:= idmgroup 3 253 4 &Yt} idmgroup o tj3] 2] STSE A A3l o
Fath=

IdM& B %= A 2z} (== B.Z RID)E Al83514] conflict replacess7| @A 51A] gkseU ). o] HE
RID:= o83 o] 74 FUTh
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2} RID 7] 9t
WY A (71 WY A7)} 7| RFow FY)

H«] dlol A B RID o] 2= 100000022 AU} A= AAE idmgroup ] RIDE A%}t

: AFg-zF2] POSIX UIDol A ¥ 9] 2] A A POSIX IDE A A 3tx ¥ RID ¥ 99 A HA RIDE 2

aJrOI] F7184 . idmgroup 2 RID 1000008¢] &3-g ). =1 43} idmgroup ©] SID= S-1-5-21-123-
456-789-1000008 ¢ 1] t}.

IAMe: 125 RIDS: A 5}] 4§ 4 = 1 @ HAE s} o] 0] 3502 414 ¥ POSIX IDE 4§51
of A3 7 9ok STSE A4 :L@X] otom 2% o 7 £l IDE = Wl FalA

IdM 2 AD(Active Directory) 27 7to]l 217} AR A A28 IDWAES AAL 5 A&

%91

=z AAH ID Wo] 221 IDE A3 IdMe] 528 A

A7 ¢ AD E~E LERER EERVLRES MRS EOE
dagee] 2542 3Ag + A5

A 27 A

AD g7 A& AP S AAIAFUS-
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A AHE A ZEIDHIAE IAFYUY.

I [root@server ~]# ipa idrange-find

2.
A7 Aol AR ID W) ol 5L AAFUTEID W] R WA HEL A0 o5
1 oi(o : AD.EXAMPLE.COM _id_range ).
3.
W ele AAFUt
I [root@server ~]# ipa idrange-del AD.EXAMPLE.COM _id_range
4,

SSSD A u] &8 thA] A date] A7 S ID W elo] t & 222 AATI

I [root@server ~]# systemctl restart sssd

YES AHg o] A2 AAS FEAUA L.
IdM <) UIE Abg-3he] 12 AAS F2SPA L.

28.7. A A| &3¥ DNAID 9 3£A

A A &4 st DNA(Distributed Numeric Assignment) ID *H €] ¢} 4] v] <] =5 DNA(Distributed
Numeric Assignment) ID ¥} 9] = 333 A9 sl t}2 DNA Y 9= BA S 4 ,JK‘L]D}

Az

EEzx9] vl 74¥ DNAID 8912 EA st v ohg 9F L A FUTh

ipa-replica-manage dnarange-show = =& A 1o 43 @ AA DNAID ¥ 9 & EA|
SAAG A Aueld A E AP s A9 Geg AU,

# ipa-replica-manage dnarange-show
serverA.example.com: 1001-1500
serverB.example.com: 1501-2000
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serverC.example.com: No range set

# ipa-replica-manage dnarange-show serverA.example.com
serverA.example.com: 1001-1500

ipa-replica-manage dnanextrange-show = & A 2= x| vjo] A4 A t}2 DNAID ¥
AE ZAISHAY A A At vl & AYst= 3¢ thas ZAEU T

# ipa-replica-manage dnanextrange-show
serverA.example.com: 2001-2500
serverB.example.com: No on-deck range set
serverC.example.com: No on-deck range set

# ipa-replica-manage dnanextrange-show serverA.example.com
serverA.example.com: 2001-2500

28.8. 5 ID¥Y FF

E4 A3 oA = 33 72o] DNA(Distributed Numeric Assignment) ID ¥ 9] & 52 2 33 of
gyt

B R R ID7} B=353 IdM ID 9] 7} Al A 5 251 ot

=25 @39 DNAID 89S 244715 IdM ¥ <lol A AHg 7H5 @ IDE | ol 4 AHg @
4 7] W#ol 37} D2 2434 EdFUT

ole st 482 sl A5t BAl o] 235 DNAID W92 3t o
2 o] Aol e s 4 dxynh

o
4
)
X
o
ok
lo

T %A 2o 23E DNAID M AS S5 the A= AHS /F5 @ g2 129 B4
wol FFgch

Al 1dM 1D % 91 & A3 3 o1& o] IdM 9] oA BA]3e] x) DNAID ¥ 915 243
Ut

Al 1dM ID | 915 A sh= 8ol th 3 ZAA > W82 A IdM ID 1 9] F7F= F=xsha

AL,

BRRe] 450 FAAAZUT
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2 B o]de] @37 DNAID ¥ 9E A+ 5 914 U DNAID ¥ 98 278tz o
£ BA B AT+ Y= T
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DNAID ¥9E +50 % gl Wal S A2 3to] DNAID ¥ 9= B 2o 5507 g3 5 9

|y
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St 2 wA7E S S ey

28.9. 522 DNAID ¥ 9 &3

A %o me} 7]1& B-x) 2] DNA(Distributed Numeric Assignment) ID ¥ 9] & 5%
5314 9 HA 2o $FE DNAID 9912 thA] siok 3 4 Ytk AR g2 55 1D W 9]
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tlo
>
ofo
Q'L
£
i)
r [*]
1
4
X0
oy
L
£
M
i)
X
82
lo
1°)
ok
o
o
i
B
]
i
2

S G E Fo Al O AN EE B2 33 ID W97}
F el AuelA FUID Fe O 2 FEd FF 4 dFUh

APA 8 A
[ J
e A1 ZAE A = EAE A DNAID {9l & 573}
ID W9 TAo Aa PAL A1 L3 IDHYE F&5 .

e

735 WA dA 232 DNA
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# ipa subid-generate --owner=jsmith
Added subordinate id "359dfcef-6b76-4911-bd37-bb5b66b8c418"

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Description: auto-assigned subid

Owner: jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536
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# /usr/libexec/ipa/ipa-subids --all-users

Found 2 user(s) without subordinate ids
Processing user 'user4’' (1/2)
Processing user 'user5' (2/2)

Updated 2 user(s)

The ipa-subids command was successful
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# ipa subid-find --owner=jsmith
1 subordinate id matched

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Owner: jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536

Number of entries returned 1
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# ipa subid-show 359dfcef-6b76-4911-bd37-bb5b66b8c418
Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418

Owner: jsmith
SubUID range start: 2147483648
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SubUID range size: 65536
SubGID range start: 2147483648
SubGID range size: 65536
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# ipa subid-match --subuid=2147483648

1 subordinate id matched

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Owner: uid=jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536

Number of entries returned 1
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# getsubids user1
0: user1 2147483648 65536
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I $ ipa host-add client1.example.com
[
IdM A u] 7} DNSE #8352 1A H 3¢ —ip-address &4 S A1835lo] $2EZ DNS g

22 g IRed F71

o 30.1. 34 IP F45 AHEsto] S 2E 5 A4

I $ ipa host-add --ip-address=192.168.166.31 client1.example.com

F7tg 32E0 2 IPF27F AY SeoldEL D W) IPF2E S F A= 2 S
ipa host-add % 3 3} 7 --force 42 AH&- gt

o 30.2. DHCPE A} &3lo] 32E =2 44

I $ ipa host-add --force client1.example.com

d & AG2 1dM S oA EZ AP #4328 & AW 74 A IP =4+ s -
force = A}ao}la 7125 0= IdM DNS A 1] 2o <42 EA 4 G2 o] 44 H 1] . DNS A 2
AN AAEES FH O YuolEs T2 @A) IP F27t BX 2 8P DNS @ 1=7} ¢l
deolEfg Y.

30.8. IDM CLIo| | &2 E 32 Atz

[ ]
host-del & & A1 &35l T 2E I =Z 2HA| g th IdM =1 219 5351¥ DNS71 &= 73
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% —-updatedns 412 A}8-5to] DNSol 4 S2Ed] tl3 RE 79 #d g==

t}.

il

A A

e
L

I $ ipa host-del --updatedns client1.example.com
30.9. IDENTITY MANAGEMENT Z&lo|dE A 55

o] A A = ID 2e] Fetol AEE tha]

ojft

£ 5 QY& vheke el disl 49

30.9.1. IdM2] ZTo|dE ==

o] Al 4o A = IdM(Identity Management) Z2}o| A EE TA] 53 3= WE S A9 .

SOl AE A" o] A H 3L [dM A B 9F A 0] Fo]d Z-9-(d: STl ES st=do] A= ¢
a) 71 ol A= A5 SACIAEE g 52 F AFUH o] AU 2= §LT TXE o] F9]
A& I[dM & ol A S| DES TA] 7HA 23 3L gy o

v
)
olft

fu
Q'L

I
off
-0,
il
o

1A E+= A] Kerberos 7] 2} SSH 71 & A A1 31A] 7 LDAP H| o] v o] 2~ 2] &
. O 528 F B2 IdM A H o}l Aol £4H7] el oA

Q] gEo] ofF & el SEolJER A 55T F AFUL. SEo|dEE
A =] A A A (ipa -client-install --uninstallx} &) &2 E &% (ipa host-disableA}-&)
S v 23 A § A 558 F /sy

O|lF S HAT Fol= FHoIJEE A 55T F lFHh ol = ID | ol 4] LDAP A o]
E 359 7] Aol FolJE S 2E o|F<l dld FQDN o] 7] qj FP ). Seto|AE 9] LDAP &
BAEJ AAERA G2 JeE 2 Fof A= FHOIJEE A 5535= A 2, oA ES] o] 58
WAG A= A= FQDN 2 AL85te] th= LDAP © HA E ] 7] 9} 718} 17t k= AUt o
ZA SEOIJAE o] 55 WAL F U= FEF WY IdMI X SEEE A AL SAEQ TXE o7
S WA F A o]F o= IdM S| A E= AR sh= A YUt SEo|A EQ o] F& upit= W o
3k ZHA 3 U 28 Identity Management Z2lo] A E A| 28] B8 A Z3HA L.
oA EE A T35t < DA Sh= AR

Al 5535k T ID A
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[ J

Qe T2 AFA Ak
[ J

Al SSH 7] 84
[ J

A 7158 73

il

=
=

30.9.2. AFE A} Q1= AW EZ A}125to] Zao]AE AS=: )51

o] AN E AT A A A A4 FW S AHgato] THHA 02 ID el S| AES Al 55
s e A9y

FUF T XE o|F 07 FTO|AE A 2H S oA AP
Zg}lo] A E A 2" o] A ipa-client-install --force-join & & 2 A3 ).

I # ipa-client-install --force-join

o] 2aYEE FHo|AEE A 53 H IDE AHESE AHEAE ESUH. d S S99
Enroliment Administrator & & o] 9l= hostadmin A} & 2= &3 7245}

User authorized to enroll computers: hostadmin
Password for hostadmin@EXAMPLE.COM:

BN

AEA A% AR E ALg o] FetolAE AN FSAA L. U5 A3 ID #e)

30.9.3. Feo|AE 7|2 ALg so] FeolAES bl SHFUh vlU 8 A5S

A 27 A

LA Sl A E 714 32 S W AFY (ell: /tmp == /root 1 F E2)).

366


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/assembly_installing-an-idm-client_installing-identity-management#proc_installing-a-client-by-using-user-credentials-interactive-installation_assembly_installing-an-idm-client

307%. IDMCLIIA 3 2E F4]

o] AR} A = Zdlo]AE A AH 9] 7|EH]L ALL5o] IdM(Identlty Management) aa}O]ﬂ E Hvlg]
st 0 2 T=ate WS AT ol & 50| Zeo|AE keytabg AHESlo] THA] SEatE AL A
Fshe Ao A

YN I2E ooz FEo|AE A 2" S A AT

W] 91x]9] keytab 7S thA] A E FEo|AE A 2H 9 fete/ A E 2 HANY L

ipa-client-install f- €2 €] & AL-8-3le] SEo|AES A 5E351aL —-keytab F4 02
keytab 91X & A4 gt}

I # ipa-client-install --keytab /etc/krb5.keytab

keytab 5l 2173 & key tab & 15& A &Aoo 52 A& gt AHE-
AUt A 58t ¢ 1AM SFoldEd dig Al 71H-S A d -

30.9.4. 2 %] % Identity Management Z 0| E HX2E
W% = ¢l # o] A& ipa-client-install o] ¥ FH o2 FPHYA N AA Bl 2ES FPT & IS
ID 2] Seto]AETL Aujo G od ALg A dig AR E 7HA & & A=A HIEEsH A A 3
0] =

|
ol ALgAE Sl e 4 A FAFI ol S Fol 712 admin AHEAE FeAst W oL FAT

yt.

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

AFo] Lul=sl A5 oA HEES W su- & oh2 M ALS A2 A 5H41A 2.

[user@client1 ~]$ su - idm_user
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

30.10. ID #&] ZE}o|AE A|2H o] F W7
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T AAoA D #e) SetolAE A 2dle] T2E o 52 WA WS A9 FTh

%9]

ZolAE o] F HHH 7= 55 AU S2E o5& WA a7 =
gk 3 5HA] v Al L.
Identity Management 2 }o] A E 2] o] F WA= th3o] U
1.
S 2E FH. A W82 IdM Zeto] A E ] o] 5 W7 FH| & Fxe4A L.
2.
S2EX] IdM S0l A E A X A A. AA S W& ID #e] Seo|dE AR AAE F=x
S Al Q.
3.
S2E o] vty AA S 8§ SAE A 2F B8 FEFA L.
4,

S2Ed A o] § Oz IdM ZetolAE AR, AA T NEL D e SetoldE MA S Bx
1A 0. 718 A kel o B ALg-te] ID #] &7,

M 2ol AE A3 F 52E A A NG A2 oA A4, A5A A A 2
2E OF A F71E FxAA L.

30.10.1. 73 AgHS 913 I[dM S| A E FH]

ZolNE] EFY AL 7|25 FHAIL. A S2E o|F0 = A

Nzgol A s FQ A AE G

ipa service-find X3 & AH8-5taL AN ASA7F = A= B,
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307%. IDMCLIIA 3 2E F4]

I $ ipa service-find old-client-name.example.com

=3 7} 32 Eo| = ipa service-find &2 o FEA]H ] gli= 7] $AE v 27 A%
U} host A v] 22] A H] 2 S (host principalgl 2= $)+= host/old-client-
name.example.com {JJt}.

ipa service-find old-client-name.example.com S| X A== 2E A H] 2 FA 9] o3|
old-client-name.example.com A] =gl o 4] g5 7] €]l o] X = 2FolgfL] ],

I # find / -name "*.keytab"

Zelo] A E A 2H) 9] 7} A H] 2| = Idap/old-client-
name.example.com@EXAMPLE.COM =} 7+-& service_name/host_name@REALM & 2] 9]
Kerberos 417} &4t

a9

Nzgol 48 &

i

JP)

IEE S AU

rln

I # ipa hostgroup-find old-client-name.example.com
30.10.2. ID 2] SEto|AE A A A A

ZolAES A X A AsHA ID #2] = QlalA Zaho] A E7} Al A 5 v SSSD(System Security
Services Daemon)} 742 A| 28] Au| 2] R £ £4 ID #] A E AAFUT o]FA 3 ol
E A 2"l 9] oA o] BAg.

A=}
ipa-client-install --uninstall 3 = & 23 3 }.
I [root@client]# ipa-client-install --uninstall
Au ol A Zetol ESDNS &ES 552 = AAJ UL

[root@server]# ipa dnsrecord-del

Record name: old-client-client

Zone name: idm.example.com

No option to delete specific record provided.
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Delete all? Yes/No (default No): yes

Deleted record "old-client-name"
letc/krb5.keytab o] 9] €] 25l 7} 7)ol tha) o] A FA S A A A L.
I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM

IdM A ujo A T 2E FES AAJUT. o] FA] shA BE AH| AT AAHL T TEE
of dis] TFH ZE ASA 7 HALH Y

I [root@server ~]# ipa host-del client.example.com
30.10.3. S2E A|2Hl o] 2 H7A

2 gl gep A 2qo] o] 5L WA 2

et

| the 2y
I [root@client]# hostnamectl set-hosthame new-client-name.example.com

olA] Al TXAE o] Al-835}4] Identity Management S} o] 9l E £ Identity Management =] <1
of Al X F JFU

30.10.4. 49 2 thA] F7F, AFA AA, E2E 25 thAl F7b

IdM(Identity Management) ] H o] 4] o] & WAL 93] IdM S 2}o| A E FH| oA Seld B E A2
o A3l Al 71588 F713d o

I [root@server ~]# ipa service-add service_name/new-client-name

WA 57) 9 M Zehol A Fulo] SFA AFA 7 9 AH] 2o U@ ASHE

IdM 2] =+ A8

370



307%. IDMCLIIA 3 2E F4]

certmonger € 2] ] A}-&

IdM Zeto] A=) o] 5 WAL Sl [dM Zeho] A= Fulo) 4] o8 T2 T3] el
AEE B F7HH T

o] A Ao 4 = IdM(Identity Management)oll A] &2 E = 8] 3A] 313131 thA] A4 3151= W ol di &l
Arg o

30.11.1. 32 9| 3A 3}

IdMol A & 2E 55 n 2 ststEd g+ dxs S5y

l

o9l A2, BAE B AL AT B S2E A2 5 AgUTh §4 Bl o f2 B4
s2E2 ANF o ANk s el A & YFUch oS 50 g3 2EUTh o H @ Aol
N Z2EES AAGE AL TAE 42 0 A4H RE 34 drAo R AAGEE v A oA B
Utk ol 322 sl @ slets g4 A9 gy

2
o
=

E (

srEg uBgstety wuel ALE AL Eul el GTH O % AASA G AMET 5 &Y

host-disable = g3t S2EE H|EA 3t shd A A A4

715l ii%l‘/]ﬁ}- l% kil

$ kinit admin
$ ipa host-disable client.example.com

SrEg N BYsted RE M AR, S5 5 A 24 S2ES A 5 g Ut

S2E JES N sslE Al S 2EV A stE Buk ol g S AE G4
TAE 2 E AU A% v 84 35 .
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30.11.2. 3 2E A A3}

ol M)A v 2 5He IdM 52 E S thA) 2435

rr
o%
rE
2
=
_O_Ll,'
i
of
i)
L
fiu)

S2ES MBS 84 A1do] FEH] T4 FB2 AHEFA &3 IdM =W AN S2E T
AAALEU

A3
[ J
S 2EZ gA FA43}sl3d ipa-getkeytab B H & Al8-5l b2-& F71gU Y

o
7195 23 IdM A & A Q5= -s 34

o
FA o5& AR st=-p 34

o
keytab$ #1743 919 & A A 8= -k F4.

qE client.example.comoi] o3 server. example com A A $2E 7|81 Q@ A3}

/etc/krb5 keytab o 71 L A A A S-S 3.

$ ipa-getkeytab -s server.example.com -p host/client.example.com -k /etc/krb5.keytab -D
"cn=directory manager" -w password

Fx

A A A =9 LS AHL51e] -D
"uid=admin,cn=users,cn=accounts dc-example dc=com” & A AT = JFY}.
AR FHE I2EN HE 7R S TE F U= AHEAA d S5k Aol T

'Pa getkeytab = o] &4 IdM ZE}o|JE = AW oA A=A ALE-A A TGTE A3t &
2 7% LDAP A7 Z7(l: kinitadmin ) glo] A3 = JFU. v AslE S2EA A gYH S
A3t A IdM A B8] o] Q1% 3 LDAP 17 42 A Z3d ).
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317, IDM §] Ul A 5 2E = 327}

o] ol A+ IdM(Identity Management)2] S~ E 9} IdM ¢ Ulol] 32 E =29 F7135}
Iy

rr
2
o
o
B>
=

31.1.IDM9] s 2E

IdM(Identity Management)2 o] & s IDE 2] o.

°

AR
°

A 8] 2=
°

3IXE

FAEE X282 gepdyth IdM ID2 52 E 9 IdM LDAPS] &-=o] gl o, o] IdM A ¥ 2] t] &
2] AH ol 2~ 2 3899 Ut}

IdM LDAP<] host & 52 42 S 2E 9} =uQl Yo qulx 2k AA &
@ AAE = A e S2E] A% Fof gl Ao o] AP T2
FHANAN RE TXE S AT F AFYTH

Ashe o ALFUD ol g
E 715k o) 4] 2 ] o) (HBAC)

ldM =v191e 3% IDAu, 35 A8 2 34 Av 27 £88 A2 2 35S 4P =)
9 7)ol & A28l e muele] Fetol e Sam e, wul Qo)A AFeHs Aul2E A g o
IdM =5 912 A1 25 A g Al 74 712 A ] 28 A Z g h

.

[ ]
DNS
[ ]
Kerberos
[ ]
AZA A2
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Red Hat Enterprise Linux 8 IdM A} 8-} 1/ &
£ A9 FA Au g 9 adgynh

IdM2] &
[
Aqu 2 gme 529 AAE Y
[
S AEE 5 A E 9} A H| X Kerberos A& A S A s ).
312. 3 2E 55
ol HAME IdM Seto]AERZ TAE 52 8 52 F 9 52 Fo B Algl sl 2]
o} o] A A A& IdM s 2 1dM AHERH] 552 v th EE o] MM T2EA ALS
g A dA {39 A5l Al k] Agey
s2E 55 oz AP UL
[
IdM LDAP9| A &2 E 35 A A : IdM CLIo|A] ipa host-add & & & A}-&3} 7} o]l A3
3= IdM 1 Ul #¢] & A8 + IdFU o
[
I 2E A IdM A H] 2 1A (o] : SSSD(A] 2= B 2l A u] 2 g &), Kerberos, certmonger)
SZ2EE IdM =9l e 443
FAYSEHEZ £= 3 9 5+ dFY
Aoz FPHE A4 F /A FYS A2 08 $79 ABL A F AL8A ol s 5 U
Uth. o] 3 Wl Eoll 483k
A RS F AU AT FEo] ofF gl A5 HHE 2 IdM
A7t o] 33
288 5= JFUth 2 E 71 IdMol A
S 2Ed U3 DNS gls=x F7h o B %

HPe 7

ipa-client-install
2 AFg-5hd IdM = 2l Yo 32
.‘Jra] 3= DNS g 9 o] 4:31+= 7 ¢ ipa-client-install &
o F7k8A]

v ¢l

= xl-tg
LDAPo]] I2E JES WA S 2E9) 3 Kerberos @ SSSD A u| 25 & o}
EE7HA 9 22 IdM A B =

o ZejoldE oA Aalelof FiTh.


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#adding-host-entry-cmd_managing-hosts-cli
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#adding-host-entry-ui_managing-hosts-ui

31%. IDM g UI9|A] 3 AE FE 37

o= QFdlol Ut 2 a3 Ade 33 2L o8 229 o gy
ipa-client-install 237 =2 S 2E J2 3 MAF}= A-$

5ol OTP(Y 3] 945)E AHg5He 35
IdM LDAPSI 4 502 526 §52 445 i 983 AHe4 A%

ipa host-add CLI B2 === IdM ¢ UIE A}8-35}o] IdM LDAPo A S 2E g5 2 AAsI= d Qs
A AR TAE FARYUT S2E Fel G TR 482 5ol 92 5 AFUh

ZetolAEE IdM £ o) 7he} sk ALS AL A @

¢ 2~ E ¥ ipa-client-install 332 233}
s

£ 5¢HIdM Zold EZ A g Yt} ipa-client-install
FS A= oA AF AR FE2 TS

% 2lo] 22 Avbal o) me} gy

IdM LDAP2] 32 E g E-o] EA31A] dFUth o] Ay 29 A% AA #A2A A4 54
T = Host Administrators ¢ &o] & @ $h . A A A& A= admins 159 A LYYl
Host Administrators 932 3 2E S F713513 S2ES 523 4 JE AT AFFYUL o
Al Qo o g ZHA g ] 82 AH8RF AHE S S AFESte] S| E A XS FEEA Al Q.
52 AA.

IdM LDAP2] host g-5-o] A5 o] Aluz] 2.9] 7Z-$- ipa-client-install 2 23 sl=]H A
Ste AR A5 ARV D QT o] AL Add B A A= S2E 55 ALS A &5t
= Enroliment Administrator & & o] JJFUth AAI S W &2 AL8A A4 SH S ALE3te] &
Zho|AE A X]: di 52 AA.

IdM LDAP?] S 2 E gEo] EA| sl JAA = Agtd A A7 S2E9 digt OTP7L A4
HAHFU) o] Ay 294 = --password 342 A1-8-314] ipa-client-install & & 23] 5}
2112 OTPE Al ¥ 3t 35 1dM S2o|JEE 4t AL A2 AXE F dFHY. AA S U &
2 3] 8 ¢S E AHEEt] EEolJAE AXE FxY A L. g2 A A

5% FIdM32EE RE A AML AZ5t0] IdM 2 220) A 28 5 A= ik, IdM A1 7}
N 2w A5k A A2 A8 ZetoldE 2xEgololA IdM AL Fetalelw A 2H o
Fol WaFth Sl AEE AFF F IAM A vl 23 $HT 5 A&

31.4.IDM £ 2 E 2 A}-g7}2]

il

=
=

¥
o
ol

]

M) AHg Aot 32 E Alolol = Be fAME ol YU o] AMNME 55 SN AT 5 9


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-client-basic-scenario_installing-identity-management#proc_installing-a-client-by-using-user-credentials-interactive-installation_install-client-basic
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-client-basic-scenario_installing-identity-management#proc_installing-a-client-by-using-user-credentials-interactive-installation_install-client-basic
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-client-basic-scenario_installing-identity-management#proc_installing-a-client-by-using-a-one-time-password-interactive-installation_install-client-basic
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1]

S A A 2= A o] 13 A=
2 7HA fAHE 3 vl E GA A Q1Fo] #g D 7EA FAL ALl g A
°
SE GAREA H 2 2E F5):
o
A A=

AR EE B2E BFo tfal IdMe] AA 2 el 5] Aol AR R E 2
Eof o3 LDAP 322 448 5

A& ). stage AFE-#H2] 79 W& ipa stageuser-
add YUt 2E9 disl 932 ipa host-add ¥ }.

7] Hlo] & = 4F JEHE

9} §A18 03 712 keytabS ¥ ok HLL F2E)
A ipa-client-install 37 A3 Fo] AU, 218|d &
o 1 — [

=7} 1AM Qo] 23R o
B A0 % e ARS Saste u s A ake] IdM Qo] 719l sl ok gt

AH8- A} password= AHE-AHe] 7] Q15 g o] A vt keytabS 3 2E o] 7] Q15 WY
Ut 719 T2E9 Ao AZFUT
E 311484 2 3

=
1 S 12E S5

=z A=} WEE
A 5= $ ipa stageuser-add user_name [- $ ipa host-add host_name [--
-password] random]
A g st $ ipa stageuser-activate $ IPA-client install [--password]
user_name (Z2E A o A A& ok o)
°

Wl Z GA(AHE A 2 S AE AA Q1)

AHGAT A AR A ASE AR e

bS8t QS UT vRTHA =, &
o] AZA wnjt} I2AE & |G 719 UL E A Q55 ). SSSD(System Security
Services Daemon): o] ZZ A A E W 12 Q= oA B T ).

o
A5l Bsta AHSA e S 2E0A EZA(TGT)E F-of sh= Kerberos B2 & 714
U4
o
79 o3 TGTE AHg-3te] 54 Aul2e 54 g2 w5y
T 312484 U TAE AA o=



31%. IDM g UI9|A] 3 AE FE 37

A8k ZIXE

NEAST T 43 714

Ald A2 (L REARS $ kinit user_name [E2E2] A8

2H)

Aol 4 F3 A% 54 A 2o g AA =5 D= 54 A 2o g AA 5 D=
g AH8- 8 TGT o AH8-& TGT

TGT 2 7€} Kerberos E]Z1-2 x| u] o X A 2] gt Kerberos A H] 2= 9@ F A o] YRz AAH}.
Kerberos E]#1 & x| & ¥.of 3}, Kerberos A4 $w L 7) 21310, Kerberos A A 24| = IdM 4] 8] 2=
o3 Ao = A g

IdM s 2 E°] g 215 34

keytab 9] ol %= IdM2 F 7} 9 2] A|&H 1S5S A 4dU .

SSH 7]. 3 2E°] SSH 27 717} A4 Ho] £2E &= ==t} of 7|04 SSSD(A]
2¥ Bt AH| A g 2)E= [dMS ID =2 8ol t] 2 AL231H OpenSSH 2 7]} 1] 29} &7 =
Aato] ldMol 9 24 718 228 & Axy.

N 2] Q1ZA]. o] 79 A 2R IdM A1 8] AF 7] Fo] 4] W@ SSL AFA S AHe S o
2 ldMe] e e Aol A4tk aH 9 Aol AF T o] AFA 7 EAFES Al 20
= AFRUT 2ok Aol A 1% = certmonger 2H= 48] 2o 4] 2Hel g,

31.5.IDM LDAP?] 3 2 E JE

o] A A d|A &= IdM(Identity Management)¢] $ 2 E 23} ojW £4 8 33 5 JEA ) g3 A
B

LDAP 3 2E Ed & [dM W o] ZefoldEo] gat wE #d FR7t TdE o Y&Uoh

h i

[ J

FrEe BAE U2 FE
[ J

S2E 9 A H| 2 F3)
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

o4 2= A o] 775

=83 A 2 &G AAN} 2 A2 AR

Za

IdM 1 UIID - 32E Ho]|= IdM LDAP] A|FH EA S 2EJ OISt REARII X
NHEA U

9%, MAC 54, 7] 2 A5 A 9} o] Al 28] T4 9)%e] Qi T2Eo] vl 3

FE2EFESANG Y AR T F s BEe T2ET =
host FEo F7tE = sy

°>4 l‘-|~
mlru l‘

vEE A

ESh] --desc=description S2Eo gist Ay dyth

2o --locality=/ocality S 2AE AFYH YX.

A --location=/ocation F22E9] AA 9 (: vlolE Al
B ).

ZYPE --platform=string S X2E st=9lo] B ob7| Hl A

2 AA --0S=string S2AEY &9 AA L WA

MAC F4 --macaddress=address T2ES MAC F42UYth ol A&
o5 @ S YUY MAC 4=
NIS Z& 2o A T 2~E o gt
NIS ethers ¥} & wt=+= o A&
Yt

SSH &7 7 --sshpubkey=string S 2AE9 e AA SSH 27 7)
oA tF # EA I BE oY 7]
EART FAFUH
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31%. IDM g UI9|A] 3 AE FE 37

ugde vEE A Aavd
FA ol (VR F ’l) --principalname-=principal 5 A E 9] Kerberos 34| o] 9]
o The FATpel BA A 0w
HA A G @ Fo|AE AR
Fo] 528 o] go] 7| B3I
ol AHEe WY E ETE AL 5t
WA 5 QAT U E WY
T sy
d3d de 2 --password-=string o] &ML PR 520 AbE
Ut e FEE APFIT
- --random o] FAL e T5l AHE T 99
e AATIG
- --certificate=string S AE g 21=4] Blob
- --updatedns olgA A IP T4Vt &
~E7}DNS 32 & 510
JET F YA RS MY
.
31.6. g UldlA S 2E &5 F7}
1.
Identity(ID ) &1 2 951 Hosts(S2E) 319 & Aagt).
2.
hosts 2= At 9= Add(Z7} )= 293t
a3 31.1. 3 2E & F7}
Hosts
Q — Refresh | T Delete | 4 Add || Actions ~
[  Host name Description Enrolled
[ | server.example.com True
Showing 1 to 1 of 1 entries.
3.
A2 ol B YA EFTHE BSolA THE JololA =L A FLEo
oju] A IP F471 @3H 735 DNS 5] 43| A YHES host FH o2 3T F48 ¥
S
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Class 2=+ dA 53 &7 1y
a9 31.2. 2E vy A} 7}
Add Host o
Host Name * DNS Zone ™
server zone.example.com. b
Class
IP Address 192.0.2.1
Force [
* Required field
Add || Add and Add Another | | Add and Edit | | Cancel

S%Q%MM%H%@ﬂ*Aﬁqﬂ M A 4] 7} DNS A1) & #2544 ehom Qv o

2E Beg} ol Wit JYol $EOE 4L JFT 5 Y&Uh
=31
DNSE 53l 52ES 8 5 YA o5 AuiH 2 W Force (24) 3
Age Mgt

Add and Edit(5=7 2 A3 ) s EL F85lo] &3 H 5011 Jq]o];qg u}g o]Eo]-‘l _:F &
A ARE AU E2E s=o] R 224 9
%uth.
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29 31.3. 3= Ho]x] FF

HOSL sewer.zone.example.com

Description

Class

Locality

server.zone.examp... is a member of: sef
Settings Host Groups Metgroups Roles HBAC Rules Sudo Rules
— Refresh || D Revert | | X Save | | Actions ~
Host Settings
Host name server.zone.example.com
Principal name host/server.zone.example.com@EXAMPLE.COM
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327, ANSIBLE Z g o] 22 Al 835l 2 E #3)

Ansiblee A 2®1-& FA351aL, AT EY oS W £33, £ QU EE S5t Hl AHSHE AF38
=79 dd. AnS|bIe°l] = IdM(Identity Management) <] 9l o] £ 3= o] ¢l 2™ Ansible 2 2 A8 3}¢]
IXE e & AF3E 7 sy

o] oMt Ansible S| H2 ALgSle] TAE U FAE RS AP W Y E G AGA 2
92 Ak

FQDNo A gt F 2ol € IdM &2 E §&=-0] 94| 32l

dolo] 452 ALgte] o2 IdM 2= F=o] QA

oz IPF471 Q& IdM T2 E 3Eo] 9E=XA g9l

IdM 52~ E g2o] g 39l

32.1. ANSIBLE PLAYBOOKS- A}-8-3lo] FQDN3} 37 IDM 32 E 3HE.0] Q=4 <1

o] Al F A& Ansible =) o] 2& A& 31 IdM(Identity Management)d]] 2 E 3&o] 9 E=X] 9
& A89dUh. 2E FE2 FADN(R 3t & 2w 2l o] F )e =7 Ao dy ).

ofy
i
e
L
v

o210 F

hi7l 2 g5E 39 5259 FADN ol 5 A9 shs Amoz

ol

IdM A 8] = DNSE #3832 A 5ol AA FHFU T

Z2E0 23 IP F27t Y 32E7E #48 A= IP F48 & 5 fls54t. FQDN
MR H o TAES FThsH 7124 0 & IdM DNS Au] 2o 2] A A 5o A9y
e E 5o AE2 IdM Sl AER APd 7439 5 JAT 74 Al IP F2+= §l5Uth DNS
AU 2o A HRESE FHOE YHESA T2E] AA IP F471 @X 3L 33 DNS ) =2
=7 gl =gyt
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]
3

Ansibleo] ¢l © ™ ipa host-add % 3 & A}-&35le] &2 E = o] IdMo] A H ).
IdMol] & 2E & 713 A 3= IdMell = £ 2E 9] 8 Ut Ansibled g5 o=
st 2 AnsibleS A}8-3to] IdMdl] & ~EE F71sl2]d & 2E JH £ present: state:
present & A o] 3l= Z g o] HS AA ) oF gt}

A 27 A

Ansible A E & 9 ansible-freeipa 3] 7] X & A x| 5}

Azt

olvl 2] 5} (d: inventory.file )2 A Al 3132 o] 7] 9] ipaserver = A o] g t}.

[ipaserver]
server.idm.example.com

glol gt |[dM] = & 2~E 2] FQDN 2 2 Ansible Zd| o] & a2 AT} o] GAES 7H
43}317] 913l /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 31 o] A o] A &
Babsta £ F A5 h

- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Host host01.idm.example.com present

ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
state: present
force: yes

Sl 5S4t

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

3

o] A x}o A= IdM LDAP A 8]o)] 2 E 32 o] AA X vt $2EZ |dM Kerberos
Qo 5=5A FEUth ety T2ES IdM S0 A EE v E | of gt AA|E
U &2 Ansible Z o] 22 212 3}<] Identity Management Z¢}o] A E A X & Fx3}14)
AlQ.

o
ol\
L
X

IdM A 8] o]] admine. g2 = 12135}

$ ssh admin@server.idm.example.com
Password:

ot

HatL T2E o5 AP

ol

ipa host-show ¥ & & ¢}

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

%22 host01.idm.example.com ©] IdM9]] A=A 22§},

32.2. ANSIBLE PLAYBOOKS- A3l DNS AR 7} X34 IDM 52 E g&o] Q=4 21

o] A A& Ansible =) o] 33 A}-&3}o] IdM(Identity Management)o] 32 E 32 o] 9JE=X] 9
&) A¥9dUth S2E 352 FQDN(R s @ = o] 5 ) L Sl F IP F42 o g

3

Ansibleo] gl ipa host-add & & & Al 835lo] T2 E g=o] IdMol] A A gt}
IdMol] & 2E & F713 A3+ IdMo)] 9= T 2E 9] AH ¢y} Ansibled 259 o=

32 2 AnsibleS A1-&31o] IdMo)] S 2E S F71312H S 2E A S present: state:
present & A o] 3l= Z g o] HS AA ) oF gt}

A 27 A
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

<l 2] 9} (o) : inventory.file )& A A3}l 31 of 7] o] ipaserver = A ¢ gt}

[ipaserver]
server.idm.example.com

15527} st IdMel 1= S 2E 9] F4tstd =2l o] & (FQDN)S A1-8-31o] Ansible =
dol % e A FUTH T3 IdM A ¥ 7 DNSE @alslz 5229 IP 725 92 I 45
ip_address 7/ W=2] 7+S A FUth. T2EJFDNS gl g2 =0 godd IP F47}
= 9 3. o] @A E 7H4A3}35)7] 9]3l /ust/share/doc/ansible-freeipa/playbooks/host/host-
presentyml st ol A oA S A A 5 YFUTh oheH 2L /8 FH RS XY
g = AFYT

- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Ensure host01.idm.example.com is present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
description: Example host
ip_address: 192.168.0.123
locality: Lab
ns_host_location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:
-"08:00:27:E3:B1:2D"
- "52:54:00:BD:97:1E"
state: present

i

ol S A3 g

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

a1

o] Ax}ol A4 = IdM LDAP 4| # o] i/“E o] A HX 9 2~ E IdM Kerberos
P o] 52314 L&FULh s S2EE IdM S ao| A E & b Z 3] of F ). ZA S
] &2 Ansible S o] 228 A}8-3}14] Identlty Management Z2}o|JE A X & Fx314]
AlQ.

o
ol\
L
)

IdM 2 ¥ o] admine. 2 21213t}

$ ssh admin@server.idm.example.com
Password:

ot

HatL T2E o5 AP

ol

ipa host-show ¥ & & ¢}

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
Operating system: CentOS 7
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMol| host01.idm.example.com o] J=4] &1}

32.3. ANSIBLE PLAYBOOK S A1-8-3l] 12 9] ¢t5 9} 37 o] IDM &2 E §-E-0] 9l =4 <l

ipahost 252 A}8-51H A| 2" A 27} 51}2] Ansible 2 vF AF2-51o] IdMo)]| A& § 2 E o]
JdE=A ﬁ?lf“ T dHFUT o] A A= FODN(A 73 & TuQ o] F )e =7t AJojdH o] SAE 3§
ol Je=A Felst= ol sl A8 gt Ansible Zd o] 5& 23 stH S2E i3 9] ¢s 7t
A4,
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]

a1

A 27 A

[
IdM #2|#} ¢ & 43 dFU T

[
Ansible A E & 9 ansible-freeipa 3] 7] X & A x| 5}

Az

1.
olvl 2] 5} (d: inventory.file )2 A Al 3132 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com

2.

8 a8 AAFYUL. S 2EV] o] IdMe] 2132 update_password”} on_ create & | s+€ 7
2ol % Ansible Z g o] & z} $2EQ] ¢ o] 4T E WA E= 5] random: yes L
force: yes 34 F71U ). o] @A & 7+43)517] 913l /usr/share/doc/ansible-

freeipa/README-host.md Markdown 3} ol 4] o Al & BAlstal 4 S = dFU T

gelsle] & IdMo] J= S2E 9 AF3td £1¢l o] & (FQDN)E A}-£2-35lo] Ansible =] o]
1

- name: Ensure hosts with random password
hosts: ipaserver
become: true

tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords
ipahost:
ipaadmin_password: MySecret123
hosts:
- name: host01.idm.example.com
random: yes
force: yes
- name: host02.idm.example.com
random: yes
force: yes
register: ipahost
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

Edol%e A gyt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-are-present.yml

[...]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":
{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbf6uYdWTxH"},
"host02.idm.example.com": {"randompassword™: "5VdLgrf3wvojmACdHC3uA3s"}}}

Fx

¢l o] o] A 3] A ¢S (one-time passwords)E Alg-3le] T 2AEE |AM S0 A E = Hl
¥ 352 Ansible Z9 0] 5 = 318 S| EE 3 ¥ ALE-51o] IdM 20| E 5
of g Ag Ko FHL FxHA L. U5 A XA.

)
ol\
L
=

IdM A ¥ o] admine. 2 21213t}

$ ssh admin@server.idm.example.com
Password:

ipa host-show W& & Q& sl T 2E F 31} o] o] 52 AA Y.

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Password: True
Keytab: False
Managed by: host01.idm.example.com

292 999 ¢35 71 Y= IdM)] host01.idm.example.com o] ¢1=3] <1t}

32.4. ANSIBLE PLAYBOOKZ A1-&-51o] o8] IP 471 9= IDM S 2 E §Eo] gJ=A] 89l

o] A A& Ansible =g o] &3S A}ﬂé‘}m] IdM(Identity Management)ol] &~ E g&o] Q1E=x%] 3
Aot WS ABIUY S 2E 52 FADN(B 3L € =H¢d o] 5 ) R o2 IPF4=E Ao

388


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-client-using-an-ansible-playbook_installing-identity-management#authorization-options-for-idm-client-enrollment-using-an-ansible-playbook_client-ansible

327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]
Fx

ipa £ 2E {92 € ¢ 22 Ansible ipahost 2 52 S 2 E0] tj3]] o g 7] 2] IPv4 2
IPv6 3471 YEA &1 4 A&t} ipa host-mod 35 & IP 3

U,

A 27 A

[ ]
IdM #2123 432 <43 sU

Ansible A E =& 9] ansible-freeipa 3] 7] X & A x| 5o}

elwl Eg] 5t (4: inventory.file )& A A 3131 o] 7] 9| ipaserver & & o] ]},

[ipaserver]
server.idm.example.com

Ansible Z# 0% 5912 44T}, ke = IdM o = s2E2] FF3tE =2l o]
£ (FQDN)<S ipahost Hi4=2] o] 22 2 XAt} ip_address 52 Al-&3lo] W 2] 3o o
2 IPv4 2 IPv6 ip_address 3r& A A JUtt. o] BA S 74 31817] S50
/usr/share/doc/ansible-freeipa/playbooks/host/host-member-ipaddresses-present.yml 3}
AollA] A E BAS L A F AFUT O 2L Frh PR e TS S YU

- name: Host member IP addresses present
hosts: ipaserver
become: true

tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20c:29ff:fe02:a1b4
force: yes

g

Ut

il

ERERER
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—_— X

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-with-multiple-IP-addreses-is-present.yml

3

o] Ax}o A= IdM LDAP A Hjo] $AE =S AMA5 A v 5 ~EE |dM Kerberos
Jddo 5=31A EFUth et T2EES IdM Sgo| A E R u) £ of FU o). AA T

U] &2 Ansible =3 o] 52 A}8-3} Identity Management Z&}o]A E H 32 I %34
Al Q.

)
ol\
L
=

IdM 2 ¥ o]] admine. 2 21213t}

I $ ssh admin@server.idm.example.com

Password:
2.
ipa host-show W3 & sl S2E o] & AA P
$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com
=322 host01.idm.example.com ©] IdMo]] 91 =4] &1},
3.

IdM =1 Q1 9] o] &

$ ipa dnsrecord-show idm.example.com host01
[...]
Record name: host01
A record: 192.168.0.123, 192.168.0.124
AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4
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327 ANSIBLE Zd| o] 52 Al&-35lo 32 E 3]

82 Zgol&d XAHE 2 E IPv4 2 IPv6 47} host 01.idm.example.com & E 3=
7 EulE2A dA4Ho A=A AP Y.

32.5. ANSIBLE Z o] 22 ALg351e] IDM 32 E 820 Qli=x] 39l

o] A1 = Ansible =) o] 22 A}-£31<] IdM(Identity Management)ol] 32 E 312 o] Q=% &
WS AE 3.

Al
=5
—
T

ok I‘.E

oo

A 27 A

[ ]
IdM #2] =} Q15 AW

Az}
1.
olvl & 2] 9} (o : inventory.file )2 A A 3131 o] 7] 9] ipaserver = A o] g}
[ipaserver]
server.idm.example.com
2.
gelatEE IdMol) gl 5259 47358 £l o] 2 (FADN)L A1-8-3l% Ansible =]
B gt e AAAF T IdM =1 Qo] 53¥ DNS7H 9l+= 79 updatedns: yes -34S A1-8-3}9]
DNSoX s 2E9 A4 ¥ HIZ=E A AJd
o] TAZ 7H43}517] 913l /usr/share/doc/ansible-freeipa/playbooks/host/delete-
hostyml st o) A oAl & BALat 4T 5 AFth
- name: Host absent
hosts: ipaserver
become: true
tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
updatedns: yes
state: absent
3.

Edlol 2 AWk
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-absent.yml|

3

Az A= 053 2y
IdM Kerberos & 9 o] EA)5}A = T AE,
S 2E g&o] [dM LDAP A ujo] EA|31A] 25Ut

FZo]AdE 2 E A A oA SSSD(System Security Services Daemon)9} 7+-2- A] &
g My 2o E4 IdM 1A & A 7 slelH Za}o] 2 E ol A ipa-client-install --uninstall &
HE Ao I ZAA T L2 IdM o] A E AR A7 S F2IFHA L.

As @A

1.
admino = ipaserver o] 21213},
$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
host01.idm.example.com o] 3t A K E L A| :

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

zg e s2E7} ldMY] glEA] el

32.6. F71 &2

[
/usr/share/doc/ansible-freeipa/README-host.md Markdown =}

tllo

CECRRES

/usr/share/doc/ansible-freeipa/playbooks/host t] &l g 2] 9| A 37} S o] &2 FZF3I4 A
o -
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33%. IDM CLIZ A}8-3lo] S2E 15 33

33%. IDM CLIE AI83l S 2E 17 3+

o] Zd] A= IdM(Identity Management)2] 3 ~E 182 4/t CLI(E H = Qg H o] )4 T2
E a5 9 E #e] 9% b3 A S AP

[ ]
FEEOF R AT TEE 1Y)
[ ]
S2E 75 AA
[ ]
I2E 5 A
[ ]
3SXE OF 789 57t
[ ]
S2E aF 74 AA
[ ]
S2E aF 9H A3 57t
[ ]

33.1.IDM¢] s 2E a7

IdM s 2E 2752 593

AUt

2] 2, 53] AA = Aol A A& T4 FHFstst= ol AHEE

rd

I2E 59 39

IdMe] 3 2E aFd <= g3°] £382 = 54U
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Red Hat Enterprise Linux 8 IdM A1 8-} 1F 2 E 9 A A A A o] 137 F7)

) IdM X 2 Sefo]dE
[ ]
7€} IdM & 2E 5
7202 ANA S2E IF
7Z12A o 2 |[dM A v+ ZE IdM A8 S 2E9) gjst 32 E 1§ ipaservers 5 A A U}

M4 9 g 2% 7Y

dMe] 25 S4e A5 2 07 749 250l 48 9Uth 525 0§ B/l $2E 25 A°] 749

33.2. CLIZ AHg-319] IDM 5 2E 17 ®7]|

o] MMM = CL(HEHZ Qg H 0] 2)E A3l IdM T 2E 2828 B W d uis] 93U,

A 27 A

[ ]
IdM == AH8-2F #E) A o &S #AE]617] 99 #2 A dgh
[ ]
34 Kerberos E]#. AA 3 U] &L kinitE AF8351o] IdMo)] =502 = a9lst= S =
ZSH Al L.
A=k

ipa hostgroup-find 38 & A} &3l R E S2E 5L FHUT

$ ipa hostgroup-find

Host-group: ipaservers
Description: IPA server hosts

Number of entries returned 1
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dn: cn=ipaservers,ch=hostgroups,cn=accounts,dc=idm,dc=local
Host-group: ipaservers

Description: IPA server hosts

Member hosts: XXX.XXX.XXX.XXX

ipauniqueid: XXXXXXXX=XXXX=XXXX=XXXX-XXXXXXXXXXXX

objectclass: top, groupOfNames, nestedGroup, ipaobject, ipahostgroup

Number of entries returned 1
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$ ipa hostgroup-add --desc 'My new host group' group_name

Added hostgroup "group_name"

Host-group: group_name
Description: My new host group
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Deleted hostgroup "group_name"
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$ ipa hostgroup-add-member group_name --hosts example_member
Host-group: group_name

Description: My host group

Member hosts: example_member

Number of members added 1
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$ ipa hostgroup-add-member group_name --hostgroups nested_group
Host-group: group_name

Description: My host group

Member host-groups: nested_group

Number of members added 1
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$ ipa hostgroup-add-member group_name --hosts={host1,host2} --hostgroups=
{group1,group2}
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$ ipa hostgroup-remove-member group_name --hosts example_member
Host-group: group_name

Description: My host group

Number of members removed 1
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$ ipa hostgroup-remove-member group_name --hostgroups example_member
Host-group: group_name

Description: My host group

Number of members removed 1
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$ ipa hostgroup-add-member-manager group_name --user example_member
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by users: example_member

Number of members added 1
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d| 2 So] admin_groupo]zlE= 2 E 252 Wl A2/ 2= group_ nameojZl= 279
o= Ty

$ ipa hostgroup-add-member-manager group_name --groups admin_group
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by groups: admin_group

Membership managed by users: example_member

Number of members added 1
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ipa group-show " 8 & AF&-3t] & 2E ALGA 9 S 2E TF0] @y Az F7HE

= g

$ ipa hostgroup-show group _name

Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins
Membership managed by groups: admin_group
Membership managed by users: example_member
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Z}A] & )82 ipa hostgroup-add-member-manager --help & %34 A £.

Z}A) g U] 82 ipa hostgroup-show --help & F =314 A <.
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$ ipa hostgroup-remove-member-manager group_name --user example_member
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by groups: nested_group
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Number of members removed 1
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$ ipa hostgroup-remove-member-manager group_name --groups nested_group
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Number of members removed 1
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ipa group-show % & A}-8-31a] 3AE ALgA 9 $2E 250 W] AARAZ AARA
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$ ipa hostgroup-show group _name
Host-group: group_name

Member hosts: server.idm.example.com
Member host-groups: project_admins

ALA| 3 U] 82 ipa hostgroup-remove-member-manager --help & F=314 A 2.

ZHA| 3 ] 8- ipa hostgroup-show --help & %314 A1 2.
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Host Group: ipaservers
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A4 2.
[ ]
AA FA /1% A Bl T2E a5 o]t Bel A T2E 2§ o|Fo| dojof T
Ut
Az
1.
RED HAT IDENTITY MANAGEMENT & Administrator ~
Identity Policy Authentication
Users Hosts Services Groups ID Views
_ Network Services
- Host Groups
User Groups
Host Groups > |L Q | Z Refresh | | @ Delete || + Add
Netgroups [ Host-group Description
O | ipaservers IPA server hosts
O | test hostgroup
Showing 1 to 2 of 2 entries.
2.
Wy Bl AAS 259 ol §2 FYFULh
3.
AAE A A2zl fF ol w2 6 managerss( AHS-AF 15 ) == Users (A3 §
< 3. 8g s A7t derdy .
4.

AAY AHSA B AHgAL 7152 A el s Delete(AH] )& 2 uth
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o

ol

L

34%. IDM g UIZ Al &5le] S2E

il
M
AL}

Delete(2}Al) & 2 st &gt
Remove groups from member managers for host group 'test_hostgroup’ 4
Are you sure you want to delete selected entries?
* testgroup
Cancel
2
F2E aF A W #2342 A7 S F ¢ule]=ol Identity Management
| 87 BE Zelo|d s Bujshe o tha Algke] 29 5 YFU
A

Host Group(E2E 1) A3} AALol A AFg-A 1§ == AFEAZE 18 == AHSAe] 9
B A2} EZ oA AAHJE=A AP

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentic

Users Hosts Services Groups 1D Views Automember

Host Groups » test_hostgroup

Host Group: test_hostgroup

test_hostgroup members: test_hostgroup is a member of:

test_hostgroup member managers:

Hosts Host Groups Settings Host Groups Netgroups HBAC Rules Sudo Rules User Groups Users (1)
2 Refresh | | @ Delete | | + Add

O  Group name

No entries.
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357%. ANSIBLE =30 5-& A8l S 2E OF e

o] el A= IdM( Identity Management)©] & ~E 158 471313 IdM(Identity Management)©] 5
2E 2§ 389 02 249S 53957 918 Ansible2 AHg- g o

[
IdMe] 3 2~E o5
[
IdM 3 2~E 15 09] QA=A <1
[
IdM 32 E 180 32E7 =X 3l
[
IdM 3 2~E 28 =3
[
IdM 5~ 2] @] #el A7t YA Sl
[
IdM 32 E a8dX £2E7} 9EA &9
[
IdM 3 2E 280X 23 H $2E 180] g4 A3
[

M & 25 254 BH Bl QEA S

35.1.IDM9] $~E a8

IdM 325 252 a8 a2 24, 53] AA = Aol e Ao £F FFsate vl A8 5
AU

FrE 5 R
[
AE Sol AL HA, B

U,
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357%. ANSIBLE Z#°] 55 A18-5l9q S 2E IF e

IdMe] & 2E JFd = gaol £3¢E F Jdsuth

IdM A 8] 51 Sefo]dE

Z1eb ldM 3 2E 1F

Z12Hoe APE IX2E OF

Z|2Ho 2 |dM A= 2E IdM A8 3 2E0 U3 32 E 15 ipaservers & AA U

i~

47 2 g 2% 749

IdMe] 25 A2 A8 9 7t 7489 259 A 89Ut 32E 15 B7 32E 1§/ A9l 744
ojd $2E 11F Be R E Ao 32E OF A9 7 Ao HEE Y.

35.2. ANSIBLE PLAYBOOK=2 A}-8-5}9] IDM 32 E 1F9] =4 892l

nsible =) o] 22 A}2-35}o] IdM(Identity Management)o] 3~ E 1g0] =X &
3.

r®
filo
i 1
ol >

a1

Ansibleo] gl 29 ipa hostgroup-add 8 & Al-8-3l] S2E 1 F 50| IdMo)] A
AUt ldMe 2 358 F71s 43 += ldM)| e S2E 259 Je gyt
Ansible2 9 5o o9]&& 2= Ansibleg A1 g3lo] S2AE 2EL IdMo)| F718t8A 2
E aF 9] A = present: state: present £ 3 2] 5= Zd o] H-& Ao gyt

A 27 A

[
IdM #2|# ¢ & 43 dFU T

[
Ansible A E Z & 9 ansible-freeipa 3] 7] X & A x| 5 o}

Azt
1.
inventory .filez} 22 Wl E2] 9t & A A 3a g2 IdM A ¥ 5.5 0 = ipaserver & 3 9]
iani=
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1

[ipaserver]
server.idm.example.com

Q3 SAE IF AR E A3l Ansible S o] & 91U S AAF UL = &
databasez}= 32 E 1F°] J=A <1324 -ipahostgroup Z¢ ol name: database& #]
AUt} o] @A = 743181 7] 93] /usr/share/doc/ansible-freeipa/playbooks/user/ensure-
hostgroup-is-present.yml 3} o] A oA & B-A}sla =4S 5= dHFU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: present

Z g o] B-o] A state: present = o|1] EA|51A] = dHIdMo] S2E a5 L FrlsiatE &

S ey

e

Aol %e Aa gt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-present.yml

o
ol\
rf
-

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

# ) AL Kerberos |l A S @ H 3t}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:
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357%. ANSIBLE Z 8| o] B2 ALg5le] E2E OF 3
52 A 3 IdMo)) = E2E a5 U3 AR S TAFY L

$ ipa hostgroup-show databases
Host-group: databases

glolEuo] 2 EAE 152 IdMo] 11tk

35.3. ANSIBLE PLAYBOOKZ A}-2-31 IDM 52 E 1579 3 2E7 A=A 39l

o] Al A X+ Ansible =g o] &2 A}-8-3lo] IdM(Identity Management)¢] & 2E I Fd] $2E7}
A=A Ast= S A¥ U

A 27 A

[
IdM #H2] 2} 5 & 2 Sl th

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1x] & A X &1}

Ansible Zg| o] B4 Fx
ALE-5 1AM £ 2~ E §HEo] A;

~EE [dMo] gy A @ Ul 82 Ansible 2] o] 52

r ru°1'
_. }Ol'

Ansible Z g o] & FAdo| A x5 SAE 180 IdM] F71E 9 E5U . AA S &2
Ansible Zd| o] 22 A1 45l IdM 2 E 189] Q=X A3t}

inventory flle-"]’ Z:}——-S_ 01] H,"EE] J—]—‘ OE]——% /‘J} 6] 5]‘ 1 E}'a\ IdM A‘] H’] = i—-, o= ipaserver = @9]
6]—],] ]';]__
H

[ipaserver]
server.idm.example.com

Q3 FTAE JRE ALL31o] Ansible =7 °l—-‘f‘r S A A g o} ipahostgroup W 4=o
name "7} H4ZS AL} E/\ E 179 o]5& XA Y. ipahostgroup M 4=2] host v 7]
WHEE AL 3] T 2E o] ZL8 XAt o] 1;17&]]% 7+43} 61 7] 938l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-present-in-hostgroup.ymi
oA AAE HAst L 4T & dFU

=
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- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member

o] =g o]& 2 db.idm.example.com & *E £ databases 32 E 1§ F71gth.
action: member 32 Z ol 5o AP E w slojHu o] X 27 AA S F7lsH7] A% A =Tt 5
P A %3S e Yt g4l db.idm.example.com & ©l o] gl ] o] 20 F715}e] = Al =T

&g
3.
Fdol8g AP,
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml
A5 G
1.
admino = ipaserver o] 21213},
$ ssh admin@server.idm.example.com
Password:
[admin@server /1$
2.
#] A& Kerberos E]71S 9 F o).
$ kinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

Z2E JF i ARE BA S| ojd I2ETL A=A AP UG

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
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il

35%. ANSIBLE Zd#| o] 5-& AH8-5t] E2E a5 2
db.idm.example.com 3~ E &= dlo|HH|o] A T2 E 2§ W2 Y&t}

35.4. ANSIBLE ¥ o] 5-& AI83l IDMS2E 1F 3%

o] A A A= Ansible =#) o] 22 A& 5lo] IdM(Identity Management) S ~E 159 FHH 32
E 250 A=A &) AE .

A 27 A

[
IdM 2] 7} 5.2 93 AU,

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| & }.

Ansible Z o] & Ao Fxde= T2E 2F2 IdM] AUt A 3 U188 Ansible
S0l 5S AFE 5] IdM 32 E T50] =4 Sy,

inventory .filez} 722 QW E32] 51A S AA3AL A IdM A 8] 550 = ipaserver & 3 9]
. _
H I EI

[ipaserver]
server.idm.example.com

Q3 T2E IF AW E A1L351o] Ansible Zg o] & U S AAFULL FHH ITX2E 1
§ A7l Ansible 230l 52 $2E 1F Bl J=A #<l3le4 - ipahostgroup ¥ <= 5 name
152 ALgSte] $2E I8 B9 o] 24 N AUt host group W5 414510 FH S2E
IE9] o] AP o] GAE 744 3}817] 9130 /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-present-in-hostgroup.ymi
sHelo A oA E BAle T £4E 5 AFUh

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases
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hostgroup:

- mysql-server
- oracle-server
action: member

o] Ansible =gl o] &2 databases 2 E 15 9] mygsl-server 2 oracle-server 3 E 1
£o] YEA A} . action: member 32 Zg o] Ho] A= w o]l o] 2 1F AA|
£ ldMol| F71317] 918 A =7 A = A &3S HYeErd Y

Aol %2 gk

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

)
ol\
(L
)

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

#3228 Kerberos E]|AS 8 A3t}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

TH S2E OF° Y= 3 2E aFd g AR E ZA P

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server @ oracle-server 32 E 152 databases S 2E 159 A&5Uth

35.5. ANSIBLE Z g o] 52 A831 IDM 52 E 157 W8 #2271 d=A 89l

o Aol A Ansible a0l 22 AHg sto] IdM 52E @ 526 25 749 B A7 9EA
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35%. ANSIBLE Zg o] 2 & A1835l $2E 18 #d

_I (0
rO
SL
rr
oZ
rE
filo
(o
ol
i)
L
fu)

A 27 A

[
IdM 2] 7} 5.8 %3 AU

Ansible A E Z & o) ansible-freeipa 3] 7] X & A x| 5o}

Aw AR FrtslE e S2E BE $2E 59 o534 AT T2E aF 9 0|59

glojof i,

elwl Eg] 5t (4: inventory.file )& A A 3131 o] 7] 9| ipaserver & & o] ]},

[ipaserver]
server.idm.example.com

Yo @ TAE P S2E IF Av #e) FRE ALgste] Ansible Zalo] % skl e 44 FHY]

.

- name: Playbook to handle host group membership management
hosts: ipaserver
become: true

tasks:
- name: Ensure member manager user example_member is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_name
membermanager_user: example_member

- name: Ensure member manager group project_admins is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_name
membermanager_group: project_admins

il

Aol Ay

g

Ut
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-member-managers-host-groups.yml

olN

A

ipa group-show ™ & & A}-8&-3} group_name —25 9] example_member 2 project_admins 7} &

W A ToE0] QA AN 5 Y&

A2 A= ipaserver o] & 1213}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup °l tj g F W X A] :

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2
Membership managed by groups: project_admins
Membership managed by users: example_member

ipa hostgroup-add-member-manager --helpE Zx 34 A 2.

ipa =% Ho|X & FXFA4A L.

35.6. ANSIBLE = o] &2 A& 3}o] IDM £ 2E 804 S2E7 gEA gl

o] A A A= Ansible =) o] 22 A}-&5lo] IdM(Identity Management)o] 32 E aFdA S2E7}
Ex] 3ol W o o] A9 ).

A 27 A

[
IdM 227 52 23 A&
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354, ANSIBLE Z o] 2 & A} &35lo] 52E 18 3

Ansible 7 E £ 2] 9] ansible-freeipa 3 7]1x] & A X &1}

Ansible Z g o] &H A F

= IdMol] 91U o) AHA 8 U828 Ansible Z o] 22
AHg-3te] IdM 52 E 20| 9]

HAL.

1 g
=A S

ro 1rr1

% rlr

ES
3o

Ansible Z3 0|5 sdo A F=xd= T2E aFL|

dMel| 1%yt ZA ¢ Ul-§-2 Ansible
Z g o] B2 AHE 3l IdM S 2E a5 o] YEA FAg).

inventory flle-"]’ Z:}——-S_ 01] H,"EE] J—]—‘ OE]——% /‘J} E_,] 5]‘ 1 E}'a IdM 1\‘] H’] E=Eo0F ipaserver = @-9]
8]—],] ]:],_
H

[ipaserver]
server.idm.example.com

HQI} FTAE D FTAE IF @EE 21431 Ansible =g o] & -4 1S A8 dd.
ipahostgroup ¥ 4=2] name 7] 4GS Al R3] $2E 2§92 0|22 A AT
ipahostgroup ¥ 4=2] host vj 7] H4= A}L-5le] ST T2E :L—-—Ol] Re=ST2E O|FL A
A3t} o] FA S 7+4313817] 93] /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-absent-in-hostgroup.ymi
oA AAE HAlstaL A4S & dFU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member
state: absent

o] Z g o]X2 databases 2 E 1& 9|4 db.idm.example.com $ 2 E 7} Q1= A3
t}. action: member 3 & ¥ o] Ho] A€ w do|gulo] 2 1F AAE A A AT A=
7t FAHA FdaS vYeEpd
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Edol S A3dd.

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

)
ol\
L
)

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

2] 2§ Kerberos ]2l & @ F ¥t}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

$ ipa hostgroup-show databases
Host-group: databases

Member host-groups: mysql-server, oracle-server

db.idm.example.com & *E 7} databases s 2~ E

E ool EAsA S

35.7. ANSIBLE Z o] 22 x}831o] IDM £ 2E IR0A £HE 3 2E 180] g=x gyt

o] A Ao A= Ansible & o] 52 A1-8-35}o] IdM(Identity Management)2] 9|& T 2E 54 5
AE 32E a0l QleA dske Wl el g

A 27 A

IdM #2|z ¢ & &3 dHFY T
Ansible A E Z & 9 ansible-freeipa 3] 7] X & A x| 5 o}
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)

olX

m

354, ANSIBLE Z o] 2 & A} &35lo] 52E 18 3

Ansible Z#) 0] 5 B oA Fxd= S2E IF2 IdM JFU o A g &2 Ansible
Ed 015 AHEst IdM £ 2E TFo] JE=A AP

inventory .filez} 742 QW Ez] A& AA AL g2 IdM A8 5.5 0 2 ipaserver & 73 9]
o).
H

[ipaserver]
server.idm.example.com

Q3 S2E OF A BE AHE-Sle] Ansible Z# o] &5 39S A A o). ipahostgroup W
% %ol name W ALg3lo] 9B T2E 2§9 o|FS AR FUTH T2E IF WSS ALE
st T3 I2E aF9 ol AR FUH. o] GAE H43tstr] 98l
/usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-
absent-in-hostgroup.yml s} o A o A = BA}st3 =4S = JdHFY T}

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases

hostgroup:

- mysql-server

- oracle-server

action: member

state: absent

o] Zg oL dolEHo]A TAE 189 mysql-server @ oracle-server 3~ E “1§0]
=A@ ﬂ%‘qﬁ} action: member 3 2 Z# o] o] 43 ) dlo|HHlo] 2= 15 &AA 7} IdM
oA A A=A FA5H7] A A7t P A %S e Yo

Edol%e APyt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

i)
N

=
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admino 2 ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.

#] A-4& Kerberos E]71S @ F gt}

$ Kinit admin

Password for admin@IDM.EXAMPLE.COM:
3.

$ ipa hostgroup-show databases
Host-group: databases

=92 mysql-server 2 oracle- server 3 3 2E 50| 9 doJgH|o]X T2E TFd YA
ol
H

35.8. ANSIBLE Z o] 22 A} £ 35}o] IDM 32~ E 150 Q%] 3ol

o] Al

e |
]_1_.
L

o] A = Ansible =g o] 52 A}-8-3}<] IdM(Identity Management)o] 2 E 15F<] gleA &
He A¥du

o

0

ol

O

Fx

Ansibleo] ¢l © 9 ipa hostgroup-del 3 & A}83le] S2E 1§ gd=o] [dMo| A A
ARUTH MY 32E 252 AAF AFHE IdMo) gl 325 259 Ayt
Ansiblee ® =) 9] =32 2 AnsibleS A2 3lo] IAMo| A 52E 228 A ASHH &
2 E 1§ 9] AH £ absent: state: absent = A 2] 5l= g o] B2 A oF FU ).

A 27 A

[ ]
IdM #2123 43 2 43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}
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357%. ANSIBLE Z#°] 55 A18-5l9q S 2E IF e

inventory .filez} 7+& vl E2] A2 WA 32 e} IdM A 8] =20 7 jpaserver = A 9]
iani=

[ipaserver]
server.idm.example.com

d93% $2E IF A RE AHE-3e] Ansible Z# o] 5 U S A FU T o] DA E 743
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.ymil
sHalo) A ol A g BAST $4E 5 AU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: absent

o] Z g olBo IdMI A dolgHjo] A T AE 180] Q=X 3olgh ). state: absent = o]
] A H 2] &= 3 IdMoA] S 2E 7S AHAEEE 2 F

Edlol %2 Ay k.

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-absent.yml

)
ol\
L
=

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

#3228 Kerberos E|AS 8 A3t}

427



Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

AlotA] 32 TAE JF dd ZRE A G

$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found

dolgHo]l A TAE T22 |dMd] A 514 && T}

35.9. ANSIBLE Zd o] 22 A1 835l] IDM 32 E 2894 9y A2 A7 PEA QA

& Aol A Ansible Zelo] %2 AHgto] IdM £2E 8 52 25 749 #e 47} EA
st g

A 27 A

[ ]

IdM #2123 43 2 <43 sU o
[ ]

Ansible 7A E £ 2] 9] ansible-freeipa 3| 7] & A X F Y}
[ ]

W] B A AASE L A A T A A 25 ol §3} Bel FA S2E 1§ o] F
o] glofok Fhich.

A3
1.
olwl 2] 5} (d: inventory.file )2 A A 5132 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com
2.

r g
i)
oX,
f
il
>
Rl
oo
ol
£
>
=
®*,
=2
)
e
=
o
Az
g
e
tllo
o
o,
d
L

Jod sA2E Y STAE IF A

- name: Playbook to handle host group membership management
hosts: ipaserver

428
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35%. ANSIBLE E# o] 5-& A8-5lo] & 2E 1§ &=

become: true

tasks:
- name: Ensure member manager host and host group members are absent for
group_name
ipahostgroup:
ipaadmin_password: MySecret123
hame: group_nhame
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

il

dolde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks._directory/ensure-member-managers-host-groups-are-absent.yml

ge

ol\

A

ipa group-show ™ ¥ & Al-8-3}o] group_name —15 9] example_member == project_admins 7}
W) AeA2 @] AA A AN 5 AxUnh

A A= ipaserver o] =121}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup °l tj g F W X A] :

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

ipa hostgroup-add-member-manager --helpE =34 A 2.

ipa =52 #o]A & F=xst Al L.
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367¢. ANSIBLE =g 0] 5-& A1-8-3}o] IDMo]| £2E 7]ut A 2 A o] 3 o] YA 89l

o] Foj A = IdM(Identity Management) 52 E 7]t 4| 2 A A 3} Ansible & A}-831o] A o] 5t=
Holl sl At

Ansiblee A28l T8, X EY S ¥, Y JuoEES FAsE 6l ALHE A5
=YYt IdM(ldentity Management) x| o] ¥3t5 o] 9l&U .

36.1. IDM2] S 2 E 7]ut AA| = Ao 713

JF2E 7]4 A A 2 A o] (HBAC) 32 AMu| X 259 AH| A EE AH A AR 8le] o] $2EL}
F2E g0 AN 2T Ut A4 T AR 2F L S FTh A1 29 #el A HBAC #5 £
Agstel g 2R S 2T+ YFUh

E=vQle] A A2 g3 QA =5 54 AHEA 272 AW A Fd U

7124 o 2 |[dM2 allow_all o]2}+= 7] HBAC & o2 AW, o= A IdM =v|Ql 9] =& &
A MU 25 F3 RE AMEA) U@ R E S2E ggt ¥4 AN 2E 9w

712 allow_all 732 A3 HBAC 73 A EZ wAlste] e S2Ed et AA2S v 298 5
AU 39 AF Aol 2 Gste AA 2 Ao el S sl Y AR, TLE EE AUl g4 AL
4 1§, $2E 1§ EE Aul2 2§ HBAC #32 488+ d&Uth

36.2. ANSIBLE Z#) o] 22 A}-£3}9] IDMol] HBAC 3 o] Qli=x] &l

o] A A o] A= Ansible =3 o] &2 X831 IdM(Identity Management)ol] HBAC(S 2 E 7]yl ol A]|
2 Ao]) qFF o] A=A FRlst= Wyl ds) A8

A 27 A

[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
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36%. ANSIBLE Z#]0] %2 A8 3le] IDMo] 5 2E 7|5k ol 4] = Al o] 72 o] YA e

IdM 2] 7} 5.2 %3 AU,

HBAC 2ol A}8-3 L83} @ A}87F 5ol IdMol 211 th. 24l 3 vl-§-& Ansible %2
ol %8 Alg-ale] AL8A A4 Pel B Ansible 30| 58 AL&5to] IdM 25 @ 1§ 74 ol
PESENEREES

HBAC 73 < A L3l 32E 9 32 82 IdMo)] 45Ut} A4 8 &2 Ansible
Z g olBL AR5l S 2AE Az 9 Ansible Z# o] B2 A1gdle] S2E AT E FXSYA Q.

23
1.
olwl £ 2] 5} (d: inventory.file )2 A Al 3132 o] 7] 9] ipaserver = A o] g ).
[ipaserver]
server.idm.example.com
2.
Qe HBAC A 3 & 4 o] 8l= Ansible Z# o] 5 #d 5 wtFU T o] @A S 744:31317] 9
3] /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
presentyml st ol A o)A 2 BAbsl Qe+ Yriich
- name: Playbook to handle hbacrules
hosts: ipaserver
become: true
tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:
ipaadmin_password: MySecret123
name: login
user: idm_user
host: client.idm.example.com
hbacsvc:
- sshd
state: present
3.
SHol5S A3
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-new-hbacrule-present.yml
s 2
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IdM 9 Uloll e ab 2 = 29l oh.

2.

AA - $2E 7]¥k AA| 2 Ao] -~ HBAC HIZEZ o] F3 ).
3.

who( AH&-2} ) 9ol 4] idm_userE A3},
4.

Accessing(2! Al 2= ) gl o] A] client.idm.example.com & A&l 3o}
5.

Via service g9 4] sshd & A& 3},
6.

Rules(73 ) oA =291e AdlFu o)
7.

Run test(8]l =~E 213} ) &0 4] Run test( H|ZE A3 ) G52 Zgr}. ACCESS
GRANTED7} A5 HBAC #& o] AFZ A o= L& FH ).

/usr/share/doc/ansible-freeipa t] 2 &] 2] ¢l README-hbacsvcgroup.md, README-
hbacrule.md 3} & FZ314 A 2.

/usr/share/doc/ansible-freeipa/playbooks t] @ €l 2] o] 31 ¢ tdE g Y= S o8BS I
ZH A L.
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374 &S AD A8 A} o] & Bl 4 74

374. &2 AD A8 7 ol 5 el A 74

718.7# o 2 user_name@domain.com ==+ domain.com\user_name 32} © 2 A #3}l4H o] &S XA
3t AD(Active Directory) 37 ol A A1-8-=}9} 172 15t A&l oF U v AdoA = &2
AD ALg-2} o] 2 17 o]l FRISIES IdM A8 2 Zo|JdEE S WS A9 Eyd.

°
=9l Sl =A 7 2HE s A
°
IdM M ujol X 229 =v Q] 82l =4 473
°
IdM A # ol A ID 27100 o 3k vl Q] 3l A A
°

IdM 2 2}o] 21 = 9] SSSDolA] Eu] 2l 3l 4=A] 44

37.1. =u|¢l el =47} 55t W2

o

e

AD(Active Directory) A1 71 91+ IdM(Identity Management) 373 o Al = A #3519 o] 2L XA 519
ALgASE 1 F S F915aL Q155 Aol E5ULh dE W U3 25y

[ ]
<idm_usernames idm.example.com =] 21 2] IdM A}-8- 2} & ¢] 3+ @idm.example.com
[ ]
<ad_username>@ad.example.com =1 21 9] AD A}-8-#}-8 @ad .example.com
7]¥# 2 ad_username 3} 212 12 o/ F F4 & AHE-StA ALEA = A7 23| E FAs= A+
IdM = QIvt A5t 5 AD AF8-A & 272 A XPU T &5 o] 585 AH8st] AD A A = 1

F2 FAsEE Sulel 9 £ $4S A stel ldMo] ol =L s =4S WA T

IdM e o] Elmj o] = E= 7| Zebo]AE o) SSSD TA A Eulel el £ FdolA 4HE 5 9
FUTH IdME Sl 8ol 24 S 0S4 2 Byt

2 /etc/sssd/sssd.conf A4
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°
ID 27] #4844}
°
2249 |dM A3 4.
=31
°
S 2~E 9] SSSD 14 o] default_domain_suffix &40o] 3t o] Q31 o] FA O =2 XA X
oo wulelo] 2 gstele 49 A F5HE ALE A o] B2 A&l ok Tt
°

=9l 392l £A FAL A8 compat EF S A s= A9 o2 UID(AHEA D)7} 5=
2 5 AFUTh ol Aol FFL E F e A = #2471 24 = 2§ Pagure v 2
H 374 Inconsistent compat user objects for AD users 2 JZ 34 A] 2.

IdM Zglo]d E T=+= IdM A B 9| A full_name_format SSSD 3412 A& 351X] ul4 Al
9. o] gAlol 71 gto] ohd gre AME-5HA AHEAL ol Fo] A H = WA o] WA= 3L IdM
#7004 2371 F9d + A&

=
X
>
-
=
c
X
(il
)
o
re
(m
i
£
ol

t Active Directory EZ X~ E.

o] AXoA = IdM =r el = BE STl Ed dd =l &l &4 S 2FF . o] d A

AD(Active Directory) S E X=v] ¢l ad.example.com

AD 3}¢] =1 ¢l1.ad.example.com

IdM domain idm.example.com

A 27 A
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374. 82 AD AR} o] & B4l &4 74

AD 872 ALg-3te] 18 E T RS UL

23
[ ]
ipa config-mod --domain- resolution-order 8 & & A}-&3lo] A5 dtE A2 AT Lo
g UEdUT =S SE()eE FEFU
[user@server ~]$ ipa config-mod --domain-resolution-
order='ad.example.com:subdomaini.ad.example.com:idm.example.com’
Maximum username length: 32
Home directory base: /home
Domain Resolution Order:

ad.example.com:subdomaini.ad.example.com:idm.example.com

s 2

e ol 5 ALg-3ko] ad.example.com = QoA AL RHe] AFSA AR E AAT 5 A
A Atk

[root@client ~]J# id <ad_username>
uid=1916901102(ad_username) gid=1916900513(domain users)
groups=1916900513(domain users)

37.3. IDM A 1] o) 4] ID 1 7]0] th & =u) el 2l =A] 473

R

o] AR A= 5 IdM A n] 2 S2}o]dE gt A& = A= ID 279 v & A& 2A

g}, o] o Ao A= IdM &2~ E clientl.idm.example.com | t] 3 ADsubdomaini_first 2= ID 1
E ARSI O A Z AHEAS 258 AN ESE =gl 2 =45 AR Y.

AD(Active Directory) 5} ¢] =1 2l1.ad.example.com

AD root =] ¢l ad.example.com

IdM domain idm.example.com
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a1

t

2vl<) 31l <4 & 4179 215} 1) SSSD

ID ®7]o] A48 =u g A A= 22
< A 2FU

L EEEEREEERE BENESESE:

L

A 27 A

[ ]

AD 87 AHg-atel A2 E FARF UL
2

1.
domain- resolution -order 413 4435l ID »7]E 95Ut}
[user@server ~]$ ipa idview-add ADsubdomaini_first --desc "ID view for resolving AD
subdomain1 first on client1.idm.example.com" --domain-resolution-order
subdomaini.ad.example.com:ad.example.com:idm.example.com
Added ID View "ADsubdomain1_first"
ID View Name: ADsubdomain1_first
Description: ID view for resolving AD subdomain1 first on client1.idm.example.com
Domain Resolution Order:
subdomaini.ad.example.com:ad.example.com:idm.example.com

2.
IdM 5 2E9] ID 7] & &3 ).
[user@server ~]$ ipa idview-apply ADsubdomaini_first --hosts
client1.idm.example.com
Applied ID View "ADsubdomaini_first"

hosts: client1.idm.example.com
Number of hosts the ID View was applied to: 1
As A
[ ]

ID B7)) A% FuE EAF

[user@server ~]$ ipa idview-show ADsubdomaini_first --show-hosts
ID View Name: ADsubdomain1_first
Description: ID view for resolving AD subdomain1 first on client1.idm.example.com
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3773 &S AD AHg A o) & B9 ¢4 74

Hosts the view applies to: client1.idm.example.com
Domain resolution order:
subdomaini.ad.example.com:ad.example.com:idm.example.com

subdomaini.ad.example.com =] 21 0| A F-2 o] &7t A} 31o] A&}l O] 3 AL-&-2}F A
BE AAS = A=A g

[root@client1 ~]# id <user_from_subdomaini>
uid=1916901106(user_from_subdomain1) gid=1916900513(domain users)
groups=1916900513(domain users)

37.4. IDM Zg}o] ol E o] SSSDo|A] w2l 3ol 4= A A

o] Aztol A = IdM S eto] A E 2] SSSD 74 ol A =<l &2l =4 & AR At} o] Aol 4= IdM
S 2 E client2.idm.example.com & 743l o5 AU E AR} 15S AP YU

AD(Active Directory) 3} ¢] =1 211.ad.example.com

AD root =1] ¢l ad.example.com

IdM domain idm.example.com

= gk

24 SSSD 742 =v2l 3l A= RE F2H DD B7] =v el 32 &4 S A
Aoy

A 27 A

[ J
AD 272 Abg-ste] A28 T4 ALY

gl 2~ E H 3 7] A /etc/sssd/sssd.conf UL G},

712 9] [sssd] A Ao 5] domain_ resolution_order §41& AR 3},
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Red Hat Enterprise Linux 8 [dM A} &2} 2§ S 2E 9 A A2 Alo] 73] A=

domain_resolution_order = subdomaini.ad.example.com, ad.example.com,
idm.example.com

o]
=

)

tilo

A st ey

SSSD Al 222 thA] Alafstel Al 74 A4 =Eghch

I [root@client2 ~]# systemctl restart sssd

Z

ol

A

[ J
subdomaini.ad.example.com =1 21 0| A F-2 o] &7 A}-&-31o] A& =)ol O] 3 AL-&-2}F A
BRE AT = A=A g

[root@client2 ~]# id <user_from_subdomaini>

uid=1916901106(user_from_subdomain1) gid=1916900513(domain users)
groups=1916900513(domain users)

37.5.F7t g &2

ID %712 Abg-3te] IdM St Aol A A8 4 2 AR 9


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/using-an-id-view-to-override-a-user-attribute-value-on-an-idm-client_configuring-and-managing-idm

38.1. IDMeol| 4] 41=]3}:= ADFORESTS] A}-8-# =9 o] &

IdM(ldentity Management) 342] A}+= AD A}-2#}7} tj A] UUPN(User Principal Names )2 A}-8-35} <]
IdM v 2l 2] g] A2~ AA 2 5 A5 th UPNE AD A2 %}7} user_ name@KERBEROS-REALM
B2 g AFst= A AR 22209 Yt AD #2] &= AD 2 2] 2 EJ|A 37} Kerberos H 3 7}
UPN FGuALE & o AT F 1o 2 = user name 2 KERBEROS-REALM 2. 59 o g o] 3L A
A%+ AFUnh

o = S0 3 Al 4] Kerberos 4 AD.EXAMPLE.COM & A}&3l= 7Z4-$ AF&#19] 7] & UPN
< user@ad.example.com ¢ Y t}. A}-8-2}7} o] v A F=4~(o]] : user@example.com )& A}-8-3to] =12l
= =5 5l2]H ADojA EXAMPLE.COM & tjA] UPNo =2 A4 s 4= &) diA] UPN( o5 =
Z}o] = UPNoj 2} 7= 31)& 3| Aol A H 2ol S Ao AL ANA 5 22 v Edol =&
A3tz st 734 53] Ao

UPN g u| Al= AD forest FEo] A o]d 7 gl gt IdMe] o3l A g t}. AD &z 2= Active
Directory Domain and Trust f-€22]E] £+
U

PowerShell 338 & =& A8-3to] UPNS B9 & 4 ¢

3

AH&- At o & UPN v ALS A 6l2] A Active Directory Domain and Trust € 2]
El¢} o] o 7 84 AAE Fdd= S AHSsk= Aol E=FU

Active Directory= o] 213 2 &
AL Aol o & userPrincipalName <
TAste A& AFska dHFU

AZ 38R 7] v &) Idapmodify = = & A}-83}9]
A& HAARs= 5 <

AD =94 Al UPNS A 2] 3 F IdM A v} o] A ipa trust-fetch-domains 8 & & 233l Jdo]EH
UPNE& A3 AD UPNo] IdMol| 4] 41 1A &S FZ23H4] A L.

IdM-& cn=trusted_domain_name,ch=ad,cn=trusts,dc=idm,dc=example,dc=com 2] subtree <4
ipaNTAdditionalSuffixes o] =w| 219 UPN v ALE A o

AD forest = E oA UPN HujAl AL ~3HH

_Q'L
rr
%
hini)
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https://docs.microsoft.com/en-us/powershell/module/activedirectory/set-adforest

Red Hat Enterprise Linux 8 IdM A} 82} 1§ 2 E @ A 2 Alo] 1137 #&]

AD A8} §22 %02 5453 UPN Ful Ak 252 FA sk 3y

38.2. AD UPNo] IDMoj| 4] &A1 A& 31=] sl

)

ﬁw ek

A=

I A+ Active Dlrectory(AD) X g2~ E 9 UPN(User Principal Name) g v A& F7}stA Y
AA F Id

M A B A AT F = FHZE A ARE A= 1P Y

A 87 A

[ ]
IdM 2] 4} 42 =

Azt
[ J
ipa trust-fetch-domains 32 &gt ¥l 282 087 2ol d gyt
[root@ipaserver ~]# ipa trust-fetch-domains
Realm-Name: ad.example.com
No new trust domains were found
Number of entries returned 0
A5 2
[ J

ipa trust-show =% 2 12 3ko] A7} A UPNS 7bd =) sl ghuoh. v Al <) 7 BA] 5]
W AD 9] o] 2< A AT Th

[root@ipaserver ~]# ipa trust-show
Realm-Name: ad.example.com
Realm-Name: ad.example.com
Domain NetBIOS name: AD
Domain Security Identifier: S-1-5-21-796215754-1239681026-23416912
Trust direction: One-way trust
Trust type: Active Directory domain
UPN suffixes: example.com

440
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#trust-controllers-and-trust-agents_planning-a-cross-forest-trust-between-idm-and-ad

38.3. AD UPN 215 ¥419] ¥4 a2 dlol8 43

oh& 2 2ol A= AD(Active Directory) 273 3} IdM 37 ] User Principal Name(UPN) =4 o] ojj gt
A 3l 2 dlol"HE 5= WS A9y AD A& A7 g Al UPNE AH8-8l 22903 5= Qle
A% ol AR E AL 5] B4 2 FYS =Y 5 A5UT

A 27 A

[ J
AD =vlel AE SN ARE FAstR IdM A2 AES e T A3 o] dEd] 21
Qs of ghict.

o 74 A S £ 1M A H] 22 ThA] A %5 E root A gl ¥ e i
A3
1.
g2~ HF 7)o A /usr/share/ipa/smb.conf.empty -4 o4& g}
2.
st T EE=E F748UT
[global]
log level = 10
3.
/usr/share/ipa/smb.conf.empty 722 ]33} x &1t}
4,
g2 E #H 7] 4] /etc/ipa/server.conf 74 A S AU G U] Qle A5 AL S
Ty
5.
stelo] thg E=2 FrhgU T
[global]
debug = True
6.

letc/ipa/server.conf 7} -2 A &3} @454 t).
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Red Hat Enterprise Linux 8 IdM A2} 2.8 32 E 9 A2 A o] 73] 4]
Apache ] A B & THA] A& st 74 WA AL A &34
I [root@server ~]# systemctl restart httpd
AD =vQloA A AR E HAg
I [root@server ~]# ipa trust-fetch-domains <ad.example.com>

e =7 SN tulg 28 L #A S A

i

/var/log/httpd/error_log

/var/log/samba/log.*

AD UPN Q15 #Al°ll tj & &4 sl 4 dle]8 & 43 3214 Using-02-client & &=
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https://access.redhat.com/solutions/5825651

397%4. AD A18-A7F IDME #2525 24 3]

397%. AD AH&-271 IDMS &2 st = 243}

l

39.1. AD A}-&-%}9] ID Y o]z 7]

RHEL(Red Hat Enterprise Linux) 794 €] 15 w84 53] AD(Active Directory) A}8x 9 1
& ©] SSSD(System Security Services Daemon)E &8 3}o] POSIX 73 ol 4] IdM(ldentity
Management) 2] &0 AA 2T 4= J FL)

IdM LDAP A o]l = A A 2 A o] IS HoJst= ZAA vl AYFo] J5Yt. RHEL 894 = AD A&
Ztoll dj gk ID AF8-2F A A2 & IdM 152 A E F718 F = JulolEZF SY H A5 ID Al A 9
= 5A ID B.7](o] 7§ Default Trust View ) J o] 4] 53 Active Directory Al 82} == 1§/ &4 o] 9]
DA Ro]=X& AWst= dZ=Y Yt dHlo]E A3 IdM LDAP A s o 4] IdM 25l o g A A 2 A
o] 73S AD AL&-Aoll A A &8 5 AFY L

o12l AD AL-g 47} IdM UIS] A3 A2 7]%5-2 A-8-5to] SSH 718 Y= E5HAL 72l b0l 8 & W7
3 59 Y2 FYT 5 AFUTh AD Belxt F o) A2 BE AY R 4E flol M 2
#2185 d5uth

Za

Active Directory A1 82 ¢ ID B.7] A&

39.2. ID Q o]z 7| & A}l&-35te AD Al-&-#}7} IDM <] &4 3}

o] Aol A= AD AH§-A7} IAM AHE-2L 9t S L@ AH8 A A S AlFst7] A ID AF o B AL
ol disll A8t o] A} Foll A=F] FEES E= A3 do|AER 44 IdM A B & AHE-3H ot

A 27 A

°
idm:DL1 Z~E g -2 IdM(Identity Management) A ¥ o] 4] &35} o] 2EH S T3l A&
5= RPMo 2 A3 Fr}.

# yum module enable idm:DL1
# yum distro-sync
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idm:DL1/adtrust Z 2 g o] |[dM A H] o] A x| = o] 9l FU .
I # yum module install idm:DL1/adtrust

= 2 P = ipa-idoverride-memberof 3| 7] X] £ ¥ §}35} o] AD(Active Directory)<} 21 =] A
¢ko] A= IdM A & A X|st= ol 283 BE A 7|A 7 £ H o] dHFUT

2% Z2l IdM 37 o] A g}, AA S U] &2 Identity Management A ] 2 3514 A]

IdM §t73 7} AD zke] =] =71 g By

IdM 2] z}+= Default Trust Viewol| 5] AD A}&=}9] st ID AR 2 &S AAF UL 2 &
ad_user@ad.example.com A}-&z}o)] gt ID Qo] 7] & AA A &2 34 g}

# kinit admin
# ipa idoverrideuser-add 'default trust view' ad_user@ad.example.com

Default Trust View2] ID A A 2] = IdM 59| Wu] 2 F71g Y. A2 2§ o] IdM 9 &
o] Wl A% ID Al A 2ol A FE A= AD AF8-A= W = QA o] 29} |dM FUIE T X
3ste] IdM APIE A8 1 G oA Hojsle RE ASdS dFUL A&
ad_user@ad.example.com A}-8-#}9] ID ¥ o] 22 7] E admins ZZ5 9l 2}&7}—3}21?1 &L 533
Yt

I # ipa group-add-member admins --idoverrideusers=ad_user@ad.example.com

Active Directory A1 82= ¢ ID B.7] A&
39.3. IDM CLI= AD A}&£# 2 &+

o] & x}o| ] = AD(Active Directory) A}-22}7} IdM(Identity Management) CLI(™8 & = <1 €] 3] o] 2~)9|
255 QS A PH S AP = A=A A4
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397%4. AD A18-A7F IDME #2525 24 3]

IdM #2] 2}2] A A Kerberos E]# S AHA)] g o}

I # kdestroy -A

Fx
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MIT Kerberos2] GSSAPI & oA 712 A Ao ulg} dF Ay 22 A7 3
< A9 sl7] v £l Kerberos €] A A7 I @ gt} o] 7-$-o &= IdM "5‘9%‘%%

OE —

Yt} =, 2% AR 53, = KCM:, KEYRING:, =& DIR: 215 B8 A 3ol
AHE 591 49 ol o] W2 admin 1= 71eh M F-A19] A4 57 0] AD A-g7}
247 %7 T4 IdM APIol| o} 4] 251 d] AHg-H Y o

ID A3 o] 7} A3 € AD A-8-#9] Kerberos 214 57 & 7HA 3.

# kinit ad_user@AD.EXAMPLE.COM
Password for ad_user@AD.EXAMPLE.COM:

AD AFg-219] ID Al A 271 dll'F 252 IdM 253} IdM 25 2] 9 v o] A wtA) }% FYs
AL AHL5E=RA H2E Ut} AD AHE-2H9] ID Al A 2] 7} admins 259 3718 Z2-$ AD A}
&A= ldMe) 258 A8 = AHFU

# ipa group-add some-new-group

Added group "some-new-group"

Group name: some-new-group
GID: 1997000011
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