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Ansible Playbook | example-playbook.yml

- hosts: "{{ target_host }}"
roles:

- rhel-system-roles.network
- rhel-system-roles.postfix

Playbook 23] ™

# ansible-playbook -i host1,..hostn -e target_host=host5 example-
playbook.yml
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Ansible CoreE A}£351'" RHEL A] ¥ 913 9 Insights 3l 2 Z o] &3} o] XY=
RHEL Ansible £61x9] » & 7] 55 A28 5 A5y

Ansible Engine 2] £x] £2] = RHEL 8.6;0 A A& AL& S 4= QA2 B = v 53 e ol ET}
AlF = A ko r RHEL 8.6 o]/l £3¥ Ansible A5 3} Zdl=29 5354 &S F AdFHT

718 ZPE D Fo] §A A ZEI U F7F XYL wo #H Ansible Automation Platform A B
Ay o] g g 3.
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https://docs.ansible.com/ansible-core/2.12/collections/ansible/builtin/index.html

34. RHEL Al =% o @l 0l & 45512 BA 1S 5714 Gullo|=

RHEL9<] 4] Ansible Core<l] tjj 3l x| ¥ <]

3.2. ANSIBLE ENGINE<]| x| ANSIBLE CORE= u}o] 1 o] A

A 27 A

[ J
RHEL A 28] o} 33 ALg-3te] 74 3hel & Al el sht ol o] #F = =o ugt 4]~
2 A
o
e =2 YdsE ANED 32
A3}
1.
Ansible Engine 4 3] A] 7]:
I # dnf remove ansible
2.
ansible-2-for-rhel-8-x86_64-rpms ] £ X £ & £ 1| &4 3} 3t}
I # subscription-manager repos --disable ansible-2-for-rhel-8-x86_64-rpms
3.
RHEL 8 AppStream 2] £ X E 2] o] X] A}-8-& 4= 3l = Ansible CoreE A X gt}
I # dnf install ansible-core
a5
[ J

A 2-®l o] ansible-core 31 7] ] 7} Y=A] 1§ o).
I # dnf info ansible-core

ansible-core 3| 7] R 7} A A 2 A| 2" A= A9 HH S22 H7]A o], vld, D&, 27] Sl
g ARE A

I Available Packages

15


https://access.redhat.com/articles/6325611
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Name : ansible-core

Version :2.12.2

Release  :1.fc34

Architecture : noarch

Size 124 M

Source : ansible-core-2.12.2-1.fc34.src.rpm
Repository : updates

Summary  :Aradically simple IT automation system
URL : http://ansible.com

RHEL 99 4] Ansible A}-&.


https://access.redhat.com/articles/6393321

44, 29N 42 9 ALE
4.1. ANSIBLE Z&a A 47

Ansible Collections= 253515 Wl £, 4] &2 9 Agste =22 WP EH 15, 98, =
' 2 EY Q3 2 o2 39 Ansible =5 Z3etd fAd8 2 A A ol FE FE F

Pty

Ansible 28 A2 7] RHEL A 28] 93 g 2] o] 84Ut} Ansible 28 A & 2] o] 4 RHEL A~
g 4TS XSSt A2 71E RHEL A 2" & P A oA ALg-she A A9 A FUG Aol &
AnS|bIe Collections7} v 2Ho] 2~ @ A o202 TAH AF3le ZAH o]Z (FQCN) 713 &
AHE E AYY} AHgstE Ug 2F o]~ &= redhat o] 32 A A o] 22 rhel_system_roles ¢
= U}E}/ﬂ 7Agd AA °="ﬁ°1] t] st 7]& RHEL A 28] o1& 3 4] o] rhel-system-roles.kernel_settings =
_L}\]Qx]u]— 79 AR At ga] AFstE 2AA o] 2L AL 5]
redhat.rhel_system_roles.kernel_settlngs.

W zslol 2 o A A o] B¢ AT AlF AL} GG Th E@ 3 glo] Ansible 224
2y Qaslol2olA e HAES BHT 4 AFriTh

Automation Hub o] 98 4] 2~ 3}o] Red Hat Certified CollectionsE A}-23}2]A Ansible
Automation Platform(AAP A B. 233 H)o] do]of ).

4.2. 29 ¢+

A« 4.2 Ansible 2929|971 FAYU ) HlolE TxE & 2HU

docs/: Aol A E A F s A oA} §A Z2AM) e =2 A

Galaxy.yml: Ansible Collection =l 7] X] o] =32 MANIFEST.json2] 4~ gl o]H

playbooks/: Playbook-2 o] 7] ol A A}-8-& & dFU o

tasks/: include_tasks/import_tasks A}l-8-2 €] 3} 'task list files'7} 954Ut}

17


https://console.redhat.com/ansible/automation-hub/repo/published/redhat/rhel_system_roles/docs

Red Hat Enterprise Linux 9 RHELo| 4] A] =¥ & 318 A}-23}] Fa] @ A 2

[ ]
plugins/: =& Ansible S8 1% 2 252 o7]oA A8 5= JdFUth 279 §19) 0
A=2-)]
[o]
modules/: Ansible = &
[o]
modules_utils/: 2 & 72S 93 35 I =
[o]
lookup/: E8 12 A
[o]
filter/: Jinja2 2 ¢ =g 22
[o]
connection/: 71 2-21S A1E-351A] &= A¢ 92 S8 2ol .
[ ]
roles/: Ansible & &8 t]a gz
[ ]

tests/: 2 X o] Fel=o| g HZE

4.3. CLIZ AH&-sto] 28 A3

A 27 A

[ J
shih ol gl #2]F mmo i@ AAl 2 % Ak

Red Hat Ansible Core7} 71 €} A| 2¥1 & A 3= X 2HlQl Ao == WA~

i)
>
op
)
e

Ao ;=4 ggol olof gtk
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ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 1 t}.

[
RPM 517] 42 Sl 2448 2230

I # dnf install rhel-system-roles

A %71 ¢+ =5 59 redhat.rhel_system_roles.<role_names> 2.2 &2 A2 5= A HF . =3
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_name>/R

EADME.md o4 7} o} 3ol ol & 242 22 4 Ad&UTh

As 2l

ol\

o)y

Collections”} A5 &d o 2 A X = A=A 8213t 4 localhostol] kernel_settingsS 283 4 2

U,

tests_default.yml Z s} = ¢ td g e o EALg o

$cp
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings

ests_default.yml .

2.
"hosts: all"& "hosts: localhost"= WA 5le] 22 X 2d Al Zgo]B L AP = 5}
A< AP

Z AL 2= A ansible-playbookS A3 g}, o] A& A 2" o] HAS WASHA &FFY

o}

I $ ansible-playbook --check tests_default.yml

o] W& 2 failed=0 7S w3 o).

19
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ansible-playbook =& 3] o] #].

4.4. AUTOMATION HUBol| A &4 A ]

Automation Hub2 A}-£3}+= 79 Automation Hubel] 2 € 5 RHEL A g AaHdLe AXT
% 95Ut

A 27 A

[ J
shih ol gl #2]F mmo i@ AAl 2 % Ak

Red Hat Ansible Core7} 7] €} A| 2818 LA 5= A| 2Hl¢

o,
&3
L
[y
[
=2
X
(¥
WE
>
oo
)
rob

Ao] == A Th&ol golof Futh.

ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 1 t}.

4
1.
ansible.cfg 74 2} o] el x| 71¥ 4~ 2= Red Hat Automation Hub= A o]t} A
gl =o] 712 422 Red Hat Automation Hub A& I X34 A L.
2.
Automation Hub¢<l| 4] redhat.rhel_system_roles Z & 42 A x| g},
I # ansible-galaxy collection install redhat.rhel_system_roles
A 71 ¢+ 5 =9 redhat.rhel_system_roles.<role_name> & 2 932 A8 = 9 HU
3]
/usr/share/ansible/collections/ansible collections/redhat/rhel_system_roIes/roles/<roIe_n
ame>/README.md 9| 4] z} g 3to) gj3t FA4 = S 5 dF
A3 2
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https://access.redhat.com/documentation/en-us/red_hat_ansible_automation_platform/1.2/html/getting_started_with_red_hat_ansible_automation_hub/proc-configure-automation-hub-server

D
o
i)
i)
r
i
o)

S
>
ofo

A A=A E=A 2elslz]A localhostdl] kernel_settings = 283 4= J5Uh

>}
i)
r
o
o
o}
_m

—_

tests_default.yml Z s} = ¢ dd g e o EALg o

$cp
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings

ests_default.yml .

"hosts: all"2 "hosts: localhost"= WA slo] =& A AH A g S o] 2L AP E 1
ds AZEUG.

714} = o] 4] ansible-playbook M Frich. o ML A28 ML WA &Y

.
I $ ansible-playbook --check tests_default.yml

o] 37 & failed=0 5k AHg-3to] M@l 22 AT 4 AFUTh

ansible-playbook =2 % 3| o] #].

s
Q'L
r
o
E
¢
x
x
=z
e

45. 28 A2 AHg3to] RHEL A1 29 4 &2 7

=2 CollectionsE AH-g-3sto] Z# o] 5 FH| ot 2§l W] A"l o] 27 &

W 3k ol Qo

P
ol
2
o

A 27 A

Galaxy 24 o] 235 0] Y&

o2 U &© = A playbook.yml 5+21-S 3 F ).
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= =

- name: Deploy session recording
hosts: all
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recordeduser

roles:
- redhat.rhel-system-roles.tlog

714,

tlog_scope_sssd:

tlog_users_sssd:

recordeduser = Al A& 7| Estd = AHEAE ARG FU . o] A AHEAE F71
34 & Al e A E zl;g X A sl oF g o).

288 3¢

il

e

dol % 78

tllo
i)

A d .
I # ansible-playbook --syntax-check playbook.yml|
AW EE Ao EY ol 53 AP At
I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

A#RAH o7 ZYolH2 AAQ 3 A" Hud Al 7|5 43S AP T3 AL A7 A o g
&R 2 22 A AFL S 5 ,JC“ SSSD +4 =& A4S B AUt} SSSD+= o] 2 & AH8- Aot 1%
o B BA a7 9o tlog ML @ ALEALE © H1 gl o] g o}, =3 cockpit 2 7] A 7} A| =" o] A X €
AS Zgol 5 ] ££ g ]/\OIIH 23S 13 AT 4 2= Cockpit ZE 2 cockpit-
session- Recording | 7] | & A X gt}

o
ol
L
X
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D
o3l
i)
-}
r
i
i)

~
el
oo

letc/journal.conf 31 o] 77 H ZE3 .

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

d

A 2go] 0] WA S A S1ghich
SSSD 74 =§ shlol AlZslolA A H A=A Selakel A 0 BAE SR 2.
SSSD 74 =& ddol A8 d EFU = o]l U

I # cd /etc/sssd/conf.d

3.

el g2

J i

)

I # cat sssd-session-recording.conf

|

_] {
rO
1
4
¥o
)y
L
v

vdo] E# ol FolA A wi/f 57t 23 H o] ASS
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=

al

Y2
-
oX
)
2

[‘J

5%. RHEL<2] ANSIBLE IPMI = &

5.1. RHEL_BACKEND Z 2 A

IPMi(Intelligent Platform Management Interface):= BMC(Baseboard Management Controller) 7
A% BN BFE Z2EZ AES AFYU IPMI 252 AH851d st=slo] #a) 4535 B4
32 AP+ AFUh IPMI 25 b2 A AHE T 5 Y5y h

rhel_backend Z & A. 3| 7] A] o] 52 ansible-collection-redhat-rhel_backend ¢} 4 t}.

RHEL 8 AppStream-2 ] £ & ansible-collection-redhat-rhel_retries =l 7] %] ¢] A 1= A}
£g4th

2 IPMI =52 rhel_backend Z @ Ao A Al&3 4= A5

ipmi_boot: ¥ A x| &4 &=

ipmi_power: WXl o] A9 32

IPMI 2 &9 A}

%
)
e
(1<)
i
=
=
i
rr
i}
o
i)
x
i)Y
L
v}

ipmi_boot ujj 7]] HS=:

2Eo&F v
name BMCe] & 2E o] EEIPF4
&= BMCel A4S o+
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57%. RHEL<] ANSIBLE IPMI & &

ot
it
o
(i
i
ol

O
o
e
ot
>
>
>
ofo
et
o)

bootdev
*UEYA

£ =)

* *
) o,
o 2

*
i
o

A8 7 BMCell 2% 4187} o] &

ipmi_power parameters:

2E & v
name BMC s E ol EEIPF4
*z BMCel 28 &3
user BMCel| 124 & A&7} o] &
Gl Aol ke el glEA gy
*On
* 117]
TR
* %7]3
x5

5.2. CLIZ A}-8-3lo] RHEL RWX 284 3]

B ZL 214319 rhel_backend 28X & A& 4= JdFU

A 27 A
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Red Hat Enterprise Linux 9 RHEL|| A A] 2=l o} &5 A} 85} ] 2 74

4 44

ansible-core =l 7] X 7} A X & o] &5}

RPM s}l 7|21 £ $3 29413 AA %t

I # yum install ansible-collection-redhat-rhel_mgmt

A %] 7} ¢+ = 54 redhat.rhel

g dHFUY
A i
[}
ansible-playbook =22 3| o] #].
5.3.IPMI_BOOT 2 & A}-& 4]

O3 de Z# ol EdA ipmi_boot 2 &S AH8-5te] T3 B dig 719 AXE A s= EHS
BoE U 7+43}517] $1380 ¢l Al ¢l A = Ansible A o] EZ:E R A TEEG FUF IEEES AT
B2 ZYolRo] A3 H = $Ud SZEqA RES AP .

A 27 A

_ovs Ansible Zg A9 A IPMI =&

[}
rhel_backend Z & X o] A X5 o] JJHFU T
[}
python3-pyghmi 3} 7] X ¢] pyghmi 2to] B 2 2] = o3 92 F st A gyt
o
ZH ol 58S HAYs= s2EYUH
o

—
-

#e 32EQUt) localhostE &2 3 2ER ALLS
S 2 E o python3-pyghmi 3712 & A x| gt}

o] 8-S tjil A3}
[}
AlojslE & IPMIBMC:= Zd ol 8-S A= 3 2E T A8 T2EE 53(H 526
Z A F= A UEAAE S35l °"Hl*6‘ F AFULH BEo| APHA Y= S2E
(Ansible #2] 32E)= IPMI 22 EZ S ALg-5lo] M EQ IS §3] BMCol 925tz duby
° 2 »REJA BMCE A= i.’:EQ}t 54t



57%. RHEL<] ANSIBLE IPMI & &

Anst A&

ol\

A2 E2 AHg3te] BMCol oA 28 5 = 2

X
i)
ol
2

g =2 ALg-3lo] A playbook.yml 52 -S AU}

- name: Sets which boot device will be used on next boot
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_boot:
name: bmc.host.example.com
user: admin_user
password: basics
bootdev: hd

localhostel] tjs Zado] %2 A .
I # ansible-playbook playbook.yml
AF}H o2 %82 "success" S AU},

5.4. IPMI_POWER =& A} 9

o] o= el o] ol A ipmi_boot =& AHgste] Aol Mg o] YA Selst WS HlF
Utk 2k&85t7] 918 iAol A = Ansible Alo] T2E B #he] TAES AR TLES AL SR
Zgol %o AYHE FAF TEolH BES A3 Tk,

A 27 A

rhel_backend Z @ A o] A x| 5] o] <51t}

python3-pyghmi 3} 7] 2] ¢] pyghmi 2to] B2 2] = b5 1A F st A9yt

27
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£ 32 E | python3-pyghmi 3| 7] x| & A 3] g t}.

Ao} 3t# = IPMIBMC= Sdl0]5-& A dts S2E £ 88 $2E
2 AHg3HA e A9 UENAES B3l AA2T 5 Ayt mEo] £
(Ansible #2] 32E)= IPMI 22 EZ S AH8-8to] MIEY A5 §3] BMCo| 42322 Ak
° 2 REJA BMCE +4 st 32E% = iUy

A GG AA 2 FF S A3t BMCol 44128 = 9= AF Anst d&Uth

- name: Turn the host on
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_power:
name: bmc.host.example.com

user: admin_user
password: basics
state: on

Playbook& 4313},

I # ansible-playbook playbook.yml

28



67 ANSIBLE o 2t2 A1 8-51o] A 7] {42 g rd oz 74

67. ANSIBLE o} &2 A1g-3lo] 79 vl 7] W42 J7d o= 74

AG AA 4TL A5 3 Wl o ZEolAENA A v/l HF-E AT 5 d5Uh o] a2
el
[ ]
"A8&FQ A A S 58 5T AHA 22 AFFUG
[ ]

Aol wNo A A A A4S APt Ad viMASF7E A A LJol FA] AL HL ARG A A
Sy

RHEL A2 <& %3 Al¥ 5+ RHEL A 28] 9Jst2 7] X AppStream z £ X ] 2]
RPM 3] 7] ®]  RHEL 327} o] A}-&3 4= 154 th. RHEL A 2¥) 9 g2 Ansible
Automation HubZ %3] Ansible B 23 H A& Al&5l= 140 gt ZaAH O Z % A}
£ F JdsH-

6.1. 719 A4 A& &)

RHEL N 2% 91 @e o] Al2dl S 97402 )8 5 Jes 928 74 Ao 28 A et

4 Gk

AFSE WA 02 st o) gl Alzge] A AWFE At W o] Rl A AU d I WS
R o B AN Y AR AT Eeol e Aol A F UL VAML A 02 95

A sl ol ate) Sao] B2y},

kernel_settings_sysctl & H4+E A1&35l= 74 wji7]dH

29
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kernel_settings_sysfs o} & ¥i5 AL&5t= b g3 A2 o9 A28, st=do] ZA 2 *

2 =a}olu]

£ A}8-3}] systemd A H] A #AE] R} 2

i

kernel_settings_systemd_cpu_affinity g & ¥
TZA2E CPUANSE

7Aa v 2 7] 319 A€ kernel_settings_transparent_hugepages %
kernel_settings_transparent_hugepages _defrag & & Y 4+& A}8-35}o] hugepagessE 54
stA gyt

[}

README.md 2 README.html 3¢ ( /usr/share/doc/rhel-system-roles/kernel_settings/
directory)

[}
Sdol & &Y

[}
M EDE YU Est= Wy

6.2. 719 47 JFL AHgate] Aeg A wWHES 2§

w7l M5 A402 PAFT

A 27 A

[ ]
root Asto] AJHFY ).

RHEL B 23y Mo|A AL Hojsld AEE A 2H ] ansible-core ¥ rhel-system-
roles 3} 7] A & A X A FUdh.

7 20 Wl Ee e Aol A|2H] 9o AnsibleS A7 5 &1

rd

30


https://docs.ansible.com/ansible/latest/user_guide/playbooks.html
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html

64. ANSIBLE 9 &2 AHg-3te] A vl W58 J7H 02 74

RHEL 8.0 - 8.5°] 4] = Ansible 7]uto 7 2531 = 93] Ansible Engine 2.97} ¥}
H ¥ o] Ansible @ ZX E g o] )+ ‘i‘.‘/ﬂl 2 A3E A FA 54Ut Ansible Engineodl =
ansible , ansible -playbook, docker @ podman 3} 722 AJE, Z 829 @ & AA|
ol & ¥E= et £ AHFU Y. Ansible EngineS 88 5151 A X 5t= W
o :Ha;;_} ZHA) 3 U] 82 How do | download and Install Red Hat Ansible Engine & 3
ZHA L.

RHEL 8.6 2 9.09] 4] = Ansible Core(Ansible 33 = €2 ¥, 3 1 AR
Ansible =2 2¢l Al E7} 3% Ansible Z o] RPM A &)2 =93 ’\141:} AppStream
FEZAEFE A FTE A Y ¥ 7 d = ansible-core £ A Z &1 th. RHEL 9 AppStream
o] 23+ ansible-core 3| 7] X ol tj gt A Y HLE HAESI A &S AT F A
4t

»ﬂ

# cat /home/jdoe/<ansible_project_name>/inventory
[testingservers]

pdoe@192.168.122.98

fdoe@192.168.122.226

[db-servers]
db1.example.com
db2.example.com

[webservers]
web1.example.com
web2.example.com
192.0.2.42

v} o [testingservers] 15 2 7|e} 25 Ao gt} o
AnsibleS g a3z o7 A3 4 Q5]

mlm

Fal 54 Al 29 Aol vl

<{

T4 321 A4 skel Ansible Zjol Te 71 Egk 2 A o 2@ ol A AR Tk

Al YAML 5191 A4 85 B2 Bg7lol A Ut o2 SH o3 24Ut

I # vi /home/jdoe/<ansible_project_name>/ansible.cfg

31


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

Red Hat Enterprise Linux 9 RHELO| A] A]| ¥l & &5 A}-8-51o 2] 9@ 74 2]

b.
o o5 &S Adduoh
[defaults]
inventory = ./inventory
[privilege_escalation]
become = true
become_method = sudo
become_user = root
become_ask_pass = true
[defaults] A A& Az S2EQ JAMES U] A& A YY)
[privilege_escalation] A -2 A8z} A3S XA H ] S2E A root &2 HAS= AL
Aelgun ole A WA WS Aoz 745k d 223 Ansible Z# 015
ol AP A4A FEF Yt WA EAFU A AE e 52E A7
g % sudo £ %3 root = A% At
3.
7Ad A4 92 A1-8-3l= Ansible o] 8-S AT
a.
Al YAML 1 & A staL gl 2E A 7]oA QU o & 59 a3 25U
I # vi /home/jdoe/<ansible_project_name>/kernel-roles.yml
o] UL ZH o] HS el YutA o 2 M ER sox AAg 54 e s
Ed s AYHE Zo] Bk e SA AR Y B2 :Taﬂabl .
b.

2
e
2
u}
o
=
o
filo
z
rl
L)
L
i}

hosts: testingservers
name: "Configure kernel settings"
roles:
- rhel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- hame: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise
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6. ANSIBLE 9 &2 AH8-3te] A2 vi7) M52 47

name 7] = A9l ALYt g olo] FAAS =g oje FolEE AAd I Zd ]9 7]

— 1=

283U g o]9 hosts 7= S o7 A H = I2EE XAFUY. o] 7]19] 3

o

o= 1=

EE ke #e) T2 M olF B AWET sheld] JelE FAE aFow Agd -
U

vars A4 Ael g A vl o B3 e ARl s WS 222 vehyyh

roles 7]:= vars A Ao A58 vi/AAF2} S 7St = A1 2" 982 A g

ReAo g Eeole] FEo] LulEA] A

# ansible-playbook --syntax-check kernel-roles.ymi

playbook: kernel-roles.yml

o o= Eelol %] YT A AL melFUh

gol S A3 g

il

# ansible-playbook kernel-roles.yml

BECOME password:

PLAY [Configure kernel settings]

hhkkkkkkkkkkhhhhkkkhkhkhhhhhkhkhhhhhhhkhkhhhhhhhhkhhhhhhhhhhhhhhhhkhhhdhhhhhhhhhhhkhkdhddhhrxx

PLAY RECAP

hkhkkkkkkkkkkhhhhkkkhkhkhhhhhkhkhkhkhhhhhkhhhhhhhhkhhhhhhhhkhhhhhhhhhhhdhhhhhhhhhhhhhhhdhhhhhrdhhhhhhhhdhhhrrrhhhhhrkx

fdoe@192.168.122.226 :0k=10 changed=4 unreachable=0 failed=0 skipped=6

rescued=0 ignored=0
pdoe@192.168.122.98 :0k=10 changed=4 unreachable=0 failed=0 skipped=6

rescued=0 ignored=0

i)
ko
2

g
N

K
o)
o
4
2
X
Al

©

i)
=
N
)

off

g

o

+

o

e

&
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Ansiblec] Zd 0|5 A35t7] Ao ¢S & A st WAIA 7 ZAH AL FE] TXE]
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[}
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EELEEL
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24 U ES7 RHEL A1 2%) 9 @2 53] Ansible ALg-3to] Wl=9= % 74 2 e 442
A5 F e

7.1. AE o] & o] E0.2 RHEL A &%) o &8 Alg-alo] 44 ol A2 74

o] o) 4= Ansible £ 0] 32 3 5ol the 44 © 2 enp7s0 AEl s o] 2o B3k oLl AAL
9702 Frbshe ol VIES]Z RHEL A28 932 Abg-shs W2 433

[ ]
A A IPv4 T4 -192.0.2.1 9] /24 ] Bl np2 3
[ ]
A2 IPv6 T4 - 2001:db8:1::1 o] /64 A] Bl upA~ =
[ ]
IPv4 7] & Al o] E ¢ o] - 192.0.2.254
[ ]
IPv6 7] 2 7| o] E 9] o] - 2001:db8:1::fffe
[ ]
IPv4 DNS A 1] - 192.0.2.200
[ ]
IPv6 DNS A 1] - 2001:db8:1::ffbb
[ ]

DNS Z A w2l - example.com

Ansible | 0] == A & A= A3 3]

A 27 A

[}
ansible-core 2 rhel-system-roles 3| 7] x| = #| o] = =o] A XgYt}.

Zg ol 8-S 233 v root o} T E 94 AL AE ALE5= A S o] Al A= A8 =9 U
3 2 A3l sudo A3sto] Y&
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% 2 E = NetworkManagers A1-8-3to] WIEQAE +AFYU .

o]

rr
il
tllo

ZgolHoA HE S AP S 2ETolF AR e H9 o] TXAEQIP T
/etc/ansible/hosts Ansible <14 €3] 5} o] 3713t}

I node.example.com

d

)3 9l = = A18-3}19] ~/ethernet-static-IP.yml =g o] &2 A A 3o}

- name: Configure an Ethernet connection with static IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:

- hame: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

address:

-192.0.2.1/24

-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1::ffbb
dns_search:

- example.com

state: up

il

gol S A3 g

root AL-8-2 2 #eE] SAE A E b3S g€ g
I # ansible-playbook -u root ~/ethernet-static-1P.yml
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A=,

ANgAZ Ae) 320 AAsHW 2L
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-static-IP.yml
slH ansible-playbook ™ & 9| 4] -u user_name 341

--ask-become-pass 4 & A&
ol A o€l AHgAHe] sudo 32 ) atebe WA S EAF T
ansible-playbook o] @A Ao} ;== Z1213F A}

-u user_name 412 XA 35}A gkow
A7 B S2Ed AAFth

7} gl A
[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md
[}
ansible-playbook(1) =& 2 3 o] x|
7.2. %2 27} 3l RHEL | 2% 98¢ X185t F 4 oty A4 74
o] Ao A& Ansible Z2) 0| %2 APstel 54 FA A=} AA = FA 9| 34 IP Fa9t
oyl AL YA o2 F7bat ¥ RHEL Al 2" o 32 ALg-3h: whil & A9 3o,
O RS A St 34X A 2E AU £ deun

Fe 42 e 4ge dgstAn

o];'(]—g

ERER]

hya

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

o] Az} A= PCI ID 0000:00:0[1-3].0
0000:00:02.0 2 o}'d 4 }.

A IPv4 24 - 192.0.2.1 o] /24 B wpA =3

A& IPv6 4 - 2001:db8:1::1 ] /64 A1 Bl ujpA~3

IPv4 7] 2 Aol E 9 o] - 192.0.2.254
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o

°
IPv6 7] & 7Al o] E 4] o] - 2001:db8:1::fffe
°
IPv4 DNS A1 H| - 192.0.2.200
°
IPv6 DNS A1 H - 2001:db8:1::ffbb
°

DNS Z A w2l - example.com

Ansible A o] == 4 T} AAE AP}

A 27 A

[}
ansible-core 2 rhel-system-roles 3| 7] x| &= #| o] ==o] A XgYt}.
[}
S#ol5S 243 v root of & A4 AHEAE AL Ste A5 o] A A A == o
¢ 24 ¢ sudo HAte] AFU T
[}
& 2~E = NetworkManagerE A}4-3to] JEYIE 7+ATUY
A3
1.
SHol oM FH S AW S2ETopF AAHHA &S AF o]l S2EQIPEE o]lFS
/etc/ansible/hosts Ansible <18l E 2] 5} o] 3713}
I node.example.com
2.

d

S = E A}18319] ~/ethernet-dynamic-IP.yml = o] &2 w51},

-

- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network
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vars:
network_connections:

- hame: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
- 2001:db8:1::1/64
gateway4: 792.0.2.254
gateway6: 2001:db8:1::fffe
dns:
- 192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up
o] o A 2] match vl 7] ¥ 4=+= Ansiblee] PCI ID 0000:00:0[1-3].0 3} & X] 3}+= & X] o] =l o]
Eﬁodﬂﬂ0m0m00Moﬂﬂﬂ%ﬂﬂ“ﬂﬂéﬁ%ﬂ S AU AL F A=
2 /ust/share/ansible/roles/rhel-system-

55 FA% 2 A =gt g AA @ g
roles.network/README.md 3} 2 o] 5] & X] }— o/ A S X4 AL

3.
ol AP
[ ]
root AL A el 2] AW dee AT

I # ansible-playbook -u root ~/ethernet-dynamic-IP.yml

[ ]
AHEAE A8 S2Ed dZsHEE e dE gy

I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.yml
A

--ask-become-pass 342 A}2-5}H ansible- playbook d3 oA -u user_name 3
ol |9 A& Ate) sudo ¢tE & st WMAAE EA T
Txo] 21203 A}

-u user_name A& XA 31A] ¢k o™ ansible-playbook o] & A A] o]
S22 AP T2E0 AAF
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/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& 2 3 o] #]

7.3. Qg o] £ o] 5o F RHEL A| =¥ &

tllo

Abg-shel 54 oldy Ad 74

o] A =}o] A= Ansible =g o] 22 28 3la] enp7s0 2l E 7| l/\°ll EH“H FH oA A2 S 94o=
F7bst= ©l RHEL Al 281 425 ARSshe S A9t o] 84S At v E A A2 A
DHCP A ujo| A o] dA] th3tIP 2L 233t} Ansible XI]01 E°ﬂ)~1 = = b = R R R e

A 87 A

DHCP A 1] = W] =91 20l 4 AFS-3 5 &1 th.

ansible-core 2 rhel-system-roles 3| 7] x| = #l| o] ==o] A X gYt}.

Zg o] 58S 23T u root o} T2 9 ALEAE AHESI= A S o] A A= #E] == 4]
gk A 3t sudo A3to] JHUT).

% 2~ E = NetworkManagerE AH-g-3to] Y EQ ZE A Y.

Azt
1.
Zdol R WE S AP S2ETL o] AAAHA G2 A5 o] SZEQIPEE o]&8
/etc/ansible/hosts Ansible 218l £ & 512 o] 713t}
I node.example.com
2.

e

'

el = 2 Al 3}o] ~/ethernet-dynamic-IP.yml Z g o] &-& vt5U ).

- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
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name: rhel-system-roles.network

vars:
network_connections:

- hame: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

Edol%e APyt

root AL A= el S 2E A4sied b3S Ay
I # ansible-playbook -u root ~/ethernet-dynamic-IP.yml
AR A E Be] I2E4 A5 oS 48 d -
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.yml

--ask-become-pass 4

< A}8-3t4 ansible- playbook 32 o) A] -u user_name SA
o Zold AH&-A9] sudo ¢S E YUY

sebe MAA S EARY O

-u user_name A& XA 31A] ¢k o™ ansible-playbook o] @A A|o] ==of & 1213k A}
S22 A FT2E A4}

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& 2 3 o] #]

7.4.3X) 727} 90 RHEL A 29 932 ALg-5to] 54 ol 42 74

o] Ao A Ansible Zdlo] %2 Aol 54 AN Az} AX 3t AR ol 3 F ot A
o 91402 St vl RHEL 4126 99 AH8 s S Al ch 54 IP 442 ALgoha u)

N
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=92 A7 o] DHCP Aulo] 4] o] e ti IP 442 23 Fich. Ansible Ao} o4 the A%
2 A8

i

e 33

tlo

Argate] AR ARE ABY = dHUch

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

A 27 A

[}
DHCP Auj:= Wl =9 =0l A A8 & & 15U th

ansible-core 2 rhel-system-roles 3| 7] x| = A o] = =o] A X gYt}.

Zgo]Re A3 uj root 9} TFE YA AL AE AR = A o] AHRAE B =0 O
gk 243 sudo Aol JFU T

& 2-E = NetworkManagerE A1-g-3to] Y EQZE +A T

Azt
1.
Zdol R WE S AP S2ETL o] AAAHA B2 A5 o] SZEIPEE o]&2
/etc/ansible/hosts Ansible 218l £ & 512 o] 713t}
I node.example.com
2.

)& 9= = A18-3}1o] ~/ethernet-dynamic-IP.yml =g o] &2 751t}

- name: Configure an Ethernet connection with dynamic IP
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- hame: example
match:
path:
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- pci-0000:00:0[1-3].0

- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes

ip:

dhcp4: yes
auto6: yes
state: up

A3t FA ol Ed ol

0] o Al ] match vl 7| *H 4=+= Ansible] PCI ID 0000:00:0[1-3].0 3} & %] 5}
£ 283t %k 0000:00:00 :02. 0°l obd = “fﬂlf’l £ A& AgdUth A S F A=
/usr/share/an5|ble/roles/rhel -system-
FzaA 2.

55 544 2 spA=st=d ga A U
roles network/README.md 3} o] A 2 X o]——— oA Ay

ol APt
[ ]
root AL§ A2 #e] ErEo] AAsHW a2 AU

I # ansible-playbook -u root ~/ethernet-dynamic-IP.yml

[}
AR R A2 S2E0 AAsHE U
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-dynamic-IP.yml

™ ansible- playbook d9 o)l A -u user_name 34
EA o

--ask-become-pass 54 S AI-&-3514
o] JolH A& #}le] sudo ¢FE YFsE= WAA S
Lo 2223 A}

S-S A A oW ansible-playbook ©] A A o]

| =

-U user_name
SAE ¥ 20 AU

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

[ ]
ansible-playbook(1) =& 2 3 o] #]

) &9 ALg-3lo] VLAN B2 A4 74

7.5. RHEL A| =
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Networking RHEL A] 2=/l &S5 AF8-5lo] VLAN Bl 25 743 4 JFUth o] AxtellA = o] olf
Ul A7 gl ID7H10 21 VLANZ o]l A4 & F71shs S A8yt 819 ZX= VLAN 924
= IP, 71 Aol Ego] & DNS 74 o] x3tgrl.

B3 7o g A4 XEZ VLANS AHg3tad ip $A42 Akl 519 7A0A IP

VLANO A ®, Bg] ] = 2 &x S AHg-5t2] W VLANGI A AHg-ahs TE9
interface_name 2 type £A4 < =AUt}

A 27 A

[}
ansible-core 2 rhel-system-roles 3| 7] x| = #| o] :==o] A X gYt}.

[ ]
Zdol 58S A3 1 root ¢ T2 94 ALEAE AHS-St= AT o] A A= B == o
3+ A A3 sudo A3to] Y&}
A=}t
1.
ZdolHolX BE S HAT S2ETVLopF] AAHA AL 7o SEEIPEE o5&
/etc/ansible/hosts Ansible <14l 2] 51 o] 713 o).
I node.example.com
2.

)& £l = = A18-319] ~/vlan-ethernet.yml =g o] &2 A A st}

- name: Configure a VLAN that uses an Ethernet connection
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
# Add an Ethernet profile for the underlying device of the VLAN

- hame: enpis0
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type: ethernet
interface_name: enp1s0
autoconnect: yes
state: up
ip:

dhcp4: no

auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vlan
ip:
address:

-"192.0.2.1/24"

- "2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1::ffbb
dns_search:

- example.com

vlan_id: 10
parent: enp1s0
state: up

VLAN =23 2] 39| 442 enpls0 3= Aol A 25st== VLANS +4 3

e
e}
o
Hz
tllo
i
)
o
L
i

root AL A= el S 2E A4sied b3S Ay
I # ansible-playbook -u root ~/vlan-ethernet.yml
A A Z Be] I2EC A5 oS 48 d -
I # ansible-playbook -u user_name --ask-become-pass ~/vlan-ethernet.yml

--ask-become-pass 342 A}8-3}H ansible-playbook ™ & || 4] -u user_name &4
o] FolH Al&#}e] sudo ¢FE JFslet= WAR S ZA P

-u user_name XA XA 3}#] ¢k o™ ansible-playbook o] @A A|o] ==of & 1213k A}
S22 AP T2E] A4
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/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& 2 3 o] x|

7.6. RHEL A 2/ 132 Alg 3t Y| E9]2 Ba]x) 74

Y E 97 RHEL A| 2] a3+2 A12-3}4] Linux B A S AT F &5t o] Axpox= T 79
oyl A& AlESt= UIEY A BRARA S +A 3513 IPv4 E IPv6 T4, 7] 2 Alo]Ego] 2@ DNS +4
S AR IHS AYdUg.

Fx

Linux B2]X] X EJ gl B3A 9 IP A4S A F Y.

A 27 A

[}
ansible-core 2 rhel-system-roles 3| 7] x| = A o] ==o] A X gYt}.

Zg o] 5 23S u root o} T2 9 ALEAE AHES= A S o] A A= #E == 4
3 2 A 3l sudo A3sto] Y&

Ao 5 7] o] e 84 e 7 UEAA A7 AR H JdFUH-

Azt
1.
Zdol R WE S AP S2ETL o] AAHHA G2 A5 o] SZEIPEE o]&2
/etc/ansible/hosts Ansible 218l £ 2] 512 o] 713t}
I node.example.com
2.

e

'

el = 2 Al8-3}o] ~/bridge-ethernet.yml =g o] &2 w5}

- name: Configure a network bridge that uses two Ethernet ports
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hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
# Define the bridge profile
- name: bridge0
type: bridge
interface_name: bridge0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

# Add an Ethernet profile to the bridge
- name: bridge0-port1

interface_name: enp7s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

# Add a second Ethernet profile to the bridge
- name: bridge0-port2

interface_name: enp8s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

e

dolue Ay
root AHE A2 PHe] E2E] AW g2 ATk
I # ansible-playbook -u root ~/bridge-ethernet.yml

AHEAE A8 S2Ed dZsHE Y 082 dE gy

I # ansible-playbook -u user_name --ask-become-pass ~/bridge-ethernet.yml
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--ask-become-pass 342 A}2-3}H ansible- playbook J9 oA -u user_name 4
ol ol ¥ A Ate] sudo ¢+E & A shetE WAIAE AT

-u user_name A& XA 31A] ¢k ™ ansible-playbook o] @A A|o] =9 & 1213k A}
S22 A T2E0 A4

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& % 5] 0] %]

7.7. RHEL A| 28] 938 A1 235lo] Y EYT BY 1A

Networking RHEL A| =8 938 A}-8-35lo] MIE I B9S AT 5 AFUTh o] AR A= F 7l
o] o]t Yl xS Al4-3}l= active-backup REZ 22 A= vy A3t IPv4 2 IPv6 T4,
712 Aol Eg o] 2 DNS 742 AAF ).

Linux 29 X EJ7} otz 2QGoA IP 74 A4 F ).

A 27 A

[}
ansible-core 3 7] A] 9 rhel-system-roles =l 7] K] = A o] =9 A X g t}.

Zg o] 58S 23T u root o} T2 9 ALEAE AHE Sl A S o] A8 A= #E == )
3 2 A3l sudo A3sto] Y&

Aujol =7 o] de] S84 = 7P UMEAA ZA 7 A A H| AU

e
L
all
ftlo

ZgolHoA HH S AP S 2ETolF AR e F9 o] TAEQIP T
/etc/ansible/hosts Ansible <14 €3] 5} o] 3713 t}.
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node.example.com

d

o3 Zl = E AH8-3lo] ~/bond-ethernet.yml = o] 5-& A ).

-

- name: Configure a network bond that uses two Ethernet ports
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:

-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe

dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond
- name: bond0-port1

interface_name: enp7s0

type: ethernet

controller: bond0

state: up

# Add a second Ethernet profile to the bond
- hame: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

il

ol %2 Aa gk
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Red Hat Enterprise Linux 9 RHELo| 4] A] & <] gt
root AH§ A2 el EaEd] AR he g

I # ansible-playbook -u root ~/bond-ethernet.ymi

[ ]
AL AR A $2E0 AAsHE U

I # ansible-playbook -u user_name --ask-become-pass ~/bond-ethernet.yml

--ask-become-pass 342 A}-2-5}H ansible- playbook J 9 oA -u user_name 4
o A9 AHg AL sudo $tEE Y et WAAE EA T
ok © 1 ansible-playbook ©] @A A o] =] =113 A}

-u user_name 32 A A 34
AR de 32EJ AFAHY -

F7tE e
[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md file
[}
ansible-playbook(1) =22 3] o] %]

sto] 802X V[ EH A ATz F4 ot 44 74

EERRE

U E$]7 RHEL A| =8 93-S 21851 802.1X EF S AH8-3le] Fto|AEE Q15 3= ot 44
AL AF3He = A&} o] A4 = Ansible S o] B8 A3 st 2 Ao = enpisO ¢l E
S AE .

ol 2o g oltil AL QA2 Frhste

7.8. RHEL A| =9 o

192.0.2.1 o] /24 B w23

[ ]
AA |IPv4 F24 -
[ ]
A A |Pv6 F4 - 2001:db8:1::1 o)) /64 A B wj A=
[ ]
IPv4 7] 2 Alo] E 9] o] - 192.0.2.254

°
IPv6 7] & 7Alo] E 4] o] - 2001:db8:1::fffe
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IPv4 DNS A1 H - 192.0.2.200

IPv6 DNS A1 H - 2001:db8:1::ffbb

DNS A4 =u]| 2] - example.com

TLS EAP(Extensible Authentication Protocol)Z A}-8-3 802.1x Y E¢ =

Ansible AJo] ==X T3 A5 AP At

A 87 A

ansible-core 2 rhel-system-roles 3| 7] x| = #l| o] = =o] A X gYt}.

Edlo] %2 AW v root 9} thE A ALEAE AHGHE S #el =

sudo Agto] glook ith.

Y EL A= 802 1X U EY A ASFS ALPF Y.

2] ¥ ==+ NetworkManager=S A}-&3 o).

rd

TLS 9150 8.8 thg 5ol Ao :sof Yok

Z}o] A E 7]+ /srv/data/client.key 3+ of] A ).

Ze}o]| A E Q1= = /srv/data/client.crt 2} o] #] = U}

CA(21% 7]1%) 215 A= /srv/data/ca.crt 3} o] A Zg ).

l‘_.

51



o

Red Hat Enterprise Linux 9 RHELo| 4] A] =¥ & 318 A}-23}] Fa] @ A 2

ZgojHo 9HS AP s 2ET} o} F] AAHA 2 AL o] T2EIP
/etc/ansible/hosts Ansible <1 €3] 5} o] 3713 t}.

I node.example.com

d

5 =S AHE-5to] ~/enable-802.1x.yml Z# o] 52 Ao

-

- name: Configure an Ethernet connection with 802.1X authentication
hosts: node.example.com
become: true
tasks:
- name: Copy client key for 802.1X authentication
copy:
src: "/srv/data/client.key”
dest: "/etc/pki/tls/private/client.key"
mode: 0600

- name: Copy client certificate for 802.1X authentication
copy:
src: "/srv/data/client.crt”
dest: "/etc/pki/tls/certs/client.crt™

- name: Copy CA certificate for 802.1X authentication
copy:
src: "/srv/data/ca.crt”
dest: "/etc/pki/ca-trust/source/anchors/ca.crt”

- include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enpis0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
eap: tls
private_key: "/etc/pki/tis/private/client.key"
private_key password: "password"
client_cert: "/etc/pki/tls/certs/client.crt”

52

=

e

il

o



774 RHEL A] 2

ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt™
domain_suffix_match: example.com

state: up

A .

gol 52

il

root Ab& A2 Bl EAE AAsEd e AU
I # ansible-playbook -u root ~/enable-802.1x.yml

AgAZ #e) s2Ed AZsEY o
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-static-IP.yml

--ask-become-pass 342 A}8-3}H ansible-playbook ™ & || A -u user_name 341
o] F ol Al&#e] sudo 43 E Y sEl= vAIA S EA Y.

A A 31A] o™ ansible-playbook o] Az A o] :==9]] 21218 A}

-u user_name &<
272 A7 TAE AAIFL].

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

S LR

[}
ansible-playbook(1)

7.9. SYSTEM ROLESE A1-8-3to] 71E AZ o 7] &2 Aol Edo] A3
&3 AHEst 712 Aol EfelE AR S 5 AFU

Networking RHEL A] =" &
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Networking RHEL A % o} &g A1-§-3H Eelo] & dastel 44 ol aolo) A
B8 A% AA A B A A2 JFL o] Fol AW /|E Ad 2P L Dol
ok webA] IP 24 o] ofw] gl Aol w 3 Selolol M MEAL A Zeae] A4 7
e AQFUT 284 o QgL ola e g LG A4 Tk

o) Aa}7} olm] EASHEA of ol w} o Ao enpls0 A 2 e AYEAL Aelol =g

U,

A 27 A

54

A IPv4 4 - 198.51.100.20 f] /24 ]| B ujpA~3

A2 IPv6 T4 - 2001:db8:1::1 o] /64 A] Bl upA =

IPv4 71 2 Alo] E ¢ o] - 198.51.100.254

IPv6 7] & Al o] E 4] o] - 2001:db8:1::fffe

IPv4 DNS A1 198.51.100.200

IPv6 DNS A1 # - 2001:db8:1::ffbb

DNS A4 =u]| 2] - example.com

ansible-core ¥ rhel-system-roles 3| 7] x| = A o] =9 A X gt}.

Zg ol 8-S 233 v root o} T E 94 ALEAE ALE5= A S o] Al A= 8 =9 U
A3k sudo A3to] AdHFY.
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ZgolBoA 4HS AYPTF S 2ET o} F] AYAEHA &GS H L o] SEEIPEE o]F2
/etc/ansible/hosts Ansible <1 €3] 5} o] 3713t}

I node.example.com

i

S = E A}18319] ~/ethernet-connection.yml = o] &2 w51},

- name: Configure an Ethernet connection with static IP and default gateway

hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- hame: enpis0
type: ethernet
autoconnect: yes
ip:
address:
- 198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
- 198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

Aol e A,

il

[}
root AHE A2 PHe] B2 E] AZsHH W g2 AT
I # ansible-playbook -u root ~/ethernet-connection.yml
[}

AR BE) BB AZAsHAW -2 AT
I # ansible-playbook -u user_name --ask-become-pass ~/ethernet-connection.yml

--ask-become-pass 342 Al8-3}H ansible-playbook ™ & || A -u user_name 341
o] F ol Al&#e] sudo 43 E 8 sEl= AR S EA Y.

55



Red Hat Enterprise Linux 9 RHELO| A] A]| ¥l & &5 A}-8-51o 2] 9@ 74 2]

-u user_name A& XA 31A] ¢k o™ ansible-playbook o] @A A|o] ==9 & 1213k A}
S22 AP T2E0] AAF

/usr/share/ansible/roles/rhel-system-roles.network/README.md

ansible-playbook(1) =& 2 3 o] #]

7.10. RHEL A 2" & &

o

A

%
P'L

SEERERES

ofr

Networking RHEL A] ~®] &1 &

1]
4
32
o)y
kJ
)

4

filo

AHgstel 38 Az

i

Networking RHEL ] =% 1 &2 Ab&-5h a0l dastel 44 gko] Zaolo] A
PE A AR A G A5 A2H qTL ol Fo] FAW /1E A T2 L FolFY]
ok webA] IP 4 o] olu] 9t AS-ol = G4 Salolol A MEAD A4 2ho AR 7
e ARFUT 134 GO A FL o @ e /1 Ego s AL G

o] A7} olu] EABHER o Kol w B AP oz enp?s0 A 2B e AR AL Aelol =3
U,

[ ]

A A IPv4 F4 - 198.51.100.20 9] /24 ] Bl njf23
[ ]

A2 IPv6 4~ - 2001:db8:1::1 ol /64 A Bl njpA=
[ ]

IPv4 712 Al o] E9] ©] - 198.51.100.254
[ ]

IPv6 7] & Al o] E 4] o] - 2001:db8:1::fffe
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[}

IPv4 DNS A 1] 198.51.100.200
[}

IPv6 DNS A 1] - 2001:db8:1::ffbb
[}

DNS A4 =u]| 2] - example.com
[}

192.0.2.0/24 Al o] E 9] o] 198.51.100.1

203.0.113.0/24 Al o] E 9l o] 198.51.100.2

A 27 A

[}
ansible-core 2 rhel-system-roles 3| 7] x| = #| o] = =o] A XgYt}.

Zd ol 5S 2P v root} T2 9F AHEAE AHE3= A S o]l AR #E] =z Yl
3t & A3 sudo A3to] AF

A=k
1.
Zg ol oA HH S APT T 2ET} ol AAAHA R 7390 TAE IPEE oOl5S
/etc/ansible/hosts Ansible <11l €3] 212l o] F7}3 o).
I node.example.com
2.

S = E A}18319] ~/add-static-routes.yml =3 o] 22 A g}

'

- name: Configure an Ethernet connection with static IP and additional routes
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network
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vars:
network_connections:

- hame: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
- 198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
- 198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com

route:
- network: 192.0.2.0

prefix: 24
gateway: 198.51.100.1

- network: 203.0.113.0

prefix: 24
gateway: 198.51.100.2

state: up

A .

ERER

il

root AL-8-2 2 #e] SAE A AE b3S g€ g
I # ansible-playbook -u root ~/add-static-routes.yml

[}
ANgAR B s2E QA o
I # ansible-playbook -u user_name --ask-become-pass ~/add-static-routes.yml
3}'A ansible-playbook ™ & ol 4| -u user_name &4

--ask-become-pass ¥4 S A&
2 g WA AU

o ]| AH8-#<] sudo 4%
-u user_name A& XA 31#] ¢k o™ ansible-playbook o] @A A|o] ==of & 1213k A}

S22 A2 s2E9 42T

o
ol\
L
=

58



77 RHEL Al 2% o 22 ALg alo] V=92 A2 74

# ip -4 route

default via 198.51.100.254 dev enp7s0 proto static metric 100
192.0.2.0/24 via 198.51.100.1 dev enp7s0 proto static metric 100
203.0.113.0/24 via 198.51.100.2 dev enp7s0 proto static metric 100

/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& 2 3 o] x]

7.11. RHEL A 2" 93-S A}8-3}l ETHTOOL 7|5 2 A

Networking RHEL A] =¥ & &8 A]-8-35}o] NetworkManager <14 9] ethtool 7] & AT + I &
Yt

Networking RHEL A] =¥l &2 A}2-35l= Zd o] = A3 shA AA gho] =g o] A
AE A ARSHA G A Al2" gL o]5o] U} /|E AF Z2F S JolFY

o webA IP 743 o] oln] EAlsh A Sl Sdolol ] EAL A xuho] A
A 7HL FF AT 124 Fod o Fo] o] ke J1 ko2 ANP I

o] AR} ol EASHER o Rol w2} e Ao enplsd A2 2R L AQ S ool =
U,

A=A IPv4 4 - 198.51.100.20 ©f] /24 ] B upA~3

A A IPv6 4 - 2001:db8:1::1 o] /64 A] Bl upA~=

IPv4 7] 2 Al o] E ¢ o] - 198.51.100.254
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IPv6 7] Al o] E ¢ o] - 2001:db8:1::fffe

IPv4 DNS 41 198.51.100.200

IPv6 DNS A H] - 2001:db8:1::ffbb

DNS Z A w2l - example.com

ethtool 7] 5:

o

ol 421 @ 2 = (GRO): ] &4 3}
o

W B o2 =(GSO): B4 3
o

TX 2EH Alo] A% T2 EZ (SCTP) Al 2l e o] A:

A 27 A

60

ansible-core 3 7] ®] 9 rhel-system-roles =l 7] K] = A o] =0 A X g t}.

Zd ol 5S AP v roots} T2 YA AHEAE AHE3= A9 o]l AR #E] == Yl
3t & A3 sudo A3to] AF

ZgolHoA dH S AP S 2ETLolF AR e F9 o] TXAEQIP T
/etc/ansible/hosts Ansible <14 €3] 5} o] 3713t}

e

o]

all
o

I node.example.com

e 2
2 wEYh

FlJ

el = 2 Al-83}o] ~/configure-ethernet-device-with-ethtool-features.yml = o] &



74.RHEL N 28] 932 ALg-stol M E9) = 9 74

- name: Configure an Ethernet connection with ethtool features

hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- hame: enpis0
type: ethernet
autoconnect: yes
ip:
address:
- 198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
- 198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
features:
gro: "no"
gso: "yes"
tx_sctp_segmentation: "no
state: up

gol S A3 du

il

root Ab-& 2t =2 A2 S 2E dZ4sH A a2 48U

I # ansible-playbook -u root ~/configure-ethernet-device-with-ethtool-features.yml

AFE LR A S2E dAstE A 22 4y

# ansible-playbook -u user_name --ask-become-pass ~/configure-ethernet-device-
with-ethtool-features.yml

--ask-become-pass 342 A}-8-3}% ansible-playbook ™ & || 4] -u user_name 341
o] FolH Al&#}e] sudo ¢FE JFslet= WA RS ZA P

-u user_name A& XA 3}A] ¢k ™ ansible-playbook o] @A A|o] =9 & 1213k A}

H =
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/usr/share/ansible/roles/rhel-system-roles.network/README.md file

ansible-playbook(1) =& 2 3 o] #]

7.12. RHEL 2] 2¥) 9} & & A1-4-5}o] ETHTOOL COALESCE 474 43

Networking RHEL A] =¥l < &5 x}-8-3}o] NetworkManager <1 2 ¢] ethtool BIOSesce 234 & +4
g dsUY

Networking RHEL A % o} &g A1-§-3H Zelo] & dastel 44 ol aolo) A
B8 A% AA AN = AF A2W JFL o] Fol AW /|E DA TR AL Yol
oh. wekA] IP 243 o] ofm] EASHE A SolE Edlolol A W=9a A4 zho A
A TS PFAFTIT 134 SO qFo] o] H @ G2 /| Bghoz ATk

o] A7} olu] ZAIFEA o Rol mheh he A0 2 enplsd A7 T2 WL A FAL Fello|EF
U,

[ ]

A2 IPv4 F24= - 198.51.100.20 of] /24 ] Bl v}2 =3
[ ]

A2 IPv6 T4 - 2001:db8:1::1 o] /64 A] Bl upA =
[ ]

IPv4 71 2 Al o] E ¢l o] - 198.51.100.254
[ ]

IPv6 7] & 7| o] E 9] o] - 2001:db8:1::fffe
[ ]

IPv4 DNS A1 198.51.100.200
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IPv6 DNS A1 H - 2001:db8:1::ffbb

DNS A4 =u]| 2] - example.com

ethtool Coesce 4 A :

RX =¥ ¢1:128

TX =¥ ¢:128

A 87 A

ansible-core 2 rhel-system-roles 3| 7] x| = A o] = =o]] A X gt}.

Fdol5S A3 F o roots} O AA ARSAE AHS- St A ©] AHE A #E] =20 O
¢ 24 ¢ sudo Aol AFU T

e
2
il
ftlo

ZgolHoA HH S AP S 2ETolF AR e F9 o] TXAEQIP T
/etc/ansible/hosts Ansible <14 €3] 5} o] 3713t}

I node.example.com

- name: Configure an Ethernet connection with ethtool coalesce settings
hosts: node.example.com
become: true
tasks:
- include_role:
name: rhel-system-roles.network

vars:
network_connections:
- hame: enpis0
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type: ethernet
autoconnect: yes
ip:
address:
- 198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe

dns:
- 198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:

coalesce:
rx_frames: 128

tx_frames: 128

state: up
3.
SHol 5S A3F .
[}
root A8 A= el S2E A48 5SS 489U

# ansible-playbook -u root ~/configure-ethernet-device-with-ethtoolcoalesce-

I settings.yml
M RAREEN

AgAR Be] TrEd] AdstH W e

# ansible-playbook -u user_name --ask-become-pass ~/configure-ethernet-device-

I with-ethtoolcoalesce-settings.yml
3} ansible-playbook ™ & ol 4| -u user_name &4

--ask-become-pass 34 A&
2 A stk WA S EAF

o] Aol ¥ A}-8-#}¢] sudo ¢35
ansible-playbook o] @Al A|o] ;=0 21213 A}

-u user_name 412 XA 3}A gkow
A7 BE) s2Ed AAF o

7} gl A
/usr/share/ansible/roles/rhel-system-roles.network/README.md
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ansible-playbook(1) =& 2 3 o] x|
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8% A| 2"l o &o] POSTFIX & ¥4

Postfix o} & S AHg-shd A1-8-A71 Postfix Wl AE oo ] AE(MTA)S A A, 74 R A&

gg o3 W o] MMl gl gt

postfix_conf: A Q5= 2 £ Postfix 74 wl7] W49 7]/7F BS TAFULL 7| 2R oz
postfix_conf ol = ko] gl

For example: “postfix_conf:
relayhost: "example.com"”

tllo
dt

postfix_check: PostfixZ A &3}17] Ao AA7F AFH A=A Felste] 74 HA A+
AU 71232 truegd Ut}

I For example: “postfix_check: true’

[}
postfix_backup: 74 o] ©el Mg} BAlo] MAHEA o3 Flghch /| RHo =
postfix_backup zt2 false¢j 1 t}.

o4 W¢l e WolsW thg WY < Ay PUrh

tllo
o

I cp /etc/postfix/main.cf /etc/postfix/main.cf.backup

postfix_backup zkto] true & ¥ 7 5= 7 ¢ postfix_backup_multiple 3= false= A A sl o} g}

For example: postfix_backup: true
postfix_backup_multiple: false

postfix_backup_multiple: & gto] 24 9] g} 2glz 7l gl W ALEL S THEXR] AR &
R AREE

oA MY AL fA A T BH e APk,

I cp /etc/postfix/main.cf /etc/postfix/main.cf.$(date -Isec)
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87 Al 2%l 9 3e] POSTFIX & W+

7182 o 2 postfix_backup_multiple zt-& true¢) 4 t}. postfix_backup_multiple:true 24 2
postfix_backup & & ]3] t}. postfix_backupS 21832 postfix_backup _multiple:false & 4

A8l of $hidh.

T4 w7l e A AT 5 Q&) Postfix 9 32 213 517] Ao postfix_conf &
REAF A v/ AEE ARSI file 25 S A3l /etc/postfix/main.ctE A A ¢

/usr/share/doc/rhel-system-roles/postfix’ README.md
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9. A| %) o &2 A}g-5to] SELINUX 74

9.1. SELINUX A] 2"l &3 4 7))

RHEL A ¥l o &2 of2] RHEL A| 28] & 9407 A3 43" 74
Ansible 93 9 w5 9] AA A} SELinux A 28] 4 &S A1L31H O3 AP S 53T 5 AH5Y
t}.
[ ]
SELinux 18, 9 Ad 2 yE 9 23207 AHAH 224 A A2 A
[ ]
SELinux 3 12 44, 9d AY2AE ¥ E Z 72l
[ ]
AAHE 9 == fd g oA 93U A 2E B
[ ]

& ¥ol Al = SELinux A 28] o @oll ] A& 4 e 918 W] 0@ Al 22 AT

3 9.1. SELinux A 2¥ 93 ¥4

oM A CLI A

selinux_policy B Z2A2 s uF 25 29 /ete/selinux/config ¢
REE Hosle g Addshy SELINUXTYPE
o).

selinux_state £ SELinux =2 tj A gy} /etc/selinux/config ¢

setenforce 2 SELINUX.

selinux_booleans SELinux &5 &4 3} 2 v &Ag setsebool
sty ok

selinux_fcontexts SELinux ¥} A 2~E nj 4 & semanage fcontext
7St A Y A A Y o).

selinux_restore_dirs ) A 28 E g oA SELinux ¥ restorecon -R
olES B

selinux_ports ZEO| SELinux glo] E&& A A%} semanage port

Ut
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m?‘i

Lk A CLI A

selinux_logins AF& 212 SELinux AF&A}F w3 o semanage login
2 AT

selinux_modules SELinux RE& A X, @43 8 semodule

35t = Al AT

rhel-system-roles 3 7] #] o]l 4] A %] 3t /usr/share/doc/rhel-system- roles/selinux/example -selinux-
playbook.yml ¢ 2l S o] 52 ZZA| REolA dd AF S Y5t WHS RoFUT. £33 S ol &
< /tmp/test_dir/ A g o] o2 24 ZA +4 9 B 9 AY2EZ 28}

SELinux 9 g ¥ 3=o] t] 3 2A] 3+ F =+ rhel-system-roles 3 7] K] 2 A 2] 5} 2L /usr/share/doc/rhel-
system-roles/selinux/ t] & g 2] o A README.md == README.htm| 3} ¥ & X314 Al L.

RHEL A 2") & & 47).

9.2. SELINUX A] 28] o} &< x}-8-319] of 8] A 2wlo] SELINUX 474 2 &

GAlol] w2} ASH SELinux A3 2 2 Ansible Zd 0] 58 &4 € 3 &3

A 27 A

SELinux Al 28 o &2 74 stel = A 299l sh ol o] #2F o) g M= 3 A
3.

p a4

Red Hat Ansible Core7} 7] €} A| 2818 LA 6= A| 2HIQl Aof =& A A A A AL A3,

Ao] == A Th&ol golof Futh.

ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 1 t}.

69


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/administration_and_configuration_tasks_using_system_roles_in_rhel/getting-started-with-rhel-system-roles_administration-and-configuration-tasks-using-system-roles-in-rhel#intro-to-rhel-system-roles_getting-started-with-rhel-system-roles

Red Hat Enterprise Linux 9 RHELo| 4] A| 2] 9} 3+2 A} 8 3le] A @ 74 24

RHEL 8.0-8.5+= Ansible 714t 253} = 9|3 Ansible Engine 2.97} £3H¥ ¥ ¢ 9]
Ansible 2] Zx] E2] 9] O] & A A 2= A ZF 51} Ansible Enginedll = ansible ,
ansible -playbook, docker & podman 3} 722 A4 H, o8] S HaJ L R EFH 7429
BE e E 7t 23] iU Ansible Engines g1 5151 A A 5= W ol o g
A4 g U] 22 Red Hat Ansible Engine #] 2] H] o] 2 Z T} 2 =351 A 2] 5= WHY £4]
g AN Q.

RHEL 8.6 ¥ 9.09 4] = Ansible 43 = 42l ¥, 93 2 &4%9] 7|2 A5 Ansible
Z #19 M E7} 239 Ansible Core( ansible-core 712 2 A &)2 =4 A &)
RHEL-S AppStream 2] 2 £ & F3l o] | 7]A & Al g5t A e A HAE AF
3ot A4 § W22 RHEL 9 2 RHEL 8.6 o] 4 AppStream ] X 2] 2] 2] Hj| o] 24
23H4 Ansible Core | 7] A of] gk X " & F=3H4 A L.

S o152 Enlguth A58 A &7 rhel-system-roles 3 7] 2] o] A 72 A 24 9
A Zdol5e 8% F dFUh

# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml my-selinux-
playbook.yml
# vi my-selinux-playbook.ym|

Al 29 SHAl Edlol Ho &S HAJ UG A E =
selinux-local-1.pp SELinux 2 58 A X3} &4 334t}

selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }

=

W7 A A HiE W7 E TR,

host1,host2 2 host3 X 28l o] x| =g o] &L A3}

I # ansible-playbook -i host1,host2,host3 my-selinux-playbook.yml|
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9% A| 2=®l o] 32 A}-8-5}o] SELINUX 74

Z}A] & U] 82 rhel-system-roles 3] 7] X] & A 2] 3} 3L /usr/share/doc/rhel-system-
roles/selinux/ 2 /usr/share/ansible/roles/rhel-system-roles.selinux/ t] & g 2] & =z 3}4] Al
o

i Sy
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10%. 274 A28 92 AL
N2 el A 27 A2 8 Abgste] ofd FetolAE Aol 218 55 5% RHEL

srEZ 2 AWz 748 F A&

10.1. 274 A" o

]

filo
g3

g
]
+
xo
o)y
L
)

27 A=Y

2

g AHgetd 28 9L 94 S2E0) 27 74

stk o) del A zglol 2 A2H QA9 E A gkl Fafooly 27 T4 AL Eelol
e st ol o] Fao] HRSI T Fellol e Alghol ¢ glov] YAML YA 0 2 et ¥
Aol sholl T A4 2 )-8 -2 Ansible A1) Eelo] 3 418 oA 9.

Eelo] o] meh 2ot A 20 ATe dwiy] Ao B50] Agich duel 44 % A
goll i@ AHAl & U182 Ansible EA ol A Wl Ee] 2 W= st W & FEsHAIA L.

systemd/journal.

fvarflog td g2l o] =7 o] A4 =2

Elasticsearch= A4 5= =21
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10%. 27 A28 98

1
oo

At

[}
g2 27 Asgon dgd a9yt
27 A2 8 ALgeE Y % 282 Adstel AU ool AFE 5 AFUTH A E So] Ad
o 92 e 2 o] AAete 24 EFAS TAY 5 AW, Aol e JPe T g A
oz dudi =g 21 o) APk

27 A 2¥ 98 Zg o] logging_inputs v 7] M=ol Q&2 A 2] s}, logging_outputs o
A4l &4 9 logging_flows w7 s=o] A3 &3 7ke] AAE Fodut. 23 A 29 982
27 A29E FASE F7F fA0E o3 W5 E AP £ 58S BT FE dx
o

A 27 A =9 G 2ol AL 7Hsd e 24 A 2="2 Rsyslog 1ot

=4

logging_inputs: 27 £F49] 98 Z2=9t}.

e
oX
o
it
-
o
i)
e
o
ju
Lo

°l5: 9] af ol 54t logging_flows: 912 £=

= =

2.

e,

KX
|

3 98 Q4o 291 The type of the input element.

me-

_ﬂ_
roles/rsyslog/{tasks,vars}inputs/ 2] tJ@ €] o] 29 sl F3l= A IS AAZAFY.

718 A}g}: systemd journal == unix AF oA 9 A= 4 YU

[}
kernel_message: true = 23 H 7 ¢ imklog & 2=3Ut}. 7| 23k
false ¢ t}.
[}
use_imuxsock: imuxsock o2l imuxsock & AF&-3 ). 7] 2312 false
Aot
[}

ratelimit_burst: ratelimit_interval = Y13 3 A= o) WA A £
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ALS AHEste] A 2 A &Y
t}. use_imuxsock o] false<l 7 ¢ 7] ¥7k-& 20,0001 Y t}. use_imuxsock ©]

Red Hat Enterprise Linux 9 RHELo| 4] A] 2=l
true?l 79 7] 2.zk2 200 Yot}
ratelimit_interval: ratelimit_burst & 3 7}3l+= 74 ¢ 4 t}. use_imuxsock

Aol AA A5S vebdy

BT = g ==
T -
Fagc

o] false<l ¢ 71 2zk2 600x ¢ }. use_imuxsock o] truegl 24-$- 712zk2 0
Z WA A7 FAF U 71 232

o A
<~ =

Ayt 0
[}
persist_state_interval: A2 A€
10 Y o}. use_imuxsock o] false¢l 7-$-of 7t
|
B 22 oA J48S st 48 dY
|
LAY ELAE T UE =2 A=A P8-S FAs= A8 9
o
8 sl o] B YT present == absent. A5t =S A H o] ey
[}
logging_outputs: 27 &3 49 &8 ZZ9d.
o
B 24 o g & +A4 89S =9
o
Az g 2P A2dd &9 34 298 293
remote_files: T} 2 27 A 2" 22 sld 79 &3 74 &S .
3= 585 5594

2
all

ot
all

M=
= =

o
)
i

49 : logging_inputs o] &
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=9 : logging_outputs °]& 7 Z=¢ .

/usr/share/ansible/roles/ rhel-system-roles.logging/README.html2] rhel-system-

roles=l| 71 x| ¢} /] A X € AHA

10.3. 228 23 A28 g A&

& Ao e} WEe] A 2g) A Ee)A 27 £242 745 Ansible Sdo] g Ful % A8
Utk 7t Wale 272 208 7S

A 8T A

27 A2d 8 TS E AL st ol o] #e]F s ue A~ % A,

Red Hat Ansible Core7} 71} A| 281 & 1A 5= A| 2"l AJo] == A2 U ALE s

Alo] ==X T30l oo gt

ansible-core 2 rhel-system-roles | 7] ] 7} A X] g U }.

RHEL 8.0-8.5+= Ansible 714}t 253} = 93| Ansible Engine 2.97} 38 ¥ ¢ 9]
Ansible 2] Zx] E 2] 9] O] & A A 2= A ZF 51} Ansible Enginedll = ansible ,
ansible -playbook, docker 2 podman 3 72 749 H, o8] ZHaA L v EF 7429
42 499 E7t 35 0] A5 Ansible Engineg 813t3 4 X sh Wy ol o)
A4 g U] 22 Red Hat Ansible Engine #] 2] H] o] 2 Z T} 2 =331 A 2] 5= WHY £4]
g AN Q.

RHEL 8.6 2 9.09l 4] = Ansible 938 &= 22, 9% 2 &2 9] 7] A ¥ Ansible
Z#19 M E7} £33 Ansible Core( ansible-core 712 2 A &)& =4 A &)
RHELS AppStream 2| ZX] Eg| = 53] o] 7] A = Al Agd A S A F
3ot A4 § W22 RHEL 9 2 RHEL 8.6 o] % AppStream ] X &g 2] 2] Hj| o] 24
23H4 Ansible Core =l 7] A of] Ul g X WL & F=3H4 A L.
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Al 26 A gho] vl i A] rsyslog # 7] A & A X st = rsyslog 3 7] A 7} A 2] = o] QA
%ol= gt

e
ko
o
12
1]
tilo
o
Lo
o
i
e

gol 52 A8 qU.

A YAML 521 & A4 55 Bl 2 Az 7]o)A guh A8 5

)
iu}
o
i)
mx
%
L
iu}

I # vi logging-playbook.ym|

o 2=

i

4

L

Ut

- name: Deploying basics input and implicit files output
hosts: all
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

54 AN E oA Sy olie APt
I # ansible-playbook -i inventory-file /path/to/file/logging-playbook.yml

g3 24Ut
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=

inventory-file & QAW E&] 3}

logging-playbook.yml & A}-&-3l+= Zd# o] 5 d Ut

H

A5
1.
letc/journal.conf 3} o] &S HZEJ
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf
rsyslogd: End of config validation run. Bye.
2.
A z=8)o] 2o MAIAE AR S
a.
Bl 2E WAAE P,
I # logger test
b.

Ivar/log/messages =15 321Ut} o =

T H

e

W the 3t &

# cat /var/log/messages
Aug 5 13:48:31 hostname root[6778]: test

o] 71 A 'hostname’ & Zeto|AE A 2H 9] T2 E o]l £ 14+ logger H &
2 gk ALgRL] AR} o] Fo] XFFHYTH(o] A FE).

<9
104. 24 274 A28 QoM =2 9E
rsyslog £ 7IWt 2HE 7|wto 2 205 A= 274 EFASWMES F AsU
AR 87 AL

27 A2 gz FAsel E ALY sht ol el #2F mmof i@ A2 % A
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Red Hat Ansible Core7} 7] €} A] 2€1 & A 51= A]

Ao] == A Th&ol golof Futh.

Red Hat Ansible Core A %]

rhel-system-roles 3 7] %] 7} A x| & o] A5t}

Ut

e W&o = A playbook.yml %2 & A}

- name: Deploying files input and configured files output

hosts: all
roles:

- linux-system-roles.logging

vars:
logging_inputs:
- name: files_input
type: basics
logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "lcontains”
property_value: error
path: /var/log/others.log
logging_flows:

78
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o
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=

- name: flow0
inputs: [files_input]
outputs: [files_outputO, files_outputi]

o] FAL A1 o F FR Yol x3H 2 E W A X 7} /var/log/errors.log ol 7] = 5 51 7]
E} 2= "] A %] &= /var/log/others.log ¢l 7] =g t}.

I # ansible-playbook --syntax-check playbook.yml
Qi E] S A S o] HS gt

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

letc/journal.conf 31 o] 775 H| ZE .

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

A 2HoA @ F FALo] 3H WAAES 20 A4ateA] FAFU

HEE vAIAE By
I # logger error

Ivar/log/errors.log 2 15 <213} oS 5H oS3 &yt
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# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error

o] 7] A hostname & ZE}o|AE A|2Hlo] S XE o]|F¢ Yt} 1) += logger B3 S
A3 AHE AL AHE-AF o] Fo] EFHUTHOl A5 FE).

/usr/share/ansible/roles/ rhel-system-roles.logging/README.html<¢] rhel-system-
roless| 7] =] ¢} gH7A| A= g4

10.5. 27 A28 &L ALg3to] 97 =7

iy

e

& @79 2} Red Hat Ansible Core Zd°] 53 1] 2 A &3slo] 94 =24 &£F4AS 74
t}. o] Z g o] & A s} o] o] Ze}o] A E L systemd-journal oA =15 712 ¢} 94 A= A
Yt} A= remote_rsyslog 2 remote_files oA 997 A4S 43510 Y9F S 2E o]|FO 2 o] F9]
ARA e 24 9dd 235 &4 Jo

A 27 A

27 Az gz FAsel E ALY sht ol el #2F mmo i@ A2 % A

[
2
=
(%
g
>
o
)
_(‘)l_c'

Red Hat Ansible Core7} 71 €} A| 2" & 7 A 3l= A 2HlQl Fof =

Ao] == A Th&ol golof gtk

ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 4 t}.

Al 2" &2 ) Z A] rsyslog £ A A s17] vl rsyslog | 7] A1 & 221 F 27} 8l

Ut
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A YAML 51 ¢ A4 513 e 2E A7) elA Juth ol g =
I # vi logging-playbook.ym|

shloll e g

tllo

A g,

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- name: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: forward_outputO
type: forwards
severity: info
target: _host1.example.com_
udp_port: 601
- name: forward_outputi
type: forwards
facility: mail
target: _host1.example.com_
tcp_port: 601
logging_flows:
- name: flows0

)

10%. 27 29 o

S}
=

A+
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Y2
=
oX
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2

rJ

inputs: [basic_input]
outputs: [forward_output0, forward_output1]

[basic_input]
[forward_output0, forward_outputi]

o] 714 host1l.example.com & =7 AW t}.

%91

27 £FH L A EE Zeto|AE A28 9] SELinux g Aol 3

o8 FEolAt A5 e Wt elA] Qe vich 71 SELinux 4 3]
= ¥ E 601, 514, 6514, 10514 2 205147} ¥3rgdcl. g & X EE A}
goteim Zekol e % Aul Al 260l 4 SELinux 39 44 gt
A2d g B3 W 2L okd A 9EA dauth

Al B ZeolAES Ydate AMED AL AT,

l‘h,

A e AR SHT G 2E BY7lolA Ut oS S8 T 2HU T

I # vi inventory.ini

A ED gdo) g3 W&

mlo

A4

oo

Y.

[servers]

server ansible_host=host1.example.com
[clients]

client ansible_host=host2.example.com

g3 24yt
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o

ol\

host1.example.com & 27 A v ¢t}.

host2.example.com & £7) Z&o]AE Yt}

Qe o)A Felo] %S Aa)F

L

o}

I # ansible-playbook -i /path/to/file/inventory.ini /path/to/file/_logging-playbook.yml

g3 24Ut

inventory.ini = 219l Eg]

K
e
s
L
v

logging-playbook.yml 2 A&7} A S o] 5 YUt}

ZElo]dE @ A v x| 2H d 4 /etc/rsyslog.conf 312 o] L &S HIZE gt}

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

Zeol e A 2qlo] Auo] WA RS Aat=A A

H

S| A E A &R oA HAE HAIA S Byt

I # logger test

A u] x| =€l A /var/log/messages 212 1 Utt. o S 54 33 7

# cat /var/log/messages
Aug 5 13:48:31 host2.example.com root[6778]: test
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o] 7] /] host2.example.com & ZE}o]|AE A| ~Hlo] A E OI% Ut 229l
logger 8 & 423 ALE A2 AR} o] Fo] E}HUTHOl B¢ FE).

RHEL 1\] 2"l o3k }\’l 7_(1'—{5].7]

— ua 1=

[ ]
/usr/share/ansible/roles/ rhel-system-roles.logging/README.html<¢] rhel-system-

roles=l| 71 x| ¢} /] A X € AHA
RHEL A] 28 o3& KB £4]

10.6. TLSE A}lg-5to] =7 A28 & A}&

TLS(Transport Layer Security)= ZAH UM EY A E &3 ¢t sH 54

io]],]];]_

A2 A= 27 RHEL A 2" o &2 X182 51o] Red Hat Ansible Automation Platform2- A} & 3l =

a9 Bt AE LS FHY 5 Aah

10.6.1. TLSZ ZoldE 27 74

27 A 2" A2 A}L o] 2A A AEd] 2719213 RHEL A| 28l oA 7S 7433 Ansible =
TLSE AHgste] 205 94 24 A 2Fos A 5 dFUoh

gol &S 243 st

o] Ax}o] A = Ansible 21dl £2] 9] clients 259l I+ RE T2EJ TLSE #AIYL. TLS ==&
EZL Y EYAE &8 22& HAsH AFsH7] A&l WAA A g5

A 27 A

TLSE 74 % 2 =col A Sdol 32 4% & it Aol A5

L

r g
A
ol
I
i
rr
&
2
b
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104, 27 A28 9%

ansible 2 rhel-system-roles 3] 7] 2] = Alo] == A X Pt}

g el =2 A3 playbook.yml <12 A3 g o).

- name: Deploying files input and forwards output with certs
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_pki_files:

- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem

logging_inputs:

- name: input_name
type: files
input_log_path: /var/log/containers/*.log

logging_outputs:

- name: output_name
type: forwards
target: your target host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’

logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

Z o)L g v/l &S AL

logging_pki_files

o] 7| E A1&-351A TLSE AT 4= 2129 ca_cert_src,cert_src,
private_key_src v 7| H+E A3 of ).

ca_cert

A+

CA21ZA 2 A= E Jeld Y. 7] & 73 & & /etc/pki/tis/certs/ca.pem o] 1] 1} o] &

& g AL AR FU .
cert

Q1Z A AZE VPP Ut 71 2 7 2= /etc/pkiltls/certs/server-cert.pem o] 1 2}l
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olge Ag A7t A4,

private_key

el 719 A =& vebhdth.Represents the path to private key. 7] &
/etc/pki/tls/private/server-key.pem o] 512 o] &2 A&z DA g

e

ca_cert_src

04 520 BAEE 22 CAASA #2222 eyt ca_cert £ x4 a1
A Aol BAP U

cert_src

g sxed BAEE 22 954 B A28 Y. cert 7t A H W D 9)
R ol HAE Y.

private_key_src

W4 32Ee) BAlsE 22 7] 91 22 S ey private_key £ 234 ]
Aol BARE U o}
tls

I # ansible-playbook --syntax-check playbook.yml

SELEELERESRERT LSS

I # ansible-playbook -i inventory_file playbook.yml
10.6.2. TLSE A}&351o] AW =2 34

27 A28 982 Al25to] RHEL A] 280 A Hu]2 =72 7433 Ansible =] o]
o] TLS7L & 94 27 A 2doH 218 £ 4 dFyh

g gt

o] Ax}o] Al = Ansible QW Ea] o] A ¥ 1E Y= 2

=

L Eo TLSE +4d4 .
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1074, 27 A28 o 3 ALS

AP ST AP

[ ]
TLSE 743 22 ==X EFol 8-S 24T 4 & Aol AFUT
[ ]
2P == Ao] =9 IWMED Bdd gyt
[ ]
ansible @ rhel-system-roles 3| 7] = A o] == A x]F 1t}
dzt

t}g ZEl =2 A8l playbook.yml 7S A A 3 ).

- name: Deploying remote input and remote_files output with certs
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_pki_files:

- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem

logging_inputs:

- name: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com|]

logging_outputs:

- name: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-

replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

ZgolBe g v W4E AL T

logging_pki_files

o] |7 & A1&-31d TLSE +A4 T 4 2129 ca_cert_src,cert_src,
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private_key_src w7/l 4= A 25 of gt}
ca_cert
CA A=A 9 A== e iUt 71 2 7 2= /etc/pki/tis/certs/ca.pem o] 1] 512 o] &
2 AH&- A7 AR

cert

IS4 AZE vepg Y. 712 2 2= /etc/pki/tls/certs/server-cert.pem o] ] 3
ol g AHE A7 A Fu .

private_key

7MQl 719 A =& vebhdyth.Represents the path to private key. 7]
/etc/pki/tls/private/server-key.pem o] 31 o] & A8-A} 71 A A .

ca_cert_src
g S 2Eo BEAlE = 24 CARISA Y A28 Jepdyrt. ca_cert & A A s1H
slF X0 BAE Y.

cert_src

g s2Ed BAIH = 22 AS5A 3L A= E JderdY cert 7 A =W s 9
2ol E-Ag Y.

private_key_src

W S2Ed Babe s 27 7] %9 3= tebduth private_key & A4 5H4 9
Aol HAHE U

tls

ol Wi MSE A S W EN S T8l AW 222 AET 5 AxUh Bt A
E 93K 2= A S tis:true 5 AT 5 AFUh
2.
ZY ol TES FAFYG
I # ansible-playbook --syntax-check playbook.yml
3.

SELEELERESRERST LS

I # ansible-playbook -i inventory_file playbook.yml



10%. 27 A28 98

]

A8
10.7. RELPI A 27 X 2® A3 ALS

RLP(Reliable Event Logging Protocol):= TCP U E¢] 3 & 3t dHiolH 4 vA|X] 27 & S U E
AR Z2EZPUT o|E WAR & HA A 0 2 ADeal WA A &4 S 5 -831A e 74 AL
g dEFUY

RELP A4t 27 352 3 Fu2 A433 504% Al 9w o] & $AFth AR 2 g
3171 918 RELP: & F579 WlAA 272 95l 2t A58 72 9] EdA8 us

it
X
o
)
L
o

RELP Z&}o]AdE9} RELP A v 7+e] 914 =7 A|2="L 7183 4= <Yt RELP Client= 97
A Axde 3% A% RELP *1H1‘: A7 273 A=dolN Bl RE 228 £

el 24 A2d AT AHgete] 2T FBL Ao AR FAFES 24 A2DL

FAE F A

10.7.1. RELP= Zgo]dE &7 1A

27 A 2d" 92 AL 5te] 2 A 2”0 21213 RHEL A| 2="lo|A] 278 +A135l3L Ansible =
#o] %2 Jaste] RELPE Algate] 94 27 Al2dlox 208 A58 5 A&Uh

ELPE 744t RELP +

o] Az} x] = Ansible <1l E2] 9] clients 289 Y= RE S 2E9 R
235 A sHA AF3s7] 918 w Al

A& TLS(Transport Layer Security)E Al-&35lo] Y EYIE 535
A AFS Sz

A 27 A

[ ]
RELPE 74 @ #e] o)A Fdlol2 44 = 9 Ado] dFUth

(|

98 wEt Aol wEo] JuEe shelo] gy

r.l

ansible 2 rhel-system-roles 3] 7] 2] = Alo] == AXFHt}.

t}g ZEl =2 X85l playbook.yml 7S A A g ).
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- name: Deploying basic input and relp output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: _logging.server.com_
port: 20514
tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/client-cert.pem_
private_key: _/etc/pki/tls/private/client-key.pem_
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: _example_flow_
inputs: [basic_input]
outputs: [relp_client]

i
o)
o
Ao
flo
fiu)
o
i
o
il
>
o
d
L
fu)

[}
U ol 47 274 A2do] A F FAE o] FS A W5 wAWEAY
=N
[}
EE: 94 27 Axqo] 483 Yt XE WU
[}

ts: EN IS 54 hdd 22 A4S uFFUT Bt AAES Q34 o tis
T = false 2 AAT 5 ALY 7|24 0 Z tls v 7] ¥ 4= RELPS} &7 23 o true=
AA =3 7]/05 A {ca_cert,private_key} Z/=+= {ca_cert _src },cert_src, cert_src}7} 2

23

{ca_cert_src,cert_src,private_key_src} Efi3o] AAH A$ 71 £ 91X
/etc/pki/tls/certs 2 /etc/pki/tis/private o] A|o] =T oA 31U S AFs= IO = A}
$8U o] 3¢ HY ol FL EE 9 A7 ol FH FAFY

{ca_cert,cert,private_key} Ef{3 o] A H A$ 27 FARG WA 5Uo] 7]
B 729 Qojof g},
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[t
A)
e
)
o
o
4
il
oX,
fu)
ne)
i)
17
flo
e
2
b
Iy
=2
)
r a)
A)
b
Iy
lo
At
oX,
oM
fu
fu
=
ofy
ot

U,

ca_cert: CA Q154 9] 422 Jepdyr}. 712 73 2 &= /etc/pkitls/certs/ca.pem o] 1]
39 o] F2 AHE A7 A A ok

cert: Q15 A A2 E Yepd Ut 712 73 2 & /etc/pki/tis/certs/server-cert.pem o] ™
349 o] F2& AHE A7 AR o

private_key: 71121 7] 9] A =& veld Y }.Represents the path to private key. 7] &
73 2= /etc/pki/tis/private/server-key.pem o] 3} o] & A8 A7 A A .

ca_cert_src: )4 S 2Eo] BAlE = 24 CA A=A 7 A== JebdUd.
ca_cert= A Q3tA dlF 91X o) BAFHU

cert_src: i} S 2E o HAlE = 22 154 3Y A& Yebd . cert7 A A
W 3 21X ol HAE Y

private_key_src: A 2 Ed] EAlH &= 22 7] 99 A2 2 Jepd Y.
private_keyE A4 shA 91 A ol EAg

pki_authmode: 135 R =5 o|F == A 72 =2 3 &Y.

permitted_servers: 7] Z@lo]AE A TLSE 53 43l 218 HUYEE 5] &
AW EE54Ut.

99 274 9 A4 BEqUn
[}
29:27 29 A4 254U
Ael Apah Eelol % TS GAFU T

I # ansible-playbook --syntax-check playbook.yml
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—

il

ol HS 23 Fu.
I # ansible-playbook -i inventory_file playbook.yml

10.7.2. RELP=Z A 27 +A

—_

Logging System Role2 A}-8-3}o] RHEL A|2="lo] 2 & Au| & 74 3}3 Ansible =g o] &2 2
g3t RELPZ 973 27 A &HoA 218 418 5 dFU .

o] Axz}o A= Ansible QI E8 9] ¥ 2189 Y& R E S AEJ RELPE 7434 t}. RELP 4
2 TLSE ALl VIEQAE 53] 228 Al AE35H7] A6 WA A AES 45334

A 27 A

[ ]

RELPE 743 22 ==oA Sgol8g 433 4 g Ado] v
[ ]

229 ==E Ao] xe AwED Hdd Y g
[ ]

ansible 2 rhel-system-roles 3] 7] 2] = Alo] == AXFHt}.

t}g Ze=E AHg-5lo] playbook.yml 52 -S A A}

-

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: relp_server
type: relp
port: 20514
tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/server-cert.pem_
private_key: _/etc/pki/tls/private/server-key.pem_
pki_authmode: name
permitted_clients:
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it

-' *example.client.com_|
logging_outputs:
- name: _remote_files_output_
type: _remote_files_
logging_flows:
- name: _example_flow_
inputs: _relp_server_
outputs: _remote_files_output_

a0 B e 44 e AU

Us: M EH S Fal @ 22 52 RAFUTh et v s Uaix ow tls
= false 2 AAT 5 ALY 7|2 A 0 Z tls v 7] ¥ 4= RELPS} &7 243 o true=
AA =3 7]/05 A {ca_cert,private_key} Z/=+= {ca_cert _src },cert_src, cert_src}7} 2
L3

{ca_cert_src,cert_src,private_key_src} Efi3lo] AAHA A$ 71 E 9
letc/pki/tis/certs 2 /etc/pki/tis/private o] AJo] ;== A A S AFst= dF o= AL
SR o] 49 5 o] e Ex =9 A o5} TAFU

o
{ca_cert,cert,private_key} Ef{3 o] A H A$ 27 FART WA 5Uo] 7]
2 A2 ojof F.
o
EfZ3o] R F AAHA AL Ao] == A o EAH AR ALY
Yt
[}
ca_cert: CA Q1Z 4] 9] A =22 Jepd Ut 712 73 =& /etc/pki/tls/certs/ca.pem o] 1]
B o] F& A A A A F o
[}
cert: 2154 A 22 Jebdyrt 71 2 A 2 & /etc/pki/tis/certs/server-cert.pem o] ™
9B o] F& A A A A F o
[}
private_key: 7l 21 7] 2] 73 = & ey U t}.Represents the path to private key. 7] &
7 2 = /etc/pki/tls/private/server-key.pem o] 512 o] & A&7} AA g o).
[}

ca_cert_src: A 2Eo] BAlg = 22 CAQAFA v A 22 Jepdy.
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ca_certs x4 3t a3 9130 HAbAU k.

cert_src: i} S2Eo HAlE = 22 154 3Y A2 & Yebd . cert7t A A
W 3 21X o HAE Y

private_key_src: A 2 Ed] EAlg &= 22 7] 919 A2 2 Jepd Y.
private_keyE A4 shA 91 A ol EAg

pki_authmode: 135 R =& o|F == A 72 =2 3 &Y.

permitted_clients: 27 XW oA TLSE Fall 225 9433 HUl= dl 5183 22
OJAE EE].

99 274 9 A4 29U
[}
29:27 29 A4 259U

Rel Apa: Eeol % FES

Ao

J ()

I # ansible-playbook --syntax-check playbook.yml

—

il

ol 53 23 F.
I # ansible-playbook -i inventory_file playbook.yml
10.8. 71 gl &=

°
RHEL A] 28 93 x| &35}7]

/usr/share/ansible/roles/ rhel-system-roles.logging/README.html<¢] rhel-system-roles
s 712 s} 3l DA A AEA AU
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117, SSH A| 2¥] &S AHE-3tq B 54 74

2| A= SSHD A =/ o &3 AH§-51o] SSH A 1] ¢} SSH A] =® o &3 /) 51| Ansible Core 3] 7]
A& AH&-3te] o8] RHEL A| 2"/l 4] FA]o] SSH ZE}o|Ad EE dAHA FAE F AdFU o

11.1. SSH SERVER A] =¥ &g 4=

SSH Server A| 2=} o3 Zdo] Hol A= 713 44 2 Al g Abatol whe} SSH 74 sl o] w7l W5
2 39% + gtk

o
At}
2
3
i
il
-Ll
_,L
)

9_'

O
.E‘.
Z.
nm
£

8.2 RHEL 7] 23} o X 3= sshd_config 522 4 §

WE 7o) 380] sshd T4 oA yes W noz Lul=A AP P Th 222 AL o £ 7
52 ol 4 AFUTh ol 5 g By

sshd_ListenAddress:
-0.0.0.0

o3} o] AE Pk

ListenAddress 0.0.0.0
ListenAddress ::

SSH A o] A 225 o Tl T & W5

sshd_enable
False= A5t o o] &3] vj&Adstgynt. 7] 232 Truedi Yt
sshd_skip_defaults

True & AAsHH A| 2] o] 7] zho] A &5 X g5y g4l sshd dict == sshd_Key ¥
T2 AHEste] AA 743 7123 Al EE A dU . 71 2302 Falsed Ut

sshd_manage_service

False= A4 sH Ay 27} #AEH XA Fovg HEl A A3 H A ¢gom A2 == EP’\] =z
%] ¢4t} Ansible service 2 Eo] A AlXol| ti3l] enabled= %] ¢Fo v =2 Ag o] == AIX Y
FolA dAH = 455 AL 71252 Truei Yo
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sshd_allow_reload

False= A3 sha 44 o] A€ Fsshd7l A 2=HA] GFU o= #4) |29 =20l 2
F AFUT HAE 73S A 85tEd sshds 7522 tA] 2=t 71 232 AIXE Al 9l st
sshd_manage_service ¢} 52 3t g1t} of 714 sshd_manage_service 7] 2312 False o] =] 7t
sshd_allow_reload ¢] 7] 2zt-2 True ¢4t}

-

sshd_install_service

True = 41 5l o] e sshd A|B] 2o d12 AR 2 5ol & A7 ghich. ol 9 oha £ AA
of AZH shol A FLT T WAl ALHLE 745} sshd_service W41 W75} B
3 True 2 AR 3HA v Al 2. 7] 232 Falsed Ut

o
A

e

o g Aol el HA S BB AT

sshd_service_template_service (default: templates/sshd.service.j2)
sshd_service_template_at_service (default: templates/sshd@.service.j2)
sshd_service_template_socket (default: templates/sshd.socket.j2)

sshd_service
ol M4 F WA sshd Au| = Q2B 22 7451 o] #83 sshd AH] 2 o] 52 AT
sshd

F4ol T4 dictgUth. o & 59 b3 2Eoh

sshd:
Compression: yes
ListenAddress:
-0.0.0.0

sshd_OptionName

dict A sshd_ H FAHot &
Y} simple ¥ 4~+= sshd dict<]

2 r
o
R
o
lo
i)
v
RUN)
2
i
Mt
g
i)
o
i)
N
o
v
i)

I sshd_Compression: no
sshd_match 2 sshd_match_1 to sshd_match_9

dicts 55 = 29X 449 3% dicto] #3gIh. o3 W sshd dicto] o9 = A
At 222 ARl FEUth A% 74 BLe) RE 227} v FY ok

SSH A u] A]2=Hl o ol o

%

BHx Wy
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o

o] &3

e

WS AHgate] AAHE 2t TRE A Fe /1 ERL AP T = dFUh
sshd_packages

o] Mg ALg st AAH AAA ] /B BH2 AT 5 A&k

sshd_config_owner, sshd_config_group, and sshd_config_mode

o] o goll x| o] & W5 A1-§-3e] A4 5 openssh 74 A o] 25
gl th.

)
=)
)
r
o
(7
ol
]

sshd_config_file

o] ¢j&o] openssh X H| F/4Jo] B8 F=<

1Yo

sshd_config_namespace

ol Wo] 71232 nulliydt. =, g =s
Ao JuPFUth B o] HFE A St =5 HAHE A WA dE A 2de 9d E49)
ol e T Ex o A oA o] o

g = &Yt sshd_skip_defaults M4
£ FAHT o] A9 A2 7] Rgko] ALg A %

o 18
e}
L
>

openssh 74 wale] A e ALgL A% 4
S EE RN EERERENPEEE

Z1edo=, qdL 7€ A HL9 old A E53 BNl A EHES
A = @ "Match all" £50 1= 275 v AP o] & T3l O FE A4 S EA FESE
A FeFAE 7L F s

sshd_binary

openssh 2] sshd 43 s} 9] A=Yt}

H

sshd_service

sshd A H]| 29] o] F Ut} 7| A 0 & o] Wy o= A SR Z oA AHE-3l+= sshd A H] 2 9]
o] 8o] X3Pt} =3 A3 4 sshd_install_service HFE A1235l= 249 AHEA A sshd A
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w29 o] 5L AR FE YFUTH
sshd_verify_hostkeys
712%k2 auto Yot auto= A 51H AP E 74 AL J= RE ZZE J7FULEHAL &
ASA FEAZ7HARIUG £ A R 9 254 /2o AFPUh o] 715w E

A0l A o3 ALga] 3 WA A o)A AN AE NG YEA SeAaE o) §83 o
stel g v @ stalel ™ o] MAE Wl 2= [loz 44T,

sshd_hostkey_owner, sshd_hostkey_group, sshd_hostkey _mode

ol2] gt W& 183t sshd_verify_hostkeysolA] & 2E 7o o3t £7fd R A%S A

%

sshd_sysconfig

RHEL 713k A 2®lo] 4] o] 4= sshd A u] 20 O] g F71 Al AR E FAA Y true = A
AstA o] J32 tp2 A 9 ula} /etc/sysconfig/sshd 4 3t & A g}, 712712 falsed ]
o}

sshd_sysconfig_override_crypto_policy

RHELO A true 2 A4 3k o] W47t A 29 AA) ¢33t 3282 Aol gt 7| 2gke
falsed v t}.

sshd_sysconfig_use_strong_rng
RHEL 7] 9k A| 28l o] A o] ¥4=& sshd oA A= XA d vlo] E 5 A8l openss| ¢ 9

WE PY7E Al A 5 AEUTh 1B 002, o 752 Bl ey shath A 28 o] =
ol el Ws W77 QA A4 ol e AR A whlA 9.

11.2. SSH A v A] 2" | &2 A}8-31o] OPENSSH Ay +4

SSH AWl A1 28] 9 &2 AHg-5he] Ansible Ed0] 32 A sto] o] o] SSHAME 74T 5 A%

SSH % SSHD +4 & W7 sl= o2 A 2=% 9 (<] : Identity Management RHEL 4]
28 )7} g7 SSH A 8] Al 28 S AT = JFUTh 7S oA ges
slel™ SSH A 1] & 3o A Ul AH o] ~(RHEL 8 @ o] A B A) =& =2 td e
(RHEL 9)E AHg-31=A 135144 2.

A 27 A
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op
3#
2
i)
)

g
4

>
i)
o

SSHD A 29 &= 74 skel & Al 2=wQl st o o] #2]F ol Ul e A2 2 A,

=

s}
®
o
T
L
>
-
)
=)
)
(@)
o
@
N
)
N
fu}
>
>
o
o
By
oX
o
rr
>
>
o
rO
2
<L
b
[
12
x>
[»
%e
N
>
oo
)
)

Aol ==X T30l oo gt

ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 4 t}.

RHEL 8.0-8.5+= Ansible 714}t 253} = 9]3|| Ansible Engine 2.97} £3t¥ ¥ ¢ 9]
Ansible 2] Zx] E 2] 9] O] & A A 2= A ZF 51} Ansible Enginedl = ansible ,
ansible -playbook, docker & podman =} 722 A4 H, o8] S HaJA L &7 742 9
B= e E s 23] iUt Ansible Engines g1 5151 A A 5= W ol o g
A4 g U] 22 Red Hat Ansible Engine #] 2] H] o] 2 Z T} 2 =3} 531 A 2] 5l WY 4]
= Bz 2.

RHEL 8.6 ¥ 9.09] 4] = Ansible 43 = f+42l¥, 93 2 &429] 7|2 A5 Ansible
Z #19 M E7} £33 Ansible Core( ansible-core 712 2 A &)& =4 A &)
RHELS AppStream 2] ZX Eg| S 53] o] 7] A = Aty Agtd A S A F
ot A4 § W22 RHEL 9 2 RHEL 8.6 o] % AppStream & X &g 2] 2] Hj| o] 24
23H4 Ansible Core =l 7] A of] gk X " & FA=3H4 A L.

SSH A1) A 2<% o} goll o g ol Al Zelo] %2 BARgh o

# cp /usr/share/doc/rhel-system-roles/sshd/example-root-login-playbook.yml path/custom-
playbook.yml

B 2E 13718 At Babd Zaol B AUt ol & 59 o3 2
# vim path/custom-playbook.yml

- hosts: all


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

o

ol
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tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
include_role:
name: rhel-system-roles.sshd
vars:
sshd:

# root login and password login is enabled only from a particular subnet
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

il
flo

ol 52 g3S FPFEE FAE SSH AW ZE e =8 74 dY -

4= 2 root AH-8-2F = 2%l o] H] R4 st o] AFUY

°}3 9 root A& A 21918 A Bl 192.0.2.0/24 A 9t -4 515U ).

I # ansible-playbook --syntax-check path/custom-playbook.yml!
QAW EZ Ao Eg o5& AP At

# ansible-playbook -i inventory_file path/custom-playbook.ym|

PLAY RECAP

hhkkkkkkkkkkhkhhhkkkhhkhhhhhkkhkhhkhhhhkhkhhhhhhhkkhkhdhhhkrxxkx

localhost : ok=12 changed=2 unreachable=0 failed=0
skipped=10 rescued=0 ignored=0
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SSH Aujo] 229 g.

I $ ssh useri@10.1.1.1

o3 2aUth

user1 2 SSH X 1] o] AL-&-2L Y}

10.1.1.1 2 SSH AW 9] IP F=4 Y}

SSH A 1] o] A sshd_config 3} o] &< el

$ vim /etc/ssh/sshd_config

# Ansible managed
HostKey /etc/ssh/ssh_host_rsa_key
HostKey /etc/ssh/ssh_host_ecdsa_key
HostKey /etc/ssh/ssh_host_ed25519_key
AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE LC_MONETARY
LC_MESSAGES
AcceptEnv LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT
AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE
AcceptEnv XMODIFIERS
AuthorizedKeysFile .ssh/authorized_keys
ChallengeResponseAuthentication no
GSSAPIAuthentication yes
GSSAPICleanupCredentials no
PasswordAuthentication no
PermitRootLogin no
PrintMotd no
Subsystem sftp /usr/libexec/openssh/sftp-server
SyslogFacility AUTHPRIV
UsePAM yes
X11Forwarding yes
Match Address 192.0.2.0/24

PasswordAuthentication yes

PermitRootLogin yes

192.0.2.0/24 A Bl o] A] root= AW o] AAT F JE=X] 23},

o
N
B>
i
_I (
rO
o
W
iy
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$ hostname -I
192.0.2.1

F4271192.0.2.1 - 192.0.2.254 4 9] ol A= A ¢ Al 92T 5 AdHFU

root= A Wo] AUt} :

I $ ssh root@10.1.1.1

/usr/share/doc/rhel-system-roles/sshd/README.md 3}
ansible-playbook(1) =& % = o] %]

11.3. SSH S} o| A E A|2H] g A4

SSH Zefol A A28 o @ Fdo] Bl A 712 44 2 A& Abaol we} Feho] A= SSH 74 3}
Ao v WS P 5 AFUh

e @ MFE TASA gom A 29 e RHEL 7|24k AXsh 2= ssh_config 521 2
AT

RE 7 g0 ¥-go] ssh 740l A yes Ei= no = Stz AdYHUth 252 A8 st el = 7
3 F22 4P F dFUth oS TH B3 2HU

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

o3} o] A Pk

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

103



Red Hat Enterprise Linux 9 RHELo| 4] A| 2] 9} 3+2 A} 8 3le] A @ 74 24

r

SSH Zeto] A E A| 28] o & tj & W
ssh_user
N2 o ao] Abg A T4 FAHSE 71E AR o1 FL B 5 Y&UTh AR A T

& AR A ALg A ~Lsshiconfig o] AZF U 71 B3 RE ALg Ao & F2E 7S 53
+= nullgd vt}

ol Xt

ssh_skip_defaults

7] &% auto YUt} auto = AR 5HA A|2H T2 A 2d AA 74 Y
letc/ssh/ssh_config £ 2231 o] 7] 9] A ]9 RHEL 7] 232 §A gt} ssh_drop_in_name ©i4+ES
Aot =52l A 9US WA A ssh_skip_defaults W71 A5 0 & v &4 51g 1}

ssh_drop_in_name

A|2" AR =52 dd g v He =520 748 Y9 o5& AP o] 52
letc/ssh/ssh_config.d/{ssh_drop_in_name}.conf &l Z 3 oA AT A AL Fx351= o AHE
AU A1 &"He] =52 gaAEHE & A YsHA] &= A5 71282 nullgd o A]Z="lo] =521 0
H2 & A dst= 4 71832 00-ansible 44 o}

“ik 9]

Nz|le] Eg<l YA S AA5HA gt 2

7k At g .

o
o
o
[
filo
1
ox
o
2
(il
)
o

A td P22 NN-name §Ht}. o714 NN & 4 3t o] &=A4E A A st= bl AHEHE= + &
g Ao, name #U o] FRl= £ A g Aol £3HE o] FdU T

X
2

ssh

77 A3 33 ghol £ dictd Yt

&L

ssh_OptionName

dict 4l ssh_4FAL 2 g4 ol g0 2 THE 19e W5 ALgate] §4 2 A9

]
4
s
|y
L
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}. &< W 4= ssh dicte] 2 A 2 g .

ssh_additional_packages

o]

Q2 7HF AubEQl ALE Ald o] 2 2 3 openssh 2 openssh -clients F 71X S AR50 =
AAFUth F71 A7 A S A A& oF sl A-$(ell: T2E 7]k Q1359 openssh-keysign ) o] W 4=9]]
AT F AFU -

ssh_config_file

ool A 4 AL & AFs= A=A 71 &3

A zdlo] =5 dAE st Y S 7127
/etc/ssh/ssh_config.d/{ssh_drop_in_name}.conf &1 =310 2 & o] H1]}.

A" =52l tAE 7t Qlew 7] 252 /etc/ssh/ssh_config 1 T}

ssh_user =7} g ol | 3¢ 71 232 ~/.ssh/config 1o}

ssh_config_owner, ssh_config_group, ssh_config_mode

AARA A FdAdo] A28, 258 2 2egdurh 7128 0 2 59 A §AE rootirooto] ] REE=
0644 ¢Jut}. ssh_user 71 B ol 5w _.% 0600 o] 52 ¢1Tx}9} E2s sh_user Bieo] A A AL
|7} ol FolA AFBF U

11.4. SSH Z¢}o| A E A 28 A -2 A1 5}o] OPENSSH ZeolAE 74

SSH Zeko] 91 E A| 28] o] 3+-2 ALE-5lo] Ansible E¢ o] 2 A3 3to] o] 2] SSH ZefolAE S 74
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ansible-core ¥ rhel-system-roles =l 7] X] 7} A X] g 1 t}.

RHEL 8.0-8.5+= Ansible 714}t 253} = 93| Ansible Engine 2.97} £3H¥ ¥ ¢ 9]
Ansible 2] Zx] Eg] 9] O] & A A 2= A ZF 51} Ansible Enginedll = ansible ,
ansible -playbook, docker & podman 3} 722 A4 H, o8] S HaJ L &7 742 9
= T2 7 2385 0] 55Ut Ansible Engines 81 5131 A X sl= Wi ol o g
Z}A 3 U] 82 Red Hat Ansible Engine x| 2JH] o] 2 & t} g2 =313 A X 5l W £4]

£ FxstiA L.

RHEL 8.6 ¥ 9.09] 4] = Ansible 43 = 4l ¥, 93 2 &4%9] 7|2 A5 Ansible
Z#19 M| E7} 23 Ansible Core( ansible-core 712 2 A &)& =4 A& h.
RHELS AppStream 2] ZX] Eg| S 53] o] 7| A = A F3alH Agd A S A F
3ot A4 § W22 RHEL 9 2 RHEL 8.6 o] % AppStream & A &g 2] 2] Hj| o] 24
23H4 Ansible Core | 7] A of] gt X M9 & FA=x3H4H A L.

o2 W&o = A playbook.yml 31212 3 F ).

- hosts: all
tasks:
- name: "Configure ssh clients"
include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
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ControlPath: ~/.ssh/.cm%C
Host:

- Condition: example
Hostname: example.com
User: usert

ssh_ForwardX11: no

ControlMaster 2] Zd 4 o] auto = A& 5 o] Jd&HF ).

example.com S 2 E 9| AZA3}= oA HAL user! Yt}

o] Edlo] % the T4 S AH§ o] el :sol A root AbgAke] SSH Zetol A e
Pk

7124

oA & 2E ML example.com 52 Ed U3t A4S el = user! AHE-AL o] &

o= A4

X11 Ao] w4 sh5 o] Axvich,

e Hoz §#73 Aol get oA F WFE £ 5 AFUth AMT NS

# ansible-playbook --syntax-check path/custom-playbook.yml!

A e wdol A Sdol e Aal gk

# ansible-playbook -i inventory _file path/custom-playbook.yml
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I # vi ~root/.ssh/config
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# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example

Hostname example.com

User user1
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ansible-core 3 7] X 7} A X 5 o] 95U}

sshd_config_file }i42] 4 2Y3l-& S o] Fo F71 .

- hosts: all
tasks:
- name: <Configure sshd to accept some useful environment variables>
include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-application>.conf
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

sshd_config_file W40l 4] SSH 8] A| 28] el gto] 74§42 243k .conf 7 4
BEERS

# Ansible managed
#

AcceptEnv LANG LS_COLORS EDITOR
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RHEL 8.0-8.5+= Ansible 714}t 253} = 9|3 Ansible Engine 2.97} 38 ¥ ¢ 9]
Ansible 2] Zx] Eg] 9] O] & A A 2= A ZF 51} Ansible Enginedll = ansible ,
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3% f9eest Teso] Y5 h Ansible Engined 213t 435k Wy ol ol @
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23H4 Ansible Core | 7] A of] gt X " & FA=x3H4 A L.

e W&o 2 A playbook.yml 31212 4 J ).

- name: Host to host VPN
hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- hosts:
managed_nodeT:
managed_nodeZ2:

ol ZH ol RS A Ed AR AF AAHE= 79 AHA F
managed_node1-to-managed_node2 422 743}

o
N
l-fO
ol\
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>
ofo
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A9 At v A4
HA F2 R STEER

S 32 E 9] vpn_connections &= F7}13lo] ¢ldl Eg] 91 o] I
ol A4 & FARI

vpn_connections:

- hosts:
managed_nodeT:
managed_nodeZ2:
external _node:

hostname: 192.0.2.2
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A9 A13}: vpn_connections W] 9] 371 A A& ALg-ste] A Y =20 dis oJ2 VPN 9442
S AR F AFHUHA: AEE ZH A 2 dolg Z39).

- name: Multiple VPN
hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed_nodeT:
hostname: 192.0.2.0 # IP for the control plane
managed_nodeZ2:
hostname: 192.0.2.1
- name: data_plane_vpn
hosts:
managed_nodeT:
hostname: 10.0.0.1 # IP for the data plane
managed_nodeZ2:
hostname: 10.0.0.2

M ALe): 317 A w2t A2 =3 = IS5t zZHA S J 88 /usr/share/doc/rhel-
system-roles/vpn/README.md 3} & F X314 Al 2.

EEPLE S eSS
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4

skl g o

I # ansible-playbook --syntax-check /path/to/file/playbook.yml -i /path/to/file/inventory _file

Az wplol A Sdol % Aal g,

I # ansible-playbook -i /path/to/file/inventory _file /path/to/file/playbook.yml
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I # ipsec trafficstatus | grep connection.name
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- name: Mesh VPN
hosts: managed_node1, managed_node2, managed_node3
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
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I # ansible-playbook --syntax-check playbook.yml
AW EZ Ao EY ol HS APt
I # ansible-playbook -i inventory _file /path/to/file/playbook.yml
12.3. 271 g &~
[ ]

VPN x| 28] o 3to] AL 5= v/l ¥4 3 o kol U@ 37} J uol uld A g2
/usr/share/doc/rhel-system-roles/vpn/README.md Y-S ZZ 314 Al L.
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