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Authselect = 5§ Z 222 Hu/d}o] A 2D W 9)F 225 77458 7 = Y25 Yy
ervices) 7+

& 4= o & PAM(Pluggable Authentication Modules) % NSS(Network Security
sl A1 F YUk 7] Z2 P e JE A AR A Y Z2 DL vhE = UL )

n

1.1. AUTHSELECT A}-§-

S

%
4
o
)
L

I

WE Z2E 5 sE AYE9ID F B Y 5 22 B FFAE 7Y P AT

FN

o )2 gssd ZZH 2| DAP 9FS A&t

® nis Z =72 z] 7 A] NIS(Network Information Service) A] 2 ¥] 79] & 2+4 2 1H ggl] ]

fo
Ol
<L

A g e A2 B HF ZEH ALY 1A FIEE B} o]y
X e ) E 2 9F AU 2 F A AT 7 e T

5

2] € & ~=E 9 rjj5)] authselect 22 Z H & X85} H o] ZZ Fo] T 2E 2 793} HE AE XA

5 8510}

vha Y3l ID #2] 217 o) 4] authselect = A}-§-3}+= 3] o] E51/ o). o] & &0 & o4 LDAP, Winbind
EE=NIS o]l v o] =5 -85 o w91 9] A] ] 25 AFE I EE A ERE Q5 5l A o] E5H T



1%4. AUTHSELECTE A8t AH8-# Q15 +4

o
o}2 7} 72 7 -9 authselect & A}-§ & Z 2 7} &1 o)

® © ~E=RedHat Enterprise Linux IdM(Identity Management) 2] &/ /1]
r}. ipa-client-install '3 % & A} &3} 5 ~EZ[dM v ¢le) 14 51H &
Eo4] SSSD 9] 2 x}FE o = 745 r]

A

® 5 ~EE=SSSDE E3FActive Directory o] &2 ¢jr] &2 EZ Active
Directory =1 9] 9] 914 5} == realm join 33 & & o2 E A SSSD 9/
F2 HEOE 7Y

ipa-client-install 5== realm join © = %/ ¥ authselect = = Z & ¥ 7 5} %] &=
Flo] Ut 7] B F-p 787 Ho HA HFYE HAolo] e FP
HEd 7 sy

$ authselect current
Profile ID: sssd
Enabled features:

- with-sudo

- with-mkhomedir

- with-smartcard

1.1.1. 71 <) ¥ ] 2l 5] 2] authselect =73

o] % Red Hat Enterprise Linux B %1 o x] A}-& H authconfig %€ 2] E] = 0} Y3t 74 32 4y 2 -4
ofof A S 4 & o F A vhE5 Y o} Authselect = r}S 71 Y W 0] & B 2] vF 73 5} H Z H| A E 4 {74
g4 & FFz) g o)

/etc/nsswitch.conf GNU C glo] B & g] & 7] €} o] Z 2] A o] 4 & o] NSS(Name Service
Switch) 744 L S A& St ThFgt HFoll A o] F A B F R E 7HA
= 280t A7 FAA iy A B ] 7 Fhe| Al = | o] B M
o]z o] 5o ® AEH )

/etc/pam.d/* s} Linux-PAM(Pluggable Authentication Modules)-& A] 28] o] A] off Z 2]
Aol (MBI 2)9] 5 AP S AP ste RE A LHAYTE AZ 9 &
AL sHdoz F4E F AdFH Tk Al 2=F B A= N A E] 2= AF ol

EelA ol o] AHgAE AFFHE P AT + A&

Jetc/pam.d/ Tl 2l 2] o] 74 v}l e A 2o] Fa @ Q1 F 4] S 43
3 PAM3} 71 PAMo] A ) sl 7§ PAM-API9] 48 & 5242 1<

.

D

e XuWE JlE = Q1ZdE 7%
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/etc/dconf/db/distro.d/* =} ol td 7o =deonf FeaEle A T2 Ho] o, o] Lz PLe
GNOME ®| 2=g GUI(Z2# & AF&-2} 1B # o] )] AA L Ha et

oA 5 dgdTh

1.1.2. /etc/nsswitch.conf2] tj] o] E] 3% <}

7] £ sssd == 2 /etc/nsswitch.confo]] sss 322 A4 5lof SSSDE FH £ A2 &3 gl

passwd:  sss files
group:  sss files
netgroup: sss files
automount: sss files
services: sss files

% A)2g WA o] H 8 98 F slipe] tj e FH 7} 2 FH = G P SSSD

My

R
i)}
I
3

o g x 3 1 o] passwd

o RIEX} IF FHE o 25

® NIS netgroup ¥ Z ¢/ 3 netgroup

® NFS A& uf2E JHE 9131 3}-& vf2E

o Ay ge F o) Ay

52
K
,

sssd 7 ]o] R F S JHE IS 7§ = A o= A B o)A R F e JHE S 5 H AL sssd
I} Fo] o) HAL A]AH e 24 5o = lete/t F &9l L] )

g -7 letc/passwd 7 & & FFE oL O] =2 H 0 2 ARG A 2 A 57 8 Y HH sssd 7)Ao
Al IR P E o] e 7= e 7o ¥ fete/group 7} o] Fa=H U .
YA == ZE 7Y o] Hjo] A7) Y uks o = FrE R gl 7FE 52 9F o] £l sssd o] 9] #]
2] 5] =] =] ot Belof o)) 2] 2] H x] G EE AL& )] -9
1.2. AUTHSELECT 223 ¢/

A =g Zelxps 5y 52 E o authselect 7 2 2] E] o] 0] 1 Z 2 H & Y]
SE O] 2 7Q]5k= HE ARE-AFo A & §-F U .

w9
4

A1 87 A1

e authselect ' %< & ¥ 3} & root 915 2 7} H 2 g o)

o 9o/F Fa}o] X gf st authselect = Z 25 e g}t o] & £0] LDAPE A}-§ 3}= 3] AL Y| E
9] =) = 293512 H sssd Z €] gF] o).

I # authselect select sssd



17}. AUTHSELECTE A}-8-3to] AHS-A 15

o (471&] Al3}) authselect select sssd 5= authselect select winbind & % o] t}5- 5415 &
T}ste] 7] ZZ g HF o =55 = %IQL/,;/;

m  with-faillock

m  with-smartcard

m  with-fingerprint
Alg 7} 3t S4 9] AA EEL HH ~=2 8 E #3512 quthconfig 9 A authselect B+
authselect -migration(7) J_E% ol g o] X] =2 H 218 FFFAA] L.

s g7

FF 37

authselect 18] z 2} 2 ¢} 5 5}7] o) ZZZ o) & 5dl= 724 o] Lul =7 7459
=X ol gt ol o] & E9] sssd b F o] £ HlE A X G G Y o E
authselect selectZ & 3 317 =2 A}-§ 312 pam_unix & A}-§38lo] Q15 = Y1 o

1. SSSD o] tjj I ssss g} o] /etc/nsswitch.conf oj] ¢l=%] Z2] 5}/ A]Q :

passwd:  sss files
group:  sss files
netgroup: sss files
automount: sss files
services: sss files

2. pam_sss .so gE 9] /etc/pam.d/system-auth 7 Y o] 1] 82 FAEglj].

# Generated by authselect on Tue Sep 11 22:59:06 2018
# Do not modify this file manually.

auth
auth
auth
auth
auth
auth
auth
auth

required pam_env.so

required pam_faildelay.so delay=2000000

[default=1 ignore=ignore success=0k] pam_succeed_if.so uid >= 1000 quiet
[default=1 ignore=ignore success=0k] pam_localuser.so

sufficient  pam_unix.so nullok try first pass

requisite  pam_succeed_if.so uid >= 1000 quiet_success

sufficient  pam_sss.so forward_pass

required pam_deny.so

account  required pam_unix.so
account  sufficient  pam_localuser.so

e

® gJuthselect A}F-§

® =n] ¥ authselect Z 2 7} &) =%

27

5‘

pid

authselect 2223 WA 2 vj ¥
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7 H]E AUTHSELECT *Z 2 719 =75/

A2 Ae] = 8 AFgo) B 7] E Z 2 3 5 E Y Y 7 YUFH ok
=2 %] 2] 5} 7 /etc/authselect/user-nsswitch.conf 7} & o] 5}2 -2 =74 57 = 9l 4=1] ],
® passwd
® group
e netgroup

A& vl L E
® services
1} 5= 9] authselect select profile_name £ & &l 5} &]-§ ¥ = w73 A} 3}o] /etc/authselect/user-

nsswitch.conf <j 4] /etc/nsswitch.conf 7} & 2 5 F T 5/ &5 X] &= ¥ F AlHS 7] 2 223
oA Hoj L] o)

T2

/ete/nsswitch.conf 5} -2 2 3 =% 5}x] o} 4] A] Q.

1. authselect = Z Z & Fejgi] o & EH o534 21t
I # authselect select sssd

2. ¢35l= B G ALgFo = Jetc/authselect/user-nsswitch.conf 27} <) -2 7 7] 1] C].

o

3. /etc/authselect/user-nsswitch.conf 7} 2/ o] vl 7 Alg12 A g 51},

I # authselect apply-changes

Hs 9
® /etc/nsswitch.conf 71 &£ 7] &= 5}<f /etc/authselect/user-nsswitch.conf ] 3 7 A}3g}o] of 7]
o d 7 H =] el g o
T} e

® guthselect AF-§

14. 2273 AUTHSELECT 2z =2 4% & b %

|2 B R ) ZR Y F o] SR Y BAHES prEo] A8 X F E2 Y G 45

9

o}

o] 7]3-& # 1] H authselect 28 73 5}i= X o] &7 AFgo S F X RS FF 5

2 s8]
A EA) N 2B G W EG u) XY H ESE0) 22l B E AFg oA Z2E o] HEH LT

o)
2
&

R

@3

10



1. authselect create-profile 5 3 & A}-§5fc] AL} X5 Z 2L JH o) o & 5o/

2.

3.

1. AUTHSELECT S AHg&-8t AHEA} Q15 4

H]

)

FN

sssd Z Z 22 7] vl o = user-profile o] 2}= A& X} =] g Z =2 22 4512 7
/etc/nsswitch.conf 71 2] o x] X SFE-S FZ A eF = Q51

# authselect create-profile user-profile -b sssd --symlink-meta --symlink-pam
New profile was created at /etc/authselect/custom/user-profile

7 2 o] --symlink-pam S-S Z g} 5} H PAM g/ Z 5] o] B} g ) ¢/} iz z 2 5l o o 3} ¢ &
g 2792 o n) §l1] ). --symlink-meta 51 < A}-§ 5} 5 README % REQUIREMENTS 9} 7+
v} 5ol o] BAL ol gl Z 2 g el b ¢l § £ Y=L o] g 5 o Z=F e

PAM ©)Z 8 9 e} 54 o] tf 81 GF 2 9 b o] E7} AL} ] F Z2F o v Hr] ok

o] &2 /etc/ authselect/custom/user-profile/ £] gl €] ] of] /ete/ nsswitch.conf 7} &) o] EA} 2
2 Yy ek

/etc/authselect/custom/user-profile/nsswitch.conf 7} & -5 > gF 1] ],

authselect select 7 3 <& &/ 31 5} 37 custom/name_of_the_profile S oj 7] ¥l4=2 F7}5fo] Al&
A} AY ZR2EL A G o F Fo) A} Z2F Z2F 2 JE s 022 FY

I # authselect select custom/user-profile

A2 io] o) B A E2H Zz Eﬁﬁ%fﬂj 59 Red Hat o] 4] sssd = o] ¢/t o] &
& 4] 9] 337 B E Yujo] EE 888 7 Ygi]r)

o 1.1, Z= 3 A%
O} & 2}oj 4] = dns 5 += myhostname & o] €] vj] o] == 7} o} U Jetc/hosts 71 Y 9] & »E o]
Fo i3t 28 §F o] 23]y FEohesssd T2 JvhoE T2 B YY)
WE Hofgu o

1. 02 gL 77 51 /etc/nsswitch.conf =} <) 2 7 7] 1] ]

I hosts:  files

2. /etc/nsswitch.confol] bj ot g Al 318 A 2] 5}+= sssd & 7] 1S Z A} &} A3 Z=H
= Yy,

# authselect create-profile user-profile -b sssd --symlink-meta --symlink-pam

w

ELEER L

# authselect select custom/user-profile

'~

4 HHHoE gAY ZrEe AU 7 A=A 9§

o u3l sssd = = Zoj ujz] /etc/pam.d/system-auth 7} &2

e /etc/nsswitch.confo]] #4512 vl 7 51x] 22 g = 51}

I hosts:  files

1
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37

» authselect= &/ 3 517 sssd 7} Hloj = 5}
myhostname o] F 1]},

&3]
foi
[
It

o[Zo] dns

T} e

® gJuthselect A}F-§

1.5. 2~ = 2 E E AUTHCONFIG ¢]| A] AUTHSELECT = 4 3}

ipa-client-instal &= realm join £ A}§ 3} o] =] 9l of] 7} 9] o}+= F - 22 F E o4 authconfig & =<

SFEl A A A & EZJ ) o] & = & + gl= 4 -9 zF authconfig 5 < & ¢ 3 authselect & = =

vl o). o] €7 5pH S HpE Z 2 E —Xifgﬁ FHAS G et Feer Y HYS AY O
e /etc/krb5.conf

® /etc/sssd/sssd.conf(sssd ZZ & o] 3 -¢) 5+ /etc/samba/smb.conf ( winbind = Z Z <] 7
+)

authconfig 549 7 authconfig %47 authselect % authconfig 54 &5 ¢} Authselect Z =& 54172 7
7] = authconfig 547 <] authselect &5 ¢} 7] 5-o] FEA]H L} .

3Z 1.1. authselect 2z 2 & of] gj s authconfig +5-4129] &7

authconfig g4 Authselect ==

--enableldap --enableldapauth sssd
--enablesssd --enablesssdauth sssd
--enablekrb5 sssd
--enablewinbind --enablewinbindauth winbind
--enablenis NIS

3 1.2. authconfig 5417 & ¢ o Authselect Z 2 54

authconfig |4 Authselect Z2 9 7]1%

--enablesmartcard with-smartcard
--enablefingerprint with-fingerprint
--enableecryptfs with-ecryptfs
--enablemkhomedir with-mkhomedir

12



1. AUTHSELECT S AHg&-8t AHEA} Q15 4

authconfig |4 Authselect Z2 9 7]1%

--enablefaillock with-faillock
--enablepamaccess with-pamaccess
--enablewinbindkrb5 with-krb5

authconfig 3 & o] ) G} authselect F % <] o= authconfig <] tj] 3} Kickstart & & 2] o] = authselect
s &9 bt Kickstart 520 Z 2] ¥ 3] o 2 H oz 1]

3 1.3. authconfig § 3 o 3 5 5}+= authselect 3 % 9] of

authconfig ¥ & Authselect 53

authconfig --enableldap --enableldapauth -- Authselect= sssd with-faillock A€
enablefaillock --updateall

authconfig --enablesssd --enablesssdauth -- AuthselectE A}8-35lo] sssd(&vlETIE) A€
enablesmartcard --smartcardmodule=sssd --

updateall

authconfig --enableecryptfs -- -pamaccessE A}-8-31<] sssd with-ecryptfs A
enablepamaccess --updateall 2

authconfig --enablewinbindauth -- g9 o4 -U Administrator --client-
winbindjoin=Administrator --updateall software=winbind WINBINDDOMAIN

13
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2 3L SSSD 1l o] %] o] 3]

Z= g A L] Z0f A AEp= A A E] A H]

SSSD(System Security Services Daemon) = € 4 t] g5l 2] & ¢]
9= o] F i melo] Xzl vy Sz ek =

9L T) T2 B A= SSSD & HE WA, A& 4] He +
QEID ¥ 915 Z 2 upo] o thsf ZFeFetA A E L o
2.1. SSSD =}& #F&)

SSSD( 4228 5 9k AH] 2 B )= 27 O B 2] 2 915 A Ff A 2G5 ol A 25 A1) 29
1T 22 4] 2 H 9] SSSD Ffo] Y EE 9B v ol = A 259l Zeupolr]o] ¢l d 8 7 glgt] T,

)& S8 087 2EU
o [DAP H &z
® /dM(Identity Management) %=1 €]
® AD(Active Directory) =1 ]
® Kerberos &</
SSSD = 7 @A = F& g o
.. Felo]dEE g4 ZEbfo]r]o] AZs}ID ¥ o5 FHE FHA g o
2. 7}R]& Q15 FHE ARG Fefo] I E 4] ARE R B X} A FrE o] = YAIE HY G o

28 08 2 A LH ] AP A= 27 Zzupo]E] o N GE MG AL AE ] AT 7 gt
=

SSSD &= 28 A 254 A& A F S YA STk 2 dM AE 3] F O G EE Y4
EESSSDE 7Y T 7= At th AN AR E2p 25 1AM AFEJF F 1] Bl 2] 9 o] o]
=9 v g A7) 5] Fir] o

2% 2.1. SSSD 25 W4

TTTTTTTTTTTTTT SSSD retrieves and stores
SSSD | information about users
Local System | cache | Remote System
(SSSD Client) f----mm-mmmmmeeed (Provider)

SSSD = NSS(Name Service Switch) 5 += PAM(Pluggable Authentication Modules) 37} ZF:& of 2] A] 2~ H] &]
v] o) B 3 A E AT ]
2.2.SSSD A}-§-2] o] &

SSSD(System Security Services Daemon) & A}-§-3}H AFEXFID A 2) 5 A}
o] & o] 1 ot

%o
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o
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27%.SSSD ¥ o] o] 3}

SSSD£ /1 502 12 $FALIE FHIAEHID 8 AT 75 ) 5 T 0] 47
N4 ) 4] 5 A] 27 EZmpo] e o3 vl o] p] o F e AFg Aol G- €17 Ezupol] i &
go] ol = 7} 9 e} ol JeEjel §-polE Bio)] s ¥ F AR AFE 7 o
B A} § R} AY: A5 ZzA 2] dEY T

SSSDejAl&= 2zl Q15& Fle s A ZE AFEA} AYES & O AT BRI} sy £
& o&F e ok

o Y o)A AE R} § Y o] ¥ Z2oleof FLth AHE R A E 21 8 ) Fefe]
=

o= 917 20| o] ¢l 5ok ]k

o SSSDe)A 7y & 3ok §]

SSSDE 418 515 @ho vl 914 A8 Rl A FF o 2 A8 AT ] ALk o E

VPN(IF4 A4 I E5]2) ol €121 120 8121 1§ oAl 22 )~ 5114e] A5 VPN
A E G A 0] Aert] T o] ALpE) 2 oA AL HIE S| A ¥ elF el €17 Auo]
] AP AE TP 2T AR AF L ZE R A Ao T

Y B oIl 915 Bt YH AFGRE ZE A LH o] o Fa ] H S v E S 2] 4
2o 912 & F glg 1] T SSSD oA H]E § 2 X7 FH 75 e ] o

F &F o Falo] ol EE X 224 SSSD YA E FFolgFL] ] FPA oA FHE ALET = H=
SSSD oA H 4 A} A g gl

wto

7ol

2.3. Falo]olE¥H = of 2] SSSD 4 3} Y

SSSD o) 7] 2 4% _4 ]2 /etc/sssd/sssd.conf ¢/ 1] o}. SSSD = o] 112 o] 2] o) /etc/sssd/ conf.d/ T &)
Eg]o] Y& BE *conf 7o)+ g g 242 &S = A5 ok

&

= Ealo] 9l Ex] 7] E Jetc/sssd/sssd.conf 7} &) & R}-§ 5} 37 =7} 7+ 7Y of
o/

HNEHZ 7] 5L R o= 555k = 951

SSSD oAl 78 F UL 2] of= 3y
SSSD & o] =A] =2 74 2oL 9]

1. 7] ¥ /etc/sssd/sssd.conf 7} &/
2. 7] €l *.conf 7} ¥2 Jetc/sssd/conf.d/ o] Sl 2ufHl

& ¢t 7 w57} o 2] 7 7ol F A E v SSSDi= X Bread w7l ¥l 4-E Al& F1] L.
7

SSSD = conf.d t] & =] o] A] =] F] A Y( .2 A X Sl= G Y)E & A Fe ok

2.4.SSSD 9] ID ¥ Q15 3 F R}

SSSD Zzlo]d EE 9 HID B ol F FF2K / of: LDAP ] g/ E] 2], IdM(Identity Management), AD(Active
Directory) = u] ?J &t = Kerberos %?’ ool K94 = Q] 28] H SSSD &2} o] 91 E o 4] SSSD 73}
£ AL 301D B 17 A9 o) S 5T g T DEID H UIE A R TS A
SSSD& 74 & 7 1]

SSSD =ujo] o ZA]o] ID & o] = FZF A}

ID ¥ 915 g27X}+=SSSD 1+ 7} Y /etc/sssd/sssd.conf o] =rj 9] 0 2 7 FH L] T} Z Z Hfo] = T}
¢/ o] [domain/name) 5= [domain/default] ¥ o] 1} & F 1]}
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B EH oS Bg FFA T FUE P 7 o
o UID % GIDS} 22 1§} §2E A F5h=ID ZZupo]r] /1))

o /etc/sssd /sssd.conf 7 Qo] =] o] | A o) Q1= id_provider 52 A& 35} ol =
ID 2z Z vfo] G 2 =] g},

o JFaFL A dF Zzupold i

o /etc/sssd /sssd.conf <] =] Q] | Al o] Ql= auth_provider 5412 A& 35l =r]Qol & <]
& ZZHfolr] 2 XY g o

o ot Ho] 9 FS Al A Ao] ZEHpo]r] ¢l
o /etc/sssd /sssd.conf o] =rj Q] | A1 o] ¢l+= access_provider 52 A&l ool &
AN 2 A o] ZZnlo]r] Z XF ) J]EH O = 94 5§ 0= HFHo] Y HE A
A 2E 5§ g o 3P4 8 1§ sssd.conf(5) &5 2 7 o] x| F FE A L.
o o] FFHA ) ZFYHTK: BE &G o] GY A H Y] T = G 7).

o o] 7 ->id_providerauth_provider. access_provider -5-+1-> == /etc/ssd /sssd.confs]
& 9/ 3 [domain/name) &= [domain/ default] %] ] 1} ¥ & 1]}

Fz

SSSD o) tf s oj 2] E=m 1S FH & 7= ek S o] 9] ) 91 7Y s oF Fi] ok
29/%] 809 SSSD 7} 4] 55 ] &£ 1] T

] ZZ o] = SSSD S} SSSD I} AFE & F Gl Bl 42 o] S Pejo) 2 AEFL T ZFA F
FAFE AP Sl - SSSD = ZEA] A ] S0l ¢ H H v Z 2= XY H 2fo] Hela] E 2§,

gy 5o} vl ZFA] FFANE AE)EFSSSDE 74 8 5 ]

o NS} ZFe g A R] A] A E]

o Jetc/passwd 72 o)) ID G} B 914 9l5 ZZblo)r] 2 Fo]H =24 A28 A G (:
Kerberos)

T
<
ol
i
T

219 AFg 7F ¢ =
29 Z-eID 8 95 FFA S AP IEFSSSDE FH F 7 I

Ty

1o,

E21ID @ 95 FFA AME 5ok Z 5

A% A

IdM (Identity Management) [8] IdM (Identity Management)
Active Directory Active Directory
LDAP LDAP
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LDAP

proxy

proxy

proxy

[a]LDAP 57t 3 o] &gdyth

FIF el

® authselect & A}& 3} of A}-§
® SSSDE A}gstef mrol Fu #z [

® SSSDE A}-&3}0] EAE A ARG} 4] 2 1

ol\
o

27%.SSSD ¥ o] ol

[1]8SSctl 7 € 2] ] & A}-§ 3o w9 e & v} g 8] 895} W AD(Active Directory) F 2] 2= E 9} {1 2] 7] oFe] £l

= IdM(Identity Management) o] & *E

S50k 1]
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%o
Ol
~
rr

3.1. 95 3}H BFA] o Z LDAP o 4] b o] E] & 7 X8} 7] ¢35 SSSD E A}
OPENLDAP Zz}o] ¢l E

LDAP 7j %] 2] 915 2 Kerberos ¢/ & E+=LDAP ¢ Y + 951l LDAP 7 A 9] ¢l5 % #H gl
of of g F#e o] G oF-EA get

Jr
&

T2

LDAP 2 SSSD & 24] 3}+= & 3]+=SSSD 2 LDAP 9] =& =579 2 ]2 2 Z 9 2 5l=

L gFor F 2} ¢/ 1] o bl Active Directory 5 += Red Hat IdM(Identity Management) 7 22
E 52 AEGE SR G AFEFE A o] Fot] T IdM] o 8 4] & ) §-2 Planning

Identity Management o 4] FFZ &} 4] A] 2.

3.2. LDAP & A}-§ 3} =5 SSSD 7% HTLS ¢/5 2

RHEL(Red Hat Enterprise Linux) A] =22 OpenLDAP Zz}o] 1 E &2 #5l B o}< FX}E & E L
=

& FElo]E Y& AE
® RHEL #] =52 OpenLDAP A}-§=<} 7] % H] o] E] v o] =~ oj] =] ZHE A}&<}FZ ol F g1 o).

® RHEL A =#]2 SSSD(System Security Services Daemon) A H] 22 A}-§ 8l A}-& 2} b o] E] &
gk of.

® RHEL A 28> TLS ¢e 35} (14 < &3] OpenLDAP ] v] 9} &2 g} 1] o},

Fz

= o] HRFE AL§ 5o RHEL A] 2 ¥]& Red Hat Directory Server 2] Zze}o] ¢l E & 24 &F
A5 .

i
A<
T A

Ty

AL 27 AL
® OpenlLDAP A]v] 7} A}-& 2} 3 H 2 2 =] 5l 724 H1] o],
® LDAP ZeJo]dlER 74 F¢l 2B fj§ FE d¢Ho] 1]t

® | DAP ZFz}o] 9l E & 774 5)l= 5 E 9] /ete/sssd/sssd.conf 5} o] - & o] Idap
autofs_provider 2 id_provider = =] g 3}%= 2 724 H 51 ]

e core-dirsrv.ca.pem o] Z]= =2 Z 7} 9 o] %] gE OpenLDAP #] 1] ¢15A]E 2 st 915 7] # o) A]
FE CA A]g 21541 #] 212] PEM ¥ &) 2] AlE o] Sl o},

1 He 7] 2 & 4 A )k
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3%3.LDAPE AI&-3l == SSSD +4

I # dnf -y install openldap-clients sssd sssd-Idap oddjob-mkhomedir
. 915 FFAFE sssd = {2
I # authselect select sssd with-mkhomedir

. OpenLDAP 4 1] €] SSL/TLS 91541 & Y+ @ €15 7] &4 FE CA A1 Q154 A ¢ o] 37
= core-dirsrv.ca.pem 72/ S /etc/openldap/certs = o] Z A} g}1] .

I # cp core-dirsrv.ca.pem /etc/openldap/certs

. LDAP 4] v/ o] URL % F o] AFE /etc/openldap/Idap.conf &} &) o] =7} g)F1] ],

URI Idap://Idap-server.example.com/
BASE dc=example,dc=com

. /etc/openidap/Idap.conf 3} & o 4] TLS_CACERT =} 7] ¥ +Z /etc/openidap/certs/core-
dirsrv.ca.pemdj 7}2]7]= PL F7Fg] .

# When no CA certificates are specified the Shared System Certificates

# are in use. In order to have these available along with the ones specified
# by TLS_CACERTDIR one has to include them explicitly:

TLS CACERT /etc/openldap/certs/core-dirsrv.ca.pem

. /etc/sssd/sssd.conf 7} &) o) 4] 317 zFS Idap_uri ¥ Idap_ search_base jj 7 ¥ 5=oj] =7} g}1]

=

[domain/default]

id_provider = Idap

autofs_provider = Idap

auth_provider = Idap

chpass_provider = Idap

Idap_uri = Idap://Idap-server.example.com/
Idap_search_base = dc=example,dc=com
Idap_id_use_start tls = True
cache_credentials = True

Idap_tls_cacertdir = /etc/openldap/certs
Idap_tls_reqcert = allow

[sssd]
services = nss, pam, autofs

domains = default

[nss]
homedir_substring = /home

TLS 95 27 AFE 5 B

cache_credentials = True
Idap_tls_cacert = /etc/openldap/certs/core-dirsrv.ca.pem

NE,
_|
r
(0)]
o
olN
(1)
ko

7. /etc/sssd/sssd.conf o] 4] [domain] %] <] Idap_tls_cacert & Idap_tls_reqcert 7S 57 5}<F
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I Idap_tls_reqcert = hard

8. /etc/sssd/sssd.conf 3} 2l oj] rjj sl Aol vl F gl
I # chmod 600 /etc/sssd/sssd.conf

9. SSSD #]H] 22} oddjobd rj] & T} A] A] X3}z g 3} 8} 1] o).

# systemctl restart sssd oddjobd
# systemctl enable sssd oddjobd

10. (%78 AL3}) LDAP A 1] 7} 1 o] 3 A}& B R] @=TLS10 HE=TLS 1] ZZEFL A}&5l= F -5
Fefo] Q1 E A| 2 o] A| 2] H A o5 3] S LEGACY 770 = {31 RHEL o] o] &l gl =
BEFL G FE 7 UEE F

I # update-crypto-policies --set LEGACY

A SF 1] &2 RHEL 8] Strong crypto defaults % Red Hat Customer Portal ©] ¢}3) 9} & 8} 237
2l & R4 Hi/ o] = JZ4] ¥ update-crypto-policies(8) =5 2F 7 o] x| & FZ 5}/ 4] L.

7wl
o id §F 2 41§ 53 LDAP A}§- 38 x| 5 510] LDAP A ol ] 41§ 3} t] o] €] & 24 & 7 2=
ol g ol

# id ldap_user
uid=17388(Idap _user) gid=45367(sysadmins)
groups=45367(sysadmins),25395(engineers), 10(wheel), 1202200000(admins)

iy
>
~—
oo
=

21

l‘lo

A28 el 2hs o)) id 52 AR 5ol LDAP S A} §- A& A2 & 7 gk 5 Y
DS} 25 W % BT

20


https://access.redhat.com/articles/3642912
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431D ¥ 915 FFAE 93 Fo) 74

SSSD(System Security Services Daemon) = ¢/ % o] & E] 2] B ¢1F ] 7] 1] Zof] YA 258}= A] =8 4] H]
29/l SSSD o) 7] 2 &g 1YL Jetc/sssd/sssd.conf ¢/ L]l C}S Zoj 4] = /etc/sssd/sssd.conf 7
o2 &7 o] 783} SSSD A/H] = W T olS 7 5l= WYL ekl A dF .

lA

® SSSDojJA] A A A&} o] L 54
;,L,

FiL E 8ol WS 2] ezelg] ol5E Yy

O

o LDAP o)) B & 5§37 £)5 DNS 48] 2 44, 715t )4 2= 3573} 773 2 SSSD& 72
5 o

4.1. SSSD oj| 4] 1 A A}-§-X} o] &
SSSD = A AFE-A} o] F A DG AP& A} o] F B Er o] P Q2 I B gD ] EFoE

SSSD = Python +*#29] t}% % 77-ié &) 4] o] u}2} usern_ame@domain_name & &) 2] 7] Al X} o] 2
= a4 g ok

ﬂl]o
Ol
<
2
Ol
<
rr
ok
Ry
Y
o

I (?P<name>["@]+)@?(?P<domain>["@]*$)

7

ID #F2] ¥ Active Directory 3*# << 4 -2 7] AF§R} o] & & 4]&
~ user_name@domain_name === NetBIOS_name\user_name ¢/ 1] r}.

SSSD 9] 4] re_expression {15 /etc/sssd/sssd.conf i} of] =7} 5F 7 AF§-2F X 174 S F < 5Ff
FIF] ARG R] o] 2L 4] = B 2 R e+ 95/t

* Yy EHYE HGgHom Yo [N 2 Y7 3£ <] g2l o] sssd.conf 7} &) 9]
[sssd] 4o 7 ¢4

o =7 wmjolo] ’“7?#?34%%// ofHH Ff EH KNS 55 =w Q] of o] A EH ] =
sssd.conf 71 ¢ o] & gF =mj] 9] A (of: [domain/LDAP]) o] 7)1 Cf.

A1 87 A

1. /etc/sssd/sssd.conf 71 &)L ¢7 1]}

2. re_expression 548 A}-§ 51e] 183 3] 5 57 4& 5 2] §] T
of 4.1. 1% §i74 5]

BE ) ele] gjd] F o EHA S H 9 H oz g5} H sssd.conf 7 2 °] [sssd] 44 o)
re_expression 5 =7} g1/}
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[sssd]
[... file truncated ...]

re_expression = (?P<domain>["\\]*?)\\?(?P<name>["\\]+$)

<L
N
N
In
o,
k1
&
o,
L
o,
SV
ki
r‘ (
&
o,
L

= Wﬁl %477— HEH A& ) F 02 o) 52 v sssd.conf 7.2 & ' w1 4]
49 re

c}S 7197 I 8] X)L A& 8Fof LDAP E oj o] ] domain\\username & += domain@username
&

[domain/LDAP]
[... file truncated ...]
re_expression = (?P<domain>["\\]*?)\\?(?P<name>["\\]+$)

A 6 1] £-2 sssd.conf(5) k=22 o] <] o] SPECIAL SECTIONS = DOMAIN SECTIONS = 2 <]
re_expression oj 0] 3} & 52 F-F 554 L.

4.2. SSSD 7} # #] A} &R} o] B2 o] 5= BF ] 2%

/etc/sssd/sssd conf 5} Y o 4] use_fully_qualified_names 54758 2%/ 3}5} % SSSD += 7] % o = r}
& BFL 7] pro 2 o] Z@domain § 4 2] H A A}§ A} o] 25 F8 3 o)

o

I %1$s@%2%s

"
7

N2 7 = = /Oz’/ 0l &) use fuIIy qualified_names & &g 3}x] &A1} FA]F 2
Efalseig HE Fo mglo] 74 @ o] AFE R} o] E vk 28 ] ).

/etc/sssd/sssd.conf 7} 2/ o] full_name_format 472 =7} 6} 37 AF§X}F X]% BF3-2 % o] 5fof SSSD of]

A A AR} o] EE B o FYE ZF T 7 gt

A1 87 A1

o FE Jdix

1. = EZ /etc/sssd/sssd.conf 71 YL ¢7 1]}
2. full_name_format 537 & A}-§ 3} of A AFER}f o] F § &) 9] AP} X]g FgS F o] 3ok
of 4.3. A 95 02 AL g} o] 7 214 T2 F o ]

HE Zojolo] ol oz g3 Hols5la

7 0 &2 O

full_name_format & &7} /1] }.

S

sssd.conf 2] [sssd] 4] o
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olN
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full_name_format = %1$s

[sssd]
[... file truncated ...]

of 4.4. 55 =v]9lo] AFEA} o & o1 FH F2]

E4) w9l g st S-S ) ¥ X o = %) o] 512 ¥ full_name_format < sssd.conf <] 3] 5
v 91 A o] 7} gk o

o] & Eof AD(Active Directory) &= ] 91 9] 3 3FS 74 3} & W T}

o

AR B o

[domain/AD]
[... file truncated ...]
full_name_format = %3%s

Z}A) 81 1] -5 SPECIAL SECTIONS = sssd.conf(5) =% 2 5] o] x] o] DOMAIN SECTIONS o] 9]
= full_name_format oj] tjj 3} & 3 & FFZ 5} 4] A L.

7
SSSD= P4 o] & oA |52 B9l 7+ 22 E A A olF eFE Yo 5

ol ok full_ name_format £ V)& zfo =2 4 F5H HF &
| A X] 7} FEA]H U] .

4.3. 2 z}9] ol Y3

SSSD = 7] 5] 0 2 Ap§ A} R} 27 S & A 5] Ggi ) ¢S5 & 2] & m SSSD+= T D
2pol A e ei el S A}E AFE T T Gl G AFE R

TR
SSSD = vt H|AEZ 915 E FYA5FR] Y] o) oF 9] Al vk X FFeFL] )

ID FFA}E AL = = G20 AF&RL7) ol F T = 9l == Jetc/sssd/sssd.conf 7} &) o x]
cache_credentials E true = &3 3slof 915 FH 73S & JEL e =

ALE 2 AFSF
o FE i~
23]
1. /etc/sssd/sssd.conf 2} 22 97 1] ).

2. domain 447 oj 4] cache_credentials = true %5 & =7}/ 1]

|

[domain/your-domain-name]
cache_credentials = true
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3. M Algo] X vk HY AL ID FFAFE AFE G 7 H G- SSSD oA 2z efo] 91 FE 5] &5
= 7| 7Fo)] gl gk A 7F A SRS A gy of

a. SSSD o] 25 5= 2 PAM A H] A& 74 1] ]
XA 8 1)) £ -2 authselect E A}-§ 5} o] A} X} 915 74 S FE 514 A]L.

b. offline_credentials_expiration 5478 A}-§ 5} A] 7} )] 318 =] g g} 1] O}-
A ke o gol = HgH ol

Ol

A& &0 AFERIF rpAEp e 2 2299l 73 FoF ezl o7 Qe 7 A =F A Y

B O} AR P T

Immﬂ

offline_credentials_expiration = 3

T} E] £

e sssd.conf(5) =2 7] o] =]

DNS 4] 8] 2 Z )& A}-§ 3} H o ZFa] A o] o 4] 7 73 <] 5 A/ v] 0] el x]g & =] 912 SRV
HAZEE Qs oS B4 783 YA of= A WE EF vhel e 5= Q5o ID B= 915 A/ 7}
/etc/sssd/sssd.conf 7} & o] HA] X 0 2 o] o] QIX] G F-2SSSD+=DNS A v] 2 721 A& 5] of
Au g F5 02 F e )

o] & & o] sssd.conf 9] id_provider = Idap &

% o] ¥ =] v} Idap_uti 5-410] & o]F EEIP F
& X g 3l R &= -7 SSSD = DNS A] H] == 7] 415 A}-§-

shol AW E £5.02 74 gu#

37

SSSD= 7] & A Hut E5 02 B9] M E FHE 7 ] o

A 27 AL

1. /etc/sssd/sssd.conf 71 &)L ¢7 1]}

2. 7/_E /{77H77 77— [e] _Srv_ = /HX—]H—'I—L/E/_
LDAP &> w2} 45~ 7] A] v = Idap_uri -5 A}-§-31o] &9 H 1] o}

[domain/your-domain-name]
id_provider = Idap
Idap_uri=_srv_

w
N
K

3. AH]= 5 F S HY o e BG Fa Ao A H A HA S Y]

[domain/your-domain-name]
id_provider = Idap
Idap_uri=_srv_
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—

4%, 1D ¢

¢

chpass_provider = Idap
Idap_chpass_dns_service_name = Idap

4. {E LG 7] F 0 Z A]H] A G o)A = A| A G AE o] ZF9] muj ol Bt ol o] Fo &2
AF& 3] o} o2 DNS &5 o] & A}-& 512 W dns_discovery_domain 5-47-S A}-§ 3}of = o]
o] F2 XY gt

5. (18 A 7] 5.0 = A7 H] 2 7] 4 LDAP 4] H]

§S AAgY ok o2 A H] 2= 788 ALE
312 ¥ Idap_dns_service_name -5+ -2 A}-§3}of 33

52 4] 5 8] o

o
A

o]
a

6. e R}k 7] HF 0 Z SSSD = IPv4 F2E 3] L] A = o) 55w SSSD o A] IPv6 F4E
F3]le] i Al o o] &2 AFE-X] X]g 32 H lookup_family_order 557 A}-§- 3] o},

7. A B2 Z A& AL B E A B] 0] OS] DNS 2] 5 =& DNS A7 Bl off 7} 31 o},

I _service._protocol._domain TTL priority weight port host_name

T} el

® DNS ] H] 2 ZHR o] RFC 2782

e sssd.conf(5) =22 7] o] =]

4.5 7FeFSt WA A FZFR)EFE A
R 42 Z 2 V)| E = ARE A} O] F s 2iF BFo mje) ) 2E 5§51 ARG o) F
E5] B A Ao sl N A2 A 5ler = o<k

A E So] LHAot A= FFAE AN FY ARE A} B 2ol Ol 3 A =E A e 7 g o
TE AFE A He 27 Y S ZRapo] o e ¥ FH o dFslrey 22 7 gigY
.
AL 27 AF

® FE g4
27

1. /etc/sssd/sssd.conf 71 &)L ¢7 1]}

2. access_provider 515 simple = 47 3/ .

[domain/your-domain-name]
access_provider = simple

3. A} &-3pol TS )2 A 0] 7 <] g T

ﬂ.l[o
QL
Eq'
L
J

a. AFEAPO] o 8 o]

[
Mg
\C&
oo
\(‘i
l“u

5 simple_allow_users 57

ﬂ.l[o
QL
Eq'
L
J

My

b. AL&lo] O] F A ~F A H 512 H simple_deny_users 5+

olN
ol
bl
2
o
(]
o
o
)
-
o,
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i = “ o

52
B Apg Ao T 5 YA 2 E ARG G TE BE AE3p] T 8 o) 2
E A E0 2 3G Y M-S ] T A2 5§ AR S A )

ordl ¢ Ao 2 PFEFH T

4. zge] t g A2 o] 775 F G T TS & SPE HE L

a. 259 gt G4~ E 3-8 5% H simple_allow_groups 5478 A}-& g1 .

b. ZFj] gj ¢t Wi ~E A5}z H simple_deny_groups 5-49-& A}-& g1 o}

F2
Y 270 B ) 2F ARG [E BE 2F T YA 2 E AEC
2 5§ T 55 2Fl T YA 2 5§ AR E A} AhH A0

2 pFEY

zy]_ o}u77/RE’ }/Ha‘LL]E/L_

[domain/your-domain-name]
access_provider = simple
simple_allow_users = user1, user2

o 4.5. 53 AF§A} B 25 ] v o A= 5§
= o] A o] A = user], user2 % grouplg] YA 2 E 5] §-3li= EA O OFE BZE Al
| simple_allow_groups = group1

255887 9

AR B2 W] 5] 2 E ARG T A 2 58

]
Ty

1

i e

o sssd-simple5 &% 2 7 o] <]

4.6. LDAP o4~ HE] E F-& 35l %==SSSD 74

access_provider 547 o] /ete/sssd/sssd.conf o] &g H F->-SSSD = %] g H A= FFFAE AFS-SF
o A] =8 o) o oF "’W/* Hglo] o EF AFERE 5’7}?4’?& AFE- 591 A= FF A 7FLDAP 353}
#39] G5 7]l 5 A2 H ol o o G2 F 5§37 F3] A& A}7F &3 oF 5= LDAP 4] 2
Ao BEF A Y & 7 e o

o] & & o] AD(Active Directory) 4] B & W42 FF A2 AF-& 6= F -2 X5 ¥ AD AF§XEZ 2FLinux A] =
Hoj gj gt A =F A sret 5+ )k g E ZE L} YA]51R] a‘s’f 2 HE ARG A= A= H
go] 581

=z} 37

o) 42 B E = LDAP A}§- 3} B 5o v 5§ F 1] o). mpepa] £ E 24 o] 2] 8 5
P4 2 A o] 2 PGS A o] FEFA GE 7 U q?% EWWWAwwgag
/! ste ol 2hehet o) 2 S 7 Y & BESYALL.
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©Z2} Ol T Y & A} wf SSSD = AFEA}] H X e-ep ¢l Z 29l A = IF Y FH =] 89l
srL] ] 7} F o] Ll 229 Fo HFH O F 2 703 AL A= WA FESL Y
R e}R] Grjel= @ xalolo] 22918 5 Q5 o

A1 87 A

1. /etc/sssd/sssd.conf 71 &)L ¢7 1] C}
2. [domain] 4] %1 0j 4] LDAP 44| 2 o] HEE =] g1

® [ DAP i~ F72}9o] -2 Idap_access._filter 5418 A}-& 3F1] o} x}4] & 1] &2 sssd-
Idap(5) =32 7] o] x| & 72 5} 4/ 4] 2.

® AD o4~ g xle] F -7 ad_access._filter 5715 A}§-§ 1] of. x4 F 1] &2 sssd-ad(5)
=&Y I o] X E FEH A L.

ol 4.6. 5§ AD AFERFI A 4] 2 5]-§

o & & o] admins A}-§- <} 25 )] <=5} 7 unixHomeDirectory & o] &g H AD Al-§ <}
N A vF A A F 5] &) H theS AR § L o

access provider = ad
[... file truncated ...]
ad_access_filter = (&(memberOf=cn=admins,ou=groups,dc=example,dc=com)

[domain/your-AD-domain-name]
(unixHomeDirectory="))

SSSD = @& 2] authorizedService == host £y o4 3= 34018 & Qs o). JA=Z AFEA 3
& 9 2o oje] MDASH LDAP ¥ &g, Q15 A]v] 2 &2 5 ~E MDASH 545 2-F F71e + g5y
Idap_access_order vl 7] ¥4+ A}E & ZE YA X A o] mjA=EE 1} H g

[domain/example.com]

access_provider = Idap

Idap_access_filter = memberOf=cn=allowedusers,ou=Groups,dc=example,dc=com
Idap_access_order = filter, host, authorized_service

sssd-ldap(5) =& 2F 7] o] 2]
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5% SSSD Fza}o]dE & H7]

SSSDb sss_override 2 € 2] E] & A 325l 24 A]AH o] Z26F POSIX A&} = 25 =49
HAlsf= 2E HI]E vHE 7 QlEH . ipa £ A 9]¢ 2 £ id_provider 7} o] ¢ z}/xi,,l 748

Fueym.

2 A7 ©

ipa ZZb}o]r] & Al-& 5= F ¢ IPAJA] ID F-E 5 oAl Fogii]o). AFA e £ ID 1 7] 442
HFZNA L.

5.1. LDAP USERNAME == Y o]27]

(name, UID, GID, % £ "%"Efﬂl, %”)«/ o 28 A g DG g DAl el E A8
o] 2L ) o]5}a] LDAP A} &3} o] = S=4) 2 x5 o] aF 5= 9]<=1] ]

Al 27 A1 G

[}
R oA~

4] 2] =l sssd-tools

Al-gx}o] dA] FHE FZA g
I # id username

username 2 Al-&xJ} o] 2.0 2 n}FL]].

BE G o] £ FIFF T
I # sss_override user-add username -n secondary-username
username-£ Al-§ x| o] Z o Z vl42 7 secondary-username 2 Aj Al-§X} o] F S Z A g}

1,
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57.SSSD Z o] A E = 17

3.
sss_override user-add 5 5 & AF-g-3}o] 3 WA A F o] E Y 7 SSSDE A A] X} 5} of
v AL &L
I # systemctl restart sssd
g5 94

I # id secondary-username
YA G L] AL R}2] A g o5 FA] gk

# sss_override user-show user-name
user@ldap.example.com:secondary-username::::::

of 5.1. HE A&} o] & & 9]

AFE-A} sjones o] T 3F 5= AFEA} o] F& FIFolE H o

Mo

9

&
L
®

sjones: A& x}o] EA FJBHE FZA gLl

# id sjones
uid=1001(sjones) gid=6003 groups=6003,10(wheel)

I # sss_override user-add sjones -n sarah

A AL&AF o] F o] FI}E 3 AF-&A}] A G o 7} LHfE A EA]EHE=X] g2l ]k

# id sarah
uid=1001(sjones) gid=6003(sjones) groups=6003(sjones),10(wheel)

# sss_override user-show sjones
user@ldap.example.com:sarah::::::
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sss_override %= %% 7 o] ]

5.2. LDAP UID £ Y ojz:7]

227 LDAPS] A5 & A1 § 512 % 7= 5 AEE 748  Yst]th 221] LDAPIA] AFE]
(name, UID, GID, & ] /£ =], €)2] ghe 28 A28 g FF1eh g Z3po] e} o2 UIDE 3
] 3}o] LDAP UID 52 A/59] & = 2l 51] o

A 27 ALY

FE ofa

2] %] #l sssd-tools

AL-g=}e] #A UIDE ZA 1]
I #id -u user-name

user-name < A} 3} o] 2.0 = vlZ g}k

A8} 74 ] UIDE 3 2] 5] -
I # sss_override user-add user-name -u new-UID

user-name £ Al-§x} o]0 2 H}4 7 new-UID Z )] UID ¥l s Z Bl 1] ]

H 2] 4] FAE vrE g
I # sss_cache --users

sss_override user-add 33 2 18315 A ¥ A5 2] 5 44 ¢ 5 SSSDE A A Fafo]
Wy A1ge 58 Fi o
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57%.SSSD Z&o|

# systemctl restart sssd

A UID7} %85 Q=] 8¢l g}
# id -u user-name
A AP QI L] T}, AP R}2] A o] & EA] .

# sss_override user-show user-name
user@Ildap.example.com::new-UID:::::

o 5.2. A}-g-=}-2] UID ¥ o] 227]

A1-gx1-9] UIDE UID 6666 = 5 o 5} W o}-.2-2 -3 §11] .

userarah<] &z UIDE 3 A]s}4A] Q:

I #id -u sarah
1001

UID 6666 < = A}-g=} 7] g 2] UIDE g 2] g ot:
I # sss_override user-add sarah -u 6666

m 2zl g YA E 5o = vrE g,
I # sss_cache --users

SSSDE A ] &}afof WG AP F& g o
I # systemctl restart sssd

A UID7} 5§ 5 37 AFEAF A g 2] 7} & BFE 7] Z A HE=A] BFelgh] ot

I # id sarah

ANE = 17|
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6666
# sss_override user-show sarah
user@ldap.example.com::6666:::::

sss_override %% % 7 o] ]

5.3. LDAP GID £ Y o]227]

2= LDAPS] A4 & A1 8515 7]E FAES 748 + Yeri]t. 22]t) LDAPIA] A1&}
(name, UID, GID, & tj /£ =], €)2] gh& 28 X289 gt 1ok o2 F3}o] e} -2 GIDZ
3.2]3to] LDAP GID %52 3’59 & 7 &1/},

A 27 ALY

FE ofu

21 %] #l sssd-tools

AF§2F2] €A GIDE FA] §H] o
I # id -g user-name

user-name < A} 3} o] 2.0 = vlZ gk

A}-82} A5 2] GIDE 5 2] g o}
I # sss_override user-add user-name -u new-GID

user-name £ Al&x} o] 50 2 HI437 new-GID = A GID ¥ $ Z v}# 1]},
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Wz 2] i FAE vz g,
I # sss_cache --users

sss_override user-add 5 5 & AF-g-3}o] A B A A F o] E Y4 7 SSSDE A A] X} 5} of
viIg ALeHS F-& g o

# systemctl restart sssd

Ty,
ol
-

R

A GID7} 2§ 5] 9=4] 8¢l g .
I # id -g user-name
A AP QI L] T}, AFGR}2] A o] 5 EA] .

# sss_override user-show user-name
user@ldap.example.com:::6666::::

of 5.3. A}-§<}19] GID & o] 7]

GID 6666 © = A}-§31°] GIDE 3 2] 5t2] ¥ 22 AP g}
userarah<] & GIDZ ZA] g}

# id -g sarah
6003
GID 6666 © = A}-& x| 7] g <] GIDE A4 <] g]}:
I # sss_override user-add sarah -g 6666

mEz] Y HAE 5o = UE .

I # sss_cache --users
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Z A 2]l G- SSSDE A A Zafof WG AFFS F& o
I # systemctl restart sssd
A GID7} 5] & 5] 2 A& 2] A g 2] 7} L np =7 ZA] =X ol gir] o).

#id -g sarah
6666

# sss_override user-show sarah
user@ldap.example.com::6666:::::

sss_override =% 2F 7] o] x|
5.4. LDAP % tj#E]2] %4 B o7
A2 3= LDAPS] 7] 2 21§31 5% 7]E S2EE 748 7 Agtth. 221} LDAPA] AF§-3}

(name, UID, GID, % tj &£ =], )] g2 28 A|=59] g GHF 1t 0 I3} B} o & o2
E2]& 39 3te] LDAP & tj e e 2] 52 A9 7+ &1

A 27 ALY

[}
FE o4~

41 %] #l sssd-tools

AF§RPS] HA) F Oz E AT .

# getent passwd user-name
user-name :x:XXXX:XXXX::/home/home-directory./bin/bash

user-name < A} 3} o] 2.0 = vlZ gk
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AFgAFe] F O e e 2] & A3 <] 7)o
I # sss_override user-add user-name -h new-home-directory

user-name £ A} o];F© & Hl42 37 new-home-directory = AJ £ O] g g 2] 2 & gL]

.

SSSDE A A] F5}9] 17 AFgFS X &0
I # systemctl restart sssd

s 84

A & O e 2] 7} g o] H o] =] 2l

# getent passwd user-name
user-name:x:XXXX:XXXX::/home/new-home-directory:/bin/bash

AHAL G . A1§ A2 A F o] & EA .

# sss_override user-show user-name
user@ldap.example.com::::::: new-home-directory::

of 5.4. A1-§312] & T Bl 2] §oj27]

admin & A]-§ 3] A1-§3]2] & t] 2] 5 2§ 2512 H T-8-2 d G .
user sarah ¢] g & fjdEz] ZA:

# getent passwd sarah
sarah:x:1001:6003::sarah:/bin/bash

AF&ALe] & e E2]E A & H g E2] admin 22 A7 2] gfr]d):

I # sss_override user-add sarah -h admin
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SSSDE A4 &3t ¥ A2 A& gk
# systemctl restart sssd

A & O dE 27} g o] F e n] 1§} T} LA EAH=A] Fel g,

sarah:x:1001:6003::admin:/bin/bash

# sss_override user-show user-name

# getent passwd sarah
user@ldap.example.com:::::::admin::

sss_override &2 2 o] =]

5.5. LDAP ¢ <=4 Ho]2%7]

22 4i= LDAPS] A 32 A8 5155 7]E S2EE 748 + Yert]r. 22t} LDAPIA] AF&}
(name, UID, GID, & tj /52, €)9] 7 22 A299] g3t HF1oh o Ao M} o2 42 3
Jle] LDAP ¢ 552 #4993 7 1]tk

A 27 A

[ ]
FE o

21 %] #l sssd-tools

A}gape] S 42 EA Fh

# getent passwd user-name
user-name :x:XXXX:XXXX::/home/home-directory /bin/bash

user-name < A} 3} o] 2.0 = vlZ gk
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AFgApe] A2 4§ < gt
I # sss_override user-add user-name -s new-shell

user-name £ A}-g&x} o] Z 0 Z Hl42 37 new-shell & ] €2 v} F 1]}

SSSDE A 4] 3o ¥ig AP 58 Frich

I # systemctl restart sssd

==
P pes

izl

A o] g o] 5 o] g=x] gL,

# getent passwd user-name
user-name:x:XXXX:XXXX::/home/home-directory:new-shell

AHAL G . A1§A2] A F o] & EAI .

# sss_override user-show user-name
user@ldap.example.com:::::: new-shell:

o] 5.5. A}-§A}2] & Ho]x7]

user sarah €2 /bin/bash<jJ 4] sbin/ nologine = ¥ 7 s}

# getent passwd sarah
sarah:x:1001:6003::sarah:/bin/bash

2.
Al 2 2 /sbin/nologin € 2 Al-§ 3} usersarah €2 g 2] ¢gFij}].
I # sss_override user-add sarah -s /sbin/nologin
3.

SSSDZ A F5to] W7 AFFS A E F ol
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# systemctl restart sssd

K] o] § o] 52 ARG} T L LA EA H =X G g T

sarah:x:1001:6003::sarah:/sbin/nologin

# sss_override user-show user-name

user@ldap.example.com::::::/sbin/nologin:

| # getent passwd sarah

sss_override %= %Z 7 o] ]

5.6. sXE9] Ho]R7] 1] Y

e BAEY mE SR L 1F A FL o] LupE FH 0] AF 9 H
gl

Al 25 AP

38

FE o4~

21 %] #l sssd-tools

BE LS A G E LT

# sss_override user-find
useri@ldap.example.com::8000::::/bin/zsh:
user2@ldap.example.com::8001::::/bin/bash:

HE 72F Yo]RIE I gL

# sss_override group-find
group1@Ildap.example.com::7000

2 el

=

[
=

A
T



=
Ll

57%.SSSD Zo|UE F 17|

I group2@Idap.example.com::7001

5.7. 22 goj»7] 47

Z29 LDAP 9 52]o] §2/ 8 24 oujelo] =g A A5t thg AAE A8 A 2.

Al 27 A G

[ ]
FE o

41 %] #l sssd-tools

AL&A] AG 2] A F )& A A 5 oSS ALg F L.
I # sss_override user-del user-name

user-name £ A3} o] 50 2 g gir). ¥y Algo] A HEH .

2572 A2 & A7 5E T g2 AFE .
I # sss_override group-del group-name

sss _override user-del 5=+ sss_override group-del 73 32 Al-§ 5l A vlA] 5o =
A 7 ¢ 5 SSSDE A A & 5te] WG AFgS F &g .

I # systemctl restart sssd

APEAF = 272 A Yo E A A o}H o] @ HA E] gt B2E Ag o] 7} A A H 1o}

58. 2Z H7] Y7 & 7} Q7]

=
]

24 A g o]= 22 SSSD 7Y A] o] A F-FH 1]t} o] HAfA] 2 AF&R] T 2
HE YY G 7 Agiih. o] g 5pH A A7} A YA H e vso] 752 52

g2l v
7 Ao

o
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A 27 ALY

40

FE ofu~

21 %] #l sssd-tools

AEA F 27 7] E WS 0-e2 AEF .

# sss_override user-export /var/lib/sss/backup/sssd_user_overrides.bak
# sss_override group-export /var/lib/sss/backup/sssd_group_overrides.bak

A1E 5] .

o

A8 8 25 1A E B e g

# sss_override user-import /var/lib/sss/backup/sssd_user_overrides.bak
# sss_override group-import /var/lib/sss/backup/sssd_group_overrides.bak
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6%. 915 F742Z ADE AF§ 315 RHEL $2E 74

Al2dl Az z}= $2EE ADoJ 914 51%] 22 RHEL(Red Hat Enterprise Linux) $*E 9] oI5 3
=z 2 AD(Active Directory)E Al§& 5= &1l

£
My
U
)
J
o
¥
y
Mo
oy
o
N
X
2
o
4
0%
2
4
39
T
N
K

AD gz 3ol A EXE B35 2 v FY 2o tjet Ao] AL St i)

34 PCTFE 5 Qi BAEE 3L o 59 AFGAPE A&k BT,

o] Fa o] Hs 5 =g o] AGE FHIHAL.

Al ~dl-2 AD 5=+ Red Hat IdM(Ildentity Management)oj] €+-713] FojA]7]+= FHo] =
#1/th. RHEL $2E2 wnj9ld] dZse 482 #7 #28 5 A, Felo]dE
Z AD9] 5 el ddli A} AEH Fefo]dE A= o] A= #4 0] g Z- AD
2}-2] 212 A o] = IdM 4] v] E 8§ 5= A o] F51] . [dM-AD 1 2] o] o g 2} 4] 8
] -§-2 IdM3} AD #Fo] o] 3} §12] 7] 2] 2 IdM7} AD 7-2] 1% 8] & =514 2.

o] X E F3] AD_user 2}= A& <7} example.com =uj 21 2] AD(Active Directory) AF-&-<} &) o] E]
Hlo] 2 o] HFH ks E Al§ 3} rhel_host A] =gl o] = z29]8F = Qlsr1]]. o] oA oA]
EXAMPLE.COM Kerberos ¥ %2 example.com *=rj ¢]9]] &) 5g}1] ],

A 27 A

[}
rhel_host o] bl FE A4~ Fslo] 9l

AD_user A&} 752 example.com =1j ¢lo] 1]t

Kerberos % <72 EXAMPLE.COM ¢/1]t}.

41


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/planning_identity_management/index?lb_target=production#planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index?lb_target=production#installing-trust-between-idm-and-ad_installing-identity-management

Red Hat Enterprise Linux 9 RHELo|A] Q15 9 A R 14

rhel_host 7} realm join 3 3 2 A}-§ 35} AD9J 7}9] 5 <] &1l

9

gofx] P37 AD_user Al &R} Al S 282 Ay g

s E

I # useradd AD_user

o

Rl
9
9
iy
X
Jo
o
%
I
{

HF 2 ¢4 /letc/nsswitch.conf 7} 2 F 7 ]S F

passwd: sss files systemd
group:  sss files systemd
shadow: files sss

7L 94 letc/krb5.conf 7L &7 o} A4 @l §Eo] FstEo] Y= ol FL] ol

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = EXAMPLE.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
EXAMPLE.COM = {
kdc = ad.example.com
admin_server = ad.example.com

}

[domain_realm]
.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
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/etc/sssd/sssd.conf 7} 2] 2 WA 5137 of 7] o) O} A7) P2 {9 k]l

[sssd]
services = nss, pam
domains = EXAMPLE.COM

[domain/EXAMPLE.COM]
id_provider = files
auth_provider = krb5
krb5_realm = EXAMPLE.COM
krb5_server = ad.example.com

/etc/sssd/sssd.conf 72l o] o st 1L v F gfL]].

# chmod 600 /etc/sssd/sssd.conf

SSSD(H oF A] < H] A]H] A g]&)E Al &) ).

# systemctl start sssd

SSSD= &y s}git] .

# systemctl enable sssd

/etc/pam.d/system-auth 7 Y2 ¥ 7 0} A H7 P2 Egol == +~F gL

# Generated by authselect on Wed May 8 08:55:04 2019
# Do not modify this file manually.

%
_0|L
H
g
)
I
m
-
o
N
m
-

auth required pam_env.so

auth required pam_faildelay.so delay=2000000

auth [default=1 ignore=ignore success=0k] pam_succeed_if.so uid >= 1000
quiet

auth [default=1 ignore=ignore success=0k] pam_localuser.so

auth sufficient pam_unix.so nullok try_first_pass

auth requisite pam_succeed_if.so uid >= 1000 quiet_success
auth sufficient pam_sss.so forward_pass

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet
account [default=bad success=0k user_unknown=ignore] pam_sss.so

account required pam_permit.so
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password requisite pam_pwaquality.so try_first_pass
local_users_only

password sufficient pam_unix.so sha512 shadow nullok
try_first_pass use_authtok

password sufficient pam_sss.so use_authtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam_succeed_if.so service in crond
quiet use_uid

session required pam_unix.so

session optional pam_sss.so

/etc/pam.d/system-auth 5} 2] o] F &l = Z /etc/pam.d/password-auth 5} 2 o] EA}giL]r],
yes & ¢/ g 35lo] 5o HA 1] &S YolRe= FS gFolgh

# cp /etc/pam.d/system-auth /etc/pam.d/password-auth
cp: overwrite "/etc/pam.d/password-auth'? yes

oy
ol
-

X

—_

AD_user ©] Kerberos TGT(Tross-granting €] ) 2 . 2 3 ¢} gy = AD _user 9] ¢}s = ¢/
goijr}.

# kinit AD_user
Password for AD_user@EXAMPLE.COM:

7}A& TGTE ZA] g o

# klist
Ticket cache: KEYRING:persistent:0:0
Default principal: AD_user@EXAMPLE.COM

Valid starting  Expires Service principal

11/02/20 04:16:38 11/02/20 14:16:38 krbtgt/EXAMPLE.COM@EXAMPLE.COM
renew until 18/02/20 04:16:34

AD _user 7} EXAMPLE.COM Kerberos =nj o] o] X7 =2 2 X}-& 35} rhel _host of] 43I0z =7

ol gl 51] .
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77 SSSDE A} L-35la] S AEA AL A A2~ B
7%. SSSDE A& 3} o] 5 AEJA] AL} HA]A H

SSSD(H oF A] 25 AJH] 2 B )= A&7} FEfo] ol Eof Wi Ast 5= QAL A28 5 gl aFu
'é_)' ‘%’}775”’/5}- 0/ XJo,?Xf—,‘_:_‘— 9—’,"']/./}- X]]Oi ﬂ_z/(f /g]/gl_;/,l sssctl = _E__E'_/‘}_g_a:}‘# /‘/‘—g-;"]' E]]°]E7’—§- E/‘/é‘}
= W gis] &5 g

A1 25 A

SSSD 7] 7} W E#] 2 870l 4] 5]0] 1]}

7.1. SSSCTL 5%

sssctl & SSSD(H oF A] Z<Hl A u] 2~ &) JEjo] b3l FHEZ 7}x] 9= EgFH W
= Eryd.

o
&3
ofy
\0'3_1'
e
of,
oY

sssctl § 22 E| & Al-g31o] 2ol 3 FRE 778 7 Azr] o

[ ]
w9l e
[ ]
Fefo] N E AFgA} oF
[ ]
55 = olo] Fafo] o EoJA] ARG A~
[ ]

sssctl =7#E A& 3}

)
{
o
o
4
&
)
+
3
T
I
{

SSSD 7] #a]
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=~

-

sssctl --help

7.2. SSSCTL 2 A}-£35la] WA o] H A WA

SSSD= Zapo] ol Eo] 2298 - i= ALEAE Aol mE B E JY ot Al 2F o] HE 5=
a2 Aof 732 1} FE 7 A&/,

o] &0 KDC(7] HIE AIE)e] 23] 371 AFEAE 72 517 &) w5l 4] = 12 24]
= gl g,

A 27 ALY

[ ]
He] =} dsto g Zz9ls) o} g

sssctl =72+ RHEL 7, RHEL 8 ¥ RHEL 9 A] =g o) ] A8 8 5= gl 51] .

idm.example.com =1 9l oj] 4] sl H 74| E Y4 3la]wH of.22 ¢ &gl
[root@client1 ~J# sssctl access-report idm.example.com

1 rule cached

Rule name: example.user

Member users: example.user
Member services: sshd
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7.3. SSSCTLE AFg 5} o] AF§3} 78 Fo] A3 §13 FA]

sssctl user-checks 3 %2 A& 518 AF-& R} £3], 915 ¥ @t Hof o rjjs] SSSD(System Security
Services Daemon)E A}F§ 5f+= o &) 7 o] o] A E ful g e + Asd.

sssctl user-checks [USER_NAME] 3 %2 NSS(Name Service Switch) & D-Bus ¢l E] 5] o] o] j]
¢t InfoPipe - 5315 53l AR§ 7} A§AF Hl o] E]-F FA g o). EAH 6] o] El = A&7}
PAM(system -auth Pluggable Authentication Module) 4] 5] =~Z A}-§ 35} & z29]lg Aslo] Ql=X] of
Bg polFn

-a PAM =9}

- PAM 4] 1] 9] 75

a¥-s&5d

o

39l

\0'11'

2] gkow sssctl == 7] 549l -a acct -s system-auth = A}-& g} c}.

Al 27 A1 G

[ ]
Haj =} dsto g Z 795} g

sssctl =+*+= RHEL 7, RHEL 8 ¥ RHEL 9 x] =gl o] A& = QI

=g A} g Aol T & AFE A Hl o] H E EA el T S-S ¢ gl

[root@client1 ~J# sssctl user-checks -a acct -s sshd example.user
user: example.user

action: acct

service: sshd
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A% o] 7

2

sssctl user-checks --help
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87%4.SSSDE A-8-3to] vl AR g

8%. SSSDE AFgsfo] =rj ol FH 7]

SSSD(Security System Services Daemon)+= IdM(Identity Management) = IdMoj ¢4 & *=rj] 9]
(cross-forest trust)<] = ol 2 1} F ot 4= Q1.

8.1. SSSCTL L A}-83}o] =ujo] 1} <

sssctl domain-list 5 3 2 A}-§3}of Eujo]l EEZX] EAE Ol F e + 5.

QL

27

YHE SA AE T 7 gIE TE gk Erolo] EAHA godd FFL R

ok

A 251 AP

[ ]
He] =} dsto g Z 795} g}

sssctl =57= RHEL 7, RHEL 8 = RHEL 9 A] ~ & o] 4] A]-&8F 5 9l &)}

2
ar

sssctl G o gjol =52

2,
\O'E
¥
)
{
o
ﬂ.llo
S)
it}
y
I
_

Mo

I [root@client1 ~J# sssctl --help

A8 T et 9l B3

o
ki
2,
\0'11'
)
)
{
Ulo
Mo
©
{
ol
L
J

[root@client1 ~J# sssctl domain-list
implicit_files

idm.example.com

ad.example.com
sub1.ad.example.com

Z Zof = Active Directory 2} Identity Management 7}9] w3} ZE 7I }1 2 xudj9lo] E3t5o] s
vl
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8.2. SSSCTL & Al-g5}o] =wj ol 3ef 2ol

sssctl domain-status 3 3 2 Al-§51o ool EZFZX] FAE vl

oy,
HJOlI
?&
T
I
J

Al 27 A1 G

[ ]
#ejx} detoz 2795 oF g

sssctl =7+ RHEL 7, RHEL 8 % RHEL 9 A] =gl o] x] A& 4 Ql51]r].

sssctl B3 o] o e} =22

2
ar

o

2,
9
X
)
{
o
Mo
o
)
m
L
{

I [root@client1 ~J# sssctl --help
58 oo gf 5t A&} Hlo] 5] & F A sfe W 52 Y g .

[root@client1 ~J# sssctl domain-status idm.example.com
Online status: Online

Active servers:
IPA: server.idm.example.com

Discovered IPA servers:
- server.idm.example.com

¢l idm.example.com & 22} ¢lo]n F 2 g st Fefo] A E ] E + Qg1
B S AT T e FP A O dedd.

[root@client1 ~J# sssctl domain-status ad.example.com
Unable to get online status
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974 SSSDE A}-&-51o] PAM A 1] 2] =1 Ql A ¢
97%. SSSDE A}-g-3}of PAM 4] H] = 2] = uj o] ] 5t

PAM(GEE 25 &)L 25 ® Al HofE 9]¢ 35 Z& ¢#/=Z ¢/} Red Hat Enterprise
Linuxof A] o 232 A]| 28l of ZFa]Ao]{L ¢l5 W Ast FojE 9]t 7] PAM 4 9] o] =g

SSSD(System Security Services Daemon)E Al-& 3512 PAM A] H] 2= 7] A~k 5= Q= = o]l A

st 7= Ql& 1]} SSSD= E53 PAM 4] v] 25 A& 5}i= A} AI-E 7]uko 2 PAM A v] 9] 915 ﬁ/‘s’E
FIHEI ). %, PAM A/5] = A8 347 SSSD 12 2l0] A28 7 Y= F-9 PAM A2 5 55 ]
olo] 4] =8 5= gk

9.1. PAM ¥ H
PAM(PIuggabIe Authentication Modules) S A2 of FalAo]Ho] FY FFHeE FYH Za Y

Hz0] oI5 Dao]shi ol A8 T 7 2 FF FEH A5 WA FE AFF .

PAM-:2- Kerberos, SSSD, NIS ¥+= ZZ 7Y A| 2g 3 212 0 kot 915 220 g] s PAM 2 &9o] 3]
omz Fe YY) GF A5 229 PH #9F JFE 7 g

o] mEH o} HA = BT} ALH e A5 AL Y o] $FE 7Y E AFF T
PAME T2} 22 o]z 7] 052 A EA5} Bel o) 788 A =H Y]

PAME 35 915 ~7]uk A Zan toke o E2] Aol 87 57 A8 2 + 251t

PAM2 4] 28] g12]2}9] 915 8t 53t 7915 3 A°]

Ny

A gl

PAM:S. 7 7} 3] 915 27]o}& PHE] St 27
CREEEESFS

o
Q
oX
1
3
30
rr
e
2
Mol
£
e

9.2. Eujol a2 A ¢ 54

H e gt Euolo] o5 A 25 A

&

5

e

0§42 A8 8 7 sr] o

Mol

pam_trusted_users in /etc/sssd/sssd.conf

o] 5412 SSSD7} X1 ] éli= PAM A1 H] 2 5 1} e = 527} UID 5= A1§-7 o] & 552 5] 85
Yo, 7] B HdFLall 9l =, 2 E /] A x}ﬁzp} pg 5= 9lon mE sujoloj i Ast

51



Red Hat Enterprise Linux 9 RHELo|A] Q15 9 A R 14

&

pam_public_domains in /etc/sssd/sssd.conf

o] §41:2 5§ SSSD Erol £F2 5§ gk A EE Euole N7 G 7 gl PAM A v~
A EATLE HA =G 5 2= o AL h 542 7 E g none ZE 31§ §th Z]# 412 none
Y)et. %, wrlelo] F&ol % AFT 7 G N2 AL} ofwl ErelolE A2 F - glgr]
.

PAM 74 7}¢l.2] =] 9]

o] §41:& PAM Au]27] Q158 7 S )
W9l 2 A} g 5 7P PAM AJ 1] 2= 2 ol
1)t

I auth required pam_sss.so domains=

PAM 77 5} o) A] v A8 AFE-3f= -7 PAM AJv] == 1 2] 8 = Qs AR§AF2Z A H] =71 &
Y s 2 Tl gja s 7 Amt

/etc/sssd/sssd.conf SSSD 7% 2 2] domain %41 &= SSSDojJA] 9]l FL A E&l= ol =
2 =g g of. PAM %3 79 2] domain 5412 sssd.conf o] Eujjo] B2 335t 4+ glon]
= 2|8 3} sssd.conf = w9l HZvF A steh + Q). njafx] E o 9lo] PAM 7gl o] <]g

g
2zze
53] 9} sssd.conf o x5 Hx] &2 7> PAM A1 6] 2= ] olo] gja] 258 5 gl

7] # 4°g pam_trusted_users = all ¥ pam_public_domains = none > 2= PAM A] 8] 2 A}-§ 2} 7}
QG 7 Q7 BE Ty Qlo] HA2 = Q1.2 g g]. PAM 7% 722 domain 55 AF§-3}
o o] o] of gj 5t A4 A7} A slE 1] .

PAM 73 7} ofjA] = w 918 A}-& 5}of w9l & X]g 3}« ¥HH sssd.conf o =
pam_public_domains o = =1 91 < =] g sjof g} . B+ Lol EgslR] P
pam_public_domains 5 & A& 3] H o] A]H] =7} ﬁé’l & 7 Gl AgAE P HE F -2 PAM A/ H]
27} Ewflo] g ot 915 & 2 o]o] F 1.

37

PAM 525 5}2lo] g8 s=n o] A e A1§ 3 5] 7} opH 915 Fejel vt 5 g
.
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97%.SSSDE Al-8-35t PAM A H] 29| w3l A gl

pam_trusted_users & pam_ public_domains 5% o] tj s} z}-4)] 3t 1] -&-2 sssd.conf(5) &=
=2 F o] A E FEFHAL.

PAM 2% 5} & oj] A}-&# domain -3 of o § =FA] 3t 1] &2 pam_sss(8) =22 # o] 2] &
FxIHA L.

9.3. PAM A7 1] = 2] = m] 9] 5] ¢

& Ao A= = ¢l b 3t PAM 4] H] = Q152 A ghof= S G e

A 27 ALY

.
SSSD &3 & 4.

298l Tuo] EX o] HiAstE = SSSDE 74 3] }. /etc/sssd/sssd.conf 7]
9] domain 541 9| 4] SSSD 5 7 9= =9l & g .

I [sssd]

domains = domaini, domain2, domain3

PAM % 512l o 4] domain 542 &7
. o & 59 927 25

2&

of oz 7 gli= v ol Ei= v olg 3§ F]

auth sufficient pam_sss.so forward_pass domains=domain1
account [default=bad success=0k user_unknown=ignore] pam_sss.so
password sufficient pam_sss.so use_authtok

o] of o 4] i= PAM A 8] =7} domain1 o tjsj ] vt 9158 5= Sl 51 o}

oy
ol

r
R

domain1 9 &) olF g}, 4 323 oF gL}
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10F. 22 SSSD H°g o+ 28 27 A7

$ X E 9] letc/sssd/sssd.conf 71 2 o] sssctl config-check 5 52 Al-§ 3} e} Q77 Y+=X] H|=
Eg sy

A 27 ALY

[ ]
FE=Z 279150 Q5.

sssd-tools = 7] x| 7} 4 x]H 1]}

sssctl config-check 332 ¢/ & g1}

# sssctl config-check

Issues identified by validators: 1

[rule/allowed_domain_options]: Attribute 'Idap_search’ is not allowed in section
‘domain/example1’. Check for typos.

Messages generated during configuration merging: 0

Used configuration snippet files: 0

/etc/sssd/sssd.conf 7 Y-S F 7 QEIE T gr]. o & Eo] o] TAoA] 27 v A= 7}
15 Idap_searchZ Idap_ search_ base: = v} #1]r].

[]
[domain/example1]
Idap_search_base = dc=example,dc=com

[]

SSSDE o} &] A 2k

I # systemctl restart sssd

oy
ol

r
R
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107¢. =2 SSSD A A A 4] 2 El Q7 Al A

sssctl config-check 332 ¢/ & g1},

# sssctl config-check
Issues identified by validators: 0
Messages generated during configuration merging: 0

Used configuration snippet files: 0

/etc/sssd/sssd.conf 72 o] 9 E} © F 7} g5 .
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118 IDMoj 4] SSSDE A& ¢t Q15 A4 5 2

IdM(Identity Management) 8173 9] 9l Foj= o2

1dM 0] 91 9] 75

SSSD 4] v] ~,

NSS(o]= A/ 8] = =9]A]).

PAM(Z33 915 © &),

1M A1 B o) 4] THg-2 59 1] T}

SSSD 4] v] ~,

IdM = 2 £ 2] 4] 1.

IdM Kerberos KDC(7] v #lEl).

AD(Active Directory) A} &R} 2 ¢156l= F5:

°
AD

k1

wl el 7= g2 9] O e 2] A]u].

AD T2l A E E 2] 2] Kerberos A]Hj.

k1

A A} E Q1552 SSSD A H] 2Z AF§ te] the 7152 AT 7 o] oF g,

oI5 Ajujo) 2] A& F 11 E A F] T,

A& ANA 2 FHe 2 FFL A G FE FHL AF Av]o] G S
.
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1. IDMol| ] SSSDE A}8-3F 215 &4 32

7 A H A= AFEAF F B E X Goli= SSSD A{H] 2 9] Ajn] 7 FJH 52 &

A o5 A xS ZAE DT 5 A

—_

SSSDz ldM A}-£3} § 1 & 74 & 1] H]o]E] 55

2.
SSSD= AD A}-§-3} FHE FA & o bo]g] &5
3.
IdMojj %] SSSDE A}-& 3} o A&} =Z o1F 8 uf to]E] &F
4.
o5 A ¥ F5
5.
SSSD =2z A H 24 +F
6.
sssd.conf 7} ¢ o 4] SSSDoJ tjj 51 4] 31 = 7 8% 3}
7.
sssctl g 3 A}-§-3} o] SSSDJ tjf ¢t X} 4] o 2 7 & 5}
8.
1dM #] 1] 9] 915 74 5 2& 9]l SSSD A]H] =0 A] C]u] g 272 75
0.
ldM Z2}o] A1 E 2] Q15 4] 5 dS /3l SSSD A/ H] =0 A] tju] g =7 77
10.

SSSD wol=oj4] Zeo]olE 2 F 74

1.

11.1. SSSDZ IDM A}-8.3} 3 15 & 7 A&} uj b o] 5] &2

]2 tjo]o] z#-2 getent passwd <idm_user_name> 3 %
EoFIdM Zalo] Al E 9] IdM A 1] 7Fe] FH & 22 71231t 2 91

2 AFgSto] IdM AFE A} JHE 25 o

57



Red Hat Enterprise Linux 9 RHELo|A] Q15 9 A R 14

[user@client ~]$ getent passwd <idm_user_name>

A

IdM client IdM server

SSSD

LDB cache

LDAP

Directory Server

sssd_be

nsswitch.conf

T

memcache <+

getent F &2 libc 2} o] H 2] 2] o 4] getpwnam & &2 E&] A g1] .

libc 2} o] H & 2] = /etc/nsswitch.conf 74 3122 - Z 5l AL-& <} FH A 3+L &gt}
AJH] A& 319l 5} 37 SSSD AjH] £ o] g ot gFE -2 FA g,

Flr

libc 2lo]H z]2] = nss_sss X &< ¢}

NSs_sss K& AFEAF ZH o i ¢t v & 2] ] F FYAE Il g . b o] B 7} | Ao =
Z ¢ nss_sss 2 & A] ]G b o] 5] E vFgl gL,

AFEAF F 27} v 2 2] vfF FJA] o] §l= F-7 2 o] SSSD sssd_nss §-F A} ZZ Ao F
gyyd.
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1.

12.

13.

117, IDM9l| 4] SSSDE A-§-8t Q15 A4

=o_\__v"

SSSD A v] 2= 3G YA E Bl gt b o] B 7} FHA] 9 132 7 & 9 -7 sssd_nss &-H
A7} A A] E o] E| & 2] 32 o Z 2] 7] o] H ol vkel g .

gjo]E] 7} FYA] o] HAL} vtZH Z-2 sssd_nss S G X7} & &l Wl e ZZA~F F 25}
3 52 7] g1 SSSD 4] H] 2= sssd.conf 7% 7} 9 4] id_provider=ipa & 4°g 5}o]
315+ IdM 217 o] 4] IPA ¥ 9l = 5 A& 3] r].

sssd _be WAl ZZi A= |dM A v]of] 1435137 IdM LDAP T] 2l gj 2] A]b]ojjA] JHEZE 2
3.

IdM #] #] 2] SSSD ¥ 9l == IdM Z&}-o] 91 E 9] SSSD ¥ ol = 3z Z 4] * o] &G 3}1]r].

Zajo] 9l E0] SSSD Wl == Z 5 v o] 5] Z SSSD 7| A] o] ] 3F5}5Z FA] 7} ¢ H] o] E H <
2 S ZEA2E G,

sssd_nss ZEZEJE g Gz ZZi AL SSSD FA]ofA] FHE gl ]
sssd_nss S G317} AF§A} J H & nss_sss §GA A HEl] 2L ¢HE g

libc 2o EL2] 2= A1§A} F 1 g 2 F el o ZEe]A ol do] vegot.

11.2. SSSDZ AD A8 J 11 5 A4 g uf b o]E] 55

IdM s} 7} AD(Active Directory) =uj 9] 7Foj] Q=] 2] Z 485t 72 IdM Z2}o] 91 E o] AD A}-&
A} HBE e u] FH 50| M AR JRE AT u) F1 5 F 7 v FAFF, M AF§
FEE JAsl= F7] 9A 9 AD A& A} b o] B vl o] 2] ¢1F 3}= F7} FA 7} & .

r}< tjo]o] z @2 A&z} 7} getent passwd <ad_user_name@ad.example.com> 3 F 2 A}-&5}<f
AD AR} gjst HE 2 F & o] FJH 552 7F2glsl A Y]} o] tfo]o] 2@ o= SSSD 42 A}
&t IdM A} &2} FHE FA e wf bo]E] 5 FoA] ol ] 2 A2 g} ZeER] G IdM
&} o] 91 E o] SSSD 4] H] =, IdM 4] #] 2] SSSD 4] 8] = & AD = 9] 71 E Z 2] o] LDAP & o] B #j o] = 7}
o] El HE w1

59


mailto:ad_user_name@ad.example.com

Red Hat Enterprise Linux 9 RHELo|A] Q15 9 A R 14

[user@client ~]$ getent passwd <ad user_name>@ad.example.com

A

IdM client IdM server Active Directory
domain controller
SSSD SSSD LDAP

Directory Server

A

Directory Server

IdM DS
extdom_extop

v

plugin

ldM Zz2}o] 1 E= AD A1&3} JB E ] ZZ SSSD 7|4 & #51] .

2.
ldM Zefo] Q1 E o) A} &R} FJH I} JAL FH I} 2 2)H F-¢ Fafo] 1 E2] SSSD A]H] ~+=
IdM ] 5] 2] extdom_extop Z 2] z¢]o]] 91235l LDAP 33 29 S +dsl JHEZE Q3 g]
=
3.
IdM ] #] ©] SSSD ] H] *i= Z Z 7 A] o) A] AD A} &<} FHE Zir).
4.
IdM ] 1] o] SSSD 7 A] o] A} &R} g H I} ZA} FH A} 2 2]H 57 LDAP 742 o
AD =19l ZAEE 2] oJx] AlEA} FHE 2 F gl
5.
IdM A{ 1] 2] SSSD 4] 6] == AD v o] ZEZ ] oAx] AD A}&X} FHE Rl5}a] FYA]of =]
et
6.

extdom_extop 22912 [dM A1 4] 2] SSSD A1 5] =0 4] LDAP 33 5] .8 ¢h& o= 5

= sy,
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e
2
k=)

117 IDMoll ] SSSDE A}-8-3t Q1

ol\

IdM =2} o] 91 E o] SSSD 4] v] == LDAP s} 2F¢] o 4] AD AE-R} § B & B,

IdM =2} o] 91 E= AD A} &3} g 15 SSSD 7 A] of] %] g s} 2ot dfEFe]7o]Ho JHE
vretgi]ol.

11.3. IDMo] ] SSSDE A}-§-3}9] 182 258 uf H] o] 55

1M A1) 5= Z o] 1 E o] AR Q1F s b T 74 827} EFFHL

O] = Q 32 A &3} AJH]~(e]: sshd 4] H]=).

oft
kg
ey

PAM(Pluggable Authentication Module) 2} o] H &l 2] & &

SSSD Au] =, S HA} 2 HIAE.,

£PLE 2 9Fo] Y H FF 2rHE A 2 ¢,

IdM A& =}+= IdM Kerberos KDC(7] vl 3= #IE])o) tjs) ¢l H 1}

AD(Active Directory) A}-§-x}—= AD DC(Domain Controller)<] tj3j ol =g 1]}

£}8 o] o] 2@ AFEA T} W oA SSH A M| 25 Fol EAE0) 2dE 2ol 5ok A

(i)
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2 A ol 74

——’ D -
[root@client ~]# ssh -1 idm_user@example.com client.example.com Password:

Smart card
f reader

IdM client

IdM server or
Active Directory
domain controller

<—°—> pll_child  ¢—

— O ]

krb5_child 14 Kerberos KDC

system-auth

Lo 7
Environmental

Kerberos
variable ¢ credential cache

— krb5_child o
e

= libpam 2}o] B zja] & E 2] 7 gi]r].

libpam 2} o] H 2] 2] = 915 A| =5 2 3 5} A H| =] 3 & 5}+= /etc/pam.d/ O] ] E] 2] o] <]
PAM 7918 FZg}1]r}. o] of o A]= 22 S 2E o] SSH A]v] =5 F ot 2157 g7 libpam &}

o] H & 2] o] A] /etc/pam.d/system-auth 7% 72 8Fo]l5] 7 SSSD PAM<) 4] 31 pam_sss.so
gES A

I auth sufficient pam_sss.so

ALE 7hs ¢t Q15 WS Z2-g 317] 913 libpam 2} o] H 2] 2] = pam_sss 97 SSSD
A]H] 2 9] sssd_pam PAM §-5 =z 7] SSS_PAM_ PREAUTH 2§ & A5 ¢

52
1,



117 IDMol|X] SSSDE A8-3H Q15
=

s

£npE e dFo] 74

e
2
k=)

(i)

-2 SSSD 4] H]| A= AulE 7} & 39l5l3 of 7] o x] Q1FA]
HAslE= Al p11_child ZZ A4 ~Z Y3 gj1]r].

=
=

AFgAFo) gjsf ~n]E 7= 9] o] 24 H 7 -7 sssd_pam responder= A}-§ <2} g}7] ~n}
E FlE9] 54 YAE A= . sssd_pam responder= "z H 1|4 o] A= A oo F
F2 o]F 5+ ouZ ARG} 6 259 O

S} AR =

(il = e A

Y g

sssd_pam responder—= SSS_PAM_PREAUTH 2 32 sssd_be 2ol = &gzl A5
of A] 8] 7} 2] gl 8f= Q15 W (] & Ei=2 G 9F)E T

|

&5
olglj}. SSSD 4] v] =7} IPA &
HAFE AFE-5F= IdM 2175 o 4] 7] 215 B2 Kerberos ¢/ 1] t}]. o] of o x] = A&7} 7HA o1
Kerberos ¢} s = A3} <15 gl
7.
sssd_be & H =} temporary krb5_child Z Z 4] ~Z P g1] .
8.
The krb5_child =2 4] 2= [dM 4] 4] 2] KDCoJ] 5 <5}32 AFg 7158 ¢15 W2 89l g
.
9.
KDC:= 2739 8581tk
a.
The krb5_child ZZ A4 ~+= & G2 H7}5l 7 475 sssd_be ¥ = Z 22 OfA]
By,
b.
sssd_be W= ZZi 2= FAE TGO
C
sssd_pam responder= 4 7= 31 gt}
d
pam_sss 2 52 d7E g .
10.

AREApO] tis) 918 215 o] 74 H -7 pam_sss H&2 AR A eteE 2 F g . =
ol E 7= 9lFo] 24 H Z-¢ pam_sss E 5L A}g A} A ~nlE 71= PIN
Al g .

o r i
= ==

Hj A ] & E
i}

o] 252 SSS_PAM_AUTHENTICATE 2§ ML)t} o] 2 32
.

27 2] o] FF]

63



Red Hat Enterprise Linux 9 RHELo|A] Q15 9 A R 14

sssd_pam $ =}

sssd _be Wt Z Z 4 ~,

12.
sssd_be Z Z A4~ KDCoj ¢4 35}7] ¢]3)] temporary krb5_child Z Z 4] ~Z Y4 gf1] .

13.
The krb5_child Z Z 4] A= A& X7} A Gl AL R} o] 27 o} & E A-& 5} KDCojJA4]
Kerberos Ticket Granting Ticket(TGT)& Z 4l 5}& 2 A = gi] .

14.
The krb5_child ZZ 4] == Q15 Al =9 A& 7L g}
15.
The krb5_child z_Z 4] *:
a.
TGTZ 42 57 Aol %3 51 .
b.
sssd_be /9l = =z 2420 015 HAAE vrEgL o).
16.
015 47+ sssd_be ZZ 204 Of &3 o] o] &g,
a.
sssd_pam S-S =}.
b.
pam_sss ¥ &.
17.

pam_sss & &2 oh2 of FeA o] o)A F= T 7 AEF A& TGTS] $17]2 974 v

11.4. 215 A4 ¥ 9] 55

AEAE HFH Oz AF e H AFEA JHE A= Hlo]En]o] Lol 4] SSSD A]H] 2 F A-§ o]
A& HHE HAG 7 2lo]of Gtk thg AN = AEAI) 229G 7 glis G5 A5 #A)
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WIIE FE 7 AET IF ZzAg QP 74 948 HEEGE BAE JF g,

SSSD AjH] = & s a2} A FX] Tl ]

[root@client ~]# pstree -a | grep sssd
[-sssd -i --logger=files
| [-sssd_be --domain implicit_files --uid 0 --gid 0 --logger=files
[-sssd_be --domain example.com --uid 0 --gid 0 --logger=files
[-sssd_ifp --uid 0 --gid 0 --logger=files
[-sssd_nss --uid 0 --gid 0 --logger=files
[-sssd_pac --uid 0 --gid 0 --logger=files
[-sssd_pam --uid 0 --gid 0 --logger=files
[-sssd_ssh --uid 0 --gid 0 --logger=files
"-sssd_sudo --uid 0 --gid 0 --logger=files
-sssd_kcm --uid 0 --gid 0 --logger=files

/
/
/
/
/
/
/
/
Zepo] £} IP 74 Fol AFEA Hlo] & o] Av]o] HAF T 7 2= Tl g ).

I [user@client ~]$ ping <IP_address_of_the_database_server>

o] BAIZF S shel W =52 5 g2l HgolA] ldM Fapo] L E g Alv] 219] H 7 E
51§ 5= B9l gl ch. firewalld 4§ % 752 F=51 441 2.

o

Falo] A EJ} 738 H 5 2E o] FL &4 IdM LDAP A vi(ld A}-§-#}-8) F= AD =wj ¢l 7
EZZ(AD A}-g A1 2o] F-2)E dWslaz d4de 5 gl=x olgirl.

[user@client ~]$ dig -t SRV _Idap._tcp.example.com @<name_servers
[user@client ~]$ ping <fully_qualified_host name_of the_server>

o] tkA] 7} &7 5} /etc/resolv.conf =} )2 ¥ g}F5lo] DNS(Dynamic Name Service) 4§
= gl gl DNS A v] 4] 774 & 24 L.
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Red Hat Enterprise Linux 9 RHELd 4] Q1Z 9 A3 B o] 24

=~

7] E & o 2z SSSD 4] H] ~ = DNS 4] H] ~(SRV) & Z=E 53] LDAP *] H] 2}
AD DC= A5z g4 g, B sssd.conf 7§ 7oA g SHE &
5fo] S A E A& 5H =5 SSSD AJH] 2 A 9+ 7= Sl .

ipa_server = <fully_qualified_host_name_of_the_server>

ad_server = <fully_qualified_host_name_of the_servers

Idap_uri = <fully_qualified_host_name_of_the_server>

o]
1,

SHE ALg e G Bgo] YIH Anjo] dA e 7 A=A AT

H

o

Z2}o] A EZ} LDAP 4] Hj o] €15 3]32 Idapsearch 33 2 2 Al§ 3} JHE FA g + =X
gelgto.

LDAP 4] v] 7} server.example.com 3 Z+o] IdM A] 1] 9] 7 -2 E 9] Kerberos E]

K- 2Ea
2 A5l 2 5~ E Kerberos 54| 2 tj o] Bl H] o] = A A2 = g1] ]}

L= =1

[user@client ~]$ kinit -t 'host/client.example.com@EXAMPLE.COM'
[user@client ~]$ Idapsearch -LLL -Y GSSAPI -h server.example.com -b
“dc=example,dc=com” uid=<user_name>

LDAP 4] v] 7} server.ad.example.com 3 Z+o] AD(Active Directory) DC(Domain
Controller) ¢l 7 -7 & =E 9] ] st Kerberos E] A2 7 Als5l 7 5 E Kerberos &3] Z tjo]
Eu]o]= 74 7§k

[user@client ~]$ kinit -t 'CLIENTS@AD.EXAMPLE.COM'
[user@client ~]$ Idapsearch -LLL -Y GSSAPI -h server.ad.example.com -b
“dc=example,dc=com” sAMAccountname=<user_name>

LDAP 4] uv]7} 9 8F LDAP ] ] o] 77 sssd.conf 7} o A] Idap_default_bind_dn &
Idap_default_authtok 5-#< &g 3t -7 &< ¢ ldap_default_bind_dn 7| g2 2 Q15
Lok,
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[user@client ~]$ Idapsearch -xLLL -D "cn=Idap_de
Idapserver.example.com -b “dc=example,dc=com”

fault_bind_dn_value" -W -h
uid=<user_name>

olN
M
2
=O_\_L’
y

o] @A 7} 75} b o] G no] = H YL Fal S XEJA LDAP AJv]E FA e 4+ Q=4 2

ol g .

SSSD #]8] == Kerberos ¢} 31 & Al-g sl 22 Z29]8 +

2 92 7 YA G

LDAP 4] 8] 7} IdM A] v] o] 7 -2-:
I [user@client ~]$ Kinit <user_name>

LDAP #]u] tjj o] Elujj o] =7} AD 4] vj ol 3 -$-:

I [user@client ~]$ kinit <user_name@AD.EXAMPLE.

o] ttA 7} &l 5 5] H Kerberos A u] 7} & B} 2 7] 25 537
S} A o] FHA AR L] 8ol gL,

Fo)A AFEA} FEE HYY 5 2] F

)

1,

[user@client ~]$ getent passwd <user_name>
[user@client ~]$ id <user_name>

o] A7} &z} H Fefo] 91 E o] SSSD A]H] 27} AF-&A}
7 Q=R el

]

Fied.

/var/log/messages 2z 719] 9 FE A&

SSSD AjH] 204 243 242 Y52 1] F
o] g EAE P T,

= AM§-212Z Kerberos E] 7

COM>

w2 A 9] A 7] 715 1] A}

Hlo]Elu]o] 20X B E T

E2E T & ohg Z20] A 24

(415 A1) Red Hat 714 =€l o]~ & 92 778 24 612 §1& A5 5.
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S AEJA] sudo E A + Y

A=A] el g o

iy

7 -2 sssctl 3 2 E] & A}-§ 5} o] AR} 2291 &

I [user@client ~]$ sudo sssctl user-checks -a auth -s ssh <user_name>

o] A7} &l Hslwl PAM %, IdM HBAC % % IdM RBAC & 7} 72 9
g,

°lN
e,
oy,
o
&
nJ

AF-g-2}-2] UID7} /ete/login.defs 712 o *g2] 5 o 21+ UID_MIN 2 o} =71} 22| 3}

oI g ot
b.
/var/log/secure 2 /var/log /messages =z 7 o] oI5 9 FZ FEgL] ]
c.
SSSD +]H] =0 ] A 6t 24 & FY 3}l bl Z25 T o o5 Z 294 4]
2o gt FAE olgi .
d.

(4151 A1) Red Hat 7] /¢l 70| =& 92 75 & &4 o2 F5E A g5,

sssd.conf ¢l 9].4] SSSDo] tj ¢ <Al & 24 853

sssctl 552 21§35} SSSDo] 1 5 A4l ¢ 25 3}

IdM 2752 915 4] 522 915 SSSD AJH] 2o A] L] 7 22 45

ldM Zz2}o] 1 E 9] Q15 4] 3 dE £/ SSSD A/ H] 204 Ojn] g 22 57

11.5. SSSD =7 719 U Z %

~

3
it

Z} SSSD A v] £ = /var/log/sssd/ t] & E 2] o] Q1= 27 2z 7} o] Z 79l g}1]r}. example.com
IdM =njj 9lo] Qlz= IdM ] 8] 2] Z-p- 22 3} A2 053 28 + A&
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olN
M
2
=O£

[root@server ~J# Is -l /var/log/sssd/

total 620

= W-=-mmm= . 1rootroot 0 Mar 29 09:21 krb5_child.log

=P Wemmmmm . 1root root 14324 Mar 29 09:50 Idap_child.log

=P Wemmmmm . 1 root root 212870 Mar 29 09:50 sssd_example.com.log
=P Wemmmmm . 1rootroot 0 Mar 29 09:21 sssd_ifp.log

= W-=-mmm= . 1rootroot 0 Mar 29 09:21 sssd_implicit_files.log
=P Wemmmmm . 1rootroot 0 Mar 29 09:21 sssd.log

[ We-m=mmmn . 1root root 219873 Mar 29 10:03 sssd_nss.log

=P Wemmmmm . 1rootroot 0 Mar 29 09:21 sssd_pac.log

=P Wemmmmm . 1root root 13105 Mar 29 09:21 sssd_pam.log

[ We-m=mmmn . 1root root 9390 Mar 29 09:21 sssd_ssh.log

[ Wa-m=mmmn . 1rootroot 0 Mar 29 09:21 sssd_sudo.log

11.5.1. SSSD 2z 79 &+

krb5_child.log
Kerberos 9157 A& H 3 0] 342 =-pr] Z2ix9] 27 v 9]
Idap_child.log

LDAP #]u] 9} 2] 5315 9]t Kerberos E] A& 714 ¢ = bt A& H &> =9v] ZZA]20] 27
7.

sssd_<example.coms>.log

sssd.conf 512 9] z} =nj ¢ 4o tjs] SSSD 4] v] 2= LDAP A ] 9}-o] Floj tf 3t JHE ¥
o] 27 9o 7]FZg}]r]. o] & £of, example.com o] 2}:= IdM = wj ¢ 0] 2l:= $17 o 4] SSSD
A]H] £ = sssd_example.com.log 2l+= 7 ¢/ o] &g FH E 7] 5 g1]r}]. $2E 7} ad.example.com
ojz}= AD =19l 7 ZF EoH = F-¢ 3 H = sssd_ad.example.com.log 2}= 5} 2o 7] ZFH 1]}

IdM 332} AD v 210 t et @A} 127} 9i= 7 AD =] 210 o 3 g1 &=
o] 2 5] IdM = 91 2] =2 720 7] ZH 1] o

AR 2 FEETFAD v 9lo] A E 5 2 o9 Evlelo] o ¢ 5§ 5 T
71 Eujele] 22 Ao 7] ZF .

selinux_child.log

lm

SELinux 3 HE 45l 37 &

Y
2&
e
s
of,
3,
8
Mo
k1

2o] ZZi A0l 27 5L

sssd.log

(i)
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SSSD EiH Y R &g SHAF X Y= Z 24 2000] FL e 27 Y.

sssd_ifp.log

sssd_nss.log
Al 7 7.5 A HE 7AH5l= NSS(Name Services Switch) &5 x}o] 2z 72 1]}
sssd_pac.log

Microsoft # ¢t =4 ¢154](PAC) S5 x}9] Zz 722 AD Kerberos E] A o] x] PACE +F 3}
32 PACYY 4] AD A} & Alo] g st g E #Pslof ADZRE FF 231X Fe=F g

sssd_pam.log
PAM(Pluggable Authentication Module) -&-Fx}2] =z 7.
sssd_ssh.log

SSH §- g Z 2429 27 79,

11.5.2. SSSD 274 &

Ouz 778 dgslH 2 olgfo] BE O 2 7% G o] & 5] 694 Ov] 7z +5&
g3 slu O]z 75 0~5% Fysig].

# 11.1. SSSD 273 +TF

level

0 A% 29 ©F.SSSD A u] 27k Al 454 A F R
97 @E% s e F YUtk

1 A7k@ 9 7.SSSD A H] 28 F R A AT s of
ge] F9 750l AR AEHA B R

2 A7HR 07 54 04 Tr Aol AN DS e
SR AYGUT AR AW 23 FEAUT

3 A2 OF. FF 20 A AN E BYN = O F

4 74 44
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level A
> 7% dlold.

6 2] 7150l th 3 Wl A A 4.

/ W3 Ao} 7] o] o g vl Al A 24,
° Wl v 8

? W we SEe 4 g n

11.6. SSSD.CONF 3} ¢/ o] 4] SSSD9j| rjj o1 x}A4j] oF = 7 &4 35}

712402 SSSD AH| = {2} et 0 77 (W2 & 2) ¥k /] 5514 v 5 #AE & d s vl Ee
& AR 27 7% A G

SSSD AjH] A~ F r&] A] 2}t g Aol 2 7] G720 = &3 3]5]2 9 /etc/sssd/sssd.conf &7 7
o) o] z} A4 o 4] debug_level=<integer&gt; 542 &7} g}1] . o] 7] 4] <integer> 2 0] 4] 9 A}o] 9]
AU vz 75L& Hog] 3 22 @57, 7 8 o] YAl = BE o] A 22 ”///‘IXIE A3
ol ¥ 6 & o5 FAE OB g 517 9o A ZE ¢ o]

A 27 A1

[ ]
sssd.conf 87 7 A& HF 5} SSSD A ¥] =& T]A] Al Fledl FE ¢fs 7} B2 g,

gl A~ E #HZ] 7] 4] /etc/sssd/sssd.conf 2 2] 2 9] ],

7o) 2= 4 Hoj debug_level +54& F7F513 debug 75 M8 o YA FH = GG 9
.

[domain/example.com]
debug_level = 6
id_provider = ipa

[sssd]
debug_level = 6
services = nss, pam, ifp, ssh, sudo
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domains = example.com

[nss]
debug_level = 6

[pam]
debug_level = 6

[sudo]
debug_level = 6

[ssh]
debug_level = 6

[pac]
debug_level = 6

[ifp]
debug_level = 6

sssd.conf 21 2) 2 %] g5} &

Ty

1,

SSSD A H] =& T}A] Al aFste] 4] 7 H9g ZE g

I [root@server ~]J# systemctl restart sssd

SSSD =7 7o ® 24 55

11.7. SSSCTL g F & A1-§ 5} SSSDJ uj 3t A}+]] ¢t 27 &5 3}

71840 2 SSSD AH] 2= {28k 0 F(HH 2 & 28t /| F A 5 915 EAF A F s b D2
o A FEINN 7] %] G

1 & Z o] 4] sssctl debug-level <integer> 5 32 A}-§ 3} o] SSSD A]H] ~9] O]u] 7 472 W & 4
st} of 7] 4] <integer> gh2 09 4] 9 AFo] o] e}l Ou] 7 +#& HO 3 22 27, T+ 8 ©
Yol A= B2 o A oF 22 m AR E A g BE 62 o5 FAE tu] s} o] A Y
L.

A 25 AP
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vl £ k5] 22 gk

(7]
(7))
(7]
(2]
=
o
2,
<&
\0'11'

sssctl debug-level 5 3-2 A1-§-5}0] Ael el L)1) 2 +572 glali= Al R B EAZ 453

1,

I [root@server ~J# sssctl debug-level 6

SSSD =z 7 B 24 7+

11.8. IDM 4] 1] 915 &) 522 93] SSSD A1) =0 4] 1] g 22 554

1M A8 312 IdM 4] 1] S 9158 o] B2 7} W opi= - A]u]o] SSSD A H] 0] Tl & Rp4] ¢ £ ] 2
22918 §Y 3155 AFE t 5 FRE Aot = A 22E 77

A 251 AP

[ ]
sssctl g 32 ¥ P32 SSSD A/ H]| A& T A] A FoleH FE 9k5 71 F g,

IdM ] ] 9.4 <14 8 SSSD T2 242 843151 .

I [root@server ~]# sssctl debug-level 6

oI5 B 7} WY e A§2pel T3l SSSD Ao L= WA E 7 E 552 LDAP A u] & 5

3] 5}4] 82 SSSDof| o] u] A A E FHE HA5HA] ]
I [root@server ~]# sssctl cache-expire -u idmuser
o] F SSSD 2 2E A A 3] &4 3 4 Hs3].

I [root@server ~J# sssctl logs-remove
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4.
Al fdyo] g9 2HZE o= &9 A5 FA 7} Yo AR Z A A 2. o] 2]
ot gl /2| Z= bo]E] 37Fe] ¥ 9] E o &9 Y
[root@server sssd]# date; su idmuser; date
Mon Mar 29 15:33:48 EDT 2021
su: user idmuser does not exist
Mon Mar 29 15:33:49 EDT 2021
5.
({15 A}3}) 4] 3t SSSD 2 2F A% 7 5}4 ozl fu 2z 772 ).
I [root@server ~J# sssctl debug-level 2
6.
o5t @ 3o gjal JHE=SSSD 2 2= AEF L. o E 59,
/var/log/sssd/sssd_example.com.log 7} 92 7 & 5} " SSSD A] H] = oj 4]
cn=accounts,dc=example,dc=com LDAP 5} 9] Ez] o] A}&X}Z ] 2L 3ol 5 9]
Tl o] AIERIF A g2 fIA ) 18-S JEE A5 .
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [dp_get _account_info_send]
(0x0200): Got request for [0x1][BE_REQ_USER][name=idmuser@example.com]
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_get generic_ext_step]
(0x0400): calling Idap_search_ext with [(&(uid=idmuser)(objectclass=posixAccount)
(uid=)(&(uidNumber=)(!(uidNumber=0))))][cn=accounts,dc=example,dc=com].
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_get generic_op_finished]
(0x0400): Search result: Success(0), no errmsg set
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_search_user_process]
(0x0400): Search for users, returned 0 results.
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_search_by name]
(0x0400): No such entry
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_delete user] (0x0400):
Error: 2 (No such file or directory)
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_search_by name]
(0x0400): No such entry
(Mon Mar 29 15:33:49 2021) [sssd[be[example.com]]]
[ipa_id_get_account _info_orig_done] (0x0080): Object not found, ending request
7.

oI5 Ao # ol

o

PG 7 gl F9

Fzo] W41 SSSD 22 E T gl
I [root@server ~J# sssctl logs-fetch sssd-logs-Mar29.tar

Red Hat 7] = 2] g Alo]~2E J 3 O}-&2 A FF] ]
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SSSD = z: sssd-logs-Mar29.tar

h
W
&
e
L
£

220 A G 2 F Y BFYLHE A SR} ] F L EPE Z

[root@server sssd]# date; id idmuser; date
Mon Mar 29 15:33:48 EDT 2021

id: ‘idmuser’: no such user

Mon Mar 29 15:33:49 EDT 2021

11.9. IDM Z2Fo] 91 =9] 915 77 s 4& 93l SSSD A H] 2ol 4] H¥ 7 22 5]

IdM Z21o] A E 2 ¢l5el2] 2 & u FA7F WY o= g IdM Al v] oA A1§- F 1 E AU 5=
=] G o [dM 4] v] o A A&} G E AT 7= gl F-9 1dM A v] o 4] F 5 Z A4 3)= ldM
o] AENA HY 8 - et

IdM <] 1] 9].4] 915 7] 7} B A Qi AL el g 7 IdM A1 9} ldM 2] o] o1& 12370 4]
SSSD 1} 3 225 <7 §L .

Al 27 A1 G

[}
AFGA= IdM A1 8] 7F oFH IdM Z2po] o1 =0 T8 915 #A 2 gl &1 .

sssctl 532 233} 32 SSSD A v] A E r}A] A &sla]H FE oFs 7} HQ gL}

FaJo] o EoJA] O}52 3 g]]. X~ E F F 7]o]A] /etc/sssd/sssd.conf 71212 1]},

Fefo] A E A 05L& T g . ipa_server 5L 21 9] [domain] 4] o] F7}5} 32
IdM ~] 6] 2 Hg g} . o] A 5} IdM 2} o] 91 E 7} o= IdM A] 8] & 2}-5 2 2 7 A 5}A] &
o B2 o] flXEJ} sfi}o] Fefo] I E o] A u] Z vk Aot .

[domain/example.com]
ipa_server = server.example.com
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=~

Fefo] ¢ EoA] tfe& T F1 ). sssd.conf 7 U S X G5 Bgi]r].

Zepo] ol o] thL 7Y G/t SSSD A H] 2 F T A] Al 3po] 7 ¥F AFGL ZEF
1)},

I [root@client ~]J# systemctl restart sssd

Au] g Fepo] A=) the-2 Y Fr]h. A4 & SSSD t]uz 2 4E B8 5]

s

I [root@server ~J# sssctl debug-level 6

I [root@client ~]# sssctl debug-level 6

Au] B Zepo] ol Eo A Theg A F T A5 FAI} By T A-§AFol A SSSD A A 2
& A E F 725152 LDAP b o] 5] o] =& $-5]5}%] ¢t51 SSSDe] o] m] 7| AH B E H 4
5] it

I [root@server ~]# sssctl cache-expire -u idmuser

I [root@client ~]# sssctl cache-expire -u idmuser

Alu] 2 Zefo] A EoA] 52 =P F1r]. o] SSSD 2 2E A 75} 4] 5 d <3}

I [root@server ~J# sssctl logs-remove

I [root@server ~J# sssctl logs-remove

Zepo] ol 2o 4] 08 7Y G ALE AFol BYLHEE 77 5hE
G A AE A B o2l P BYEPEE Ho]E] F2-9] WIE O F

[root@client sssd]# date; su idmuser; date
Mon Mar 29 16:20:13 EDT 2021

su: user idmuser does not exist

Mon Mar 29 16:20:14 EDT 2021

(e A1) A1) B ZEpo] B Thg-2 s ]tk 34l 5 SSSD 22 E A% 47 5
ozl guz 72 BFHAL.

I [root@server ~J# sssctl debug-level 0
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|

I [root@client ~]# sssctl debug-level 0

Au] B Fepo]dEo)A g s gL Ao 2] vt §1 = SSSD 278 HEF
1)t

Ze]o]dE 2704 Zepo] =] 2 3& AEF T
An] 2204 Fepo]dl =] 238 FAEF T

A 2204 27 AFE HEFI .

g
Ty,
ot
]
I
3J

A u]o A 23 e] AE 59 Fafo] dE 2] 2

1.

e
ol
M
X,
L
5
e
o
%
e
e
3
2
e
oy,
+

IdM A1 1] 2 IdM S 2} o] 91 Eojj 4] F o 44 91 SSSD Z22&5 =g g1t T2E o]F
= 9 g nje} glo] BL A e

I [root@server ~]# sssctl logs-fetch sssd-logs-server-Mar29.tar

I [root@client ~]# sssctl logs-fetch sssd-logs-client-Mar29.tar

Red Hat 7] = R g 7| o] 2 & H ¥ &L A3t
SSSD tju] =z Zz:
sssd-logs-server-Mar29.tar Af 1] oj A]
&2} o] 9ol E o] 4] sssd-logs-client-Mar29.tar

220 A G 2 F Y BYLHE A SR} ] F S EPE Z

th
ty
i)
uS)
N
J
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[root@client sssd]# date; su idmuser; date
Mon Mar 29 16:20:13 EDT 2021

su: user idmuser does not exist

Mon Mar 29 16:20:14 EDT 2021

11.10. SSSD wol = o) 4] Zapo] IE 23 74

SSSD= 2 32 Hl 57802 Helslw o2 239 WA A} 5Le 22 Fdo] FrFHEE 253
Q3 A zlo] ZaJo]ol E IDE A}-gdfo] ot Z 70jJx] FElo]olE @ F L FA st 4+ sl 25
sl 2 3] 2] ¥ xl= RID#<integers> & 2] <] CJu]z Z_z29]] =7} 5 7 [CID #< integer] &3] 2] Zz}o] 9l E ID
FF7FEH O °] & & Y 27 AHH 225 Fe]dl 2 & of2] SSSD 7Y 2409 22 Y
AN A HE E7pA] F5 8 5 Asr .

A 27 A

[ ]
oz 27L& Y3 or ldM F2}o] 9 E 4] 2 o] &5 A+ .

SSSD =z 7o v &L HA

\O'E

vl £E 7ol 2lojoF Fiih.

SSSD =z 7L A Eslz ¢ less 7 H 2| E]| E AN 5l 22 9UL FUd. g F Eof
/var/log/sssd/sssd_example.com.log:

I [root@server ~J# less /var/log/sssd/sssd_example.com.log
Felo]E 2 F o gjol JH=SSSD 225 A EF .

(2021-07-26 18:26:37): [be[testidm.com]] [dp_req_destructor] (0x0400): [RID#3]
Number of active DP request: 0

(2021-07-26 18:26:37): [be[testidm.com]] [dp_req_reply_std] (0x1000): [RID#3] DP
Request AccountDomain #3: Returning [Internal Error]:
3,1432158301,GetAccountDomain() not supported

(2021-07-26 18:26:37): [be[testidm.com]] [dp_attach_req] (0x0400): [RID#4] DP Request
Account #4: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-07-26 18:26:37): [be[testidm.com]] [dp_attach_req] (0x0400): [RID#4] Number of
active DP request: 1

SSSD =2 7 2l2) o] HE F82 ¥ o] & 25 g 75 4%} RID#3 2 RID# &
HajF .
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olN
M

A 3l

221} SSSD Fz}o] 91 E ¢lE]Fo] 2o gj gt do] Fafo]olE 2 FL WA o] @ F L Ea]A
8= 771 Bor o] 2 Q5 WA=l ZFefo]lE @ FH 9F 7Ho) 1-to-129] ¥ AA 7} of Hid]. ¥
od=9o] ofz] @ F o= RID ¥l s 7} c} 2 X vt z} z7] Wil = Q F o= 75t Zalo] ol E ID7} EZgl5 o]
Hdorvz Ae]x}= o2 RID s E 9 Zefo]dE 2F o gjs] FH& + AFH

2 a Ao A= s}t Fefo] ol E Q¥ [sssd.nss CID #1] 2 ¥ ol =oj 4] Y4 H o 2 23 [RID#5]
2 [RID#13]2 2 1 o] F1] .

(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#5] DP Request [Account #5]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#6] DP Request
[AccountDomain #6]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].
(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#7] DP Request [Account #7]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#8] DP Request [Initgroups
#8]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#9] DP Request [Account #9]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#10] DP Request [Account
#10]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#11] DP Request [Account
#11]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#12] DP Request [Account
#12]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#13] DP Request [Account
#13]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

11.11. 22 247 &

ﬂllo

L8

\0'3_1'

of Zepo]dlE 25 27

SSSD(System Security Services Daemon)<j+= of 2] SSSD 74§ @ 49] =7 7 oJx] XS HE &
TIR] R3S F Al O AF& T 5 Y= 2 A8 24 701 F3E o] Y.

11.11.1. 22 24 7] 5o 5 3y

22 7 4 58 A9V o]2] SSSD 74 2.9 22 5ol SSSD 278 A S EAA
FA g + 9l 1]l sssctl analyze 3§ 52 A}-§35}<] Analyzer =2 &3 g1,

Z 7 B 7] EL A1-L35lH SSSDojA] NSS 2 PAM E4) E 5235} SSSD t]v]z Z2E H} 47
AET + M”‘L/E}. SSSD Z Z 4] xoj4] B Falo]olE Q37 AEH SSSD 225 #3517 5T
7 5.

o X

SS

SSSD+= A}-&-R} 915 (su,ssh) FH o] ¥ x = A&} & 75 ID g H(id,getent) = 2] g}/ }. N
4 g o 55

e gxlo] Zalo] ol E ID(CID)= PAM £ 5-7}-2] CIDS} =2 = oj] NSS 2 PAM 8 32 24] &
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= cx}7} FA]H 1) sssctl analyze 3 % 7 37 --pam 5412 Al-&5Fof PAM 2 3L A EF].

SSSD vz 2] A A vIekE 272 7 EA o 22 247 FolA FHg 7
CEaTIcs

sudo sssctl analyze request --help

sudo sssctl analyze --help

sssd.conf =22 o] x]

sssctl v 7 = o] x|

11.11.2. 22 B&7] & &

Q

= Ao A= 22 A 7] S AFE3}of SSSDJA] Fefo]dE 2 F S FH o= WS HEFHY
r}.
ALE 25 AL
[ ]
27 FE P& )52 g4 3)s)a] W /etc/sssd/sssd.conf 2] 9] [$responder] 44 =}
[domain/$domain] 441 9] 4] debug_level £ 7 o] 30 = &3 s oF §1]r]
[ ]
H A Z 7= RHEL 8.5 o] 3o #] SSSD?! libtevent ] 0] ID x] gL A}-&35lof F#==H
SSSD<] & 3} njF o] o] of gir]r}.
=

522 pooy 27 247 £2 APt 74 Fol 239 Feo]dE IDE FASL v 5
Hg Frpote] A EEL EA G,

I # sssctl analyze request list -v
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117, IDMol| X] SSSDE A}L-31 Q= 24 3| 2

SSSDo] +dH F = Felo] HE 2779 YA 55 o] ZAIH ]

PAM 2 32 24 3l= -9 --pam 5412 A& 5} sssctl analyze request
list 33S g g

show [unique Z&}o] 91 E ID] 547 87 2=z Analyzer < & s}of x]g = Fe}o]olE
ID ¥so AHH 2258 FA gL/

I # sssctl analyze request show 20

BTy
1,

&

¢ 22 7o gjs] Zz Analyzer 22 A J & 5+ Sl o=

i
)
-
o
X
"

Ty

I # sssctl analyze request --logdir=/tmp/var/log/sssd

sssctl analyze request list --help
sssctl analyze request show --help

sssctl =22 7] o] ],
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SSO(Single Sign-On)= 99 2 291 A& Fd o 2] A|2do] 22918 4 9= 95 27]np9l .
Kerberos E] 7, SSL 015 B-+= EZ S AR} 15 HO Z A G5l == Hal-2x & ojujd ZFalo]dlE
E 7T sy

A2 OgZ o FalA o] 4L & 4 Y51 o] FoA/= Mozilla Thunderbird o] &/ Z 2} o]
o] £ 9] Mozilla Firefox ¢ Hz}-¢-%] o o 3 SSO ¢1F A7) o}Z o Z 74 6}= ¥ L HojF1]].

12.1. 417 27 A1

02 JfEaA o] de A AL
Mozilla Firefox 1 %1 88

Mozilla Thunderbird v} % 78

12.2. SINGLE SIGN-ON<] KERBEROS E Al 3l =5 FIREFOX %

olEzlyl Alo] E & 7]} H 5 ¢ Alo] Eof g5 SSO(Single Sign-On)<j Kerberos= Al-§ 5} ==
Firefoxs 74 & 5 Sl&1]t). o] @74 s}2] @ wx Kerberos I3 5 5% & 5 KDC(7] Hj X #E])o]] X
=% FirefoxE 743l oF g1t}

b1 74

Firefox~} Kerberos x4 =32 Ao
Kerberos E] 7 o] ¥ 2 g}1]c}]. Kerberos
A ARG A AFEAF 945 5 A F 5] .

fi s Y H Foli A 5 e HEY
2 Yy 5)2] e Kinit 532 A} KDCOJ

[jsmith@host ~] $ kinit
Password for jsmith@EXAMPLE.COM:
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Filter(Z €] ) ¥ =] negotiate = ¢ & s} 54 52 A gtgi] .

network.negotiate- auth.trusted-uris 3'=2-2 = ¥ ZFg gj}.

)

9] 71ZK(.)2 EFFole] AF G Er9lo] o] F2 Y]} ol 2] EuolS F ke
2 73d 250 98§

28 12.1. 55 Firefox &%

Advanced Preferences X | +

HHE

!

< C @ &) Firefox | about:config w ¥y INn@DO @ %

., negotiate Show only modified preferences

network.negotiate-auth.allow-non-fqdn false
network.negotiate-auth.allow-proxies true
network.negotiate-auth.delegation-uris

network.negotiate-auth.gsslib

< BRI
5

network.negotiate-auth.trusted-uris .example.com,.example2.com
network.negotiate-auth.using-native-gsslib true
negotiate © Boolean Number String +

ID #-2] o] 4] KerberosE Al-& 35} %== Firefox =%/ o g gt xJ4) 3t 1] &2 Linux = 2] ID, 9]

F 2§ o] =9 G 2 FEIHA L.

12.3. FIREFOXojx] Q154 1 7]

0} o A o) A= Mozilla Firefox o A] Q1541 & H= S Hojs1l,

Firefoxoj 4] ol5A] & HjH o154 Ae]x}E Jofof grj}.

@3

Mozilla Firefox<j 4] Firefox =& & 37 Preferences(7] &

oy,
]
2
N\
e
I
=
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X
¥ IND ®@ & =
& Sign in to Firefox >
kin Protections Dashboard
£ New Window Ctrl+N
e MNew Private Window Ctrl+5hift+P
E] Restore Previous Session
Zoom — 100% 4+ A
Edit ¥ b @
I\ Library >

=0 Logins and Passwords
4. Add-ons and Themes Ctri+Shift+4

IF Preferences

o/ Customize Toolbar...

Cpen File... Ctrl+0
Save Page As... Ctrl+5
e Print... Ctrl+P
Q, Find in This Page... Ctrl+F
More >
Web Developer >
@ Help by
M Quit Ctrl+Q

212 g dojA] Privacy & Security (7)1 F ¥ H$ 2 HOH) AHL Hegi]r].
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Certificates (91 54]) A4 7}A] o}af 2 A= Z gL}

View Certificates (91541 2 7])E Zg 5l o154 #A2IAE G

'ﬁ' General
ﬁ Home
Q Search

ﬂ Privacy & Security

& Sync

Allow Firefox to send technical and interaction data to Mozilla Learn more
Allow Firefox to make personalized extension recommendations Learn more
Allow Firefox to install and run studies View Firefox studies

Allow Firefox to send backlogged crash reports on your behalf Learn more

Security

Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

Query OCSP responder servers to confirm the current validity of | View Certificates...

certificates ] .
Security Devices...

12.4. FIREFOXoj 4] CA ¢154] 7}A] 2 7]

o} o A o 4] == Mozilla Firefoxoj 4] 915A] & 7}4] Q= ¥ 2 HojF1]].
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Al 27 A G

[
G4 CA 5417} 21l T,

CA 91541 714 2 H W 22 A Fr

o4
1.
Open Certificate Manager (9154 #2] <} E7]).
2.
Authorities(#d 3t ) 82 %8l 5} 3 Import(7}+ 2 7] )& & gl
28] 12.2. Firefox o 4] CA ¢154] 7}x] ¢ 7]
Certificate Manager
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name Security Device =
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Default Trust
Global Chambersign Root - 2008 Default Trust
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce R... Default Trust
Camerfirma Global Chambersign Root  Default Trust
View. Edit Trust... Import... Export... Delete or Distrust
oK
3.

A z] o) A] O} 22 =5t CA 91EA]E e g}

12.5. FIREFOXoJ 4] Q154] 12 &g

g
™

0} o A o 4] = Mozilla Firefox o A] o154 d8<L HF el WL Hojs1t],
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A 25 A

Open Certificate Manager (154 #2] <} E7]).

Authorities(# 3t ) ¥ o 4] & & ot Q1541 E ¥ 5} Edit Trust({1 2] HE )5 Z9%

H

ASA M= HYgL A e

27 12.3. Firefox <] ~] 2154 {12 4 HEF

1.

Edit CA certificate trust settings

The certificate "AffirmTrust Commercial” represents a Certificate Authority.

Edit trust settings:
2 This certificate can identify websites.

This certificate can identify mail users.

Cancel QK

12.6. FIREFOXoJA] 9122 §] ¢t 7ol o1 ZA] 7149 7]

p 54 s

]2 o & o) 4] = Mozilla Firefox o] A] 915< 93t 72l QIEA]E 74 9= Wy 2 HojFE1]r].

A 27 ALY

1.
91 15417} FA o) A F5 o] i)

o
ol
o
L
&
L
o
o
;
Kol
Uy
3
%
\O'h
I,
)
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o
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4
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I
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Open Certificate Manager (9154 #2] <} E7]).

Certificates(2]1 54] ) €2 €3] Import(7}%] 2 7] )& &2 it

28] 12.4. Firefoxol ] ¢1Z=& 7] 9] Q1FA] 7}x] ¢ 7]

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On

EW. Backup Backup All. Import... Delete...

OK

12.7. THUNDERBIRDJ 4] ¢15A4] # 7]

0} o A o) A= Mozilla Thunderbird o] v & ZFza}o] 1 EojA] QA FA]E H= B S Hofz1]r].

@3

Mozilla Thunderbirdoj 4] 5 dj++Z <37 Preferences(7] 2 &g )E & g1},
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29 12.5. mipo)A] 7] HF A

X
4+ New >
] Attachments

Edit ¥ o @ »
Q. Find 3
#= Print >
By Save As >
[ Empty Trash
4. Add-ons

ED Account Settings

¥ Preferences

L7 Customize >
File >
View >
Go >
Message >
Tools >

@ Help 5

¢ Quit

¢12= 7Y o] x] Privacy & Security (7] ¢] g1 Hs 2 HoF) A&

Mo
1
£
w
I
3
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Manage Certificates (91541 #2])E &g 3l 2FA] #AZRE ¥l

28 12.7. 154 A2l A 2]

Security

Scam Detection

Thunderbird can analyze messages for suspected email scams by looking for commeon techniques used to

deceive you.

+| Tell me if the message I'm reading is a suspected email scam

Antivirus

Thunderbird can make it easy for antivirus software to analyze incoming mail messages for viruses before they

are stored locally.

Allow antivirus clients to quarantine individual incoming messages

Certificates
When a server requests my personal certificate:

Select one automatically @ Ask me every time

v| Query OCSP responder servers to confirm the current validity of certificates

12.8. THUNDERBIRD ] %] 215:4] 7}A] 2 7]

90

Manage Certificates...

Security Devices...
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o} o A o 4] = Mozilla Thunderbird o] ] & ZFa}o] 91 E o] 1 FA]E 7}4] 0= WL HojF1]r],

Al 27 A1F

F3]0l CA 215417} 2] 35 o] 1]k,

CA QSAE 1A L8 g5 T g

@3

Open Certificate Manager (9154 #2] <} E7]).

Authorities(# 31 ) g2 #1815} Import(7}+] 2 7] )& Zg g1

28 12.8. Thunderbirdo] 4] CA ¢IFA] 7}x] 9 7]

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

PE

Certificate Name Security Device
v AC Camerfirma S.A. l
Chambers of Commerce Root - 2008 Default Trust
Global Chambersign Root - 2008 Default Trust
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce R... Default Trust

Camerfirma Global Chambersign Root ~ Default Trust

View. .. Edit Trust... Import... Export... Delete or Distrust.
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12.9. THUNDERBIRD ] 4] o154] #l12] H4 HZF

£}-% el Ao)4] = Mozilla Thunderbird o]n & Ze}o] A =o4] Q54 852 A BHL Heolw
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A 27 A

Open Certificate Manager (154 #2] <} E7]).

Authorities(d 3t ) gl o] 4] F &3 2154 E #1852 Edit Trust(: 2] AF )& Z4 g1
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z¢ 12.9. Thunderbirde] o154] =] &3 HF

Edit CA certificate trust settings

The certificate “Chambers of Commerce Root - 2008" represents a Certificate Authority.

Edit trust settings:
(3 This certificate can identify websites.

% This certificate can identify mail users.

12.10. THUNDERBIRD ) A] 7] 9] Q154] 7} 2 7]

o}% e Al o 4] = Mozilla Thunderbird o] v & Z 2} o] 1 E o] 7] Q] o1 FS ] ot Q]

WYL 1o FL ),

A 25 AP

1.
el AFAI 7 FA o) A 5o L.

)
ol
o
N
&
L
)
K]
ol\
2,
My

AHg-slE H oeS T o

Open Certificate Manager (91 54] 2] 3} 47]).

Your Certificates(¢] 54 ) ¥ o4 Import(7}x] 2 7] )& Z& g

4] & 71H 9=
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olN
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o)
rol
4z
£
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z¢ 12.10. Thunderbirdo] 4] o1FL ¢ st 7ol oIFA] 7}A] 2 7]

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name | Security Device | Serial Number | Expires On =
View. .. Backup... Backup AlL... Import... Delete...
QK
3.
ZFE A H2 g dFAE dd P
4.
Certificate Manager £ 25 1]t}.
5.
o o] vl 3-E <37 Account Settings (73 #1%)E &9 g1]t].
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29 12.11. wl3rol 4] g g A

4+ New >
] Attachments

Edit ¥ o @ »
Q. Find 3
#= Print >
By Save As >
B Empty Trash
4. Add-ons

ED Account Settings

IF Preferences

L7 Customize >
File >
View >
Go >
Message >
Tools >

@ Help 3

M Quit

A% o]uj] & F4 o] 1% 7 Yoj4] End-To-End Encryption £ ¢ 3]t}
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v B john@example.com
Server Settings
Copies & Folders
Composition & Addressing

Junk Settings

Synchronization & Storage

End-To-End Encryption

Return Receipts

S/ Ao X A A vEL FEste] WA o] A]F 3 b AFE T A AFAE

A g,

S/ # AHoA F v A WES Feste] WA E S5tz A5 A o5A

A,

Mg 8 PEUE 5L 9E UE

SIMIME

Personal certificate for digital signing:

Personal certificate for encryption:

]

Clear

Manage S/MIME Certificates S/MIME Security Devices

27

TRE S AFA
Manager & &

96
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