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o] o] =SHA-TZE AHE S E 3] &Ytk o] Hel AALSTLS12 % 1.3
7 IKEv2 2 SSHZ T2 EZS 383tk RSA 7] 9} Diffie-Hellman = 7 ¥ 4=+= 20484
E o]l A s Eg Yk

FUTURE 77k E o] gAY E AY & AE BH5EA Bt FEY YT o] 52 DNSSecol A
SHA-1& AFE-3A Y TPMEZ AFE- 8 5= ¢l < o) SHA2-224 2 SHA3-224 8 A] = 1) 84
stE o] AF UG 1280 E 5 7} B &4 3= of 51 th KerberosE A 9]¢t CBC 2=
A5 uEAgslE o] YUtk ol Bt AAH L TLS12 213 22 E 3} [KEv2 2 SSH2
ZZEZS 583} RSA 7] 9} Diffie-Hellman v} 71 ¥ 4= £ 4 307248 E 9] % 3]

Sg5 Y
FIPS FIPS140-2 &7 A& E3tE A4 FEUUTh o] = RHEL A/ =R S FIPS RE=2 A
gksl= fips-mode-setup = 7o A Y-8 o = A&y}

Red Hat2 LEGACY B 2 & Al-&-3l= A& Al 9stal & ol By 7 s 7| B3 S Al sl ==
$402 £YYULLEGACY 2288 2} 7123hE A 35 e W 47 418
& A <&y ol kA Red Hat Enterpnse Linux<] 2}o] =

A== FAAA S5 E daglFolyd AL s o AV NEVEHAEE

2o 1“
o))
L
Sy

Bolt RFEF A28 H ot AFE vk 3t} Red Hat Enterprise Linux2] 71 A
"ol 45 84S BSOSt A, G A=Y FE ZestE

Sl AL ALE A A8 AL AL g ool B4 STl B thal B4 5eof

Ple] 91 Z A o] 4] Ab&- 3} 9} 5 8 7] 7} FUTURE 4] 28] A A o} 58 4 2 o]
31#] ¢k o v 2 redhat-support-tool € 2] E] = & A o] A 2] 4= A

TAE s dste ™ 2 29 APl A4 8= 59 DEFAULT 5.8} A 3 & ALg-514
Q
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)35}

o

Red Hat Enterprise Linux 9 1 ¢}

=51
P FEAM S LHENEAEE 54 S E L e S Aol A dste
3ol Rt AR 5 A F U T

$ update-crypto-policies --show
DEFAULT

# update-crypto-policies --set FUTURE
Setting system policy to FUTURE

dsst A HG ol ALH A=A Gt H Al 2" S ThA] A 2 o
QLASIA] R UZAFL L IZEZTS A At ZHI L5371 23
< Z-2 o] = Red Hat Enterprise Linux 92] o] 43 3} glojH e g|o| X Al AH G5 3} A F- 2 22
EFo] X3 AFUTH hzddle EAsHA] AU EE Foll A o] v &3t B2 of ZE]A o] d-2
AHEE F glsU T
e DES(RHEL7 o] %)
o REWRWY] T8 a3t AlF (RHEL7 o] %)
e A% MD5 (RHEL 7 o] %)
e SSLv2 (RHEL 7 0] %)
® SS|Lv3 (RHEL 8 o] %)
e = ECC 4 < 224bit (RHEL 6 ©] &)

o mEuloluie] Y= ECCFA (RHEL 6 ©] F)

€ AF FEA A HA &= ¢ F

EL 99 £t LEGACY,DEFAULTFUTURE = FIPS &} 53} Ao A v &A 3l = d g &
32 < Ea)A

Uth g A4 Esl AR A getAu e ol SelA ol el WAlE A4
AA W AT FHE ADEE Ao HFHA kY

e 1A 127} A TLS(RHEL 99] 74 )= <RHEL 8¢] 1.09)

o 121t} 9 ) ¥ DTLS(RHEL 9] 7 %)= <RHEL 89] 1.00] &1 th)

o 7} W47} 9l DH < 2048bit (since RHEL 9)-& < 1024¥] & 2 RHEL 89] 7 %)
e RSA2] 7] 7] < 2048bit (since RHEL 9)-& < 1024bit in RHEL 8)

e DSA(RHEL 99] 7 $)& <RHEL 82] 10241 E )

e 3DES (RHEL 9 o] %)

e RC4 (RHEL 9 o] 3)

® FFDHE-1024 (RHEL 9 o] %)

14



3F. A 28 AA ¢33 A A AR

e DHE-DSS (RHEL 9 o] %)
® Camellia(RHEL 9 o] %)
o ARIA

e |KEvl (RHEL 8 o] %)

crypto-policies oA @A sl = S F
O oA s dde G bt v 7HA] dest B4 S BF gyt

IKEV1 AEHA e A HA 3o A HA 2o A HA 3o
3DES AEHA e A HA 3o A HA 38 A HA 3o
RC4 AEHA e A HA 38 A HA 38 A HA 38
DH FH A~ 2048H E FH A~ 2048H E FH A~ 2048H E H A 3072HE
RSA FH A~ 2048H E FH A~ 20480 E FH A~ 2048H E H A 3072HE
DSA AEHA e A HA 3o A HA 3o A HA 3o
TLS Vi1 0] 4 A HA 38 A HA 3o A HA 3o A HA 3o
TLS V1.2 o4 A58 A58 A58 A58

OgAg g R AzE A HA 3o A HA 3o A HA 3o

Z A 2] SHA-1

CBCEC g% A Az sl Azaqasbl AzExggld
7<256MEd Y ATH A58 A58 A FEA e
3¢z

[a] SSHel el CBC ¢ra 7t v &g shef o] slFU
[b] KerberosE 7l 2] & 2 & =2 EF | thal] CBC ¢harl v st o] dFUth

[c]Kerberos& A 93t =& 22 EZof tfs] CBC ¢zt vl &g st o] syt

F7E e

e update-crypto-policies(8) =& % 7] 0] %]

rlr
Hﬂ
s

3.2 A28 AA| Gzt A S ol HEl 0k S8y

15
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Red Hat Enterprise Linux 92] 7] ¥ A| 28] 212 453} A & o] Mo ASA Fe T2 EFHS
BA1S 58514 &5 th Red Hat Enterprise Linux 6 @ o] @] 29} S35 ook al= g7 ¢ 74 $
LEGACY % 3 2-2-5 A}&3F 2= 9] 2] o},

F9)
A LEGACY 4] 5202 Agal g i e A28 9 o HeA ol ol Huth

o

1 AI&=E AA FEst 4 42 LEGACY =52 #atH ™ roots G B S AH U

# update-crypto-policies --set LEGACY
Setting system policy to LEGACY

O

o X8 7153 ¢t s 3t H A =& B =22 update-crypto-policies(8) =& % o] X 2 F 254 A L.
o 182 XA 93 3} A S A o] 5l ™ update-crypto-policies(8) =& = 3] o] X] ] Custom

Policies 4 4 2! crypto-policies(7) =& 3] o] X] 2] Crypto Policy Definition Format 4] 4 &
Az

33X 2H S FIPS == 2%

_@‘:
I‘Tl‘
o2
fol
3

Al 2"l 2 9] S st R Eo] Axr A r A g LF(FIPS) Publication 140-32] & +A}&+
ﬂﬂﬂﬂﬂxwwhrﬂE@d¢%q£@ﬂﬂ%%uq¢w535§mﬂﬂ4AWMﬂﬂﬂ&h
fips-mode-setup & FIPS 2| 28 213 453 A2 =S PR H O 2 AFE-SHY T}

3}st= A3 & FIPS = =71 24 31 H Red Hat Enterprise Linux
Utk A x 20 FIPS R =2 3435 A 28l o] FIPS ¢ &1
FHEEZREIE *3*&1 E2sh=

RHEL 99] ¢t 5.3} 252 FIPS140-3 &7 AFgol] thaf o} 2] 155 A] e 3kF U th

1L AL FIPS RER HAdaleld thes

4
o=
]
iJ
kY

# fips-mode-setup --enable

Kernel initramdisks are being regenerated. This might take some time.
Setting system policy to FIPS

Note: System-wide crypto policies are applied on application start-up.
It is recommended to restart the system for the change of policies

16



to fully take place.
FIPS mode will be enabled.
Please reboot the system for the setting to take effect.

2. 71l FIPS REZ H & =5 A 26 thA] A ZFsh 4 A Q.

I # reboot

o
ol\

1 AN 2 FFIPS R=o] A el g AT 5 3

o))

Uk,

# fips-mode-setup --check
FIPS mode is enabled.

F7tEas
o fips-mode-setup(8) =& % 7 o] %
® FIPS mE=of A Al 2=g] A%
e NIST(National Institute of Standards and Technology) ] Alo] E 2] 9} 5 3} R 5o gl Kol o
T AHE
3.4. A" o] o A4 FIPS == & 5}
FIPS =7} 743t A &8 o A podman fE 2Bl = AE| o ]HEFIPS RE® A5 o 2 4 Yt

n
FIPS =27} obd Al 2wl o] A = Uhgol 9 %o Abg-ste] ABlo]U & FIPS RE2 488 5 45y

=
Z3

fips-mode-setup % & & A H| o] o A At & ZHE51A] ¢k o1 o] AJhE] 2 o A= FIPS
wE=g B30 dlete b AT 5 gley

e 1
RHEL 99] ¢t 5.3} 252 FIPS140-3 &7 AFgol] thaf o} 2] 15 = A] k5 Tth

AP 27 AL
o S2E ANZHLFIPS REojof gyt
a3
* FIPSmE= Hgtstd = Ae oyl thi B8 & AHEH YT

I # mount --bind /usr/share/crypto-policies/back-ends/FIPS /etc/crypto-policies/back-ends
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https://csrc.nist.gov/publications/detail/fips/140/3/final

Red Hat Enterprise Linux 9 X ¢F 73}

® FIPS R = oA A28l A X

3.5.FIPS 140-39} 5 8-5] 7] k= 9} 5.5} % AL 5h= RHEL o] S 7 o] 4 =

=

=

Red Hat& FIPS 140-3¢9} 7+
7) Wzl 84 &

N4l s g 84
sh= W, e st Q1A
AL

© HE BE QB3 A5 553 RHEL A 29 AA] $E38 442 e
f2AES HolBel 2 & B 2ol EFaUT

A8, 9o AAS] B W, ShEo] Bet BE W AvE =g A9
e el B8 b RHEL 94 5 28 84 BAE Bl

¥ 3.1.FIPS140-39} 335X &= ¢33HE A18-3t= RHEL 8 | Z&] Al o] A 55

A=Al A

Bacula

Cyrus SASL

Dovecot

Emacs

FreeRADIUS

Ghostscript

GRUB2

ipxe

Kerberos

lasso

MariaDB, MariaDB 7] 4]
E

MySQL

OpenlPMI

OVMF (UEFI # 9 o),
Edk2, shim

18

AP R

SCRAM-SHA-1 91 = uh S Ab-&- 3 o}
SCRAM-SHA-1& Ah&- &1 o,

SCRAM-SHA-1& Ah&- &1 o,

ol 2 B2 95 MD5 ¥ SHA-1S AF& 3yt

b8} A o 9k 5 R (MD5, RC4, SHA-2, AES) & ¥4 & o5 3 8}3L o % 3]
o}.

SHA-10] a3t # AA Flo] Z2EFS XYt libgerypt ete) Bejg] & 29
gyt

TLS 283 73yt

o

SHA-1(Windows ¢} 2] A3 -8 4)o) that A4S A 3t}

o

lasso_wsse_username_token_derive_key() 7] 34 7] 5 (KDF)& SHA-1<&
AH& Y Tk

mysql_native_password <13 & 2] 2212 SHA-1S A&y ot

mysql_native_password:= SHA-1& A& th.

RAKP-HMAC-MD5 1% W2 FIPS AL-g-of] sl 521 = A] 9o FIPS 2= A]
A5t FEYTh

A7) 95 3 228l OpenSSL 2ol B2 ] o] QIuT] = A} ),


https://access.redhat.com/articles/3655361

A=A A

perl-CPAN

perl-Digest-HMAC,
perl-Digest-SHA

perl-Mail-DKIM

PKCS #12 3} A 2]
(OpenSSL, GnuTLS,
NSS, Firefox, Java)

poppler

PostgreSQL

QAT Engine

Ruby

Samba

Syslinux

unbound

valgrind

[a] ARM®] AES-NI == SHA-T % SHA-29} 738 A E gof sl=9)

34. A28 AR G55 A AL

AR AR

<
O
(6)]
r [*]
o|N
tlo
fo
12
ot
i
o

HMAC, HMAC-SHAI, SHA-1, SHA-224 5 & A& Y o).

A} S 2E 7|2 A 0 27 RSA-SHAT &1 8] =& AF8-gHY o}

PKCS #12¢] = £ & =& FIPS9} 585 %] ¢r41th A4 912 HMACE A4kl =
] A} %] &= KDF (Key Derivation Function)& FIPS %<1 5 %] 7] v & Ut} wha}
A PKCS #12 9t & FIPS =5 18] ARt al2ER gyttt 7] A% &9 4
- FIPS 591 &+ 5.3} A Al & AH&-shof PKCS #12(p12) < 2 -3 g o

1% PDF(e]: MD5, RC4 2 SHA-T)ol] 91& 7 ¢ 8] -8 54 9%-& %a1e] %(e): MD5,
RC4 9 SHA-)S 71wk 2 A1, 915 9 915315 Alg-5to] PDF & A4 5 <5
U},

KDF = SHA-1S A& 3hy o).
oFE sl el E| B o] B3 st go] 9 AT E o] TH(RSA EC, DH, AES, ...)
8] 1.9k MD5 9 SHA-1 glo] B.2j2] 7] 58 Al 3 gyt

RC4 % DES(Windowso}e] 45 £-84)oll o) & =1 9. 2 .

BIOS 9} & = SHA-1S AF&-3H ok,

DNS A} 9FS- AF-8-3}e W DNSSEC <127} DNSKEY # Z =0 4] SHA-1 7] vt 431
9FL AHeste] 14 AAHE FaAsloF P Th

AES, SHA &) ] [2]

oz A oA thAl TE T

3.6. TS Al 2H A A 33} A A A o) S| A o] A A Q)

o Zel7 o] Mol A 7 %
55 4L AEA A

ol Zel7o| M3t B g
A4 955 A5 o= v
o X229 A A g2

AN YR AFZ L LLES
F gy

S Pt of Za Aol Aol M ALg-ate o

A1 88 3 3 £ /etc/crypto-policies/back-ends t] 2 €] 2] of| A A A 3} 3L A}-8-=}

Sl o A AHgshe Aol E M= E ALg o o FelA ol

AR
S A3 5 gl YT w8k o] 2§ 4 -2 Red Hatol| A #9814 er& 1)

3.6.1. | 28 299 953 AW LELL ] o

wget
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wget V| E 9] = T} &2 =7} AFE-3}
ciphers &S Al&3U L) o & 5

rr
o2
}op
12
e
o
i
S
R
oo
2
R
o
o
ol
A%
)
!
(7))
5]
0
c
-
P
kel
=4
o
-
o
0
o
)
!

2
alle
o
i
o)y
i
a

I $ wget --secure-protocol=TLSv1_1 --ciphers="SECURE128" https.//example.com

ZLA| 3 &2 wget(1) =22 # 0] A &] HTTPS(SSL/TLS) &4 A8 23144 9.

curl

curl E0lX AHg-8t= &S A 4H st --ciphers 335 AHEstal E202 7289 43 555 g e
2 AFHIT A8 5o 7 LaUTh

I $ curl https.//example.com --ciphers ‘@SECLEVEL=0:DES-CBC3-SHA:RSA-DES-CBC3-SHA'
ApA 3 &2 eurl(1) =2 #l o) ) & F2 44 2.

Firefox

Firefox ] B e} -7 ol A A] 28] A A dEsl A2 S v & 351e = LA T Firefox 9] 743 | 7] el A
ALdE = g3 A TLS A S F7E= A e 5 s U Th F4 E A <o about:config= ¢l & sta o
o] wtz} security.tls.version.min -4 o] 71& H 7 g t}. security.tls.version.min & 1 2 44 slH &
2% H 4 TLS1.00] 3] &5 ™, security.tls.version.min 2 = TLS 118 &4 5} g o}

30

OpenSSH

OpenSSH Z o] A= 0] o & A| 28] 4] 55} 44 v BA e o8 29 5 )2 43514
Al L.

o A H g 75 ~L.ssh/ config 5t o] AHgAE TP o2 F2W ssh_config £ )4 <]
gy

o A A]2w o] A% Jetc/ssh/ssh_config.d/ t] @ El 2] o] 9lE =891 74 7 of crypto A 2 &
2|4 sk, = 2bg] 221 H F A7) 50-redhat.conf 1< ® t} 941311 .conf g ©] AH(4]: 49-crypto-
policy-override.conf )= A}-& &1 T}

2pA| & U -2 ssh_config(5) =2 7 o] A & 254 A 2.
Libreswan

AT YL Bt U EYT B A28 Ax 53t A AL AHel= [Psec A4 A S 22514
Al L.

F7tEas
e update-crypto-policies(8) =& & =] o] ]
3.7. 519 A2 & ALgste] Al 28] AR 53 AW AR AL A 9

24SE P55 YRF EE TR EZ YT 25D e GRS A A L.


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/securing_networks/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/securing_networks/configuring-a-vpn-with-ipsec_securing-networks#configuring-ipsec-connections-that-opt-out-of-the-system-wide-crypto-policies_configuring-a-vpn-with-ipsec

letc/crypto-policies/state/ CURRENT.pol s} o = o Jd =71 = 3 & d A 485 = A28 A 45
st QA = Aol pgdgurh 453 S wr) o 4stA AA skl /usr/share/crypto-
policies/policies/FUTURE.pol 3} o] 4 <E H 3F3 AME-35F= Fl o] =HFUth
Az}
1. /etc/crypto-policies/policies/modules/ t] & E 2] & A Z. o} 23 t}.
I # cd /etc/crypto-policies/policies/modules/
2. 245 A 39 A AL AT O 5W I LEYTh

# touch MYCRYPTO-1.pmod
# touch SCOPES-AND-WILDCARDS.pmod

o &
o)
[
[t
e
W
N
=2
X
o
_gl:z
[
et
o
141
K
>
[
i
=
2
i
}o{-
)
ox
12
filo
+
ox
p‘L
rr
o
r>~
fijo
10
o
i)

#vi MYCRYPTO-1.pmod

min_rsa_size = 3072
hash = SHA2-384 SHA2-512 SHA3-384 SHA3-512

# vi SCOPES-AND-WILDCARDS.pmod

Y
| # Disable the AES-128 cipher, all modes

cipher = -AES-128-*

# Disable CHACHA20-POLY1305 for the TLS protocol (OpenSSL, GnuTLS, NSS, and
OpendDK)

cipher@TLS = -CHACHA20-POLY 1305

# Allow using the FFDHE-1024 group with the SSH protocol (libssh and OpenSSH)
group@SSH = FFDHE-1024+

# Disable all CBC mode ciphers for the SSH protocol (libssh and OpenSSH)
cipher@SSH = -*-CBC

# Allow the AES-256-CBC cipher in applications using libssh
cipher@libssh = AES-256-CBC+

4, 25 999 WA A S A G o)

5. DEFAULT A 28] A 453t A o 48 248 48Fth

12

I # update-crypto-policies --set DEFAULT:MYCRYPTO-1:SCOPES-AND-WILDCARDS
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of

6. oW A3 FA Huj =g o ZA oAl YE3 AL A&

¢}
.

P Al

i)
o
v
>
>~
Y
ol
ol
hins
>

I # reboot

o
ol\

o /etc/crypto policies/state/CURRENT.pol 3} & of] ¥ 73 A}g}o] 2 3HE o] ) =4] &5t} o
i e A=

$ cat /etc/crypto-policies/state/ CURRENT.pol | grep rsa_size
min_rsa_size = 3072

F7tEas
e update-crypto-policies(8) ==& #| o] 2] 2] Custom Policies 4] 4
e crypto-policies(7) =& = = o] %] 2] Crypto Policy Definition Format 4] 4

o RHEL 8.20| 4 &d =3} 4 22 AL-g2} A] A 6l= "H o 3 Red Hat & =1 7] A}

3. A-1THA] &7 3}

M9 e A4 83 3ol s B SHA- 32l 52 AHg 3Hs 21 e DEFAULT 938 4 3o 4] A1 g L] o,
AU ool 7% B B4l 95 5 A8 S el sl H] SHA-TE AL&-8l oF ahi= 4§ RHEL 994 7] 1%
o2 Aot SHAT 519 A2 A gake] BHH S 5 AgUth Al 2w o] were] ekalathe Ao §
o] 541 4] .

AR 27 AV
o 2% & DEFAULT A 2=8) A4 9t 55} 4 2 & A& ok
a3
1. SHA1 319 4 212 DEFAULT ¢+ 5.3} 4 o & &34t}
# update-crypto-policies --set DEFAULT:SHA1
Setting system policy to DEFAULT:SHA1
Note: System-wide crypto policies are applied on application start-up.

It is recommended to restart the system for the change of policies
to fully take place.

2. A 2SO A AR A 2

I # reboot

o
ol\

o dAA dE3AAE EAIY

# update-crypto-policies --show
DEFAULT:SHAT

22


https://www.redhat.com/en/blog/how-customize-crypto-policies-rhel-82

3:(]— }\]/\Eﬂ ;q ;q] o}_q,_g]_ xll A}%

T8

update-crypto-policies --set LEGACY ™ & 3 A}-8-35}lo] LEGACY 453t g3 o= A
sk A g of] SHA-1o] & st YTt 22t LEGACY dost A e 3 dsst "a‘

AP FE 7he e e g A AE o]l A B FH kgt SHA TR e 71E
33} darg]FS AFE sl oF st Aluhe] 2ol vt o] A W S AR S Al 2

l‘

F7tEas
® RHEL 994 RHEL 6 A] 28] © & SSH7} KCS &4 2= 3}#] &2

o SHA-IZ MHE 3712 = KCSE A A Y gasol =g 5 gl

3.9. Abg A o) A28 AR A5 A A L A

= DA E AA A FI R A=

i

AA Fzst G- A A S BolFYy o

1. /\]—B-X]— X] ] 7(—] 2 J_]_o] }‘(]_3] 23 3]_]/] E}—

# cd /etc/crypto-policies/policies/
# touch MYPOLICY .pol
EE AR g o8 470 A £ 5 shubs Bateted A 4o,

# cp /usr/share/crypto-policies/policies/DEFAULT.pol /etc/crypto-
policies/policies/MYPOLICY .pol

2. The s 28 a7 Abael ) AU R B A WY oM A8 A FEs Ao RAL
Agut.

I # vi /etc/crypto-policies/policies/ MYPOLICY .pol
3. Al&H HA dast BA S A A A SRR ASg YT

I # update-crypto-policies --set MYPOLICY

4. oju] A FA My Y o ZE|A o] ol HE st AA S A 83t H Al 28 S ThA] Al 24 Al
o
I # reboot

F7tEas

e update-crypto-policies(8) =2 & 3 o] #] 2] Custom Policies 4] 41 2 crypto-policies(7) =2
2+ 5 o] #] 2] Crypto Policy Definition Format 4] x4

o RHELO|A kst 43S &2 A 4 st W of] o] g Red Hat &2 71 7] A}

23


https://access.redhat.com/solutions/6816771
https://access.redhat.com/solutions/6868611
https://www.redhat.com/en/blog/how-customize-crypto-policies-rhel-82

Red Hat Enterprise Linux 9 1 ¢} 73}

47, N 2~8 A A A AR A o] T3 A A

2] A= Cryptographic Policies RHEL A] 28] o &2 A}1-8-3} o] Ansible Core | 7] X & A}-&3Fo] of 2] A]
Ao M AFEAF A hE st A S mEL dAHA 4L F AFHTH

D55 G A2 Y FeolHol At B2 4 B A Aol whet 958 g 74 5 of w)
Mg Ao gl T

DEEEE PP

o
8
1
2
)
=°.‘_.'4,
2
i)
o
E
B

crypto_policies_policy

Nd @ gte] el HE v 445 ¢Es 48 A F T e HE 8 g
F UL A 2w A 5 A L BRI L.

_@1_‘_2
=)
)
r
>Y
X,

crypto_policies_reload

yesZ A A W JgS wt= AH] 2 (A A ipsecbind, sshd v 22 A H 2 J53t ARS &
& F oA 2EFUT 2GS yesH U th

crypto_policies_reboot_ok

yes 2 A stal A 2~H] o] &o] crypto H A &
crypto_policies_reboot_required = yes = 44 gt} 7]

55t QA A2 o] os) HYA AE
crypto_policies_active

A A g Iy
crypto_policies_available_policies

A = o A ARS 7hHs e B E A S vdE gy
crypto_policies_available_subpolicies

AzRA N A b R E Bk S I T

F7tEas

® AGA A A 2E AA Gt A G " AA

4.2. 453} G A A 26 TG ALgEto] ARS A o] st g A A
o 9

IR BN
YTt

B2 ALg ] B Aof o)A AdBEA B

AP 87 AL
® Policies |28 &= A5 = Al 2=wQl sl o] o] 2/ F ol o gk A 2= 8l g

e Red Hat Ansible Core7} 71 €} A] 28] & 24 3} A] 28] 0] A o] ol o) 3F ol A 2~ & 3},
Ao} oA g a8 g

o ansible-core 2! rhel-system-roles || 7] #] 7} A4 %] H 1] t}.

24


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
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421— }\]/\Eﬂ il z.]]o]]/q A]—Q_z]_ ] o] olig} il xl] /‘\jizé

T8

RHEL 8.0-8.5= Ansible 7] vk 2153} = ¢13l Ansible Engine 2.97} £ 8+H & &= 2] Ansible
g EZX E g o g A A =2 A F 35 th Ansible Enginel] = ansible, anSIbIe-
playbook, docker 3! podmanaJr 2o AYY, o8 S22 U REYN e HHAS FE
E] E] 7} 23HE o] 95 Yt} Ansible EngineS- 81 3131 A X] 3F+= WH o] off gF z}A| gk ] &
£ Red Hat Ansible Engine x| 2] # o] 25 t} &2 =3} 31 A X 3= W ol o 3k x| 2] v o] &
TAE FXIAHAL

¢

_1

il

RHEL 8.6 & 9.0 4] = Ansible § & = F-2 2] g, W& 2 A2 2] 7] E A& Ansible 27
221 Al E 7} 33 Ansible Core( ansible-core 3l 71X 2 #| 3) & = 354 o RHELS
AppStream | | B2l & F5f ol 97140 & AT ekl AT AW WAL AF YT A

]

Al e 9.

off
fr

g =5 4d

]_

rJ

. O3 U &2 =2 A playbook.yml 5} S 2§24 g T}

- hosts: all
tasks:
- name: Configure crypto policies
include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

d & E0] FUTURE & A3ste dsst Aoz wA T 4 95yl DEFAULTLEGACY ¥
FIPS:OSPP.

crypto_policies_reboot_ok: true 1 =5 AH-&-51H A 28] o Sol A Fo st A S WA
2 o] A g H U

ro

9

AFA 8F 8- Policies Policies System Role variables and facts & 3FZ3}H4 A 2.

2. A9 gk EE el s RS FA g

# ansible-playbook --syntax-check playbook.yml

3. AWl E oM S ol HS AP It

# ansible-playbook -i inventory_file playbook.yml

oY
ol

1. Alo] == A verify_playbook.ymlz} 7+2 T} & Z @ o] E& A A

o

RElch

- hosts: all
tasks:
- name: Verify active crypto policy
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include_role:
name: rhel-system-roles.crypto_policies

- debug:
var: crypto_policies_active

o]

il

gol &2 Al AR o] S MASHA ¥ Y] == &4 ARt Hu gyt
2. FLF A ED doM ol HS Ay It

# ansible-playbook -i inventory_file verify_playbook.yml!

TASK [debug] S e o o o o
ok: [host] => {

"crypto_policies_active": "FUTURE"
}

"crypto_policies_active": & 8] =0 RS B o7 AU

43. F71 g A
e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md s}
e ansible-playbook(1) =< g o] #].
e RHEL A28l &gk A%

o 29 9

sk

g
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5. PKCS #112 S 353} 812910 & A8 815 oj Za) Aol 4 74

57. PKCS #11< 53] 458} =9 o] & A8 3H= = o Sl o] A
24

FHEAEA AT L AW o Z2]A o] e HSM(BI=dlo] Bt BE)S s AnlE 7= W 4 Est EF

I 2 A dss FA ol A A HEe dFE st F7F Het Jtﬂ Z o] A FH Utk RHEL A

PKCS #11APIE &3 ¢ 53) st=9o] x| Hfa o2 o FE A o] Aol A dHd o] FAHH L33 st

zdlofoll A A AE S A8 ste 24 ol i"‘o}ﬂ SE4th

5.1. PKCS #11& &3 sl =4 o A<

PKCS #11(Public-Key Cryptography Standard)-& ii} AHE FA 8t 453} ]—‘o:% T3 3h=

E 4535l7] Y API(l Z g Al Z 2 A EH o] 2)E Ao gt} o]

St St=go] Es A E O FHZ +HET S AFY T

PKCS#NN EZ2 Q15A, HolH QEAE 8l & 7)<l 7] == A= =
L AFE S AFUTh o2l 2 B A E = PKCS #11 URI A Al & S8l 2173817 2]

PKCS #11 URI= 7 A % o) W} PKCS #1 REOA 54 ¢ HAEZ A H3l=
S URI 2oz 5de 74 EAER g golBeje] E o Ze AL FAT &
RHELL 7]2-% o & ~nlE 7} =8 OpenSC PKCS #11 ca}ohﬂ 2 AFgUTh 28l stego] EE3}
HSMol| = Al 28l of] 3] = 2] ¢k 213 PKCS #11 RE0] AL F AdEHUth A 2 oA 525 ~ntE 7}
EEgoHE Sl Py &S st plikit =+ =2 O]EiaPPKCS#H RES S 2l

3L+ 3 PKCS #11 L& o] A 2o A 253t =5 st A 8| 2 E 319 & /etc/pkes11/modules/ T 8 &
gof] F7ku o

/etc/pkcs11/modu|es/ g g A gl 2E 5t -g A4 she] A4A) PKCS #11 2 &5 Al 28l o) 718 4
JdFUth o 2 Eof p11-kit & OpenSC 74 9t & &

$ cat /usr/share/p11-kit/modules/opensc.module
module: opensc-pkcs11.so
F7teas
® PKCS #11URI 2=7] v}

e ulE 7= of tf gk o 4] 2= A o]

5.2. &2ntE 71 =) X A SSH 7] A&

Red Hat Enterprise LinuxE A}-83}H OpenSSH F2lo]Ad E 9] AntE 7}501] #] 7= RSA 2 ECDSA 7]
EAET S UT U2 Aol whet s g4l AnE JER A F S A5 Y

AR QT AL

o FEo]AE Z9 4 opensc 3 7] x| 7} A X = 31 pesed A B 2~ 7F A8 F YT

A3}

1. PKCS #1MURIZ 2 3}35lo] OpenSC PKCS #11 59 A Al ¥l & 7] & U4¥
keys.pub 53] o] 4 gL ot

i

b &9

olr
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$ ssh-keygen -D pkcs11: > keys.pub

$ ssh-keygen -D pkcs11:

ssh-rsa AAAAB3NzaC1yc2E... KKZMzcQZzx
pkcs11:id=%02;0bject=SIGN%20pubkey;token=SSH%20key;manufacturer=piv_II?module-
path=/usr/lib64/pkcs11/opensc-pkcs11.so

ecdsa-sha2-nistp256 AAA...JOhkYnnsM=
pkcs11:id=%01;0bject=PIV%20AUTH%20pubkey;token=SSH%20key;manufacturer=piv_II?
module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0

2. A M H(example.com)ol X 2~vtE ZEE S AME-SHe] /1SS B4 3tstE ™ 37 715 €A A4
2 AEFU T o)A @A el A 2HE keys.pubst $H7 ssh-copy-id % & AHE-3HI A 9.

I $ ssh-copy-id -f -i keys.pub username@example.com

3. TetA ol A ssh-keygen -D ™ & o] & o] 4] ECDSA 7] & AF-&3lo] example.com ol A2 sl# A
oS3 o] 715 AF5HA FE5HE URIS 819 AT ALe 8 5= Ytk

$ ssh -i "pkes11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0" example.com
Enter PIN for 'SSH key":
[example.com] $

ol

4. ~/.ssh/config o} o A 5 gt URI 2L S AHS

il
A

3%
o))
AW
O

bl #He gTH o B

M

$ cat ~/.ssh/config

IdentityFile "pkcs11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0"
$ ssh example.com

Enter PIN for 'SSH key":

[example.com] $

OpenSSH+ p11-kit-proxy 2 3 = A}-8-3} 32 OpenSC PKCS #11 = 5-& PKCS#11Kitol] 5252
2ol @R e st = dFyrh

$ ssh -i "pkcs11:id=%01" example.com
Enter PIN for 'SSH key":
[example.com] $

PKCS #11 URI9] id= 3322 A1 9 ¥ OpenSSHE proxy BE A A& 4= 9l &
o2 sE LW Y 57t ZolFUh

i
N
I
fu
I
ot
c
o

$ ssh -i pkes11: example.com
Enter PIN for 'SSH key":
[example.com] $

F7tEas
® Fedora28: OpenSSHol| A 2rtE 7}= X 7] A
e p11-kit(8), opensc.conf(5), pcscd(8), ssh(1) % ssh-keygen(1) mj +< = o] %]
5.3. 2201 E 7h= 9] Q1FA & Mg o] ST =S of EelA oM 74

fZFe Aol d el AntE FtEE AFRE IS o' Heto] 4 H AL AE sk kAaskE o s U T
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5. PKCS #11 53] ¢t 5.3} sh=9)0] 2 A& 3= o Ze Aol A 74

Z tjAl PKCS #11URIE

e wgetEYA Sz x= AtEstH 22 A AHE el 7]
N 2AHE B S E2st

ARG doerm= bdsA AgE 7iA 71 8 AS5A 7 a3 F
g FAFsUT dE S0l e AFU

1_,
i
19 on

$ wget --private-key 'pkcs11:token=softhsm;id=%01;type=private?pin-value=111111" --
certificate 'pkcs11:token=softhsm;id=%01;type=cert' https://example.com/

AA| 8 U] 8-S wget(1) =82 3] o] X & B2 54 A L.
e curl £ 183 PKCS #11URIZ A g 3= AL FAEY T

$ curl --key 'pkes11:token=softhsm;id=%01;type=private?pin-value=111111" --cert
'pkes11:token=softhsm;id=%01;type=cert' https://example.com/

ZA Y82 curl(1) =& H o] A & Fx35H4 A 2.
= 1

PINS £=nlE 7= A 45 7]of tl gt AM| 25 Ao 3t K ko] il 14 3t
Aol At g 2E Y2 o] PINo] 285 3loeBm 2 FAXIPING ¢4 Xates
Z7t H3E 284 L. o & S pin-source &4 & ALE-35)o] file: S A 33
T AEFU L Fo A PINE ¢ 7] ¢13F URIY Yt} RFC 7512: PKCS #11 URI
Scheme Query 54 Semanticsol| A A g 82 SRISIHA . HH HAEE
pin-source &4 7EO 2 AR = AL A AE A gHU T

e Firefox ¢ B g}$-# oA p11-kit-proxy L 5& #2502 2 =5t S, A 2Hl oA XY 5=
RE 2E 2t 4F o g FAFPUTLTLS Feho|dE AF S AHgateld 71 dAel Ba
a7 ko Aul7t 2 e u) 26lE shE=9) 77 AE o= Ag gy

A& A} A 2] of Z 2] A o] Aol 4] PKCS #11 URI A&

o] Z 2] A o] M o] A} GNUTLS == NSS g}o] B 2] 2] & 2183 7 $ PKCS #11 URI9)] o & 2] 91-& PKCS
#oll th & 7] & A9 o2 BAggU vl E23 OpenSSL 2ol B2 2] o] o] E8l+= o Z2]7] ]2 openssl-
pkcs11 a7l o 2 98] 953} sf=go] mEo| HA2d = JdFUTh

220kE Fh= 04 /)9 7] & X148 oF 5131 NSS,GnuTLS 4 OpenSSL& A}4-814) ki of F2)7l o] 40l
A pl1-kits A183he] PKCS#11 = 8 525 73
F7H e Az

® Pp11-kit(8) == = o] A).

Apache HTTP A ¥ = HSM(3l =9 o] Bt &)l A A 712 25 F Jon=z 7] 37 9 F7+
A AL A Egol Btk o] A% YuH 02 AL F9 AE e 245 HSMo] Z 8

.

HTTPS Z2&& g4 9] B3t 5412 3] Apache HTTP A 1 (httpd)= OpenSSL o] Hef 2] & AH8- ¢
Yt OpenSSL2 7|24 © 2 PKCS #11& A Y stA] 5 TH HSMS &-&ate ™ <l QB F o] 25 &
3] PKCS #11 2 &0l o 4| 23k 4= 2l = openssl-pkcs11 = 7] 2| 2 A x] &) of ghu t}. L ut 3} o] & th4l
PKCS #11 URIZ A}-8-3}<] /etc/httpd/conf.d/ssl.conf 724 1} o]l M) 7]} elE M S AT 5= U F

oo & =9t gEY T
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SSL CertificateFile  "pkcs11:id=%01;token=softhsm;type=cert"
SSL CertificateKeyFile "pkcs11:id=%01;token=softhsm;type=private ?pin-value=111111"

httpd-manual =] 7] #] & A 2] 5} o] TLS -4 & £ 3+sle] Apache HTTP Serverol] t) 3t A A B4 = 714
U t}. /etc/httpd/conf.d/ssl.conf -4 3} o] A ALE 715 3F XA B2
/usr/share/httpd/manual/mod/mod_ssl.html s} o] 2}A] 3] A o 5 o] 95Ut

5.5. NGINXo A 7§ ¢l 71 & B 53+ HSM A&

Nginx HTTP A ¥ = HSM(St=4l o] et mg)ol] A Fd 7l 7| = 45T F Jeu® 7] 37] 9 $2¢F
A AL A S v ol gUTh o] Ag Ak 0w AL F AH e 245 HSMo] 2 2 3y

=3

Nginx+= ¢+ 3 3} 2F¢ o = OpenSSLE A&l 2 2 PKCS #119] o &+ x| ¥ & openssl-pkes11 @& =
e oF 3 ok NginxE & 2] HSMell A 791 7] 2= 2 A3h 2 EA = duk 5t 2 M & 2 A4 33 of
gt} /ete/nginx/nginx.conf -4 312 o] server A 4 o) A ssl_certificate 2! ssl_certificate_key 41
< FAH Y

ssl_certificate  /path/to/cert.pem
ssl_certificate_key "engine:pkcsi11:pkcsii:token=softhsm;id=%01;type=private?pin-value=111111";

Nginx -4 3} 2] PKCS #11 URIol = engine:pkes11: 5 74171 & @ gy ). o] = o} & pkes11 H FAL7F
Azl ol FLS FHxe| WYy

5.6. 37} ] A2

e pkcsii.conf(5) =& % 7 o] .
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6%. POLKIT-2 AL-§ 5}o] 2w} 7h o o & o)) 2= A o]

67%. POLKITS Al 35l 2nlE 1= of )] 3F o A 2 A o

Pins, PIN pads ¥ biometrics¢} 7+o] ~ulE =0 WA E AU S E WA e = gle 7hes 918
o Al EstE Aol & 98] RHEL-S 2wtE 7= of] o gk Al 2 A o] & A o] &17] 3
£ AU o

A

1229 el s B el Yl ALg A EE 2ho] obdd ALE A} B A u] o] T @ 2nhE b 94 29}
e 57 A

=4 A2 2 o) DA polkits 74 & 5 YU T

6.1. POLKITS &3t ~nlE 71& oA 2 A o]

M AFE/20E AE(PC/SC) ZRES S 2nlE = 0 5248 A% Y A2 53e7] 98 &

= A7 Y vk RHEL ] A pese-lite 3 71 %] = PC/SC APIE /‘}3 ot 2vtE ZhEd gk v Sl E

As gyt o] H71A ] 4 F<2l pesed (PC/SC Smart Card) t] &2 AF&-3tH A £=Hl o] PC/SC 22 EF

2 Agte] 2PhE FhE o] oA 2% S 2l

Pins, PIN pads ¥ biometrics9} 742 vl E 7L =0 Y 4@ AA 2= Ao fAYES 715 ZE _4 zﬂ%
22 ¢r7] w] Fof] RHEL-S 1.t} 732 & o 4 2 A o] = 93] polkit Z & I 432 ;\} Ut} polkit 7

%#ﬂ%ﬂﬂ%i@%t&%ﬂﬂﬂ“w*id%¥ﬂ§*%SHWﬂ*ﬂﬂwﬂﬁw .

o
H o5t A 9o = polkit & AFE-3le] AnlE 7= BHeolS 98 A S (AT 5 dFUTL g E S0 &
HME 7t 2 Y S Tl ¢ A= AHEAE Z S dFUTh
pesc-lite =l 7] X & A x| 5} 2 pesed U] =2 A 2Hsk & A 28 2 Jusr/share/polkit-1/actions/ T] 2 & 2] o]
Aold AL ALt 712 Al &8 A A A 22 /usr/share/polkit-1/actions/org.debian.pcsc-
lite.policy ¥} o]l 915Ut} polkit F # w1 & XML & 2] & AF&-3lH &2 polkit(8) =22 = o] %] o]
A o] dFHh

polkitd A ¥] 2~ = /etc/polkit-1/rules.d/ 2 /usr/share/polkit-1/rules.d/ U] & E2] & T U E] & 3} o] 2] gt
e Egol AgE 13 2d e HA AMFE =Y Ei‘%ﬂblﬁ} vk ofl = JavaScript @ 2] ¢ A g Fof 73
ol x&H o] AFUTH A" A A= F U Eol] 5 AREA A 11 F Adg FUHE 5 o
polkitd = 2}< o] 55 7]Rte 2 sto] AP = QFUTh F 3 o] o] Fo] 2 4§ /ete/polkit-
1/rules.d/ &] s} o] WA F A FH YT}

F7tE s
e polkit(8), polkitd(8), pcscd(8) = 7+ | ©] A.

6.2. PC/SC 4 POLKIT # & &4 s 4

pcsc-lite = 71 A & A 2] g & 25 0 2 A =] 5L pcscd ol 25 Al At AR A7 AWt E TFE S A
FE AEeA FE g AFE A A A A RIFS 83T 5 AFUTH GNOMEY = vt 3 -2 O &/ v
Al A 7F A H Y T

I Authentication is required to access the PC/SC daemon

opensc ¢} 742 ~ulE 1= #d o & 7| A & A X wf] A]2Hlo] pesc-lite 7 A& FTHHo= A
A 7 AFUTH

AE] o7t 2ntE FtEgte] 45 28-S F QB3R 943 PC/SC vl 2ol ti st Agk Fof 248 FA5)
A o1 pesc-lite | 711 S A AL = AFHT 2 fz HEA7NAE At A M E TS K

ot 2y gL o,

2ulE L= £ A3 74 9 /usr/share/polkit-1/actions/org.debian.pcsc-lite.policy ol A A] =& A &
A A Ao A 7L Felsle] EA &) 242 A 2y vt /ete/polkit-1/rules.d/ ] € €] 2] (o : 03-allow-
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i
L
et
+
%0,
o))
i
o
=
o
j,:
ne

pcscd.rules )¢ & JavaScript +#& Ab

g
K EEDE
A &g o] ZAlete g o] 9 S olsisteld AE a5 SIdyth o & 9 v AEU T
$ journalctl -b | grep pcsc
Process 3087 (user: 1001) is NOT authorized for action: access_pcsc
o)A 21 FEL AFEATL Ao ) 4L FYT 5 YE D
1rules.d/ o 8T 7 2 & F 718t o] AR-S |22 5 AU
polkitd 317 2 ¥ =2 G5 AT Fx g h ol & 59 T Lyt
$ journalctl -u polkit

polkitd[NNN]: Error compiling script /etc/polkit-1/rules.d/00-debug-pcscd.rules

polkitd[NNN]: Operator of unix-session:c2 FAILED to authenticate to gain authorization for action
org.debian.pcsc-lite.access_pcsc for unix-process:4800:14441 [/usr/libexec/gsd-smartcard] (owned
by unix-user:group)

o)A 2ol A A WAl FEL 72 ool A TR 0 F/l ALS b F v GBS AL}
on
=l

EF He 2AYERPC/SC ZEEZS AL RE S A M S UL 5 dgUth dal 75
gl 9}el (<] pesc-apps.sh )< A A 813 o}S =2 A3 o

#!/bin/bash

cd /proc

for p in [0-9]*
do
if grep libpcsclite.s0.1.0.0 $p/maps &> /dev/null
then
echo -n "process: "
cat $p/cmdline
echo " ($p)"
fi
done

A Y EErootE A3 o)

# ./pcsc-apps.sh
process: /ust/libexec/gsd-smartcard (3048)
enable-sync --auto-ssl-client-auth --enable-crashpad (4828)

Sl Et=
e journalctlpolkit(8), polkitd(8) 2! pcscd(8) W+ = o] A].
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6%. POLKIT-2 AL-§ 5}o] 2w} 7h o o & o)) 2= A o]

6.3. PC/SCe| th gl POLKIT A &tol] o) &+ A &k A 1 EA]

712 43014 polkit g Hof Ze Q)2 A o) AdE Gk Wk A 75 Foekel
PC/SC 22 &3 #H 4 polkit 2 7 3452 333 4= HFY )

AR & AFSE
o X 2H ] pesc-lite 7 7] 2] & A X P& ot

® pcscd ©| o] AdY F<

+

A3}
1. /etc/polkit-1/rules.d/ t & E 2] o] A I} S A A ).

I # touch /etc/polkit-1/rules.d/00-test.rules

if (action.id == "org.debian.pcsc-lite.access_pcsc" ||
action.id == "org.debian.pcsc-lite.access_card") {
polkit.log("action=" + action);

o}
polkit.addRule(function(action, subject) {
polkit.log("subject=" + subject);

B S Aty AP 7S 2T
4. pescd 2 polkit A 8] = E ThA] A] 23 o)

I # systemctl restart pcscd.service pcscd.socket polkit.service

oY
ol

Rl 23 e

1. pcscdel o gt A g S, =
% 3}= pkes1i-tool -L 4 2 2 AF&-3HU Th

2] o 4 A -5
2. 3R 2 FES EANFUT AdE 9 v syt

# journalctl -u polkit --since "1 hour ago"

polkitd[1224]: <no filename>:4: action=[Action id='org.debian.pcsc-lite.access_pcsc']

polkitd[1224]: <no filename>:5: subject=[Subject pid=2020481 user=user'
groups=user,wheel,mock,wireshark seat=null session=null local=true active=true]

F7tEas

o polkit(8) 2 polkitd(8) 1 7 o] ).
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6.4. =7} ] A

o ~ulE Jh=of )k o 4 2 A o] Red Hat B2 2 #4].
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7% TH A 2" ASA AL
g ASAM 2EA S ARS8 NSS, GnuTLS OpenSSL 9 Javaol| A Al 28] 9154 J7 & &
ARG 72 228 FHE FAFU 722 A A2 eE T4 2 FAAA A
32313k Mozilla CA H-=-0] 23} o] 91%14E} Al 26 & A}8-51 T o] Mozilla CA Z2S 46| o]
AU TEJISA E5S 49 S F sy

fad

)

70 A 2~" A A Al =] & A4
Red Hat Enterprise Linuxel| X & & Al 28l A Al 41 =] A 744+ /etc/pki/ca-trust/ 9! /usr/share/pki/ca-
trust-source/ t] @ E 2] o] 311t} /usr/share/pki/ca-trust-source/2] 21 2] A4 2 /etc/pki/ca-trust/ )
AR HET M #2971 EE YL
AFA o2 o td g o AX 9 39 o d ol upe 22 gy
o M Ue BA AFT
o /ust/share/pki/ca-trust-source/anchors/ &= +=

o /etc/pki/ca-trust/source/anchors/

o /usr/share/pki/ca-trust-source/blacklist/ ==
o /etc/pki/ca-trust/source/blacklist/

e 37¥ BEGIN TRUSTED 1} & 2] o] elZ A4 o] 79
o /usr/share/pki/ca-trust-source/ ===

o /etc/pki/ca-trust/source/
Za1
AT G33t A" AN A E FA= e AT S 5 dvkar A zbete diksle
aa%wu} X509 o}7| g} o A 2 E Q1ZA = 218 A 9le] Y HE 218 AP
A AE e A S W A H G s AL A YAl WA M 2= S glofof ¢
Y.
7.2. M J1FA F7}
N2 2xi A=A o Ee)Al o) s ae ™ sl D A5A S A 2d A A G0 F7e
3 update-ca-trust & % S A}-&-3 4 o).
AR 27 AV

e ca-certificates 3] 7] X] 7} A] =¥l of] 9] <1t}

1. 7bekeh PEM B DER 79 41 2] Q154 & A 250 A 218 81 CA 550 718121 9154
3 & /usr/share/pki/ca-trust-source/anchors/ I = /etc/pki/ca-trust/source/anchors/ t] 2
B 2] o] 2ALg o
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# cp ~/certificate-trust-examples/Cert-trust-test-ca.pem /usr/share/pki/ca-trust-
source/anchors/

2. N 2=¥l AA A F AR AL QG o] E5le] W update-ca-trust & 3 & A& o)

I # update-ca-trust

23
Firefox 2.2}-¢-# = update-ca-trust 2 2 3 3} %] &I 71 3718 Q1A S A& S = UAA T
CA ®¥17 % update-ca-trust ' % & AH8-3t= 2l o] S5 th B3t Firefox, Radphany B+
Chromium, 7| A] s} 52 B F)r—,—?ﬂ o} 7+ H g} oA 7} A B A A @A Al 2H Q)
A e 2ES] S8 B A S oA A Ao & e dF U T

7.3. 2128 5 Q)= Al 28] Q]

H ASA #

trust 9 2 FF Al 2 AR o] A AFnolA JASAE delste Hel S Al gy

o N YA UL, 55, 77 A £ WAl v trust BH & AU T o] BH ol T § 7]
E&WE nelW Q15 glo] i —help A A #2 AL§ sl gHFY T

$ trust
usage: trust command <args>...

Common trust commands are:

list List trust or certificates

extract Extract certificates and trust
extract-compat Extract trust compatibility bundles
anchor Add, remove, change trust anchors
dump Dump trust objects in internal format

See 'trust <command> --help' for more information

o REANXLE A YA E IS E st trust list B % & AT -

$ trust list
pkcs11:id=%0d2%87%b4%e3%df%37 %627 %93%55%6 %56 %ea%81%e5%36%Cc%8c%1€%3
f%bd;type=cert

type: certificate

label: ACCVRAIZA1

trust: anchor

category: authority

pkcs11:id=%a6%b3%e1%2b%2b%49%b6%d7%73%al1%aa%94%t5%01%e7%73%65%4Cc%
ac%50;type=cert

type: certificate

label: ACEDICOM Root

trust: anchor

category: authority

[ ]
oM >

18] Q71 & Al =" A A A2 A 2ol A1 7she H trust anchor &19] 8 & & AF&-5}
22 XA Ut path.to/certificate.crt E 215X A =2 Dl Y o] Fo =2
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I # trust anchor path.to/certificate.crt
o JAFAEAAS Y AFA S AR = AF5A 9 IDE AHEFU T

# trust anchor --remove path.to/certificate.crt
# trust anchor --remove "pkcs11:id=%AA%BB%CC%DD%EE type=cert"

F7tEas

e trustd T o] RE S BB 2 AT 72 =g ATdUT dE S s AFU o

rlo

$ trust list --help
usage: trust list --filter=<what>

--filter=<what> filter of what to export
ca-anchors certificate anchors

--purpose=<usage> limit to certificates usable for the purpose
server-auth for authenticating servers

7.4, 37} 7] &2

e update-ca-trust(8) ¢ trust(1) =& & o] %
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FA 25 AL 24, AR AT 21 o] oJ 2 A2 AL A Gebd & AeyTh o H @
B e] Aol 7k A 2wl o] BAT Ao F AL AN g FUTh AR AY AxEso] A4 9 )
zEqom sl A A4 A A2 227 Hagy

8.1.RHELS] 4 &4 =+

Red Hat Enterprise Linuxi= ¢t 3] 24538t 448 &5 #AE AT F A= ES AT YTk ol gt
£ & SCAP(Security Content Automation Protocol) £5#& 7|Wto g &lv 73 =4 A A o] 21538 %

g2 S8 AAEAsU -

® SCAP Workbench - scap-workbench 2] ¥ g g g &= ¢y 97 A" A A4
2 HFH HAALE SRSt EE AAHAFUTE gk o] 2§ 270 B HIFE 7|Wr e R Ht B A
E A= d A e AFUTH

° OpenSCAP oscap 'ﬂeg% %%‘E}E}% Z33= OpenSCAP tlol B glg)= 24 A 2H o A
%7& T T2 FaAS HASAL o] g A7 Y T

N
N
Ml o
Ny
3
z
O
b o
Wx
Kl
R
E
N
N
0,

® SCAP Security Guide(SSG) - scap-security-guide = 7] A = Linux A] 2~8 o] t] &+ & A B et A
A AAAESAFTTUT ol AR S A& 7Hsd A AR a7 AME A A4d 282 43}
QA eEaE 2R H T o ZEAEL duksE B3 o Alda 5E 7d A7 e 7
S agyth

® SCE (Script Check Engine; 23 Y E Z A} Al A)- SCE= #2] A7} Bash, Python, Ruby £} 742
2AYH AdojE ALEete] Bt ZRIZE AT 4 2= SCAP 22 EF 9] 8491t} SCE g
%2 openscap-engine-sce 7 7] 2] of] A 3 U t}. SCE #HA| & SCAP % 32| A 17} oyt

o 9740 2 253H 44 =5 HAS 528 318 W Red Hat Satelliteo] OpenSCAP &3

e oscap(8), scap-workbench(8) 2! scap-security-guide(8) =2 & 3 ]| #|

® RedHat Hol U E: 02 Wt EF A53E Y3 AFEA XA H Heot A Zul = A A]
® RedHat ¥ <t o] ®: RHEL H. ¢t 7|4 &2 #}A]| Hlof
® Red Hat Satellite &) 7lo]= 9] Rol =4 &g 7lol=

8.2. F oFd A A}

8.2.1. Red Hat ®.¢t &-%] OVAL 9] =

71

}

Red Hat Enterprise Linux ®.QF A} 7] 52 SCAP(Security Content Automation Protocol) 35
© 2 gtk SCAPE A5 3HE 74, FFH % AN A, 716 Aol £5 FF D A ZH 2 A
EER R S P EL

e o
ol
rlr FE
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https://github.com/RedHatDemos/SecurityDemos/blob/master/2020Labs/RHELSecurity/documentation/README.adoc
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.3/html/administering_red_hat_satellite/chap-red_hat_satellite-administering_red_hat_satellite-security_compliance_management

8%4. 74 =5 2 Aol thd A 27 A

Z gl A nEshE o] 9l

SCAP AFabe 2270 = 42 5718 78517 ol Bt Tel= G4 o]
2 5ol 24 A9 B W Fo 7 glo] SCC(RF FA)E & vl

S EREN R I
T 5 deuk

OVAL(Open Vulnerability Assessment Language)-& SCAPo| A Aol o3 d 4 @AY Yttt o
2E5d /\]_,Q_X]_;qzq /\ﬂaEg}u‘r;q OVAL& }‘\jc?iz%l HF2l o 2 93k g }\]—F/H = /Hlﬁﬁl—]/]]j_

OVAL == A H A8 E R ]9k scannergt= OVAL Q1E Z 8] H E& A8 31t} OVALS] A7 &
4 7}51 AN ag o] FEi 7 AR A HA s gy

& & SCAP 74 @49} npzk7kA] 2, OVALS XMLE- 7|9t o &2 Ut SCAP 28 of 8 A &2
SAFUT AL B2 R ARE TS 2 B S AT T

Red Hat Product Securlty t RedHat 2ol Al &S v X & ZE Bt EAE 34313 ZAste] 117
ol A& At AT F UAEF A °13“4D} Red Hat 327 Sl of| A A Al o) 7+4 g o)) x| 9} H. <t 3
A & A& ¢t} Red Hat% OVAL 3| x] A o] & A B A Aste] A2l ¢S o e Bk W
As AT

ZYPE W D 71 EF 82 7Fe] xpo] & 2la] ] kA o] Red Hat A & B9t A A A7t e 532 EFALO| A] A

33k CVSS(Common Vulnerability Scoring System) 715 719} 21 A o 72 A %] &8} #] ¢k} upet
A BRAL7E Al F sk A 9] thAl RHSA OVAL A o) & Abg o}L 2ol FFU

RHSAOVAL el A o2 9 1A 714 2 A48 5 21.©™ Red Hat 312 XA AHg-2 4= )
£ Al 28k AT E 1Ak ool 6 ol EFR o,

Z}F OVAL 9 %] g o] = d o & 2 Red Hat B 9F A 7 (RHSA) ol v 3 H U t}. RHSA & o] 2] F ek of o g
T Aol X3tE Folornd 7 HeH S CVE(Common Vulnerabilities and Exposures) o] &% & 3
S22 UgEH g/ W do]gu o] 2o sl 5ol o gk | A7} dH Y oh

RHSA OVAL A o] &= Al 2=8lof] A9 FH kg v o] RPM # 7] A = gelsl e 2 A H A5t 2 &
o] ol gt A o & st F7F HALE 2dste] 1A 7F H kg A ol A AFE SRR BAT 5 sy
Yt o] # gk A o] = Red Hato] #A| g 3t= A2 E o] B JUjo]EE 2 Fel=& AAHIJFULE B &

ZEdo]o] A FeE AA St FrE A7 D ag Y
3

Red Hat Enterprise Linux 178 <=4 A 8] &~ & 9]¢ Red Hat Insights = 1T B.oF 9 74
Z= & 2] 217} Red Hat Enterprise Linux Al &8 o] Holt g =5 HryE RUEHHE 9 ®H
5 AEs QG 74 £ 4182 Ul ol A SCAP 2.9t 4 318 b 3] 414 a1
B 8 = gy,

==
Rl
al

i3

.

® RedHat 2 OVAL 334
® RedHat % CVE 334
o Z Hot/Q o 4Y W FXA

e HolH o]y A%

8.2.2. N| 2"l o A HekA A7

oscap BH = FHIYUE S AMEeE 2 A 2" S 250, 7 &5 FR2E AFEaL, oy =7
2 H7E 7| WMo B 9 fo]= % S 5 syt o] frE 2l ¥ = OpenSCAP o] He 2] o] =
HEQE &S 8t A 2l sh= SCAP ZHl= f ol whet a3 7158 L &5(5H ¥ %)l 253ty
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A 27 Abg

e openscap-scanner % 0.0/162 3| 7] x| & A X g+ T},

1. Alz="lof o g 41 RHSA OVAL g 9] & t}&2 =3t}

# wget -O - https://www.redhat.com/security/data/oval/v2/RHEL9/rhel-9.oval.xml.bz2 | bzip2 -
-decompress > rhel-9.oval.xml

2. A" A FHFH S 2708kaL A 5 vulnerability.html 31 of] A &3y o}

I # oscap oval eval --report vulnerability.html rhel-9.oval.xml

o
ol\

o Mejst BeleA o AxE SRtk o & EH v ZHsyth
I $ firefox vulnerability.html &
F7teas
® oscap(8) ==& o] A
® RedHat OVAL A 9]

8.2.3. 97 A| 2Hl oA Hokd A7

SSH Z 2 & & 73l oscap-ssh =& AL-&-35to] OpenSCAP 2711 7} Q= FH kg o] A4 Al =H ol 2L
=A A Fx AFY

A 8 A}

o2

o 7o A& &= 2] 2~ o] openscap-utils 2 bzip2 =} 7] %] 7} A 2] 5 o] )

o))

U,

e
o

® openscap-scanner 3| 7] ] 2 Al 2~"of] A XYt

® SSHAH <= dA A" AP lsUt

1. Alz="lof o g 41 RHSA OVAL g o] £ t}&2 =3t}

# wget -O - https://www.redhat.com/security/data/oval/v2/RHEL9/rhel-9.oval.xml.bz2 | bzip2 -
-decompress > rhel-9.oval.xml

iy

2. machine]l &22E o] 590 2 97 A

© 8-S 27k, L E 2294 SSHE A 8hal, joesec AF-8-At
ol & A&kl H kS AAbs)

2~ (SR
31 A 32 remote-vulnerability.html 3} o] A &g o).

I # oscap-ssh joesec@machine1 22 oval eval --report remote-vulnerability.html rhel-9.oval.xml


https://www.redhat.com/security/data/oval/v2/RHEL9/

o
0%
4
o
AN
4
N}
A

A o ol o @ Al 2=H A

® oscap-ssh(8)

® RedHat OVAL A ¢]

8.3. 74 4 =% A

T4 18 =7 2V E Mgt 5 M FodVES F5-E F UdFUT dE B
o PEste A A 2HS OSPP(24 A A s z2d)of st of & = 9o AA JEHIHO] aF
Al 228 8- PCI-DSS(Payment Card Industry Data Security Standard)ol] 8t3 24 sjoF & 4= d&FU k.
A = WS A A AE BHebs kst £ sy

JeFS vk= 1A g Ao tf) §F Red Hat =¥ Al o] H-gsl = = SCAP Security Guide 3} 7] 2] of] A 2%
SCAP(Security Content Automation Protocol) ZHl2E 2= 3ol FHYTh

SCAP H ¢t 7to] = 9| 71 2| &= SCAP 1.2 @ SCAP 1.3 &S #5438 el == A3 t}h openscap =
N fE 2 El= SCAP Het 7tol = 3] 7] x| of] Al g SCAP 1.2 9 SCAP 1.3 # &l = 9} 5 35 U T}

ol

T AR B 2NE SR A sge] 7L FE AL ohgyth
SCAP Ht 7| E Al Ft2 o] SHE 222
EE] o x%_,] H]];(]n],ﬂ A.LE_.JJ m 7H1:H ﬁwdo] 3y
A9 97 Aae 2 A Y th RHELS| A = 1.9t ;ﬁ A& Fotr] Al

= 9ol = Red Hat o8] ZEH o= A3 gt 2] o] 4ol thgk R = 239FE o] FYTH

n°*' )

AEeol A2 AA 2 T2

Data stream

— xccdf

|  — benchmark

| — profile

| | —rule reference

| | L—variable

| F—rule

| —— human readable data
| — oval reference

— oval — ocil reference
— ocil — cpe reference
L cpe L— remediation

Z 238 OSPP, PCI-DSS ¥ HIPAA(Health Insurance Portability and Accountability Act) ¢} 7+-& 1 oF &
o 7 ]g_o_.:_'._o}‘— 17r7‘] 216‘1—01]/]1;}. O]E EOH Hol ¥ xS Z*_/,lo]__‘:'_;(]_iﬁl_ﬂ HLNOE/\]&_@% FA}
o+ AdFYTH

m2ge sl 54 73 s QoS AL AR T &
2.9 al
S

3 Utk Z23 2E Yol o A4 3
SCAP WorkbenchE& A}&3lo] RoF =23 A8} 2| H %=

8.3.2. OpenSCAP =71 9] 71535+ 4 3
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OpenSCAP 2:7o] 4§ ¥+ B0 B 2E g 8l L83} A 2 o] thaket £ 4o we} 7k 73 o 4 54
A7E ARY F dEUh ol 22L 715 e Ao BEow oo tld heke AW 3 AT EY

=

3 8.1.OpenSCAP 27 9] 7153 A 3

4% 4%

% AArelA o] FH e FES 2A RS

A3} AAelA o] 43 FE e 2 e BAYGY T

ol g e OpenSCAPO 4 = o] 715 & AHE 02 B7hshA 24
Ytk Al 2go] o] 35 & 5EOR FeteA Fal g
ek,

AT g o 2 & @A) FA ol 2§57 ekguivh

EEERDE o] 2 & Lz Wol £ k¢t OpenSCAPS

o] #2718 A) erom Aol ol & 4 & EA
347 ey

2L Ao O B7F @Al U Tk ZhA o U & o
verbose DEVEL &4 S A}&-31o] oscap ug < 9
E_j'ﬁ]-/‘\ OIA‘/IE}.HJZEIHE Z}Ho}t 7401 ?%T/]

.

e

Aol o 7] %] -2 o] A A F YT AA g U &
< '--verbose DEVEL &4 & A}-&31o] oscap 4 &
S YEFYUT L BRI E FA st Aol EH U

4
53
o

A Ee s sl 2285 AHg-s7] Aol Y skal oscap info 5t9] 8% 5 AFE-she] ARAl g T
o] &

A 27 Ab

® openscap-scanner 2 scap-security-guide = 7] x| 7| A X] & U t}.

1. SCAP B el 7hol = Z2 A E oA Al Fste Bt &
d ey

[ I:l
ft
e
i
32
e
>
op
N
off
%
il
i
5=
e
i
L

$ Is /usr/share/xml/scap/ssg/content/
ssg-rhel9-ds.xml

2. oscap info s}¢] ¥ & < }*‘L’S}Cﬂl Adgdeoly 2EY e AlF S A FYT HolH
S EY S mHeE XML 7l & ol ol -ds EAbe = B4 91 ot Profiles 44104 A8 7158
BT e z%% F asyth
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o
0%
4
o
AN
el
N}
A

A o ol o @ Al 2=H A

$ oscap info /usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
Profiles:

Title: Australian Cyber Security Centre (ACSC) Essential Eight
Id: xcedf_org.ssgproject.content_profile_e8

Title: Health Insurance Portability and Accountability Act (HIPAA)
Id: xcedf_org.ssgproject.content_profile_hipaa

Title: PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 9
Id: xcedf_org.ssgproject.content_profile_pci-dss

3. data-stream #d oA 22 H G Mt el gt Z2 o] gk 71 A A B E EAFY oL
o] €A st --profile 54 Tl o] HE o] Ze o A IDe] mpA] | o} 1 M&Jﬂr?ﬂﬂ oscap
info E A1 &g Ut} o E S HIPPA 222 9] ID=
xccdf_org.ssgproject.content_profile_hipaa o] 37 --profile -4 2] 72 hipaa ¢ 1t}

$ oscap info --profile hipaa /usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml

Profile
Title: [RHEL9 DRAFT] Health Insurance Portability and Accountability Act (HIPAA)
Id: xcedf_org.ssgproject.content_profile_hipaa

Description: The HIPAA Security Rule establishes U.S. national standards to protect
individuals’ electronic personal health information that is created, received, used, or
maintained by a covered entity. The Security Rule requires appropriate administrative,
physical and technical safeguards to ensure the confidentiality, integrity, and security of
electronic protected health information. This profile configures Red Hat Enterprise Linux 9 to
the HIPAA Security Rule identified for securing of electronic protected health information.
Use of this profile in no way guarantees or makes claims against legal compliance against
the HIPAA Security Rule(s).

F7tEas

e scap-security-guide(8) =2 2 7] 0] %]

=

Nzglo] B4 7172 E4ateA Selstel W the BAS BEA A 2.

AR 8 7 AL
® openscap-scanner 2 scap-security-guide =} 7] %] 7} A 3] 5] o] )5 T}

T UoA 22 IDE &

K
¥
o))
T
v
o
i
)
o
,
ne)
-4
oX,
4
o
AN
+

L AEE 8 F5E A8 22d 2 Hrhetal AAF 4 32 reporthtml HTML st of] #1744

$ sudo oscap xccdf eval --report report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
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2. A€ 2} machinel 32 E o]2 0 7 917 A ~H]
joesec Al&-#} o] 55 AF&-3} o] %7‘3 FFE A

P

e
=

27 E}aL, L E 22 0|4 SSHE A8 &},
}32 2 2= remote-report.html 3} o) % %

(S

O

$ oscap-ssh joesec@machine1 22 xccdf eval --report remote_report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml

e scap-security-guide(8) =2 2 7] 0] %]
e /usr/share/doc/scap-security-guide/ t] 2] €] 2] o] 3] = SCAP E. Sl 7lo] = FA]

/usr/share/doc/scap-security-guide/guidesg-rhel9-guide-index.html - scap-security-guide-
doc 7| 7] A & A}-&-3Fo] A %] 3 Red Hat Enterprise Linux 9] B.¢F 43 of] t g+ B ¢F 74

8.4. 54 7=l ol BHA Al =F 4
E4 71340 @A RHEL A1 28] S 4 slelw o

2 ARE AFE-SH4 Al Q. 9] o o] 4] = HIPAA(Health
Insurance Portability and Accountability Act) Z =22 & A

Fg g o

_Zr.o
AA NZA AP 1A &= A ediate 342 & &l
[e)

Al = 7% Rem d3teto] Al~dl HIHE At
A A 28 ol ZHEskA] S ¢ AF U Red Hat2 Bk A3t =4 0 = 13 A A
e Hed 7 A= ATsE TS AT A FFYH 82 712 74 9] RHEL
A" oM gyt AR FAILRo] MR E A TS dWsto] dad B
Z2HS A X dsU T

AHA 87 AR
e scap-security-guide =] 7] ] 7} RHEL A] 2~ of] A 2] & o] Q] 51 T}
1. --remediate 41 3} 374 oscap & & AF&3U o}

$ sudo oscap xccdf eval --profile hipaa --remediate /usr/share/xml/scap/ssg/content/ssg-
rhel9-ds.xml

2. A28 T A g o,

oY
ol\

1. HIPAA & 5e] 2 A] 28] 5F
Ut

o
N
rulru

42 v 7}5} 3 hipaa_report.html 512l o] A} 232 2 43}

H

$ oscap xccdf eval --report hipaa_report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
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F7tEas

e scap-security-guide(8) 2! oscap(8) ==& # o] A

8.5.SSG ANSIBLE Z g o] 22 Al &3l EX 7|23 A X3 = A| 2H &

SCAP HQt 7tol = Z 24 E o Ansible Zd| o] & 3t & AH-&-5te] 54 7|F o2 A 2H & A5t o
S A2 AFEEAH A L. o] o o] A = HIPAA(Health Insurance Portability and Accountability Act) = =2
S AHE Y T

o2

2]
AA F 8 Abg A e 7 ediate 4% 2-95}eje] 4 29 H718 A
: :

Al % Rem = A sy

H Al 2" o] 25 351R] &S 4 A HF YT Red Hat2 Bt 78t =4 o 2 23 A A
G HEY F A= AFIE HH S A TR Utk 4L 712 74 9 RHEL
A" ALHYT AX] F A/ 2d"Ho]l AAE A A4S AdYsie] a3k 1t
Z2HS FF3A £ S JdHFUL

AR 27 AV
® scap-security-guide =l 7] x| 7} 4 %] g Y t}.

e ansible-core 3| 7] x| 7} A X 5] o] Y HFYTh AFAH g Y &2 Ansible A %] 7ol = & FZF4IAI L

23

El

RHEL 8.6 o]’ ¥ Z1 ol A Ansible Engine& 7] & #| 3 55+ 23t a sible -core | 7] A
Z ZA P YT B Ansible AN = 7| E AT ZE0 LT HA] &S AFYE 9 o]
7 gt 24 A A AH o] ~(POSIX) A& Ao &8 AHEF YT o] 7ﬂ—r Bash +4 &
Ansible =3 & th Al A& = 9,1{514 t}. RHEL 9¢] Red Hat Connectordl &= 3l 2 =4 0]

E o] Ansible Coreol| A/ 25 3l= = st+= o] H 2.3 Ansible =50 Z3t5 o] lH5Y o

A3}

1. Ansible S AF&-3to] HIPAAY BEA] A 2H] -8 w78 ¢ty T}

# ansible-playbook -i localhost, -c local /ust/share/scap-security-guide/ansible/rhel9-
playbook-hipaa.yml

2. A2Ele BA) Al A o,

o
ol\

1. HIPAA = 2 914 2 A| 28 34 &4 2 ¥ 7}5l 3 hipaa_report.html 512 o] AAL A 372 =) 43
Sh=

# oscap xccdf eval --profile hipaa --report hipaa_report.html
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
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® Ansible A A
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RHEL 9¢f| A Ansible Engine-2 7] & A| 3~ & & 1} 33} 3}+= ansible-core =l 7] x| 2 W A g
Ut B2 Ansible = M = 7| 2 Al g BE £ A & AFYUE 9 o] 2] 7hs3
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# oscap xccdf eval --profile hipaa --results hipaa-results.xml
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml

2. o] A wA oA A g YL 7]¥ko & Ansible S| o] B2 A A FYTh

# oscap xccdf generate fix --fix-type ansible --profile hipaa --output hipaa-remediations.ym|
hipaa-results.xml

3. hipaa-remediations.yml 3} o = 1 @A | A =3 S+ A A} Fol] A 3 ¢t 4F 2] o] tf) §+ Ansible %
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# oscap xccdf eval --profile hipaa --results hipaa-results.xml
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
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# oscap xccdf generate fix --profile hipaa --fix-type bash --output hipaa-remediations.sh
hipaa-results.xml
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I $ scap-workbench &
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Open SCAP Security Guide
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SCAP Security Guide was found installed on this machine.

The content provided by SCAP Security Guide allows you to quickly
scan your machine according to well stablished security baselines.

Also, these guides are a good starting point if you'd like to
customize a policy or profile for your own needs.

Select one of the default guides to load, or select Other SCAP
Content option to load your own content.
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ss5g-rhel9-ds.xml - SCAP Workbench X
File Help
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 9
Customization | None selected hd
Profile PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 9 (121) - Customize
Target o Local Machine Remote Machine (over SSH)
Rules

» Verify Group Who Owns shadow File

* Verify User Who Owns group File

* Verify User Who Owns passwd File

» Verify User Who Owns shadow File

* Verify Permissions on group File

* Verify Permissions on passwd File

* Verify Permissions on shadow File

* The Chronyd service is enabled

* Aremote time server for Chrony is configured

» Distribute the SSH Server configuration to multiple files in a config directory.

» Enable Smartcards in SSSD

100% (121 results, 121 rules selected)

Clear Save Results ¥ || Generate remediation role ¥ | Show Report

Processing has been finished!

5. AA} A3} 2 XCCDF, ARF == HTML 3¢ ¢] 3 2l o 2 =] #5}e] ™ Save Results &5 A2 &
&2 9y ot HTML Report Q/S S gt ALEATH S F U FACE A HIAME *3’“
Yo XCCDF 2 ARF(Hlo]H 2EH) 4 F7F 2AHs Ao 48Utk Al 7H4] 4%
FutEH o g Mg 4 91%14 =3

6. A3} 71¥F =4 2 #9 2 ) 2 U & H Generate remediation & & 2 W 7 & AF23U ).

8.8.2. SCAP Workbench& A}-&-3fo] H <t xz =23 ALg-2} 74 9]
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1. SCAP Workbench= 4 3] 5} 31 File # 79l 4] Open content from SCAP Security Guide &=+
Open Other ContentE € o] AL &2} X H & 22 S A ot
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2. o7 AHgol met Nel @ Rot TR 2t A4 Y HES YT
A L dioly 2EY A S HASA & dA) AdEs 22 d S AT s A AFE-
A AR Aol APUTh A T2 DS Ak
Customize Profile x

Choose the ID of your profile.

Warning: Choose it wisely. It cannot be changed later and may be required if you choose to
use command line tools or various integrations of OpenSCAP.

The |ID has to have a format of "xccdf_{reverse DNS}_profile_{rest of the ID}.
For example "xccdf_org.mycorporation_profile_server”.

New Profile ID | xccdf_org.ssgproject.content_profile_ospp_customized

Cancel OK

3 = = = 2~z = %] ©
3. =2 2§ % Search (A 4) == 7AE 747 3 B8] 728 AHEst] £ 1L
2 2=
&Y T
5 o =] 21 O 3T &L= = =] = = o >~ 5
4. B8] 729 gl AFEste] 3 & AU A st AY all Frele= A H 9] s 8 E Y
Customizing "[DRAFT] Protection Profile for General Purpose Operating Systems [CUSTOMIZED]" X
A N .
“ (" Undo History Select All  Deselect All Password Guality Search | Showing match 1 out of 4 total found.
D Lock Accounts After Failed Password Attempts Selected ltem Properties o x
D Configure the root Account for Failed Password Attempts Title | minlen ‘
D Enforce pam_faillock for Local Accounts Only o | .content_value_var_password_pam_minlen ‘
D Set Interval For Counting Failed Password Attempts e | xeedf-value ‘
D Set Lockout Time for Failed Password Attempts
. Modify Val
- n Set Password Quality Requirements odify Value
Only takes effect when this profile is used for evaluation.
Set Password Quality Requirements, if using...
. 18 ¥ | (number)
- n Set Password Quality Requirements with pam_pwquality
;‘x deredit Description
& ) Minimum number of characters in password
% dictcheck
¢ difok
% leredit
% maxclassrepeat
% maxrepeat
% minclass
% ocredit
% retry
- Affects Rules
% ucredit
* Ensure PAM Enforces Password Requirements -
Minimum Length
Delete profile Cancel OK

5. OK (2H91) W E-2 2¥ ste] W7 Abehg SHol g o,
6. WA e dTA o Agsted T ¢4 F s AE U
o},
e File v 7ol A Save AllS- A}8-3}o] 3k Ho| & Hot Fel =5 A A3
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oo

® Satellite 6.xE A}2- 3] AF& =} A 2] SCAP A & v 2 KCS 4]

OpenSCAP A E S AL-g-ate] A %] 2 A 2 2 5o OSPP, PCI-DSS @ HIPAA 2 29 3} 7+-2 H QF 3
2287 53ty = RHEL AJ 2] S o] £ = AFUth o] vl WH & Abg-slo] Uzo sl d A HE
pes|

AHgEtel 488+ HlE 5 482 5 AU T (el S wel i B whe A )

3z
=
=

Ox
A tfo
N
o

8.9.1. GUIGI A A1) 9} & 8-5) %] o= 3= 2 7o)

SCAP 119t 7ho] E9] AR 2 A5 54 M2 e GUI 7|1 876l 4] Aulo] £ 34 91714
AESH EBEA FsUTh kA Bhe T2 F shtsh EHHE ALYS AAT 0 GUIZ A